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With digitalization and automation development, robotic and automation systems are designed and used widely in 
industries. However, unpleasant accidents regarding robotic and automation systems may happen. On one hand, 
emerging digital and automation technology creates new safety challenges. On the other hand, engineers should 
embrace safety engineering knowledge to achieve safer design and avoid misuse for foreseeable hazardous scenarios 
in the industry. However, there is a knowledge gap between education and industry for engineering students. This 
paper presents a teaching framework that is developed by the authors with such demands from perspectives of 
standardization organization, robotics designers and users, consultancy, and students. In the framework, concerning 
robotic and automation systems, there are five topics, which include safety requirements from legislation and 
regulations, safety and reliability basics, safety analysis methods, reliability methods, and risk assessment. The 
teaching framework aims to teach students systematic methods and tools for identifying, analyzing, and managing 
reliability and safety issues in robotic and automation systems so that it can prepare students to solve new safety 
problems and uptake the legal, societal, and ethical aspects in the era of industry 4.0.  
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1. Introduction 

With the digitalization and automation 
development, robotic and automation systems are 
designed and used widely in industries, for greater 
efficiency, increased product quality, and 
improved safety and security, even for human 
health. However, unpleasant accidents regarding 
robotic and automation systems may happen. For 
example, the Occupational Safety and Health 
Administration of the United States Department 
of Labour records the accidents involving robots. 
On one hand, emerging digital and automation 
technology creates new safety challenges.  Nardo 
et al. (2022; 2020) reviewed the safety challenges 
through industry 4.0. They are lack of 
supervision, poor safety qualities, improper 
equipment quality and weak precautions. In the 
past, the system was operated by human 

operators. With the automation and robotics 
introduction, the role of human operators is 
changed to human monitor and supervisor, only if 
there are abnormal events, the human intervention 
is required to cope. It is beneficial that a task that 
might be done by industrial robotics and 
automation systems to remove humans from a 
potentially hazardous environment, e.g., to keep 
social distance. However, under the constraint of 
the robot’s work envelope, especially, with the 
introduction of human-collaborative robots, 
human operators may enter the restricted 
envelope, which leads to accidents. The human 
robotics interaction introduces new safety 
challenges. On the other hand, engineers should 
embrace safety engineering knowledge to achieve 
safer design and avoid misuse for foreseeable 
hazardous scenarios in the industry.  
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    However, there is a knowledge gap between 
engineering education and industry. Due to this, 
students should be prepared to improve their 
safety awareness during their studies in order to 
solve such realistic safety problems, which are 
closely related to the robotic and automation 
systems. As part of this paper, the authors present 
a teaching framework developed to meet the 
needs of standardization organizations, robotics 
designers and users, consulting firms, and 
students. In order to gain common attention to get 
improvement suggestions for the course design, it 
provides reference for peers. Hence, the course 
can serve better for its purpose of preparing 
students to deal with new safety problems and 
take into account legal, social, and ethical 
considerations in the age of industry 4.0. 

The remainder of this paper is organized as 
follows. The Section 2 introduces the teaching 
framework, which was developed in cooperation 
with the Danish standardization organization, 
robotics designers and users, consultancy, and 
students. There are five topics in the teaching 
framework that are illustrated in detail from 
Section 3 to Section 7: safety requirements from 
legislation and regulations, safety and reliability 
basics, safety analysis methods, reliability 
methods, and risk assessment. Discussion and 
conclusions are provided in Section 8.     

2. A Teaching Framework for Safety and 
Reliability of Robotic and Automation 
Systems  
Safety engineering (Mroszczyk 2012) is the 
application of basic scientific and technical 
principles to the mitigation or reduction of loss of 
life, property, and the environment by recognized 
hazards (potential sources of harms). It requires a 
broad knowledge of mathematics, chemistry, 
physics, and other basic sciences and familiarity 
with one or more of the recognized branches of 
engineering. The ultimate goal of all efforts in 
safety engineering should be to reduce accidents 
and harmful exposures.  

In the domain of robotic and automation 
systems, the discipline of system safety is 
introduced and fundamental theories of system 
safety are applied to solve the problems that are 
related to robot and automation system safety. 
However, the safety requirement and safety 
practices, especially in robotics, compared to 
chemical engineering or nuclear energy systems, 

are not well-formulated enough for the industry to 
follow. New standards are under development for 
new types of robotics. In addition, the teaching 
materials for the safety and reliability of robotics 
and automation systems are limited and not 
systematic (Dhillon, Fashandi, and Liu 2002). 
Zhang et al., (2017) proposed a robotics safety 
teaching module, which includes types of robots, 
types and sources of robotics hazards, robot safety 
requirements, robot safeguards and robot safety 
standards. This module is more about the 
introduction of robotics safety rather than 
teaching methods and tools for ensuring robotics 
safety. Courses of this type could be very 
interesting to students. The problem is that 
students do not know how to apply what they 
learn to the real world. 

Risk assessment is a systematic method and a 
framework to improve the safety level of robotics 
and automation systems in general. It is supposed 
to be given more attention. Therefore, a teaching 
framework for the safety and reliability of robotic 
and automation systems is proposed, shown in 
Fig. 1.  

 The framework was developed in conjunction 
with Danish standardization organization, 
robotics designers and users, consultants, and 
students. There are five topics presented and they 
are logically related. The legislations and 
regulations put forward the safety requirements 
such as CE marking and functional safety 
requirements. The safety and reliability basics 
provide theory and mathematics both for 
reliability analysis and proposing safeguards for 
risk reduction. The safety analysis methods 
provide the methods for the hazard identification. 
The reliability analysis gives inputs for risk 
estimation. An assessment of risk is conducted by 
following the standards of ISO 12100:2010 and 
others. The detailed illustrations for each topic are 
presented from section 3 to section 7.  

The learning objectives for students are: 
    (1) Define safety and reliability in relation to 
robotic and automation systems. 

(2) Describe fundamental safety concepts and 
theories in relation to robotic and automation 
systems. 
    (3) Describe the ethical aspects from the 
human-machine (robotics) perspective. 
    (4) Explain what is standard, and what is CE 
marking.  
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    (5) Identify what are the relevant standards and 
required procedures. 
    (6) Identify causing factors that contribute to 
the accidents in relation to robotic and automation 
systems by using accident-causing theories. 
    (7) Perform system safety analysis using safety 
analysis methods by following the safety analysis 
procedure for robotic and automation systems. 

    (8) Perform reliability analysis of robotic and 
automation systems for simple events using 
reliability analysis methods. 
    (9) Perform risk assessment according to 
ISO12100.  
   (10) Write sections of a risk assessment report. 
 

 
Fig. 1.A teaching framework for safety and reliability of robotic and automation systems. 
3. Legislations and Regulations 
The course is given to master students. In future, 
they are possibly to become manufactures, 
designers, and integrators. EU regulations and 
directives for robotics and automation systems are 
highly relevant for them to learn. So that they are 
able to find relevant standards to follow by. In this 
topic, the learning objectives are shown in Fig.2.  

 
Fig. 2. Learning objectives of topic 1. 

3.1. Directives 

EU directives are applicable to all member states. 
In the past, the directives requiring all 

requirements were more than standards for testing 
and nowadays the number of directives is 
decreasing to put forward the essential 
requirements, instead, the standards play role in 
both requirements and testing.  

    There are four cornerstones of the internal 
market: essential requirements, conformity 
assessment, marking, and market surveillance. 
For CE marking, there are two ways: apply the 
law directly and use harmonized standard. In the 
following section, the harmonized standards are 
discussed.  

3.2. Standards 

Standards are a voluntary market instrument, 
consensus-driven and adopted by a recognized 
body. For CE marking, under each directive, there 
is a list of harmonized standards. Those standards 
can be utilized to comply with the law. In the CE 
marking, the documentation on risk assessment is 
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required in the technical documentation. Further, 
it requires that the standards and other technical 
specifications used indicating the essential health 
and safety requirements should be listed.  
   Standards for risk assessments of robotic and 
automation systems are discussed in several 
works of literature (Franklin 2022; Anastasi, 
Madonna, and Monica 2021). In this course, the 
risk assessment is one of the focuses. So the 
students are required to be able to find the relevant 
standards for the risk assessments for a specific 
robot or a robotic system.  
 

4. Safety and Reliability Basics 
In this topic, robot-related fatal accidents are 
presented to emphasize the importance of safety 
issues. The evolution of safety awareness is 
introduced from no accident to avoiding hazards. 
The human-machine (robot) interaction and 

trust are emphasized for students to 
understand the particular challenge in human-
machine robot interaction, automation and 
human factors and ethical issues in human-
machine (robot) interaction.  

Since safety is to avoid hazards, there are 
several concerns: what are the causes of the 
hazards, when the hazards should be considered, 
and how to eliminate or mitigate the hazards. 
Therefore, the accident-causation theories, safety 
consideration in life cycle of system and barrier 
theories are are necessary to be introduced. 
Around year 2000, the mechanical safety was 
regulated according to functions and reliability.  
Functional safety (Meany 2017) is one of barriers, 
which is part of the overall safety that depends on 
a system or equipment operating correctly in 
response to its inputs. It is essential for students to 
understand that there are two types of 
requirements are necessary to achieve functional 
safety: safety function requirements (what the 
function does) and safety integrity requirements 
(the likelihood of a safety function being 
performed satisfactorily). In order to ensure that 
safety is achieved, both hazard analysis and risk 
assessment are necessary.  

    Reliability is a measurement of ability of a 
machine or its component or equipment to 
perform a required function under specific 
conditions and for a given period of time without 
failing. There are two main means to improve 
reliability: redundancy and diversity. It is a 
fundamental theory for students understand how 
they can improve reliability of a machine or its 
component or equipment. The basics of reliability 
formula and configuration are the probability 
calculation based its theory. In this way, students 
can understand the philosophy behind as well as 
the probability calculation tools so that they are 
able to perform tasks such as safety integrity level 
verification or performance level verification. 
Therefore, the reliability analysis is not about 
numbers but about safety in design to implement 
principle of safely inherent design. 
 

5. Safety Analysis Methods and Case Studies 

Concerning robotic and automation systems, the 
safety analysis methods can be categorized from 
two perspectives: the research perspective and the 
industrial practice perspective. These two 
perspectives complement each other to reduce 
risks.  

From the research perspective, Hazard and 
Operability Study (HAZOP) (IEC 61882), Fault 
Tree Analysis (FTA) (IEC 61025), Event Tree 
Analysis (ETA) (IEC 62502), Failure Modes 
Effects Analysis (FMEA) and Failure Mode 
Effects Criticality Analysis (FMECA) (IEC 
60812) are the most common methods. In 
addition, some of them, for example, HAZOP is 
in progress to be applied for robotics’ hazard 
analysis. The students are required to be trained 
from a methodological point of view to analyse 
hazards and risks.  On the other hand, from the 
industrial practice perspective, hazard analysis 
and risk assessment can be conducted together 
with standards. By following standards 
requirements, the results of hazard analysis and 
risk assessments can also be obtained.  

In the course, case studies both from 
automation systems and robotics are used for 
carrying out hazard analysis by using FTA 
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method. Students are required to perform: 1. 
Build a fault tree of a top event; 2. Do safety 
analysis: analyse minimal cut sets, and calculate 
the structural importance of each basic event; 3. 
Propose safeguards. The two case studies are 
shown in Appendix A.  

6. Reliability Analysis Methods and Case 
Studies  
Reliability Analysis methods are the mathematical 
methods that support calculations of measures of  
reliability. FTA and Markov approaches are the 
common methods. Quantitative analysis of FTA is 
the probability of occurrence of the top even and 
all, or most, inputs will be determined. The Markov 
method (Rausand 2014) is used frequently to 
model reparable systems with constant failure and 
repair rates. It is one of the recommended 
approaches in IEC 61508-6 for reliability 
assessment of a safety instrumented function. They 
are selected for demonstrating how the reliability 
analysis methods can help with probability 
calculation part in the risk assessment. The case 
studies in books (Rausand 2014; Balbir S. Dhillon 
2015) are used for teaching. For details, readers can 
find the cases in the books.  
    It is noted that there are other quantitative 
methods (George-Williams, Santhosh, and Patelli 
2022), e.g. Monte Carlo method (Nielsen 2020), 
are known for reliability analysis. However, the 
objective of this course is to make students 
understand the importance of the safety aspects of 
automation and robotic systems, especially 
complying with the EU law. The detailed 
calculations is not much of concern here. The 
course could include more methods in relation with 
the students’ background in future, which may help 
with creating connections with other courses at 
DTU as well.  
      

7. Risk assessment 
According to ISO 12100: 2010, the risk 
assessment contains the following steps: 
    a) determine the limits of the machinery, which 
include the intended use and any reasonably 
foreseeable misuse thereof; 
    b)identify the hazards and associated hazardous 
situations; 
    c) estimate the risk for each identified hazard 
and hazardous situation; 

    d) evaluate the risk and take decisions about the 
need for risk reduction; 
    e) eliminate the hazard or reduce the risk 
associated with the hazard by means of protective 
measures.  
    It is noted that the risk assessment must be an 
iterative process, that each measure taken to 
prevent a risk may introduce new risks.  

A robot arm used in the slaughter house for 
removing the knife inserted into the pigs (project 
1) and a wine yard tractor for agriculture equipped 
with a navigation system (project 2) are used as 
projects for students to do a risk assessment.  

Here, as an example, the design of the project 1 
is explained in detail. The intended use of the 
robot is for the “rotastick” task in slaughter house, 
where the knife inserted into the pig needs to be 
removed by the robot. The vedio of the robot can 
be found on https://youtu.be/ddCulUf-OAw. The 
preliminary design of the robot system is as 
follows, shown in Fig. 3: 

• Eye-in-hand structure: the camera is 
mounted on the end effector of the robot 
arm 

• Industrial robot arm UR10: 6 degrees of 
freedom 

• Guppy camera: color image, 30 fps 
• Robotiq gripper: 2 fingers 

 

Fig. 3. The robot system set up (Wu et al. 2016) .  
Specifications and working conditions: 

Pig 

Robot 

Knife with 
label 

Camera 

Gripper 

Goal 
position 
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• The robot system is used in slaughter house 
(for indoor use). 

• The robot system is to replace the operator. 
• In the testing phase, one operator will be 

required full time to monitor the work conditions 
of the robot system. An operator works for 8 hours 
per shift, and there are 3 shifts per day.  

• The robot system is electrically supplied.  
• Only pigs and the position of the knife are 

the robot’s detection objects.  
• The system is to be performed with standard 

knife.  
• The speed of the moving robot arm can be 

adjustable. 
• The setting speed for the moving robot arm 

is 12-14 pigs/minute. 
Students are required to carry out the risk 

assessment assuming that it is conducted during 
the design phase of the robot.  

Students are required to do the following 6 
tasks:  
    Task 1: In CE marking process, documentation 
of risk assessment is one of the elements should 
be in a technical dossier for the designed machine. 
Please identify EU directives and standards 
categorized in group A, B and C for your selected 
robot. Please justify your identified EU directives 
and standards in relation with your selected robot. 
    Task 2: Risk assessment should be carried out 
according to ISO12100:2010. The relevant 
standards may also be considered depending on 
your machine characteristics. Please explain the 
steps in risk assessment and all methods you can 
consider in each step of risk assessment. 
    Task 3: Please determine the limits of your 
selected robot.  
    Task 4: Hazard identification. For the operation 
phase of the robot, please identify the hazards, 
hazardous situation and hazardous events. Please 
divide hazard zones for your selected robot before 
hazard identification. Please use two methods for 
hazard identification. One method is based on 
checklist ISO 12100:2010, Annex B. Another 
method is fault tree analysis. Please identify at 
least 4 hazards. Among the identified hazards, at 
least 2 hazards are related with mechanical 
hazards. Please document each hazard by using 
the table A.3 in ISO/TR-14121-2: 2012. For the 
fault tree analysis, please also document the fault 
tree and give explanations. 

    Task 5: Risk estimation. For risk estimation, 
please use the method in ISO 13849-1 to estimate 
the required performance level for all identified 
hazards in task 4. Please justify your risk 
estimation.  
    Task 6: Propose risk reduction for all identified 
hazards in task 4 and give sufficient explanations.  

8. Discussion and Conclusions 

To improve safety of the robotic and automation 
systems in industries, engineering students are the 
main contributors for the future. However, there 
are some challenges, which requires developing 
such course in the university to make safety 
training for engineering students to help with: 

    a) making more and better standards to regulate 
the safety practice for ensuring machines are safe 
enough for use; 
    b) better understanding the philosophy behind 
the safety engineering; 
    c) making risk assessment in a better quality to 
avoid hazard; 
    d) improving safety awareness in general for 
industry society. 

    The developed teaching framework for the 
safety and reliability of robotic and automation 
systems is an effort to cover important elements 
in the risk assessment required by laws. It teaches 
students systematic methods and tools for 
identifying, analysing, and managing reliability 
and safety issues in robotic and automation 
systems so that it can prepare students to solve 
new safety problems and uptake of the legal, 
societal, and ethical aspects in the era of industry 
4.0. In turns, it is a hope that it can help with 
tackling with the above-mentioned challenges and 
educate more engineering students who are 
willing to contribute safety design in the 
industries in Europe market in future. This course 
will be a general competence course for students.  
Part of an evaluation survey of the course 
answered by students (17 students, 13 answered) 
is summarized in appendix B.  
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Appendix A. Case studies for hazard analysis  
Case study 1: BP Texas Refinery Isomerisation Unit 
Explosion 
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Accident Description: 
• Accident: BP America Refinery Explosion 
• Location: Location: Texas City, TX 
• Accident Occurred On: 03/23/2005 
• Accident Type: Oil and Refining - Fire and 

Explosion 
• Accident results: 

At approximately 1:20 p.m. on March 23, 
2005, a series of explosions occurred at the 
BP Texas City refinery during the restarting 
of a hydrocarbon isomerization unit. Fifteen 
workers were killed and 180 others were 
injured. Many of the victims were in or 
around work trailers located near an 
atmospheric vent stack. The explosions 
occurred when a distillation tower flooded 
with hydrocarbons and was overpressurized, 
causing a geyser-like release from the vent 
stack. 

 
Case study 2: A fatal incident of an operator of an 
automated die-cast system 
Accident Description: 

• Accident: A fatal incident of an operator of 
an automated die-cast system 

• Location: United States 
• Accident Occurred On: 07/21/1984   
• Accident Type: Robotics accident 
• Accident Results:  

July 21, 1984, a thirty-four-year-old male 
operator of an automated die-cast system 
went into cardiorespiratory arrest and died 
after being pinned between the back end of 
an industrial robot and a steel safety pole. The 
hydraulic robot had been installed in an 
existing production line to remove die-cast 
parts from a die-cast machine and to transfer 
these parts to a trimmer. The victim had 
fifteen years' experience in die-casting and 
had completed a one-week training course in 
robotics three weeks before the fatal incident. 

 
Appendix A. Feedback from the students for the 
course 
 
Q1. Why you choose the course? 
� “I chose this course mainly because I needed 5 
ECTS points and there was a lack of other courses 
that were either interesting or relevant to my 
interest in robotics. While not revolving around 
solving a technical problem as I prefer, my hope 
was that the course would still be interesting 
because of its focus on robotics and that I would 
learn concepts I could apply when working with 
robots in the future.” 

� “I liked the idea of learning something 
completely new that is generally not available in 
university” 
� “I find the topic interesting and it fit perfectly 
into my schedule” 
� “Seemed like an interesting topic that not many 
people take enough interest in, but is still crucial 
for product development.” 
� “study robotics from safety side of view” 
� “Because I found it relevant to my 
specialisation” 
� “I felt that the topic of directives and standards 
had not been sufficiently covered in other courses 
i've had at dtu” 
� “To get a better understanding of the standards 
and safety systems used in robotics and 
automation” 
� “Because it deals with robotics” 
� “Because it gives you the tools and the 
knowledge needed for the real life.” 
� “totally different knowledge with other 
professional courses” 
� “I am really interested in the safety aspects of 
robot system and I find it really relevant for my 
work and educational experience” 
� “Because I have taken courses in safety and 
reliability in other topics but never in Robotics 
and Automation, which is the topics of my 
interest” 

Q2. I have learnt a lot in this course (1 means 
agree, 5 means disagree). 
 

 
Q3. The teaching activities on the course 
correspond well with the learning objectives of 
the course (1 means agree, 5 means disagree). 

 
 
Q4. The teaching activities motivate me to work 
with the substance (1 means agree, 5 means 
disagree). 
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Q5. During the course I have had the opportunity 
to get feedback on how I am doing academically 
on the course (1 means agree, 5 means disagree). 

 
Q6. It has generally been clear to me what is 
expected of me in exercises, project work and the 
like (1 means agree, 5 means disagree). 

 
Q7. 5 ECTS points are standardized at 9 working 
hours / week in the 13-week period (45 working 
hours / week in the three-week period). I mean, 
the time I spent on the course is (1 means much 
less, 5 means much more) 
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