
 
 
General rights 
Copyright and moral rights for the publications made accessible in the public portal are retained by the authors and/or other copyright 
owners and it is a condition of accessing publications that users recognise and abide by the legal requirements associated with these rights. 
 

 Users may download and print one copy of any publication from the public portal for the purpose of private study or research. 

 You may not further distribute the material or use it for any profit-making activity or commercial gain 

 You may freely distribute the URL identifying the publication in the public portal 
 
If you believe that this document breaches copyright please contact us providing details, and we will remove access to the work immediately 
and investigate your claim. 
  
 

   

 

 

Downloaded from orbit.dtu.dk on: May 23, 2023

Radical innovation for the Paris Agreement – a blockchain technology adoption perspective

Schletz, Marco Christian

Publication date:
2021

Document Version
Publisher's PDF, also known as Version of record

Link back to DTU Orbit

Citation (APA):
Schletz, M. C. (2021). Radical innovation for the Paris Agreement – a blockchain technology adoption
perspective.

https://orbit.dtu.dk/en/publications/bdfb7b52-d3f6-4990-8b91-2998c60a6730


                      
 
 
 
 
 
 
 
 

Radical innovation for the Paris Agreement 

– a blockchain technology adoption perspective 
 

 

Marco Christian Schletz 

 

 

 
PhD Thesis 
 

June 2021 

 

 

 

 

Department of Technology, Management and Economics 

Technical University of Denmark 

 

 

 
  



ii 

 

  



iii 

Title: Radical innovation for the Paris Agreement  

– a blockchain technology adoption perspective 

Type:   PhD Thesis 

Date:   June 2021 

Author:  Marco Christian Schletz 

ISBN:    978-87-94094-05-4 

 

Supervisors:  Simon Bolwig (principal supervisor)  

Senior Researcher  

UNEP DTU Partnership  

Technical University of Denmark 

 

Søren Salomo (first co-supervisor) 

Dr. sc. pol., Professor 

Institute of Technology and Management 

Technical University of Berlin, Germany 

 

Ana Cardoso (second co-supervisor) 

Researcher 

UNEP DTU Partnership (formerly) 

Technical University of Denmark 

 

University:  Technical University of Denmark 

Department:  DTU Management 

   Department of Technology, Management and Economics 

Division:  UNEP DTU Partnership 

Address:  UN City, Marmorvej 51, 2100 Copenhagen Ø, Denmark 

  



iv 

Summary 

Climate change is an enormous governance, coordination and incentive challenge. To achieve 

our climate goals, a multitude of governance levels, ranging from non-state, to sub-national, 

to national and to international actors need to collaborate over a long-time period. 

The Paris Agreement, as the first multilateral environmental agreement, is built on 

bottom-up and decentralized coordination among all of these actors. This decentralized 

governance approach enabled the breakthrough in climate negotiations but also posed an 

immense governance challenge. Previous climate governance systems, such as the Kyoto 

Protocol mechanisms, were all centrally coordinated and led to the establishment of 

fragmented and heterogeneous system designs.  

To enable the effective coordination of climate action through governance, these systems 

need to be connected to eliminate information asymmetry and create transparency and trust. 

In this context, blockchain is frequently mentioned as a promising technology. However, 

blockchain is still a new and often misunderstood technology, causing both hype and 

antagonism. This thesis analyses this technology based on a systematic approach to 

understanding what it could and what it shouldn’t be used for. 

The thesis focuses on use cases inside the Paris Agreement, namely carbon market 

mechanisms and energy efficiency. A detailed understanding of the specific case requirements 

is critical as blockchain is rightfully criticised as a technology in search of use cases. 

Accordingly, the case requirements need to provide a strong justification for a blockchain 

application as the technology comes with significant trade-offs compared to conventional 

database systems. Only if blockchain is the sole technological solution to develop novel 

economic or governance models or significantly improves automation and transaction 

efficiency should it be applied. 

For this systematic assessment, the thesis develops criteria and a decision framework to 

evaluate if a blockchain application is beneficial and, if so, what type of blockchain is most 

feasible. As a next step, the thesis applies this framework to the different carbon market and 

energy cases. This evaluation establishes that a blockchain application towards these cases is 

suitable. In addition, the analysis demonstrates that the blockchain design, e.g. in terms of 

beneficial technological features and governance type, vary substantially. Hence, there is no 

uniform blockchain that “suits all”, but each case requirement results in a distinct blockchain 

design. 

After confirming the relevance of blockchain for cases inside the Paris Agreement, the 

question became, “how can this technology be used to have an actual impact and accelerate 

climate action coordination?” The Paris Agreement consists of a vast number of actors with 

very different capacities and interests. Such capacities range from almost no technological or 

organisational capacities to conduct climate accounting and adopt blockchain technology to 

very advanced actors. Consequently, actors also show diverse attitudes manifesting in 
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openness to leapfrog into new technologies or technology lock-in and path-dependence. 

Similarly, the interests and economic incentives among actors vary widely. This actor 

heterogeneity was already expressed at the political and negotiation stage, where national 

Parties could thus far not agree on the rulebook for the new carbon market mechanisms 

(Article 6). 

A blockchain application would be beneficial in this heterogeneous and political 

environment, but its adoption and innovation is complicated by the diverse range of actors’ 

capacities and interests. Blockchain is a technology that is shaped by its application 

environment and then acts as a platform to enable governance of that environment — these 

blockchain inherent interdependencies with its adoption environment present novel 

theoretical considerations for blockchain adoption and innovation. 

Despite these complexities and uncertainties, blockchain needs to be considered to enable 

and accelerate climate action. We are at a crucial time where the established legacy systems 

and technologies are insufficient to provide the coordination needed to achieve our climate 

goals. We are currently designing the systems and architectures of the future, the post-2020 

systems. This allows the transition from manual and analogue processes into automated and 

digital designs, enabled by emerging technologies, such as blockchain. 
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Resumé (Danish) 

Klimaforandring er et enormt problem for styring, koordinering og incitamentskabelse. For at 

nå vores klimamål kræver det et langvarigt samarbejde mellem mennesker. Dette omfatter en 

lang række styringsniveauer, der spænder fra ikke-statslige, subnationale, nationale og 

internationale aktører. 

Parisaftalen, den første multilaterale miljøaftale, bygger på en bottom-up og decentral 

koordinering mellem alle disse aktører. Denne decentraliserede styringstilgang muliggjorde 

gennembruddet i klimaforhandlingerne men udgør også en enorm ledelses- og 

styringsudfordring. Tidligere klimastyringssystemer, såsom Kyoto-protokollens mekanismer, 

var alle centralt koordineret og førte til fragmenterede og ensartede systemdesigns. 

For at muliggøre en effektiv koordinering af klimaindsatsen på tværs af 

styringsniveauerne skal disse systemer bindes sammen for at eliminere 

informationsasymmetri samt skabe gennemsigtighed og tillid. I denne sammenhæng nævnes 

blockchain ofte som en lovende teknologi. Dog er blockchain stadig en ny og ofte misforstået 

teknologi der skaber både hype og antagonisme. Denne afhandling har til formål at analysere 

denne teknologi baseret på en systematisk tilgang til at forstå hvad den kunne bruges til og 

hvor den ikke bør anvendes. 

Afhandlingen fokuserer på anvendelsesmuligheder inden for rammerne af Parisaftalen, 

navnligt CO2-markedsmekanismer og energieffektivitet. En detaljeret forståelse af de 

specifikke anvendelsesbetingelser er bydende nødvendigt, da blockchain med rette kritiseres 

for at være en teknologi på jagt efter efter anvendelse. Derfor skal betingelserne for at anvende 

en blockchain-løsning være stærkt begrundede, da teknologien medfører betydelige 

afvejninger sammenlignet med konventionelle databasesystemer. Teknologien bør kun 

anvendes hvis blockchain er den eneste løsning til at udvikle nye økonomiske- eller 

styringsmodeller, eller som minimum føre til en betydelig forbedring i forbindelse med 

automatisering og transaktionseffektivitet. 

For at foretage denne systematiske vurdering fremfører denne afhandling nogle kriterier 

og en beslutningsramme for at evaluere om det er gavnligt at anvende blockchain-teknologien, 

og i så fald, hvilken type blockchain er mest nyttig. Dernæst trækker afhandlingen denne 

beslutningsramme ud over de forskellige anvendelser inden for kulstofmarkeder og 

energieffektivitet. På baggrund af denne evaluering fastslås det at anvendelse af blockchain-

teknologien på disse brugstilfælde er nyttig. Analysen viser også at valget af blockchain-

design, eksempelvis i forhold til de gavnlige teknologiske egenskaber og styringstyper, 

varierer væsentligt. Der er således ikke tale om en ensartet blockchain der “passer til alt”, men 

derimod at den pågældende anvendelse i hvert enkelt tilfælde resulterer i et særskilt 

blockchain-design. 

Efter at have bekræftet brugsrelevansen for blockchain ved brugstilfælde inden for 

rammerne af Parisaftalen, kom spørgsmålet om "hvordan denne teknologi  kan bruges til at 
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skabe reel forandring og fremskynde koordineringen af klimahandlinger?" Parisaftalen består 

af et betydeligt antal aktører med vidt forskelligartede kapaciteter og interesser. Disse 

kapaciter spænder fra aktører med et stort fravær af teknologisk eller organisatorisk parathed 

til at kunne gennemføre klimaregnskaber samt inddrage blockchain-teknologi, over til aktører 

med meget avancerede handlemuligheder.  

Som følge deraf udviser aktører også forskellighed i deres åbenhed over for forandring, 

alt fra en parathed til at tage tigerspring ind i nye teknologier, og i den anden ende en 

teknologisk fastlåshed og stiafhængighed. På samme måde varierer interesserne og de 

økonomiske incitamenter blandt aktørerne meget. Denne heterogenitet blandt aktørerne er 

allerede evident på den politiske forhandlingsscene, hvor nationale parter hidtil ikke har 

kunnet nå til enighed omkring regelbogen for de nye mekanismer for kulstofmarkedet (Artikel 

6). 

I dette heterogene og politiske miljø ville anvendelse af en blockchain-applikation være 

gavnlig, men vedtagelsen og innovationen kompliceres af de mange forskellige aktørers 

kapacitet og interesser. Blockchain er en teknologi der formes af det miljø, hvor det anvendes,  

og derefter fungerer som en platform der muliggør ledelse af det pågældende miljø. Disse 

indbyrdes afhængigheder mellem blockchainen og dets adoptionsmiljø afføder nye teoretiske 

overvejelser for adoption og innovation af blockchain-teknologien. 

På trods af disse kompleksiteter og usikkerheder er det nødvendigt at indtænke 

blockchain-teknologien til at fremskynde og muliggøre en accelereret klimahandling. Vi 

befinder os i en afgørende tid hvor de nuværende konventionelle systemer og teknologier ikke 

er i stand til at levere den nødvendige koordinering til at opnå vores klimamål. Vi er i gang 

med at skabe fremtidens systemer og arkitekturer; post-2020-systemerne. Dette giver os 

mulighed for at overgå fra manuelle og analoge processer til automatiserede og digitale 

designs, aktiveret af nye teknologier, såsom blockchain-teknologien. 
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1. Introduction 

1.1 Paris Agreement challenges 

The Paris Agreement (UNFCCC, 2015) marked a historic shift in the governance of multilateral 

environmental agreements. For the first time, almost all national Parties jointly agreed to take 

action and limit global warming to well below 2 °C above pre-industrial levels. This bottom-

up approach from a Paris Agreement marked a substantial governance change compared to 

the Kyoto Protocol’s top-down approach under the United Nations Framework Convention 

on Climate Change (UNFCCC). In the Kyoto market mechanisms, centralised systems and 

processes, such as the International Transaction Log, connected individual accounting systems 

of voluntary standards and Annex I countries. This Kyoto structure can be described as 

‘centralized yet fragmented’. This legacy approach has considerable limitations given ‘that an 

UN-centralized governance resulted in a process that was too bureaucratic and not flexible enough to 

recognize the needs of individual parties’ (Kreibich and Hermwille, 2016; La Hoz Theuer et al., 

2017; Marcu, 2017, p.4). 

In contrast, under the Paris Agreement, the almost 200 national Parties can almost freely 

choose the formulation of their Nationally Determined Contributions (NDCs) and the 

mechanisms and procedures used to achieve these commitments. The logic behind this flexible 

NDC approach is to make it easier for Parties to work out deals and monitor behaviour in 

small groups while giving countries more control over the content of their commitments 

(Gulbrandsen et al., 2018). However, this bottom-up approach has already resulted in a 

substantial heterogeneity of NDCs and now poses complex challenges for the greenhouse gas 

(GHG) emission accounting and design of carbon market mechanisms to enable cooperation 

among Parties. The Paris Agreement establishes cooperative approaches among Parties in the 

form of market mechanisms in Article 6. Such bilateral or multilateral cooperative approaches, 

as specified in Article 6.2 of the Paris Agreement (UNFCCC, 2019), enable Parties to transfer 

Internationally Transferred Mitigation Outcomes (ITMOs) to facilitate the achievement of their 

NDCs (Michaelowa, Espelage and Muller, 2019).  

In the decentralised Article 6.2 setting, both Parties involved in the ITMO transfer are 

unilaterally required to ‘ensure environmental integrity and transparency’ and to ‘apply robust 

accounting to ensure, inter alia, the avoidance of double counting’ (UNFCCC, 2015, p.3; Schneider 

et al., 2017). Accordingly, this decentralised approach magnifies legacy systems’ existing 

accounting and transparency challenges considering the heterogeneity in ITMO data formats 

and emission accounting system architectures and capacities (Galenovich, Lonshakov and 

Shadrin, 2018; World Bank Group, 2019). Such accounting systems (or registries) range from 

spreadsheets and pipelines to advanced data management systems with very heterogeneous 

data formats (CLI, 2019). 

Also, the bottom-up design depends on the aggregation of sub-national actors and 

systems at the national level. However, this nested approach currently exacerbates accounting 

complexities given diverse sub-national accounting capacities, heterogeneous and non-

transparent reporting formats, and a lack of data integration at the national scale (Höhne et al., 

2017; Hsu et al., 2019; Hsu, Brandt, et al., 2020). This sub-national diversity further increases 
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the risk of fragmenting the Paris Agreement stakeholder ecosystem. Accordingly, Article 6.2 

depends on linking national and sub-national accounting systems to reduce information 

asymmetry and effectively implement coherent accounting frameworks (under Article 13) to 

allow decentralised coordination.  

In summary, the bottom-up and decentralised ethos of the Paris Agreement introduces 

complexities due to the interdependence, fragmentation and disagreement across multiple 

governance levels (Hale and Roger, 2014; Hermwille, 2018). These complexities raise novel 

governance considerations due to the Parties’ diverse and often contradictory interests when 

negotiating the Article 6 architectures and frameworks. Such governance needs to strike a 

delicate equilibrium between being too weak or too restrictive, as either outcome would 

diminish the very benefits that prompted the introduction of compliance flexibility in the first 

place (Mehling, 2018a). Currently, Article 6 is the only article of the Paris Agreement where 

the negotiations did not achieve a consensus, highlighting the governance difficulties in 

sovereign actors with a shared goal but substantially diverging individual Party interests. 

 

1.2 Blockchain for the Paris Agreement 

Blockchain technology (or Distributed Ledger Technology (DLT)) enables innovative 

accounting, and data harmonisation approaches by distributing and synchronising all data 

across the network of participants (i.e. nodes) (Andoni et al., 2019). In the evolving blockchain 

literature, blockchain is not only considered as an ‘accounting technology’ that enhances 

transparency but increasingly as a ‘governance platform’ that enables decentralised 

coordination. Blockchain is the first technology to find consensus in a network of untrusting 

actors, the so-called ‘Byzantines General’s Problem’ (Bano et al., 2017). By distributing data 

across a network of actors, blockchain can eliminate information asymmetry and create 

innovative governance coordination platforms. The network data is distributed equally across 

all nodes of the system so that each participant holds a copy of the data, i.e. the ledger (Kewell, 

Adams and Parry, 2017). The full access of all nodes to the entire history of transactions allows 

the network nodes to verify and publish new transactions on the blockchain, creating a real-

time, verifiable and transparent accounting system (Dai and Vasarhelyi, 2017; Beck, Müller-

Bloch and King, 2018). The blockchain consensus mechanism defines how the network nodes 

agree about adding data items to the blockchain (Bano et al., 2017). The consensus mechanism 

evaluates if the transaction is valid considering the entire transaction history and conforms 

with the blockchain network’s rules (Bano et al., 2017). All new valid transactions are collected 

in a ‘block’, which is then added to the ‘chain’ of existing transaction blocks and 

cryptographically linked in chronological order (Schletz, Nassiry and Lee, 2020). Due to this 

interlinked structure, the transaction history becomes immutable and tamper-resilient, as 

altering a block requires changing all subsequent blocks (Peters and Panayi, 2016). Blockchains 

achieve disintermediation from trusted third parties through different consensus mechanisms 

and protocol rules enforcement that enable the network participants to interact with each 

other, even without trust (Bano et al., 2017).  
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However, despite these promising features, blockchains are not a panacea for all use cases. 

Blockchain is a highly inefficient technology compared to a centralised database because of its 

much slower and stricter processes (Risius and Spohrer, 2017; Born, 2018). Also, blockchain 

technology has the trade-off between maximising scalability, security and decentralisation, the 

so-called trilemma (Yu et al., 2018). Consequently, a blockchain application must be carefully 

evaluated by defining design parameters for the individual use case and using these 

parameters to develop the blockchain architecture. Establishing such a problem-solution fit is 

essential for an initial assessment of the additionality of a blockchain application. However, 

the present literature often neglects to critically evaluate and justify a blockchain application 

by establishing a problem-solution fit (Pedersen, Risius and Beck, 2019). After assessing a 

blockchain application’s general additionality, the next step is identifying the most suitable 

blockchain archetype. Blockchain is a very diverse technology regarding governance 

mechanisms, ranging from private permissioned to public permissioned and public 

permissionless blockchains (Walsh et al., 2016; Risius and Spohrer, 2017; Abdella and Shuaib, 

2018). The accessibility of the consensus mechanism determines the distinction between 

permissioned and permissionless blockchain systems (Zachariadis, Hileman and Scott, 2019). 

In permissionless public blockchains, all nodes can validate transactions and maintain the 

ledger, while in permissioned public or private blockchains, only nodes that have been 

preregistered and approved can fulfil these tasks (Peters and Panayi, 2016). 

At the beginning of the PhD project in 2019, almost no academic work was available on 

blockchain applications in the context of carbon markets, emission certificates or the Paris 

Agreement (see Annex I, Table 5). The only academic work at the time was book chapters 

from the book ‘Transforming Climate Finance and Green Investment with Blockchains’ 

(Marke, 2018), which focuses primarily on finance and green investments. Although the 

number of publications has grown over the past two years, the sole focus of the literature 

remains on the technical application of blockchain, critically neglecting the governance 

considerations of the Paris Agreement context. To date, papers 1,2 and 4 presented in this 

thesis remain the only academic research that in detail evaluate a blockchain application in the 

context of the Paris Agreement governance. Reinsberg (2020) is the only paper that considers 

blockchain to promote decentralised cooperation among international stakeholders. However, 

in this paper, the Paris Agreement constitutes mainly a case example for liberalism and 

decentralized governance and does not systematically establish a problem-solution fit between 

blockchain and the unique case parameters. 

In addition to the academic literature on blockchain and carbon markets and the Paris 

Agreement (Annex I, Table 5), literature has two narrower applications inside the broader 

context. The first application area concerns the vertical integration of blockchain to improve 

data collection procedures and digitise measuring, reporting, and verification (MRV) of 

mitigation actions (Galenovich, Lonshakov and Shadrin, 2018; CLI, 2020; Kim, Baumann and 

Laskowski, 2020). For digital MRV, blockchain acts as a platform for combining different 

emerging technologies into a trusted data layer. Internet of Things (IoT) can automate the data 

capture from the source or remotely (e.g. using smart meters or remote sensing technologies 
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(Dong et al., 2018; Duchenne, 2018; Hsu, Khoo, et al., 2020), while machine learning can 

improve data verification, the identification of data errors, and fraudulent behaviour (Marjani 

et al., 2017; CLI, 2019; Howson, 2019). Blockchain automates disseminating and synchronising 

this trusted data across a network of participants and provides a tamper-resilient and 

immutable log. These features enable actors to transact directly, eliminating the need for a 

trusted, authoritative third party and thereby eliminating the single point of control over the 

entire ledger (Downes and Reed, 2018). 

The second application area concerns blockchain as an aggregation platform, ‘ledger of 

ledgers’, or meta-registry that links all heterogeneous emission accounting systems in one 

system. Here blockchain serves as a data repository to aggregate and harmonise the 

fragmented and heterogeneous accounting systems in one system, accessible for all actors. An 

example is the ‘Climate Warehouse’ proposed by the World Bank to link national registries 

(Dong et al., 2018; Jackson et al., 2018; Wainstein, 2019; World Bank Group, 2019). The 

Warehouse establishes a blockchain-based accounting platform to link heterogeneous 

accounting systems. This so-called meta-registry connects country, regional, and institutional 

databases and registries to surface information on mitigation outcomes. Through this, the 

Warehouse provides an international platform to enhance transparency and trust among 

market participants and enable tracking of mitigation outcomes across jurisdictions (CLI, 2019; 

World Bank Group, 2019). The Open Climate platform (Wainstein, 2019) acts as an integrator 

of climate records to maintain a decentralised ‘ledger of ledgers’. This ledger develops climate 

communication protocols to harmonise climate actor data - ranging from countries to 

companies to individuals - to provide transparency and accountability from Paris Agreement 

stocktakes to carbon pricing and rewards for mitigation outcomes. 

However, most of this research focuses on the technological dimension of blockchain but 

does not consider the complex context of the Paris Agreement into which the technology is 

applied. For blockchain to play a role in accelerating climate action, this shortfall in the 

literature needs to be addressed to achieve blockchain adoption and scaling. To contribute to 

this research gap, this thesis is the first to combine two distinct research areas. On the one 

hand, the climate policy literature discusses critical design questions for policy- and decision-

making in the Paris Agreement context. This literature highlights the historical shortcomings 

of the Kyoto mechanisms (see, e.g. (Kollmuss, Schneider and Zhezherin, 2015; Schneider et al., 

2016, 2017)) and currently explores possible the transparency and environmental integrity 

implications of diverse Article 6 designs (e.g. (La Hoz Theuer et al., 2017; Mehling, 2018b; 

Schneider and La Hoz Theuer, 2019)). However, despite identifying the existing and future 

limitations, these articles only apply legacy technology approaches and thinking and fail to 

consider innovative approaches. Also, the influential Annex I countries have already spend 

substantial resources on developing their legacy system architectures, leading to path 

dependency and hesitancy in exploring innovative approaches.  

On the other side, the innovation and technology literature lacks an understanding of the 

climate policy space to identify blockchain opportunities in response to the specific Paris 

Agreement context. Such detailed knowledge is vital as it informs the framework conditions 
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and design parameters for identifying blockchain as a relevant technology. Accordingly, the 

specific blockchain application in the Paris Agreement context requires domain expertise from 

two previously unrelated research areas. Still, the thesis findings can be transferred to other 

application areas and thus have broad implications for several cases where a consortium of 

(sovereign) actors with diverging interests collaborates to achieve a common target 1. 

Blockchain is still at a very nascent conceptual stage, and scholars can only imagine what 

innovative governance forms this technology will enable in the future. Hence, the reflections 

presented in this thesis can inspire ongoing and future research in the face of present 

uncertainties, for existing literature fields or even creating a new interconnection of research 

areas. 

 

1.3 Blockchain innovation challenges 

The previous section outlined the potential benefits of blockchain and described the limitations 

and uncertainties of applying this nascent technology in the complex Paris Agreement context. 

This complex adoption context substantially affects blockchain as a technology with 

potentially radically innovative effects on the system it is applied in. Blockchain exhibits facets 

of radical innovation by providing unprecedented performance features that enable new 

application domains and fundamentally transforms systems or create entirely new ones 

(O’Connor and Rice, 2013). The most common way of framing innovation is incremental 

versus radical innovation (Dewar and Dutton, 1986; Leifer et al., 2000; Marvel and Lumpkin, 

2007). Pavitt (2005) describes radical innovations as revolutionary or discontinuous changes, 

whereas incremental innovations are conventional or straightforward extensions of a line of 

historical improvements (Marvel, 2012). In the literature, various other terms are used, such 

as discontinuous innovation (Lynn, Morone and Paulson, 1996; Veryzer, 1998), disruptive 

innovation (Christensen et al., 2006), really new product (Urban, Weinberg and Hauser, 1996), 

breakthrough innovation (Cooper, 2013) and major innovation (Tauber, 1974; Bessant, Öberg 

and Trifilova, 2014). Other authors position blockchain as a foundational technology to create 

new social and economic systems (Iansiti and Lakhani, 2017; Treiblmaier, 2018).  

As a potentially radical innovation, blockchain-based architectures deviate substantially 

from existing architectures by enabling innovative governance forms of multilateral 

agreements. The Kyoto governance mainly consisted of a small number of Annex I Parties and 

established independent systems that were centrally connected through UNFCCC systems, 

such as the International Transaction Log. In contrast, the Paris Agreement distributes the 

decision-making among all nested, heterogeneous actors towards bottom-up and 

decentralized governance. In such a bottom-up and interconnected context, technology 

adoption depends on organisational and environmental factors. Such adoption factors depend 

on the joint learning across actors, which can be achieved through establishing enabling 

 
1 A recent example is the European Blockchain Services Infrastructure (EBSI), a cross-border public 

services blockchain infrastructure that enhances the interaction of citizens, government and businesses. 

More information available at: https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/ebsi (accessed 

on 03/03/2021) 

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/ebsi
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political conditions (Hale and Roger, 2014), and through ‘catalytic linkages’ and dynamic 

feedback mechanisms among the participating actors (Hermwille, 2018). However, existing 

research mainly focuses on blockchain adoption either by individuals or by individual 

organisations rather than by networks of actors (Salahshour Rad, Nilashi and Mohamed 

Dahlan, 2018; Helliar et al., 2020). Consequently, most innovation studies focus on blockchain’s 

technological benefits while neglecting organisational and institutional adoption factors 

(Reddick, Cid and Ganapati, 2019; Janssen et al., 2020). Hinz, van der Aalst and Weinhardt 

(2019, p.134) further stress that ‘[t]he conceptual story of the technology is straightforward and can 

be explained in one minute. What we lack, however, are instruments to better understand such an 

important phenomenon and to make informed predictions how this technology could alter companies or 

even entire industries.’ Despite the importance of technology-driven innovation, blockchain 

technology attention in the innovation literature is lagging (Clohessy and Acton, 2019; Hughes 

et al., 2019), and the complexities inherent to blockchain technology adoption are under-

researched (Clohessy et al., 2020). Generally, there exists a multitude of conceptual technology 

innovation and adoption models, such as the technology acceptance or the diffusion of 

innovation models (Weerakkody et al., 2013; Helliar et al., 2020). However, these models fail to 

reflect blockchain’s uncertainty and socio-technological complexities as a radical innovation 

(Beck et al., 2016; Hughes et al., 2019). While confirming blockchain’s technological potential in 

Article 6, the current literature critically neglects the crucial organisational and environmental 

complexities for technology adoption. Consequently, despite the blockchain benefits, the 

uptake of emerging technologies into policy processes and applications has been relatively 

limited (Fritz et al., 2019; Anenberg et al., 2020). 

Blockchains inherent interdependences on organisational and environmental adoption 

factors pose novel theoretical considerations. Blockchain is a technology that enables new 

forms of decentralised governance models by creating trust among untrusted actors (Beck et 

al., 2016; Notheisen, Cholewa and Shanmugam, 2017; Risius and Spohrer, 2017; Catalini and 

Gans, 2020). In this way, blockchain is both a system that needs to be governed and an 

instrument for governance (Ølnes, Ubacht and Janssen, 2017; Janssen et al., 2020). Current 

literature fails to accurately reflect these blockchain inherent adoption factors, particularly 

when considering the complex multilateral context of the Paris Agreement. This thesis 

addresses these research gaps by investigating the socio-technological adoption factors and 

expanding existing conceptual models to incorporate these socio-technological blockchain 

interdependencies. 

 

1.4 Research questions and contributions 

In this thesis, I explore blockchain technology application and adoption in the context of the 

Paris Agreement following two main research questions.  

 

• RQ1: What are the technology assessment criteria for a blockchain application?  
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This question investigates if a blockchain application is feasible and effective in the Paris 

Agreement context based on developed blockchain assessment criteria and a decision 

framework. These criteria provide the basis for this work and contribute to the literature on 

their own by (a) providing a systematic framework for assessing a blockchain application in a 

multilateral context and (b) defining central design parameters for a blockchain architecture 

to fit the context requirements. These contributions culminate in the establishment of a 

problem-solution fit for a blockchain application towards a specific case. 

More specifically, papers 1 to 3 conduct research in response to this research question. 

Paper 1 compares the feasibility of two blockchains, namely Ethereum and Hyperledger 

Fabric, for the Article 6.2 carbon market mechanism of the Paris Agreement. The paper reviews 

lessons learned under the Kyoto Protocol market mechanisms and general carbon market 

literature to develop benchmark criteria for the systematic blockchain assessment. The 

comparison of the two blockchains introduces broader discussions surrounding consensus 

protocols and smart contracts, blockchain-based tokens, transaction privacy considerations 

and blockchain associated governance and community. Through this, the paper presents a 

systematic analysis of the technical and political requirements for a blockchain application.  

Paper 2 expands on the findings of paper 1 and applies a blockchain decision framework 

developed for the specific use case characteristics of the Article 6.2 market mechanism. This 

framework enables a systematic evaluation of the Article 6.2 use case characteristics through 

‘fit considerations’ formulated as eight classifiers that test the general applicability of a 

blockchain, raise governance and data-accessibility considerations, and determine the most 

suitable blockchain type. Paper 3 uses the decision framework developed in paper 2 to 

evaluate whether a blockchain application is technologically feasible for various energy 

efficiency cases. Also, the case analysis describes the current system design and outlines how 

a blockchain architecture would change the design and the associated benefits. The individual 

case evaluations are then compared to show the differences in system organisation and 

governance and benefits and barriers among the cases. 

After confirming that blockchain technology can be beneficial for the Paris Agreement 

cases, the thesis proceeds to investigate blockchain adoption factors in response to the complex 

governance context of the Paris Agreement. 

 

• RQ2: Which socio-technological factors influence blockchain adoption (in the Paris 

Agreement context)?  

 

This question examines the blockchain adoption factors, both drivers and barriers, in the 

multilateral Paris Agreement context. Through this, the results contribute to (a) an 

understanding of the national Parties’ blockchain perception; (b) how the Parties’ socio-

technological capacities influence their adoption openness; and (c) explore the 

interdependencies between blockchain and multilateral governance. 

Paper 4 uses a questionnaire for feedback on the Parties’ blockchain perception and their 

own national experience with carbon accounting. The paper further explores blockchain 
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adoption openness in the context of path dependency and leapfrogging. Finally, the paper 

discusses interdependencies between blockchain and the Paris Agreement governance that 

lead to new dynamics between the technology, the individual adopting unit and the 

governance system. Paper 5 focuses on applying blockchain as a multilateral governance 

platform in the case of the European Union. This paper develops a prototype to illustrate how 

blockchain can align diverging sovereign interests towards a common goal without sacrificing 

individual autonomy. Such an application at the international level and in a ‘coopetitive 

environment’ highlights blockchains potential as a governance platform in multilateral 

agreements. 

Table 1 lists the papers that constitute this thesis as well as their current publication status.  

Table 1 - Papers that constitute this thesis. 

Paper Reference Status 

1 

Franke, Laura, Marco Schletz, and Søren Salomo. 2020. “Designing a 

Blockchain Model for the Paris Agreement’s Carbon Market 

Mechanism.” Sustainability 12 (1068): 20. 

https://doi.org/10.3390/su12031068. 

 

Published 

2 

Schletz, Marco, Laura Franke, and Søren Salomo. 2020. “Blockchain 

Application for the Paris Agreement Carbon Market Mechanism – A 

Decision Framework and Architecture.” Sustainability 12 (5069): 1–17. 

https://doi.org/https://doi.org/10.3390/su12125069. 

 

Published 

3 

Schletz, Marco, Ana Cardoso, Gabriela Prata Dias, and Søren Salomo. 

2020. “How Can Blockchain Technology Accelerate Energy Efficiency 

Interventions? A Use Case Comparison.” Energies, 13(5869), 1–22. 

https://doi.org/10.3390/en13225869. 

 

Published 

4 

Schletz, Marco, Salomo, Søren, and Guzmán, Elaine. 2021. 

“Organisational and environmental blockchain adoption factors: A 

study of interdependencies in a multilateral agreement context.” 

International Journal of Information Management. 

 

Submitted 

5 

Beck, Roman, Marco Schletz, Lorenzo Gentile, and Alvise Baggio. 

2021. “Distributed Ledger Technology for Enforcing Collective Action 

in Coopetitive Environments.” Information Systems and e-Business 

Management. 

 

Submitted 

 

The remainder of this thesis is divided into seven parts. Section 2 describes the relevant 

theoretical concepts and frameworks for answering the thesis research questions. Section 3 

delineates the methods used in this thesis and why they were selected. Section 4 presents the 

research papers that constitute this thesis. Section 5 conflates the findings from the individual 

papers into the bigger context of the research questions and discusses the results. Section 6 

raises the limitations of the current state of the research, which are then translated into 

implications for future research and policy and practice in sections 6 and 7, respectively.  
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2. Conceptual framework 

2.1 Paris Agreement governance context 

The multilateral carbon market mechanisms established in Article 6 of the Paris Agreement 

depend on implementing Article 13 accounting frameworks to enable decentralised 

coordination and address double-counting risk. These accounting and market mechanisms 

will only work effectively as a fully integrated global system, requiring the interconnection of 

all existing heterogeneous and fragmented systems. To develop such a complex global 

governance architecture, it is essential to understand the dynamics among all the participating 

actors (Biermann et al., 2009; Hoch et al., 2019).  

These dynamics between the heterogeneous actors can be characterised as coopetition. 

Coopetition is the simultaneous collaboration and competition in a network or alliance among 

distinct entities to achieve a shared objective (Bengtsson and Kock, 2000). In the context of the 

Paris Agreement, a network of actors with diverging domestic interests commits to joint action 

at the international level. Diverging ambition levels express these diverging interests in the 

individual NDCs. Some Parties are progressive and set out ambitious NDCs to reduce their 

domestic GHG emissions, while others formulated significantly less ambitious commitments2. 

There are even exist economic incentives to formulate less ambitious NDCs so that the Party 

can sell more units to other Parties, as a Party can only sell units in excess to the fulfilment of 

their national target (La Hoz Theuer et al., 2017; Schneider and La Hoz Theuer, 2019). Also, 

free-riding can be an issue as the costs of mitigating GHG emissions are local while the benefits 

are global, weakening each country’s incentives (Aldy, Pizer and Akimoto, 2017).  

The Paris Agreement exhibits significant complexities due to the interdependence, 

fragmentation and coopetition across multiple governance levels, ranging from local to 

international (Hale and Roger, 2014; Hermwille, 2018). Previously, the Kyoto Protocol’s 

centralised approach can be characterised as cooperative governance. It was only ratified by a 

small number of Annex I Parties and led to the establishment of individually independent 

systems connected by basic norms of the UNFCCC. From this situation, the Paris Agreement 

presents a paradigm shift, being ratified by almost all Parties and by aspiring to link all existing 

systems in a decentralised and bottom-up approach (Hermwille, 2018). This decentralised 

governance fundamentally changes cooperative fragmentation into coopetitive dynamics by 

distributing the decision-making among all heterogeneous actors (Hoch et al., 2019). The 

resulting decentralised ‘orchestration’ can enable soft and indirect modes of governance by 

building on coexistence and complementarity instead of hierarchical rigid and competing 

forms of top-down government (Hale and Roger, 2014; Abbott et al., 2015; Hermwille, 2018). 

Through this change, the decentralised Paris Agreement governance can transform into either 

conflictive or synergistic governance. In conflictive fragmentation, different institutions are 

mostly unrelated, and the core norms are increasingly conflicting, which could increase 

inefficiency and transaction costs between actors and even result in Parties retreating from 

 
2 For example, the Climate Action Tracker quantifies and evaluates the individual NDCs compare to 

the agreed Paris Agreement. More information is available at: https://climateactiontracker.org/about/ 

(accessed 6 February 2021) 

https://climateactiontracker.org/about/
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their policies and NDCs (Chan et al., 2018). In synergistic governance, institutions are closely 

integrated and aligned with the core norms resulting in close mutual support (Biermann et al., 

2009). Accordingly, the Paris Agreement’s success depends on the development of synergistic 

governance architectures as the achievement of its targets is contingent on the decentralised 

but joint orchestration of all Parties. 

Historically, information technology (IT) has played a vital role in orchestrating global 

scale common resources, like the global climate (Dietz, Ostrom and Stern, 2003). Over time, 

information knowledge has become the central element for policymaking and the steering of 

social processes in the information age (Esty, 2004; Parsons, 2004; Van Kersbergen and Van 

Waarden, 2004; Mol, 2006; Hsu, 2015). At the government level, IT, such as the internet, has 

facilitated information distribution and promoted transparency, accountability, and anti-

corruption goals (Andersen, 2009; Cuillier and Piotrowski, 2009). Here, transparency receives 

increasing importance to enhance democratic processes and nurture trust by facilitating 

information access and leading to more informed society decision-making and creating 

stronger accountability (Cuillier and Piotrowski, 2009; Shuler, Jaeger and Bertot, 2010). 

Transparency is critical to generate trust in coopetitive networks as the coopetitors are 

suspicious of each other due to their diverging interests (Fernandez, Le Roy and Gnyawali, 

2014; Sanou, Le Roy and Gnyawali, 2016; Planko et al., 2019). Trust is crucial for governing 

inter-organisational coopetitive relationships to enable mutual value creation (Yami and 

Nemeh, 2014). Through increased transparency and trust, the literature identifies benefits such 

as better governance (Chi, 2009) and enhancing organizational learning (Kumaraswamy and 

Chitale, 2012; Al-Jabri and Roztocki, 2015). 

The premise of blockchain technology is to act as the next evolutionary step of IT, enabling 

governance orchestration based on enhanced transparency and trust. Blockchain establishes 

trust in coopetitive networks by distributing power and control, improving data quality and 

transparency, establishing clear collaborative structures and automating governance rule 

enforcement (Constantinides, Henfridsson and Parker, 2018; Davidson, De Filippi and Potts, 

2018; Seidel, 2018). In this way, blockchain enables decentralized collaboration in a network of 

coopetitive actors (Beck et al., 2016; Astarita et al., 2019; Chong et al., 2019). However, despite 

these advantages, blockchain governance complexities are underresearched (Clohessy et al., 

2020). Especially considering the public government innovation, research and adoption are 

complicated given that governments are often late majority adopters that only pursue 

restrictive administrative incrementalism based on the smallest common denominator (Helliar 

et al., 2020).  

 

2.2 Innovation theory 

Digital innovation uses digital technology to collaborate across a dynamic set of actors with 

diverse goals and capabilities (Iansiti and Lakhani, 2014; Nambisan et al., 2017). In the 

innovation literature, several theories exist to describe the adoption of digital technologies, 

such as the technology acceptance model or the diffusion of innovation (DOI) (Weerakkody et 

al., 2013; Helliar et al., 2020). The research presented in this thesis mainly builds on the DOI 
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theory, initially developed by Rogers and Shoemaker (1971), to analyse blockchain technology 

adoption. More specifically, this thesis follows the Model of the Innovation Decision Process 

(MIDP), which presents a sequential decision-making model to deal with innovation 

uncertainty (Rogers, 2003). The MIDP framework was modified by Hughes et al. (2019) into 

the Blockchain Innovation Framework (BIF) for the specific innovation case of blockchain 

adoption (Figure 1). This research uses the BIF as a guide through the different stages of the 

blockchain innovation process. 

 

 
Figure 1 - Blockchain Innovation Framework (BIF). Source (Hughes et al., 2019), modified from 

(Rogers, 2003). 

Since blockchain is still at an early stage of diffusion, the analysis mainly pertains to the 

first four stages of the BIF and does not cover the final confirmation stage. The first 

‘knowledge’ stage is defined as the exposure of the decision-maker to the existence of 

blockchain innovation. In the second ‘persuasion’ stage, the decision-maker forms a 

favourable or unfavourable view towards blockchain technology. Third, the technology is 

either rejected or accepted at the ‘decision’ stage. If the decision-maker accepts blockchain, the 

technology application is developed during the ‘implementation’ stage. In the final 

‘confirmation’ stage, blockchain technology would be assessed if the technology delivers on 

the expectations.  

Although the authors of the BIF (Hughes et al., 2019) highlighted the importance of 

identifying cultural and technological barriers and their impacts on wider stakeholders, they 

fail to provide a scope for such a socio-technological assessment. This narrow scope is a general 

issue in the DOI literature, which often only considers the spread or adoption of a particular 

technology artefact by an individual subject or within a specific social context, thereby 

separating the technological and the social contexts of innovation (Dwivedi, Rana, Janssen, et 

al., 2017; Dwivedi, Rana, Jeyaraj, et al., 2017). This traditional DOI research often focuses on the 

drivers of adoption (e.g., idea, product, or technology) and then examines the resulting 

unidirectional or bidirectional changes in a particular social structure and context (Vargo, 

Akaka and Wieland, 2020).  
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However, consistent with Latour (2005) and Korsgaard (2012), blockchain diffusion is not 

driven by the agency of a principal actor or an individual adopting unit but is the result of 

distributed agency among a network of agents. Nysveen, Pedersen and Skard (2020) argue 

that contemporary technologies, such as digital and networked technologies, are adopted 

through interactions among several end-users in an ecosystem. These technologies enable 

interaction among various ecosystem levels and depend on the network effects created in these 

ecosystems (Thorbjørnsen, Pedersen and Nysveen, 2009). Other works challenge the 

underlying assumption of traditional DOI as a unidirectional flow of innovation from the 

technological side into the social context and highlight the importance of more dynamic, 

inclusive and integrative approaches, where innovation is a co-creative process in an 

ecosystem of actors (Fuenfschilling and Truffer, 2014; Vargo, Wieland and Akaka, 2015; Vargo, 

Akaka and Wieland, 2020). The unbounded nature of digital innovation shifts the focus on 

innovation processes and outcomes to a focus on dynamic, parallel, heterogeneous generation, 

merging, termination, and refinement of the problem-solution design process (von Hippel and 

von Krogh, 2015; Nambisan et al., 2017). This focus on networks (Choi, Kim and Lee, 2010) and 

system diffusion (Johannessen, 2013) has been conceptualized into the terms ‘sociotechnical 

systems’ (Geels, 2004) or ‘innovation ecosystem’ (Adner and Kapoor, 2010). Here technology 

is considered a dynamic operant resource and innovation as collaborative recombination or 

combinatorial evolution, co-created among multiple actors, who provide innovative solutions 

for new or existing problems (Frow et al., 2015; Vargo, Wieland and Akaka, 2015). 

Consequently, innovation ecosystems evolve over time, through iterative and recursive 

feedback loops, in a complex-adaptive process that contributes to social change over time 

(Holbrook, 2003). 

Therefore, understanding the adopting ecosystem context is crucial for blockchain 

technology diffusion (Reddick, Cid and Ganapati, 2019). Particularly when regarding public 

sector adoption of innovative technology, the government characteristics are a significant 

factor (Damanpour and Schneider, 2009; Torfing and Triantafillou, 2016; Osborne, Brown and 

Walker, 2017). This follows the notion that technology innovation no longer occurs within a 

single organisation but instead occurs in a network of multiple actors, based on knowledge 

inflows and outflows between partners (Bogers, Afuah and Bastian, 2010; Bogers and West, 

2012).  

 

2.3 TOE framework 

While the technological benefits of using blockchain are fairly established in the literature, 

adoption not automatically takes place, given the complex interdependencies of blockchain 

with organisational and environmental adoption factors. Most present studies have a 

technology focus and only apply a simplistic view towards organisational and institutional 

complexities of adopting blockchain technology (Reddick, Cid and Ganapati, 2019; Janssen et 

al., 2020).  In a bottom-up and interconnected context, the environment for technology 

adoption depends on collaborative learning across actors. Such collaborative learning can be 

achieved through establishing enabling political conditions (Hale and Roger, 2014), and 
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through ‘catalytic linkages’ and dynamic feedback mechanisms among the participating actors 

(Hermwille, 2018). The adopting actors contribute to value co-creation and innovation with 

varying perspectives and institutional arrangements (Frow et al., 2015; Vargo and Lusch, 2016). 

Specifically, in the public sector, governance features are critical to the diffusion of innovation 

(Osborne, Brown and Walker, 2017; Reddick, Cid and Ganapati, 2019).  

This thesis expands the BIF with the Technology-Organisation-Environment (TOE) 

framework first established by Tornatzky, Fleischer, & Chakrabarti (1990) to analyse how the 

specific ecosystem context and the interdependencies of adoption factors affect the perception 

and willingness to adopt blockchain technology. Adopting new technologies in the public 

sector can be driven by internal organisational factors and external environmental pressures 

to change (Torfing and Triantafillou, 2016; Reddick, Cid and Ganapati, 2019). The TOE 

framework describes adoption factors as technological, organisational and environmental 

adoption factors (Clohessy and Acton, 2019). The technological context refers to the technical 

characteristics relevant for the adopting organisation, such as its compatibility, security and 

disintermediation (Batubara, Ubacht and Janssen, 2018). The organisational context considers 

the organisational characteristics and capacities to adopt a technology, such as organisational 

readiness and knowledge. The environmental context describes the characteristics in which 

the organisation operates, such as government support, regulatory environment and partner 

support (Salahshour Rad, Nilashi and Mohamed Dahlan, 2018). TOE is increasingly used to 

understand blockchain technology adoption in organisations and environments (Clohessy, 

Acton and Rogers, 2018; Clohessy et al., 2020). 

The TOE framework is applied in the complex Paris Agreement context of 

interdependence, fragmentation and disagreement across multiple governance levels. The 

thesis develops the adoption model depicted in Figure 2 to examine how this context 

influences the Parties’ blockchain adoption intention. For this, the thesis modifies the initial 

TOE framework model (Tornatzky, Fleischer and Chakrabarti, 1990) to reflect the adoption 

factor interdependencies and includes the framework from Biermann et al. (2009) and Hoch et 

al. (2019) to reflect the case-specific governance characteristics. 

 

 
Figure 2 - Modified TOE adoption framework for the multilateral Paris Agreement context, based on 

(Tornatzky, Fleischer and Chakrabarti, 1990; Biermann et al., 2009; Hoch et al., 2019) 

The modified framework illustrates the dynamic interdependences among the adoption 

factors and how the adoption environment influences these. The complex ecosystem context 
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influences the TOE adoption factors as the blockchain implementation and adoption depend 

on the interplay of the national (i.e. organisational) and the multilateral cooperation of all 

Parties as part of the environment. Hence, blockchain technology introduces novel governance 

perspectives regarding the governance of the technology itself and how the technology is used 

to govern its environment (Ølnes, Ubacht and Janssen, 2017). Accordingly, the model initially 

examines the environment of a group of organisations and how their requirements translate 

into a blockchain architecture. Secondly, the model considers how the environment perceives 

the proposed blockchain architecture and how it ultimately could be adopted as a tool to 

govern the environment. Following this logic, the model starts with analysing the individual 

TOE adoption factors. The model investigates how the technological factors affect the 

technology perception of individual organizations. Finally, the results of all adoption factors 

are combined to assess the blockchain adoption intention. 
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3. Research methodology 

The BIF was operationalised following a design research methodology (DRM) logic to identify 

a need and develop a solution that fulfils this need (Table 2). DRM consists of multiple stages, 

i.e. research clarification, descriptive study I, prescriptive study and descriptive study II 

(Blessing and Chakrabarti, 2009). However, the research process rarely proceeds linearly and 

logically (Antonsson, 1987; Reich, 1995). Accordingly, the DRM stages should not be seen 

rigidly but as a goal-directed and flexible approach (Fricke, 1993) and be applied 

opportunistically with adaptations towards the specific situation (Zanker, 1999; Bender, 2004). 

Iterations may be necessary because of increased understanding, or stages can be conducted 

parallel to save time (Chakrabarti, Morgenstern and Knaab, 2004).  

Table 2 - Research methodology to operationalise the Blockchain Innovation Framework (BIF). 

DRM Framework BIF Framework 
Papers 

Research clarification 
Knowledge 1 

Descriptive study I 
Persuasion 

Decision 

1-3 

Prescriptive study Implementation 2, 4, 5 

*Descriptive study II *Confirmation *Pilot studies 

*These stages were not part of the scope of this thesis given the nascent character of  

blockchain technology and the lack of empirical studies. 

3.1 Research clarification: BIF knowledge stage 

The research clarification stage contributes to the BIF knowledge stage by compiling an initial 

description of the existing situation and criteria for product success against which outcomes 

are measured. Blessing and Chakrabarti (2009) define a criterion as the factor(s) that a research 

project sets out to understand and/or influence, whether relative or absolute, qualitative or 

quantitative.  

In this thesis, the research clarification is achieved through a broad literature review to 

overview the existing environmental science literature on carbon markets, specifically related 

to the Kyoto market mechanisms and the upcoming Article 6 market. In paper 1, the initial 

literature learnings were narrowed in a narrative review. Specific search strings were used to 

identify the existing barriers and problem requirements for Article 6 and then establish a 

solution fit based on blockchain technology’s benefits. A narrative review (Jesson, Matheson 

and Lacey, 2011) was chosen to receive a comprehensive breakdown of all issues of relevance, 

which could then be matched with the potential solutions. Such a narrative literature review 

was most suitable given the sparse literature available, which necessitated combining the 

environmental policy context and the blockchain innovation context. This first stage resulted 

in a formulation of constraints and requirements to justify the need for an innovative approach 

as the legacy approaches were found insufficiently to work for a post-2020 carbon market 

architecture. 
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3.2 Descriptive study I: BIF persuasion stage 

The descriptive study stage defines the influencing factors to conduct based on an initial 

description of the existing situation (Blessing and Chakrabarti, 2009).    

Paper 1 develops a set of benchmark criteria to compare the feasibility of two blockchains, 

namely Ethereum and Hyperledger Fabric, for the Article 6.2 carbon market mechanism of the 

Paris Agreement. This feasibility assessment contributes to the persuasion stage of the BIF. 

The discussion of the two blockchains introduces broader governance considerations, 

specifically regarding consensus protocols and smart contracts, blockchain-based tokens, 

transaction privacy considerations and blockchain associated governance and community. 

The paper develops benchmark criteria to systematically analyse technical requirements and 

soft factors derived from political, social and technological literature. The technical 

requirements depend on the number of users in the network and the interconnection of 

existing and new systems. These factors were defined based on the Kyoto mechanism 

literature as a comparable system. The soft factors reflect privacy regarding user identity and 

transaction transparency, the required data security and integrity and the underlying 

blockchain community. The development of the benchmark criteria and the blockchain system 

comparison provide a general guide on conducting such an assessment. Accordingly, this 

approach can inform other blockchain assessments and thus inspire future research.  

Paper 2 builds on the findings from paper 1 and further contributes to the BIF persuasion 

stage. The paper applies a blockchain decision framework for the specific case characteristics 

to assess and justify an application. The term ‘case’ refers to a ‘one-shot-case study’ (Blessing 

and Chakrabarti, 2009, p.268), primarily used for exploratory research or pre-testing some 

research hypotheses. The literature already offered multiple such blockchain frameworks (see, 

e.g. (World Economic Forum, 2018; Wüst and Gervais, 2018; Pedersen, Risius and Beck, 2019)) 

that were used as an inspiration. However, these frameworks were developed for various 

cases in different application areas, mainly focusing on the firm context and supply chain 

management case. Particularly for blockchains, implementation requires careful consideration 

of the individual case’s characteristics (Risius and Spohrer, 2017; Pedersen, Risius and Beck, 

2019). The new framework was developed to reflect the specific fit considerations of the 

particular decentralized Paris Agreement context. These considerations were formulated as 

eight classifiers to test the general applicability of a blockchain, governance and data-

accessibility considerations and determine the most suitable blockchain type. The developed 

framework emphasizes governance complexities related to multiple actors and their diverging 

interests to reflect the case characteristics. Further, the framework focuses on transparency and 

data sharing arrangements to create a ‘trusted environment’. These considerations are then 

translated into a blockchain type recommendation. 

Paper 3 applies the decision framework developed in paper 2 to three energy efficiency 

cases: (i) peer-to-peer (P2P) energy trading; (ii) White Certificate Scheme (WCS); and (iii) 

Energy Service Companies (ESCOs). The focus on energy cases was chosen to contrast the 

carbon market mechanism cases and widen the perspective towards other potential blockchain 

applications within the Paris Agreement. Such a comparative study divides the cases based on 
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different characteristics, e.g., different tasks, settings, or subject backgrounds, to identify the 

influencing factors and their links based on their various characteristics (Blessing and 

Chakrabarti, 2009). These cases helped to test the applicability of the decision framework in a 

different context and show how different organisational and environmental contexts lead to 

diverse technological blockchain designs and governance architectures.  

 

3.3 Descriptive study I: BIF decision stage 

At the decision stage, the papers confirm blockchain as a feasible solution and justify further 

research on the potential implementation and identification of appropriate innovation models. 

The paper 2 decision framework analysis shows that a blockchain application based on the 

Article 6.2 use case criteria is beneficial. However, the paper also finds that the blockchain 

application’s ultimate design depends on technical design parameters and, more importantly, 

the consideration of the participating Parties’ individual preferences and requirements. Paper 

3 finds that in all three cases, a blockchain application is feasible. Yet, the analysis shows that 

each blockchain application results in different potential benefits and applications, depending 

on the specific requirements of each use case.  

Paper 4 uses a mixed-method approach to develop a multi-perspective understanding of 

user-centred blockchain adoption parameters from national Parties. This paper builds on 

papers 1 and 2 and added empirical insights from the Parties’ consultation. A mixed-method 

approach is generally encouraged by the literature for researching complex and emergent 

fields of study (Venkatesh, Brown and Bala, 2013). This paper follows a mixed-method 

approach to investigate the factors that determine technology adoption intention, similar to, 

e.g. Cheng, Fu and de Vreede (2018) and Farivar, Abouzahra and Ghasemaghaei (2020). The 

paper conducted an initial qualitative thematic analysis of 66 project funding proposals 

submitted to the Capacity Building Initiative for Transparency (CBIT) platform (GEF, 2020; 

Global Coordination Platform, 2020). The analysis used all CBIT proposals that were 

submitted by 31 December 2020. For this analysis, the initial text of all submissions was 

skimmed to identify barriers, following an analytically informed coding scheme (Braun and 

Clarke, 2006, 2019). These barriers were then synthesized into six broad categories ([limited 

tools and methodologies for monitoring and reporting] 89% of proposals; [limited internal 

capacity] 86% of proposals; [lack of available data and/or unreliable sources of data] 81% of 

proposals; [limited technological knowledge] 76% of proposals; [inadequate institutional 

coordination] 76% of proposals; an [limited resources and/or adequate funds to sustain 

operations] 73% of proposals), representing the current constraints of national transparency 

systems. These categories served as a basis for the questionnaire design. The questionnaire 

was developed jointly with five experienced academic researchers from the United Nations 

Environment Program Danish Technical University (UNEP DTU) Partnership and five World 

Bank experts with proficiency in GHG accounting systems and carbon markets (see Annex II 

for the full questionnaire). An iterative feedback process over two months facilitated proper 

question format, wording and content.  
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The questionnaire used specific blockchain adoption drivers and barriers identified in the 

literature (see, e.g. (Treiblmaier, 2018; Clohessy and Acton, 2019; Hughes et al., 2019; Pappas 

et al., 2019; Chen and Bellavitis, 2020; Helliar et al., 2020) for adoption drivers and (Clohessy 

and Acton, 2019; Hughes et al., 2019; Akter et al., 2020; Ali et al., 2020; Helliar et al., 2020; 

Upadhyay, 2020) for adoption barriers), but modified these factors from the firm context and 

towards the specific multilateral ecosystem application. Due to blockchain technology’s 

nascency and its early diffusion stage in the public sector, reduced familiarization with the 

technology was expected from the respondents. The questionnaire introduced separate 

answer pathways for respondents with knowledge of blockchain technology and respondents 

with no knowledge, following the ‘Level of Knowledge Use Survey’ instrument developed by 

Lane and Stone (2016). This differentiation between respondents enabled the comparison of 

blockchain adoption barriers and their impact on blockchain perception and willingness to 

adopt. The questionnaire was then sent via email to all 197 national focal points from the 

Capacity Building Initiative for Transparency (CBIT) and the United Nations Framework 

Convention on Climate Change (UNFCCC) 3. The questionnaire was open over two months, 

from September 2020 to October 2020. Three reminders were sent to all participants, with a 

reminder sent every two weeks. In total, the questionnaire received 37 responses from national 

focal points of the CBIT and the UNFCCC. This number was further divided into an 

‘awareness group’ of 11 respondents and a ‘non-awareness group’ of 26 respondents.  

The responses were initially analysed using the appropriate statistical procedures, such 

as descriptive statistics, Pearson’s correlation, to identify correlation coefficients among 

variables. However, given the minimal response sample sizes (n=11 and n=26), these results 

were only used as an indication to inform the narrative of the conceptual paper 5, rather than 

as reliable empirical proof. 

 

3.4 Prescriptive study: BIF implementation stage 

At the prescriptive study stage, the increased understanding of the existing situation is used 

to formulate an updated description of the desired situation and outlining key factors that 

would lead to the realisation of the chosen, improved situation (Blessing and Chakrabarti, 

2009). Here, researchers draw from a deep understanding of the problem environment to build 

innovative prototypes or artefacts as solutions (Gregor and Hevner, 2013). Paper 2 outlines a 

blockchain-based architecture, which provides an overview of the current blockchain 

limitations and proposes ways to manage these limitations in future development and 

implementation phases. This architecture was reviewed and validated by a group of subject 

matter experts from the World Bank Technology and Innovation Lab (ITSTI) and the Carbon 

Markets and Innovation Practice (CMI) team. These experts are currently developing a 

blockchain-based prototype for the World Bank Climate Warehouse project. The Warehouse 

provides a platform to enhance transparency and trust of ITMO transfers among Parties by 

enabling the tracking of ITMOs across jurisdictions (CLI, 2019; World Bank Group, 2019).  

 
3 Contact details of UNFCCC national focal points available at: 

https://www4.unfccc.int/sites/roestaging/Pages/NationalFocalPoints.aspx 
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Paper 5 presents the example of a European Union CO2 emissions monitoring system to 

develop and apply blockchain in a coopetitive ecosystem. A blockchain prototype for 

monitoring and reducing CO2 emissions within the EU is designed and evaluated following a 

design science approach (Gregor and Jones, 2007; Gregor and Hevner, 2013). More specifically, 

the paper applied a four-step process of theory-generating design science research (Beck, 

Weber and Gregory, 2013): (1) creating awareness of the problem and suggesting an approach 

to solve it, (2) developing the prototype, (3) evaluating the prototype, and (4) abstracting 

design knowledge. The paper developed an innovative and purposeful prototype that 

provided utility for the specified problem. The prototype design was influenced by both the 

environment (people, organisations and technology) and the knowledge base (foundations 

and methodologies) (Hevner et al., 2004).  The initial design parameters were derived with the 

EU Commission Joint Research Center (JRC) as part of a 1-week hackathon in Copenhagen, 

reiterated in several subsequent rounds. Following a design science approach, the paper 

developed and evaluated a DLT prototype that illustrates the technical feasibility and the 

design parameters to enforce interest alignment in coopetitive environments to reduce CO2 

emissions in Europe collectively. In design-science research, such prototypes or artefacts are 

rarely full-grown information systems used in practice (Hevner et al., 2004). These artefacts 

define the ideas, practices, technical capabilities, and products to conduct an analysis and 

design implementation (Denning, 1997; Tsichritzis, 1998). The prototype evaluation was 

conducted based on formative and artificial evaluation methods (Venable, Pries-Heje and 

Baskerville, 2016). 
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4. Research papers 

This section contains the full papers that constitute this thesis. As described in the previous 

section, the papers use different research methodologies to contribute to the different stages 

of the BIF (Table 3).  

 

Table 3 – Papers contributing to each Blockchain Innovation Framework (BIF) stage. 

BIF Stages Papers Analysis contribution 

1. Knowledge 
1 Developing a problem-solution fit between the Paris 

Agreement (Article 6) and blockchain technology benefits 

2. Persuasion 

1 
Definition of blockchain evaluation criteria to determine the 

blockchain archetype 

2 
Development of a decision framework to evaluate the 

feasibility of a blockchain application 

3 
Application of the decision framework to several energy 

efficiency use cases 

3. Decision 

2 
Justification of blockchain applicability for the Paris Agreement 

and architecture outline 

3 
Confirmation of blockchain benefits for energy efficiency cases 

and outline of potential architecture 

4. 

Implementation 

4 

Mixed-method approach to assess blockchain adoption drivers 

and barriers and discussion on how adoption and 

implementation can be achieved 

5 
Development of a prototype for monitoring CO2 emissions 

within Europe 
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Abstract: This paper examines the benefits and constraints of applying blockchain technology for the 

Paris Agreement carbon market mechanism and develops a list of technical requirements and soft 

factors as selection criteria to test the feasibility of two different blockchain platforms. The carbon 

market mechanism, as outlined in Article 6.2 of the Paris Agreement, can accelerate climate action by 

enabling cooperation between national Parties. However, in the past, carbon markets were limited by 

several constraints. Our research investigates these constraints and translates them into selection 

criteria to design a blockchain platform to overcome these past limitations. The developed selection 

criteria and assumptions developed in this paper provide an orientation for blockchain assessments. 

Using the selection criteria, we examine the feasibility of two distinct blockchains, Ethereum and 

Hyperledger Fabric, for the specific use case of Article 6.2. These two blockchain systems represent 

contrary forms of design and governance; Ethereum constitutes a public and permissionless 

blockchain governance system, while Hyperledger Fabric represents a private and permissioned 

governance system. Our results show that both blockchain systems can address present carbon market 

constraints by enhancing market transparency, increasing process automation, and preventing double 

counting. The final selection and blockchain system implementation will first be possible, when the 

Article 6 negotiations are concluded, and governance preferences of national Parties are established. 

Our paper informs about the viability of different blockchain systems, offers insights into governance 

options, and provides a valuable framework for a concrete blockchain selection in the future. 

Keywords: Blockchain; carbon market; transparency; accountability; emission trading system; climate 

policy; Kyoto protocol; Paris agreement; article 6.2; private; public; permissioned; permissionless; 

ethereum; hyperledger fabric; bitcoin; consensus protocol; proof of work; proof of stake 

 

 

1. Introduction 

With the global gap between national emission targets committed and actually achieved emission 

reductions widening, there is a need for new incentive mechanisms to accelerate climate action [1]. 

Acknowledging the problem “that an UN-centralized governance resulted in a process that was too 

bureaucratic and not flexible enough to recognize the needs of individual parties” [2] a bottom-up 

approach was applied in the creation of the Paris Agreement. The Agreement representing a global 

consensus of limiting global warming to well below 2 ◦C can only be reached collectively. Parties to the 

Agreement contribute Nationally Determined Contributions (NDCs). To achieve these NDC targets, 

Parties have the ability to bilaterally collaborate through market mechanisms, as described in Article 6 

of the Paris Agreement [3]. Article 6.2 introduces a new market mechanism design that is aligned with 

the bottom-up and decentralization ethos of the Paris Agreement. At the time of the research, the 

participating Parties under the Paris Agreement have yet to agree upon a final design of Article 6.2. 

Hence, the proposal text by the President—developed in Katowice [4] was used as a research basis. In 

the assessment, we considered all design options outlined in the proposal to ensure that the proposed 

blockchain solution is feasible for every negotiation outcome. Carbon markets are widely regarded as 

an incentive mechanism that can achieve global emission reductions in a cost-effective way [5]. 

However, thus far, a number of problems have hampered the implementation of such a market 

mechanism that successfully reduced global greenhouse gas (GHG) emissions. To enable the successful 

implementation of the Article 6.2 mechanism, enhanced transparency is key to safeguard unit quality 

and environmental integrity of the certificates generated. Blockchain is an innovative technology, 

offering functionalities and attributes that could enhance the transparency of national climate action, 

and address some of the barriers experienced in previous carbon markets [5–8]. It is a decentralized 

ledger system that enables the exchange of data within a network of participants. In addition, blockchain 

encompasses the same decentralization and bottom-up ethos as the Paris Agreement. 

Despite the blockchain’s acknowledged potential, there are, to our best knowledge, no studies 

examining concrete design options for a blockchain-based Article 6 market mechanism. This study seeks 

to address this research gap by comparing the suitability of two different blockchain platforms, 

Ethereum and Hyperledger Fabric. With this study, we aim to create a new research field by providing 
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a first detailed analysis of the technical and political requirements. The benchmark criteria are derived 

from the Paris Agreement negotiation text and reported weaknesses of the Kyoto Protocol. Through 

this, the study expands the current discussion and raises critical design questions for policy and decision 

makers regarding the Article 6.2 mechanism. To make this possible, we combined political, social, and 

technical knowledge with on-going discussions in the same fields.  

In Sections 2 and 3, we provide a brief introduction of the blockchain technology options relevant 

to the carbon market application. In Section 4, lessons learned under the Kyoto Protocol are gathered. 

Section 5 defines technical and, Section 6, non-technical system requirements under the Paris Agreement 

and discusses how the two blockchain systems could address those. In Section 7, we provide a 

comparison between possible system designs with Hyperledger Fabric and Ethereum. The paper 

concludes in Section 8 with an overview of the research findings and a collection of follow-up research 

fields. 

 

2. Presentation of Article 6.2 and Feasibility Analysis of a Blockchain System  

Before comparing different blockchain architectures for the use case, it has to be determined if a 

blockchain solution is even relevant for an Article 6.2 application. A blockchain itself has certain 

attributes, e.g., immutability, and requirements, e.g., tradeable assets, which can be mapped against the 

different requirements stemming from Article 6.2. For the evaluation of fundamental blockchain 

requirements, we used multiple blockchain decision frameworks [9–11]. These frameworks consist of a 

list of classifiers to assess the applicability of a blockchain system. In this section, we are discussing three 

specific classifiers that are relevant for the development of the selection framework: (i) There has to exist 

a network of actors with distinct interests; (ii) there must be at least one common asset, which can be 

traded; and (iii) an immutable record should be beneficial.  

A blockchain can only function, if there exists a network of different actors, which store a copy of 

all transactions and participate in the different activities upon the chain. There are three categories of 

actors involved in the process of Article 6.2: the UNFCCC secretariat, technical experts, and the 

participating Parties [12] (see Figure 1). These Parties need reading and writing access to track their 

mitigation activities. According to Article 6.2, the secretariat has to maintain a database with records of 

the mitigation activities. As the secretariat only has to verify the entries, it only needs a reading access 

to the data [4]. The technical experts have to validate the mitigation projects of the countries. Hence, an 

active network exists for the system. 

 

 
Figure 1. Overview of actors under the CMA for Article 6.2 and Article 13.11, their relationship, 

tasks and infrastructure requirements. 
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Second, the network has to trade at least one common asset, which can be digitally represented. Without 

an asset, there would be no advantage in using a tracking and verification system like a blockchain. 

Article 6.2 concerns projects between different Parties exchanging internationally transferred mitigation 

outcomes (ITMOs) [2,3]. These ITMOs can be traded between Parties to achieve national climate targets, 

the so-called Nationally Determined Contributions (NDC). National Parties can generate ITMO credits 

by reducing national GHG emissions compared to a baseline scenario and sell these ITMOs to another 

national Party that invests these ITMOs toward their own NDC targets [2]. The procedures and 

requirements for generating and transferring ITMOs are currently negotiated [13,14]. Once these 

procedures and requirements are in place, ITMOs could be the common digital asset traded in the 

blockchain-based system. Furthermore, ITMO tokens could be used as documentation to ensure the 

quality of the mitigation activities. For this purpose, metadata, e.g., the issuing country, the project 

name, and the year generated, could be stored on each ITMO token.  

The central attribute of a blockchain is being an immutable record, offering the advantage of 

bringing transparency into the history of an asset, e.g., an ITMO. Criticism against the mechanisms 

under the Kyoto Protocol included the lack of transparency during the implementation and validation 

of mitigation activities [6,15–18]. This led to the creation of the transparency framework— Article 13 of 

the Paris Agreement—an increase in demanded validation activities, and the discussion for a new 

record system to improve tracking and immutability of transactions [18]. Hence, a permanent and 

immutable record is beneficial to make the activities of countries retraceable and to enhance 

transparency. In conclusion, a blockchain-based system seems overall suitable for Article 6.2. 

 

3. Blockchain Technology Background 

Depending on the use case characteristics, the most suitable blockchain architecture needs to be defined. 

A blockchain stores information of records in interlinked blocks in a decentralized network of nodes. 

The blockchain should be able “to record all transactions that happen in the system, and it is open to 

and trusted by all system participants” [19]. In each block, transactions are stored, and detailed  

information is secured through cryptography. Over the interlinkage of the blocks, traceability and 

transparency are established. This makes blockchains especially suitable as tracking systems [20–22].  

Actors in a blockchain system are represented and connected to the crypto-network over nodes 

[23]. A network participant can choose between storing the history of all transactions and enforce the 

consensus protocol (full node), or to just have the functionality of sending and receiving tokens over a 

light node. Providing a full node results in several costs. The Ethereum blockchain has a size of over 130 

gigabytes [24] and is growing constantly. Therefore, the full node operator has to provide enough 

storage for the current and future blockchain. Due to Hyperledger Fabric being a private blockchain, 

there is no external and previous transaction history, that has to be taken into account when creating a 

new blockchain system. However, regardless of the type of blockchain, the storage of transactions 

requires an adequate amount of space. Another financial aspect of running a full node are 

computational expenses Last, the full node has to be created and be continuously connected to the 

internet. In comparison, a light node does not store the blockchain and does no computations. Hence, a 

light node can also be stored on devices such as smartphones [25]. Consequently, a light node has to be 

connected with a full node to interact with the blockchain. Hence, a light node can be also stored on 

devices as smartphones [25].  

To further add functionalities to the blockchain, smart contracts can facilitate interaction between 

different Parties. A smart contract “is a computer program that is stored and executed on a decentralized 

system” [26]. It is the digital representation of governance rules and verification guidelines for the 

management of digital assets. Smart contracts trigger automatic execution of transactions in case 

predefined criteria are fulfilled.  

An essential component of a blockchain system is its ability to transfer digital assets, also called 

“tokens”. The Ethereum Foundation uses “ether” as a common financial token. “Ether” are divisible 

and thus a “fungible token”. In contrast, “non-fungible tokens” are not divisible and are unique [27,28]. 

An example of non-fungible tokens are digital-represented cat collectibles called “CryptoKitties” [29].  
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Blockchain systems can be categorized as public or private. A public blockchain is a blockchain 

without any restrictions to participate in the network. In a private system, only predefined users receive 

access to the network, or have to register sharing predefined information with the system owner [12,30–

32]. Furthermore, blockchains can be divided into permissioned and permissionless. The distinction is 

based on the accessibility of the consensus protocol. The consensus in a blockchain network is about 

agreeing upon the sequence of transactions going into the ledger. This sequence is then accepted as the 

true global state of the network, and the account balances of each network user. A malicious attack 

against the system could be to double spend on assets, i.e., “transferring the ownership of the same 

digital asset more than once to two different accounts” [26]. If there are no limitations regarding who 

can be a miner and act as a network validator, a consensus protocol is permissionless. Through this 

open design, a larger number of full nodes are actively storing the blockchain, which increases the 

systems resilience to node failures. However, resilience depends on the sufficient incentivization of 

users setting up and maintaining full nodes. Due to the pre-selection of validating nodes by a network 

authority, the protocol becomes permissioned [12,30–32]. With a reduced number of full nodes, the 

system is generally less resilient against node failures. However, through the prior selection and 

agreement between the network operators, there could be a contractual binding for the facilitation of 

multiple full nodes per operator to increase the system stability.  

Ethereum is a public permissionless blockchain and currently uses the Proof of Work (PoW) 

consensus protocol. Their smart contracts are written in “Solidity”. A public and permissionless 

blockchain like Ethereum requires a consensus protocol, which works with a high amount of (malicious) 

participants, is resilient to node failures, and network latencies. In Proof of Work, all miners compete 

against each other for creating the next block. This requires high computational power and causes high 

energy consumption [33,34]. To solve this problem of Proof of Work, several new concepts were 

developed. So-called Proofs of X (PoX) are all about finding a scalable and less energy-intensive 

alternative to Bitcoin’s PoW. One consensus protocol which is currently seen as the best substitute to 

PoW is Proof of Stake (PoS). While the election of the new block producer in PoW is probabilistic, in 

PoS the new block creator is selected randomly out of a list of existing stakeholders [23,35]. To become 

a stakeholder, an in-bound investment with tokens used by the network is obligatory. PoS has a 

significantly lower energy consumption and promises greater scalability compared to PoW. Ethereum 

has taken steps to transition to PoS, with the Istanbul hard fork as an initial step in January 2020 [36,37]. 

For the Article 6 market mechanism, the high energy consumption and low scalability of PoW rules out 

such a blockchain architecture. However, there are, at the time of writing, no reliable information 

available regarding the Ethereum PoS system. Hence, in this study, Ethereum is analyzed considering 

both PoW and PoS.  

In contrast, Hyperledger Fabric is a private permissioned blockchain and uses the consensus 

protocol Kafka [38,39]. In Kafka, the overall consensus mechanism consists of different categories. This 

study concentrates on the part of Kafka, which decides about the order of transactions in the blockchain 

and uses the so-called Practical Byzantine Fault Tolerance (PBFT) protocol. PBFT was developed for 

asynchronous networks, e.g., the internet, by Castro and Liskov [40]. PBFT uses an election to determine 

a leader for the agreement process of a new block. The leader forwards the shared transaction request 

to all other nodes in the network. If more than half of the nodes agree on the same value and return it 

to the leader, the agreed result is taken by the network. To establish communication between the nodes, 

the validators must be fully listed, removing the anonymity of the validators. Due to the frequent 

communication between the validators, PBFT is incompatible for a large number of full nodes. 

Furthermore, node failures could bring the system to a halt. However, through the reduced amount of 

full nodes, its scalability is better [31] and has no energy consumption conflicts. Hyperledger Fabric is a 

blockchain framework developed by The Linux Foundation in cooperation with member organizations 

[41]. It uses container technology to easily spin up business networks across different organizations and 

dissociate key functionalities such as transaction execution, consensus building, or storing the system 

state. Smart contract logic is implemented as “chaincode” within Hyperledger Fabric. It has no native 

currency and no transaction fees. Further, it is the first blockchain allowing for the development of smart 

contracts in standard programming languages, e.g., Java, Node.js and Golang [42]. 
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4. Lessons Learned under the Kyoto Protocol 

To examine the advantages of the two blockchain platforms for the Article 6.2 mechanism, lessons 

learned from the Kyoto Protocol were gathered. These lessons are used to define system requirements 

and to distinguish between Hyperledger Fabric and Ethereum. 

 

4.1. Administrative Costs 

As emission reduction mechanisms under the Kyoto Protocol, the first major concern of using CDM 

(Clean Development Mechanism) and Joint Implementation (JI) were the high administrative costs and 

transaction fees for projects. Administrative costs for Joint Implementation projects in New Zealand 

made up 78% of project costs [43]. In the Netherlands, transaction costs accounted for almost 25% of the 

nominal price. According to Mehling [44] one reason for high transaction costs are centralized 

approvals. A blockchain solution should help decreasing transaction costs significantly. Following an 

overview of transaction costs by Michaelowa [45], blockchain and smart contracts could reduce 

administrative costs in two areas:  

First, there are project approval costs. These costs occur during the authorizations of project parties. 

The process can be substituted through a smart contract. This minimizes unnecessary paperwork and 

communication because all actors have access to the latest version of the contract. When a final version 

of the contract is created, it could be digitally signed and automatically stored in the blockchain. This 

makes it accessible to all Parties simultaneously. There is no requirement to request documentation or 

validate the received information. Moreover, real-time data can be gathered. The blockchain serves as a 

communication tool, omitting additional costs stemming from otherwise needed monitoring tasks. 

Second, there are costs associated with the issuance of emission reduction certificates. At the time 

of writing, it is not clear who will hand out ITMO certificates [4]. The current formulation implies that 

the involved parties decide when a project is finished and how many ITMOs are transferred. Creation 

and issuance of a certificate can be automated through a smart contract with a signature of the 

responsible Parties. After that, the digital certificates are transferred to the new owner.  

However, there are also costs associated with applying a blockchain solution. Public permissionless 

blockchains, like Ethereum, incur transaction costs that are paid to the miners as a reward for validating 

network transactions. These transaction costs are currently $0.15 on average [46], but can strongly 

fluctuate. To put this into context, the approximately 875 ITMO transactions per day (tx/day) under the 

Paris Agreement would cause transaction costs of approximately $131 per day, or $48 000 per year. In 

comparison, between 2010 and 2018, the average transaction fees for tracing mitigation activities in the 

International Transaction Log (ITL) under the Kyoto Protocol were $3 million [47] with an average 

transaction volume of 30,350 per year, or 83 per day [47–54]. Hence, the transaction costs are reduced 

by using a public blockchain. With Proof of Stake, the transaction fees are likely to be further reduced, 

because the validating nodes do not have to compete and consume a high amount of energy anymore 

[55]. However, since Ethereum is run by public consensus, other users are participating in the 

consensus. Hence, the Parties would lose their exclusive decision-making authority. This can be an 

advantage to further reduce system costs by totally excluding the Parties from the validation process. 

By handing over the responsibility for the consensus protocol to external validators, the system would 

fully embody the bottom-up approach of the Paris Agreement. However, the UNFCCC and 

participating Parties would also lose total control over the basic system functionalities. Moreover, in a 

public blockchain system, the UNFCCC is not the only user submitting transactions. In other words, 

transactions of Parties could be halted in a pending transaction queue [56].  

On a blockchain, all full nodes store a copy of the data. As a result, each full node has to be able to 

store and execute smart contracts. Similar to requesting a transaction fee for sending tokens over the 

network, there is a price for the required computational power of smart contracts. This so-called “gas” 

is an additional fee besides transaction fees. “If transaction execution ‘runs out of gas’, all state changes 

revert—except for the payment of the fees, and if transaction execution halts with some gas remaining 

then the remaining portion of the fees is refunded to the sender” [57]. For example, the global variable 

storage of a string is more expensive than saving it as an integer [58]. A contract deployment costs can 

vary, e.g., between $0.0041 [58] to $3.21 [59], depending on the required number of transactions and 
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calculations. Regarding Article 6.2, where there will be only one resulting transaction and 

computational inexpensive comparisons, gas costs can be neglected at the current point. In the case of 

Hyperledger Fabric, there are no reported execution costs for smart contracts [60].  

In the case of permissioned and private blockchains, e.g., Hyperledger Fabric, there are no 

transaction fees, because the network nodes are owned by the Parties participating in the network. This 

means that all Parties run one or multiple full nodes (see Section 5). Furthermore, because the size of a 

private system is generally smaller than a public one, it implies a more cooperative approach, in which 

each entity has to participate in the overall processes to keep the system running.  

Overall, blockchains can lead to administrative cost savings, but also cause operating costs. Based 

on the presented calculation, the transaction fees can be expected to be lower than with the current costs 

of the ITL. In addition, blockchains increase the speed of transactional flow and enhance transparency, 

but are difficult to quantify, and thus not considered in the present cost calculations. 

 

4.2. Unit Quality and Information Asymmetry  

Lessons learned from the Kyoto Protocol stress the importance of using methods that ensure unit quality 

and prevent information asymmetry [17,61]. Unit quality is achieved when an issued emission reduction 

unit, e.g., 1 tCO2e, is equal to the actual emission reduction. To ensure unit quality, robust accounting is 

a key prerequisite. With the representation of ITMOs as a token upon the blockchain, it is possible to 

trace back the origin of each token. To encourage sustainable development, mitigation activities shall 

follow the 17 Sustainable Development Goals (SDGs) [62]. While the focus of NDCs is to reduce GHG 

emissions (SDG 13), the implementation and development of activities could also positively influence 

other goals, e.g., research in alternative energy could indirectly improve gender equality (SDG 5). The 

positive impacts for each goal could be represented in the token and increase the overall quality of 

corresponding adjustments. The information could be either stored as metadata [63], or by using non-

fungible tokens. Recent discussions on how to measure and quantify the different SDG impacts 

[44,64,65] may create the foundation for such information to be added to a digital information system 

like blockchain.  

Under Kyoto, information asymmetry often resulted from incomplete or not existing project 

documentation, such as monitoring and verification reports [17,61]. This information asymmetry 

between project proponents, regulators, and auditors altered the accreditation of emission reduction 

units [44,61]. Since the blockchain is a distributed ledger, the immutable stored data is shared between 

all participants simultaneously. Hence, as long as there is equal data accessibility for all Parties, 

information asymmetry is eliminated. By forcing the Parties to commit all required information, the 

quality and transparency of documentation is increased, and unit quality can be easily verified. 

Nevertheless, definite quality assurance of projects and the validation of unit quality demand the help 

of qualified experts, also when a blockchain system is used. At a later stage, the Internet of Things (IoT), 

e.g., smart meters, might be a meaningful substitute. Currently, the application of these IoT devices is 

frequently limited by a lack of skilled people and limited internet access in rural areas [8]. However, a 

combination of smart contracts and IoT devices could automate bookkeeping and validation processes 

and, thus, reduce data collection costs and execution delays [66]. 

 

4.3. Definition and Governance Mitigation Commitments  

Another problem under Kyoto was the definition of mitigation commitments and used methodology 

[17,61]. For the development of a blockchain system, definitions and processes have to be defined in 

advance, as changes to the Protocol require acceptance of the majority of network participants, which 

is difficult to achieve. In contrast to the enforcement of laws and rules in a social system, the blockchain 

can enforce the rules on the chain automatically, but has no power outside of digital activities. Enforcing 

correct conduct outside the system is important for the successful implementation of the system, but 

can only indirectly be influenced by the blockchain system, e.g., by improving transparency and trust 

between Parties. Consequently, a blockchain-based system can improve and enforce methodology and 

governance, but only upon the system. 
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5. Technical Requirements  

The technical structure of a blockchain has a profound influence on the usability of the use case. Hence, 

the blockchain choice has to be determined through using the case requirements and specifications as 

benchmarks. Requirements include the number of users and their rights upon the system. We compare 

the established market mechanism requirements with the two blockchain platforms, Ethereum and 

Hyperledger Fabric. 

 

5.1. Number of Users  

First, the number of full and light nodes of the network must be defined. We approach this issue by 

assessing for whom it would be of interest to have a full node.  

The UNFCCC secretariat has to date around 450 staff members [67]. These members do not all 

execute tasks in the scope of Article 6.2. Hence, two full nodes should be sufficient to ensure continuous 

connection to the network and to maintain a second record copy in case of node failure. Each full node 

could be connected to several light nodes of UNFCCC secretariat members. To estimate the number of 

necessary nodes for the technical experts, we resort to the experience from the Kyoto Protocol [68]. 

Similar to the process under the Kyoto Protocol, we expect that the secretariat selects 150 technical 

experts. The task of these experts is to review ITMO documentation of the participating Parties. These 

reviews are either carried out remotely or in-country at the project level. There are two lead reviewers 

to guide the reviewers. Using the most complex scenario, it is assumed that a final validation has to be 

done by one of these two reviewers, who are representing the technical experts. Due to their important 

role in the network, each lead reviewer should have a full node. The remaining 148 experts could access 

and transfer relevant data via a light node. This makes it possible for the review teams to handle 

transactions at the project implementation level. At the time of writing, 187 of 197 Parties have ratified 

the Paris Agreement [69]. Calculating each European country separately results in 214 countries. Each 

Party needs a full history of all transactions and has an active role in the consensus protocol. To increase 

the network requirements and provide a back-up, each country could have two nodes. In total, this 

would make 428 full nodes. The distribution of nodes also leads to a distribution of power and 

ownership, as each country has equal rights and the same responsibility in the network. In the 

aggregate, this results in a maximum amount of 432 full nodes and 148+ light nodes (see Figure 2). The 

light nodes would be connected with at least one full node to send and receive transactions over the 

blockchain. 

 

 
Figure 2. Graphical representation of full and light nodes under Article 6.2. The light nodes are 

connected to full nodes. The full nodes are connected over the internet. They store the transaction 

history and take part in the validation process. 
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There are various possibilities of how these full nodes could be created. One approach for the 

UNFCCC would be to test the current system infrastructure for its applicability as full nodes. 

Furthermore, pre-configured hardware, e.g., AVADO or DAppNode, could be used. Depending on the 

hardware requirements, they cost between $800 and $2000 [70,71]. A total of 432 full nodes would 

approximately cost $605,000. The Parties could also rely on cloud instances from Microsoft [72], Amazon 

[73], or IBM [74]. Especially the first option should be considered during the development of a first 

prototype (see Section 8).  

There are only a few precedents on Hyperledger Fabric with over 400 full nodes [75], or 

applications on Ethereum with over 500 registered public addresses [76]. The scalability of such a system 

may thus become an issue [31,77,78]. To overcome this scalability problem, it would be required to use 

other blockchain technologies, i.e., side chains. 

 

5.2. Blockchain Integration and Project Chains  

To use a blockchain system, it is not necessary to develop a new system, but rather to use a 

blockchain to interconnect with the existing systems. Over APIs, Ethereum and Hyperledger Fabric can 

be interlinked with existing system architectures [39,79]. Under the Kyoto Protocol, countries already 

established national registries and the UNFCCC has the existing knowledge and technology to create 

and manage databases and registries [80]. Furthermore, according to the current status, it is desired by 

the Conference of the Parties of the Paris Agreement (CMA) to further use national registries and a 

database as system infrastructure [4]. The blockchain would be used as a process layer, interconnecting 

the existing system parts, and ensuring immutability, consistent states, and transparency.  

To use a blockchain as transaction layer, it must be able to handle the necessary amount of 

transactions. In order to assess the potential transaction amount under the Paris Agreement, we resort 

to transaction experiences under the Kyoto Protocol. As the infrastructure design under the Kyoto 

Protocol does not deliver concrete values for transactions per second, we define the peak transaction 

volume under Article 6.2 to be equivalent to the highest annual transaction—over 106, 438 transactions 

between 2011 and 2012 [49]. As a conservative estimate and to be able to integrate transactions from 

other Articles (like Article 6.4) of the Paris Agreement, we estimate that the transaction volume will 

triple. Rounded up, this results in a required transaction volume of 319,314 transactions per year, or 

approximately 875 tx/day.  

In comparison, the transaction rate of Ethereum is lower than that of Hyperledger Fabric, which 

has an average number of transactions per second of 7.3 [81]. This is sufficient for the expected 875 

tx/day under the Paris Agreement. However, because Ethereum is a public blockchain system, there 

will be transactions of other users. Moreover, the increasing interest in blockchains and Ethereum 

increases the number of transactions, leading, on average, to 544 transactions per second, pending to be 

validated [56]. The duration of a transaction is pending to be validated and is unpredictable. With the 

Proof of Stake and the Plasma update, the transaction rate will surely improve. So-called Plasma chains 

are additional chains connected to the main chain [82]. While being connected to the main chain by 

submitting periodic updates and increasing security, Plasma chains can have separate consensus 

protocols [83]. According to Ethereum’s founder, Vitalik Buterin, the Plasma chains will give an increase 

by a factor of 100 or more [84,85]. In addition, this will improve the scalability of the number of users 

upon Ethereum. As a consequence of Plasma chains, Article 6.2 could be implemented upon a Plasma 

chain with a practicable consensus protocol. However, the official release date for Plasma has yet to be 

decided [37,86].  

With the expected volume of above 319 thousand transactions per year and the average transaction 

size, we can calculate the required storage for full nodes. In Hyperledger Fabric, a transaction has a size 

of approximately 3 KB [38] Hence, each full node has to store 0.96 GB per year. In case of Ethereum, a 

simple ether transaction has approximately a size of 0.2 KB [87–89]. For the Paris Agreement, this would 

make a total of 0.63 GB per year. However, since Ethereum is a public blockchain, there are other 

transactions to be stored. For example, in 2018, there have been over 251 million transactions, resulting 

in approximately 8 MB of blocks [87,89], or over 115 GB in total [90].  
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In a blockchain system, all nodes have a copy of all transaction data and smart contracts. The 

resulting redundancy is a security mechanism but results in high storage overloads. Therefore, it is 

recommended to store only little and small-sized numerical data on the blockchain [57,91]. Furthermore, 

computational costs and transaction validations must be compensated with transaction fees (like, e.g., 

gas). In case of mitigation activity validation through the technical advisors, there might be a demand 

to store larger documents, images, and files. The Inter Planetary File System (IPFS) could be used as an 

off-chain and decentralized storage network for these larger documents. IPFS is based on a 

decentralized system in which each user node holds a portion of a data file. A hash of each file can be 

created and stored in a smart contract or in a blockchain transaction as a reference. Through the hash, 

each user can validate the originality of the file. Another approach to reduce on-chain storage, is by 

using off-chain data storage nodes. This makes the stored data unavailable for other users in the 

blockchain system and requires the owner of the off-chain node to do any necessary computations. 

Furthermore, the blockchain is relieved from computationally intensive tasks and increases privacy [92]. 

However, this approach requires trust in the quality in and origin of the off-chain data, because it cannot 

be verified by other actors in the network. 

Private and permissioned blockchains like Hyperledger Fabric—with the ability to handle 3500 

tx/sec [38]—process far more transactions and fulfil the transaction volume requirements. Moreover, 

Hyperledger Fabric has already the functionality of channels [93]. Channels are, like Plasma chains, 

additional chains for more private transactions. Differently to Plasma chains, there is no periodical 

communication between the additional chain and the main chain. When the channel is closed, the last 

state is transferred to the main chain [38,93]. Ultimately, it is imaginable to handle mitigation activities 

on channels, but not the whole Article 6.2. 

 

6. Soft Factors 

Soft factors are attributes which are not based on concrete (quantitative) values, but on political 

preferences. In this study, three soft factors are analyzed: privacy, security, and blockchain community.  

 

6.1. Privacy  

The term privacy comprises two aspects: The privacy of the network users’ identities and the privacy 

of data inside the network. Identity privacy is about the degree of anonymity of a user in a digital 

network. The anonymity of participating Parties under Article 6.2 is contradictory to the Paris 

Agreement ideas of bringing transparency in voluntary contributions. Contrary to identity privacy, data 

privacy is especially important in the context of the Paris Agreement, as sensitive country data is stored 

on the blockchain. Privacy of data combines the control of the visibility and the data itself. Furthermore, 

the system needs to ensure secure communication and data exchange.  

Article 6.2 implies NDCs of each country to be published publicly [3,4], allowing for the public 

tracking of NDC progress publicly in the form of a balance. The Parties are obligated to submit different 

annual and biannual emission reports. Furthermore, the participating Parties shall publish information 

of corresponding adjustments on the UNFCCC website. Hence, at least information on finished 

adjustments and the resulting ITMO tokens can be published on the blockchain and be publicly visible. 

On Ethereum, it would be possible for everyone to see real-time updates of projects and adjustments, 

tipping this balance towards full transparency. With Hyperledger Fabric, only predefined users could 

access the transaction record. However, the blockchain could be connected to the UNFCCC website to 

establish external transparency. 

Despite the agreed transparency, it is conceivable that not all countries will accept a software 

solution, which does not guarantee a certain control over the participants and/or the consensus process. 

An approach to protect sensitive information in a transparent system are private chains. Ethereum is 

currently implementing a type of side chains, also called Plasma chains [83,84]. Hyperledger Fabric uses 

similar private chains, which are called channels [93]. In general, the additional private chains are 

connected to the main chain. Depending on the approach, more or less information is synchronized 

between the main chain and the private chain. While Plasma chains shall periodically transfer 

transactions to the main chain, only the final values of channels are transferred. A possible approach is 
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to allocate each corresponding adjustment to a private chain, i.e., a project-chain. To maintain 

transparency, corresponding countries and technical advisors have to be added to the project-chain.  

To ensure the privacy of data, a permissioned consensus protocol is advised, in which only 

predefined actors can validate. This prevents automatic leakage of information and increases privacy 

vis-à-vis third parties, while ensuring a common global state. This is a key benefit of Hyperledger Fabric. 

To follow the ethos of Article 6.2, a public and mainly permissionless system like Ethereum is necessary. 

However, this reduces the integrity of the data, because external actors are involved in the validation 

process and have copies of the data. 

 

6.2. Security  

The Paris Agreement is a consensus between the participating Parties and builds on the sharing of 

political and sensitive data to create an accountability and incentive mechanism. Therefore, it is essential 

to assure data security and integrity. This is done in each blockchain through hash functions—to ensure 

the authenticity of data—and Secure Shell (SSH) key encryption—to ensure only the owner of a token 

can transfer and claim ownership [23].  

Another area of security is the safety of the consensus protocol against attacks. In theory, Proof of 

Work is the most secure consensus protocol, as long as the miners are distributed and independent. 

Otherwise, it is susceptible to a 51%-attack [23]. Currently, to participate in the mining competition and 

have a chance of winning, high investments in hardware are necessary, followed by running costs, e.g., 

electricity. However, due to the technical structure of PoW, PoS, and a public system, Ethereum is highly 

vulnerable to forks. Forks lead to inconsistent states of the network and data status.  

To prevent forks and increase security, decentralization has to be limited by increasing the control 

over the network. This is the case of permissioned protocols like Practical Byzantine Fault Tolerance 

(PBFT) used in Hyperledger Fabric because it has a predefined set of validators and steps, ensuring the 

correct order of system updates [40]. By reducing the number of nodes, the degree of system 

centralization increases. Hence, validators do not have to compete against each other creating the next 

block. However, this makes the network more vulnerable to node failures, i.e., malfunctioning of the 

hardware, because the network of validators is limited. The impact on security is low; while node 

failures slow down the network, the failing node could be directly identified.  

One disadvantage of Hyperledger Fabric’s consensus mechanism PBFT is that the healthy ratio 

demands a high number of healthy nodes compared to the number of malicious ones, i.e., three times 

or more honest than malicious ones [94]. The security of the system depends upon a multitude of 

different, overlapping quorum slices to vote on the validity of transactions. In the case of Article 6.2, 

there is the theoretical option that some Parties try to act maliciously, but it is unlikely that the number 

of these malicious Parties will exceed more than one-third of all network participants. Hence, the 

security barrier of PBFT should not pose a problem.  

Due to Parties acting as consensus validators, the system has to be resilient to arising political 

conflicts. PBFT has the advantage to support a system with equal rights and powers, due to the random 

election of a leader per validation round and the mandatory feedback of the majority of the system 

nodes. This makes it resilient to the political developments outside of the system. However, this requires 

the equal distribution of administrative rights between the Parties. Under PoS, the only political conflict 

is the entry barrier in the form of an inbound investment. This conflict could be solved by distributing 

the same value of the network token to each entity that is participating in the consensus process. Then, 

all have the necessary stake, and the consensus protocol could automatically choose a different validator 

for each round. In the case of Ethereum, the stagnation of the system because of political issues is less 

likely, as external validators are included as well. However, if the countries want to participate in the 

validation process in a public system, they will need to buy tokens of the network, e.g., ether for 

Ethereum. Depending on the volatile price development, this could be cost-intensive. 

 

6.3. Blockchain Community  

The next soft factor is concerned with the size and supportive attitude of the blockchain community and 

the quality of the programming languages. Especially, the attitude and perception of the community is 
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important. In public systems with undefined validators, attacks against the system or refusals against 

the validation of transactions under the Paris Agreement are possible. In general, public and 

permissionless blockchains are larger than private ones. Moreover, there are higher chances in a public 

system of sub-groups not being supportive of the Paris Agreement application.  

Ethereum is the most active smart contract platform [95]. Most new tokens of the top 100 are built 

upon Ethereum [96]. Due to the large community size—422k builders on Reddit [97]— there are a lot of 

resources (188 repositories on GitHub (Ethereum, 2019b)) and numerous forums. Smart contracts are 

written in solidity, which has been created solely for Ethereum and is hence, not as widespread and 

functional as other conventional programming languages, e.g., C++. Furthermore, it is not a fully 

developed programming language. On GitHub, a solidity repository has over 500 reported issues 

(Ethereum, 2019c) and there are several articles about security flaws of solidity [84,98,99]. Furthermore, 

there are fears that the release of Casper with PoS could split the community [100]. Several associations 

and foundations develop first prototypes upon Ethereum for the energy sector. The Energy Web 

Foundation tries to digitalize the energy infrastructure over the blockchain [101]. The Blockchain for 

Climate Foundation implements a first prototype of the Paris Agreement upon Ethereum [102]. Despite 

the public structure of Ethereum, several countries started researching usage possibilities with 

Ethereum [103,104]). Hence, Ethereum as a public and permissionless blockchain offers the advantage 

of a large community with early indications of acceptance by users in the relevant field. However, 

software and community stability are limited.  

Being a project of The Linux Foundation, the Hyperledger Fabric community consists of public and 

industry supporters. Members include IBM, Cisco, and Accenture [41]. Despite the cooperation with 

companies, Hyperledger Fabric remains independent from any organization. It has around 9000 

commits on GitHub [105]. The overall project Hyperledger has 1900 subscribers on Reddit [106]. With 

version 1.4 of Hyperledger Fabric, long-term support (LTS) was introduced, which ensures updates of 

the blockchain infrastructure [107]. Smart contracts can be developed in Node.js and Java, which are 

two common programming languages. A permissioned and private blockchain system brings 

transparency into internal processes, but not to anyone outside the system. As a positive result, there 

are no conflicts with the external community, e.g., external validating nodes ignoring transactions of 

countries. However, a permissioned system is in conflict with the bottom-up approach of Article 6.2 

and the Paris Agreement. 

 

7. Comparison of Ethereum and Hyperledger Fabric for System Design 

Overall, there are three possible designs for a blockchain-based solution: First, a public and 

permissionless blockchain system using Ethereum, second, a private and permissioned system with 

Hyperledger Fabric and, third, a hybrid approach by implementing Article 6.2 on a Plasma chain, which 

is connected to the Ethereum network. Each of these approaches present advantages and disadvantages, 

which need to be considered when choosing a blockchain system design for Article 6.2.  

At the time of writing, the usage of a public and permissionless system like Ethereum is partly 

speculative due to a number of uncertainties. First, it does not have private chains implemented (yet) 

and can therefore neither scale to a sufficient rate, nor create the required degree of privacy to protect 

sensitive data. Second, with Proof of Work, the transaction throughput is not sufficient, and the 

transaction fees are too high. However, with the announced release of Ethereum 2.0 these current 

limitations should be overcome. Furthermore, Ethereum is worth considering, as it constitutes the 

largest smart contract blockchain with several reported energy and governmental projects. Adding to 

its attractiveness, it has a large developer community, which actively contributes extensions and secures 

the robustness of the underlying technology.  

The main advantage of a public permissionless system like Ethereum is the inclusion of public 

ownership, leading to strong transparency, accountability, and credibility. Each interested person could 

create a light node to track the development of projects and the mitigation activities of countries. 

Citizens or NGOs can follow the decisions made and track them if promises are actually fulfilled. As it 

would be possible to gain first-hand information, the system would embody the bottom-up 

characteristic of Article 6.2. This is another advantage related to the security of the system, which is 
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established by decentralized and external full nodes. This would allow the Parties of the Paris 

Agreement to eliminate server costs with the downside of committing to transaction costs. To store 

sensitive information, side chains could be used. This would create privacy, while still ensuring data 

validity. Furthermore, side chains provide extra scalability to accommodate an increasing amount of 

transactions and users.  

In future steps, the development of a new involvement system of non-state actors is imaginable to 

enable inclusion, e.g., through voting for mitigation activities. With a large community and a variety of 

existing projects, experiences can be exchanged. The UNFCCC could use synergies with external 

foundations and associations for the development of the application. This could recover some of the lost 

time of ongoing negotiations.  

On the downside, an open approach with Ethereum could lead to disagreements with countries 

which are not interested in sharing detailed information with actors outside the Paris Agreement. 

Different from PoW, under PoS, the validators are not doing difficult computations to create the next 

block. Therefore, validators can work on different blocks simultaneously. Furthermore, it is in their 

economic interest, because it increases the possibility of receiving the reward for creating the next block. 

As a result, the number of forks is increased, resulting in several different statuses of the network, which 

again could lead to double-spending. Ethereums change to PoS, also called Casper, will choose the main 

chain based on the number of previous activities upon each chain [77]. A chain with more forks indicates 

that more independent validators were active. On the other hand, a chain without any forks suggests a 

single validator, or validators that agreed upon the block sequence. This approach can work, but it is 

not guaranteed. In addition, even if the Parties want to participate in the consensus process, there will 

be other validating nodes transferring and validating the input data. Hence, the security and integrity 

of the data are no longer a given.  

Lastly, the Article 6.2 system depends on the general development and existence of the Ethereum 

architecture and the Ethereum currency. System problems because of unrelated reasons, e.g., 

dissatisfaction and dissent inside the community, would also have an impact on the Article 6.2 

blockchain. This dependency also includes the price of transaction fees. It is, at the time of writing, not 

clear how the transaction fees will change with Casper, but it is certain that they will continue to exist. 

Hence, countries would need to handle not only official currencies, e.g., Dollar and the ITMO token, but 

also ether and gas. Ether has, further, a volatile price development, because of its dependence upon the 

market demand. This can lead to additional conflicts and financial problems.  

Some of the downsides of a public system could be prevented by using a hybrid approach. In a 

hybrid approach, a subsystem would be created on a Plasma chain. It would be interlinked to the main 

chain to increase security but could use pertinence consensus protocols like Proof of Authorities (PoA). 

PoA is a permissioned consensus protocol in which a set of authorities secure the network [108]. The 

full nodes listed earlier could be the defined authorities and would ensure data integrity. However, this 

would mean that the Parties would have to purchase the necessary IT infrastructure for servers to store 

the blockchain and validate transactions. Like in the public approach, project chains could be used for 

currently implemented mitigation activities. This would create a certain degree of privacy.  

An alternative approach is offered by Hyperledger Fabric, a permissioned and private blockchain. 

The main focus of a closed blockchain system is data security and privacy. What makes the system 

permissioned and private is that the creators define who is eligible for the consensus process. Due to 

nodes exchanging and approving the information before the state can be changed, the possibility of 

forks is negligible. Additionally, due to the closed structure and strong dependency between the 

network users, there are no transaction fees reducing the overall transaction costs. Another advantage 

of a closed system is that only predefined tokens are interchangeable upon the network. Hence, the 

handling of different currencies is easier and not influenced by the market development of 

cryptocurrencies. Regarding the development of smart contracts, a variety of different programming 

languages could be used for the creation of smart contracts. With long-term support (LTS), the CMA 

and UNFCCC receive system updates without the need to change the whole blockchain version. Besides 

improving the privacy, the data integrity and storage security are easier to guarantee in an 

independently administered system. Further, privacy between the Parties is established through 
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channels in which predefined users track their mitigation activities. A closed system does not imply 

automatically that information is not visible outside of the blockchain. To fulfil the demands of Article 

6.2, interfaces can be used to display regular updates of data, for example on the UNFCCC website. 

External users could receive access through user accounts. They would be represented as light nodes, 

could participate in predefined tasks (e.g., project documentation or project voting), but would not have 

any influence on the consensus protocol. However, it is not to be expected that the CMA or UNFCCC 

will agree upon the development of citizen participation tools. Therefore, the system itself would stay 

isolated.  

With respect to community acceptance and learning from past experiences, it must be noted that 

Hyperledger Fabric has, to date, not attracted the same amount of trials and implementations in the 

energy field. In addition, it is complicated to get concrete information—not to mention code— about 

the projects, because of the closed structure of Hyperledger Fabric and the contributing companies. 

Hence, the potential is low for the usage of synergies and exchanges with external foundations. Despite 

being deployed on the servers of the CMA and UNFCCC there is—notably with the usage of LTS—a 

dependency still given for the development of improvements and error handling, especially, if there is 

no other source of technical research accessible. Due to the isolation of the system, there will be higher 

fixed and variable costs. Fixed costs implicate the first creation of the infrastructure to run the 

blockchain. Besides the improvement of the running system, variable costs further consist of server 

management and the development of new security measurements. Moreover, depending on the server 

usage, the system loses its decentralized character, increasing its vulnerability to attacks.  

In conclusion, both presented blockchains have advantages and disadvantages. If a more closed 

and secure approach is preferred, Hyperledger Fabric is recommended. If more transparency and the 

integration of external actors are prioritized, Ethereum is the more suitable blockchain. In the end, it is 

a weighing of interests to make the final decision, and regardless of the system choice, all actors have to 

agree on the usage of a blockchain system to make the system work. 

 

8. Conclusions and Future Research  

Our work is an initial proposal for a blockchain-based carbon market mechanism as outlined in Article 

6 of the Paris Agreement. We seek to initiate a discussion and raise awareness about the potential of 

different blockchain applications and their limitations in this context. In this paper, we described the 

past and present barriers that prohibit a successful carbon market mechanism implementation. 

Blockchain technology acts as a transparency platform to facilitate and display climate actions of 

national Parties. Besides transparency, blockchain technology increases efficiency and addresses 

barriers of the past and present carbon market mechanisms. The comparison of the advantages and 

disadvantages of the two blockchain applications is summarized in Table 1. 

  



34 

Table 1. Summation of discussed advantages and disadvantages of a public, permissionless, and 

private, permissioned blockchain system for Article 6.2 of the Paris Agreement. 

 
 

The advantage of using Hyperledger Fabric is that the network authority of the UNFCCC and CMA 

can maintain control over the technological infrastructure. As a public blockchain, Ethereum embodies 

the decentralization character of the Paris Agreement and could encourage bottom-up and democratic 

system governance through public transparency.  

Further research on the governance of this market mechanism is required. To decide the 

mechanism and governance design, it will be important to receive feedback from the national Parties 

and other critical actors like the UNFCCC and the CMA. Stakeholder consultations, workshops and 

seminars will be useful to raise awareness and understand preferences. Furthermore, the development 

of a prototype blockchain would be beneficial to stimulate detailed design feedback from all 

stakeholders. During this, a more detailed analysis of different implementation approaches and the 

resulting costs is of interest.  

An evaluation of regulatory barriers and opportunities is another important field of research. A 

part of this is the missing regulatory classification around ITMOs. 

 Last, fields of applications and their implementation of IoT and Machine Learning could be researched. 

In the case of IoT, the usage of smart meters and smart sensors is of interest. It could further automate 

the process, reduce costs and improve the transparency of the unit quality. Machine Learning could be 

used to do trend analyses and risk calculations with the collected data. Furthermore, it might be possible 

to support the technical expert team in finding loopholes in the data.  

In conclusion, the adaption of blockchain technology enhances the transparency and efficiency of 

mitigation activities under the Paris Agreement. Both blockchain systems offer advantages for the 

carbon market mechanism. With this work, we conduct a first feasibility analysis of blockchain 

technology for carbon market mechanisms and outline important blockchain selection criteria. Due to 

the distributed and decentralized nature of the technology, new blockchain features, designs and 

infrastructures are emerging on a daily basis. Hence, there will be new and perhaps more suitable 

blockchain solutions evolving in the future. The selection criteria and evaluation process presented in 

this paper can be used as an initial feasibility assessment framework for future blockchain system 

analyses and as inspiration for other research fields. 
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Abstract: This paper evaluates the suitability of blockchain technology for the Article 6.2 carbon 

market mechanism of the Paris Agreement. The bottom-up approach of the Paris Agreement causes 

challenges to the robust accounting of mitigation outcomes and information asymmetry due to a high 

number of heterogeneous emission accounting systems. Blockchain is an innovative technology that 

can act as an aggregation platform of these fragmented systems whilst enhancing transparency and 

automating accounting processes. However, this nascent technology is not a panacea to all problems, 

and the trade-offs of applying blockchain technology need to be considered on a case by case basis. To 

enable such an assessment, we introduce an eight-step decision framework to test the applicability of 

the technology for the Paris Agreement Article 6.2 carbon market mechanism. The analysis shows that, 

under the current mechanism specifications, a blockchain application can enhance transparency and 

increase automation to eliminate information asymmetry. Based on our findings, we further outline a 

system architecture to allow for the linking of the heterogeneous systems, the integration of an Article 

6.2 exchange mechanism, and the progress tracking of climate targets. The development of this 

blockchain architecture offers Parties the opportunity to co-create a decentralised system in line with 

the bottom-up ethos of the Paris Agreement. 

Keywords: Blockchain; decision framework; climate policy; carbon markets; Paris Agreement; Article 

6; permissioned; permissionless; Climate Warehouse 

 

 

1. The Paris Agreement Carbon Market Mechanism 

Cost-effective mitigation of greenhouse gas (GHG) emissions is crucial for limiting the global 

temperature increase to well below 2 ◦C, the target set by almost 200 national Parties of the Paris 

Agreement [1]. Carbon pricing is one of the most widely used policy instruments for cost-effective GHG 

mitigation, with 57 GHG pricing initiatives globally in 2019 and 96 Parties considering to use carbon 

pricing [2]. Approximately half of these initiatives use market-based mechanisms. The Paris Agreement 

also outlines a market mechanism in Article 6.2 to promote the cooperation between Parties in achieving 

their nationally determined contributions (NDCs) through internationally transferred mitigation 

outcomes (ITMOs). 

However, present carbon market mechanisms have limitations to the consistent provision of 

transparency and robust accounting, compromising the environmental integrity of mitigation actions 

[3–7]. Transparency in this context refers to the reporting and review of information related to the 

tracking of mitigation outcomes, and with enhanced transparency comes trust and confidence in climate 

action [5]. Zhang et al. [8] (p. 290) divide the issues related to robust accounting into i) validation of 
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information (e.g. compliance with relevant rules or regulations), ii) the linkages among different 

emission trading systems (e.g. domestic and international), and iii) the building of trusted emission 

accounting systems. These issues have generally reduced accountability and compromised the levels of 

trust and cooperation among the Parties [9,10]. 

In contrast to present carbon market mechanisms, Article 6.2 moves away from centralised 

accounting, comprehensive rules and standardisation for the issuing and transferring international 

units by offering decentralised cooperative approaches [5]. This bottom-up approach requires Parties 

unilaterally to ‘ensure environmental integrity and transparency’ and to ‘apply robust accounting to 

ensure, inter alia, the avoidance of double counting’ (Articles 6.2 and 6.3) [1,5]. The considerable 

heterogeneity in emission accounting systems – leading to accounting challenges that result from 

diverse information formats – magnifies the challenges associated with assessing, tracking, and 

comparing Parties’ actions [5,11]. The mitigation outcome data in these systems are currently collected 

in a variety of repositories, including spreadsheets, pipelines and registries, with diverse information 

formats [12,13]. 

Blockchain technology, which constitutes an innovative approach to accounting and data 

harmonisation, has the potential to overcome these challenges. Recently, blockchain technology (also 

known as Distributed Ledger Technology, or DLT) emerged as a platform providing real-time, 

verifiable and transparent accounting system. The general carbon markets literature considers 

blockchain technology valuable in two application areas. First, blockchain could improve data collection 

procedures and digitise the measuring, reporting, and verification (MRV) processes of mitigation 

actions [12,14–17]. Second, blockchain could serve as an aggregation platform, a ‘ledger of ledgers’ or 

meta-registry, linking all heterogeneous emission systems in one platform (e.g. The ‘Climate 

Warehouse’ proposed by the World Bank for linking national registries) [12,13,18–22]. 

Nonetheless, despite general agreement about blockchain potential, no study has yet 

comprehensively evaluated a solution-problem fit. Given the evolving and changing nature of the 

Article 6 rulebook [23–26], such an evaluation is key to understanding under what conditions a 

blockchain application is beneficial and which rulebook changes might make a blockchain application 

impractical. We extend the blockchain and carbon market literature by introducing a blockchain 

decision framework to evaluate the technology’s applicability in Article 6.2. We base our evaluation on 

the preliminary design options outlined in the Article 6.2 rulebook at the time of writing (May 2020). 

We synthesise ongoing environmental integrity and robust accounting discussions, the linking of 

heterogeneous emission accounting systems, and extend the literature with a particular focus on the 

bilateral transfer mechanism of ITMOs between Parties. In so doing, we provide a novel approach for 

climate change policy-makers and practitioners to consider. 

We also outline an alternative architecture – derived from our analysis of the Article 6.2 rulebook 

– that resembles the bottom-up, decentralised ethos of the Paris Agreement and therefore may have an 

invigorating effect on Article 6 negotiations. We had multiple discussions with subject matter experts 

from the World Bank Technology and Innovation Lab (ITSTI) and the Carbon Markets and Innovation 

Practice (CMI) team. These experts provided feedback on and insights into Article 6.2 accounting 

challenges, the proposed blockchain architecture, and the co-creative development process. 

The paper is divided into five parts. Section 1.1 introduces the accounting challenges to 

safeguarding environmental integrity, and Section 1.2 presents general blockchain concepts and 

practical approaches aimed at leveraging blockchain systems to carbon market mechanisms. Section 2 

gives the blockchain decision framework and applies the eight classifiers to the Article 6.2 case study. 

Section 3 outlines a blockchain-based architecture for the meta-registry and the Article 6.2 exchange and 

discusses both the advantages and limitations of applying blockchain technology. Section 4 concludes 

and discusses implications for future research. 

 

1.1 Safeguarding Environmental Integrity Through Robust Accounting 

To establish a functioning carbon market mechanism, the safeguarding of environmental integrity is 

key [27–33]. Article 4.13 of the ParisAgreement explicitly states that ‘Parties shall promote 

environmental integrity, transparency, accuracy, completeness, comparability and consistency’ ([1], p. 
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3). Although there are different interpretations between Parties of what environmental integrity 

encompasses, there is general agreement that transparency and robust accounting are prerequisites to 

ensure unit quality [5,29]. Article 4 and Article 13 provide general provisions for NDC accounting, and 

Article 6 provides specific provisions for the accounting of ITMO transfers between Parties. Schneider 

and La Hoz Theuer [31] further specify the importance of establishing a robust accounting framework 

for ITMO transfers, which prevents double-counting of GHG reductions, ensures appropriate 

corresponding adjustments, and warrants correct accounting of the ITMO vintage [34] 

Double counting occurs when a single ITMO is counted more than once towards NDCs and non-

state actor (NSA) targets. These NSAs comprise private actors such as companies, non-governmental 

organisations (NGOs) and philanthropists, as well as public sub-national actors like regions and cities 

[35]. Despite the unprecedented engagement of NSAs in the Paris Agreement [35,36], NSA emission 

accounting is a significant challenge [37]. While previous versions of Article 6.2 and 6.3 stated that the 

transfer of ITMO by non-Parties (i.e., NSAs) must be authorised by participating Parties, the reference 

of NSAs in the Article 6.2 rulebook was removed during the latest Conference of Parties 24 in Katowice 

[26,38]. 

Double counting can occur due to double issuance, the issuance of multiple units for the same 

mitigation outcome; double claiming, i.e., counting the same unit towards multiple targets (e.g., for 

NDC compliance markets and NSA voluntary markets); or double use, i.e., using a unit multiple times 

towards a mitigation target [31]. Accounting issues can further arise due to differences in the NDC target 

year of involved Parties [5,31,34]. These vintage problems occur when Parties with different NDC target 

years, such as single-year targets and continuous multi-year targets, bilaterally transfer ITMOs [28]. 

In addition, learnings from the Kyoto market mechanisms suggest that information asymmetry 

between project proponents, regulators, and auditors caused an adverse impact on the accreditation of 

project outcomes [4,34]. This asymmetry mainly originated from incomplete or not-existing key project 

documents, such as monitoring and verification reports [3,4]. The Kyoto mechanisms demonstrated that 

the transparency and availability of information for other actors, such as domestic institutions, 

scientists, or civil society organisations, is critical to creating an effective market mechanism that 

incentivises the transferring Party to adopt ambitious mitigation targets while simultaneously ensuring 

unit quality [39,40]. These past experiences highlight the need for an accountability mechanism that 

reduces information asymmetry to incentivise all Parties to contribute sufficiently ambitious mitigation 

actions. 

Given these problems, it is questionable if and how the newly defined Article 6.2 market 

mechanism can consistently enforce environmental integrity and prevent the reoccurrence of Kyoto 

mechanism failures with a conventional software and database architecture. Compared to the Kyoto 

mechanisms, Article 6.2 poses significantly more complicated accounting challenges due to the 

heterogeneous accounting systems and rules. For example, the accounting of ITMOs outside the scope 

of the host countries’ NDC [5,41], the uncertain and complex definition of an ITMO metric, and the 

corresponding adjustment process for the transfer of ITMOs [32,42]. A single and common ITMO metric 

would be, for example, tCO2e, which could be issued in a registry and then traded multiple times while 

ensuring comparability between mitigation outcomes [5]. However, ITMOs could also be defined as 

non-GHG metrics, or as net flows between two Parties over a certain period [5,26,42]. The accounting 

of mitigation outcomes outside the NDC scope and the different ITMO definitions lead to complex and 

diverse corresponding adjustment approaches. 

Corresponding adjustments are conducted on an emission-based or budget-based approach [5] and 

require a coherent accounting basis (e.g., the NDC targets of the Parties involved). Parties participating 

in cooperative approaches should submit an initial report when receiving authorisation or conducting 

the first ITMO transfer, possibly in conjunction with the next Biennial Transparency Report (BTR) [26]. 

Consecutive ITMO transfers are reported in the country’s next BTR and included in its NDC accounting 

[42]. However, the dependence on BTRs for the ITMO transfers introduces significant information 

asymmetry, as the initial BTRs are first due by the end of 2024 and then every two years [7,43]. These 

BTRs are used as a key information source for the global stocktake (GST). The GST is conducted in 5-

year periods and aims to review and increase ambition over time [44]. The BTRs, including the ITMO 
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transfer information, are reviewed by the Article 6 technical expert review team (TERT). The TERT 

assesses the reported information and drafts a technical review report providing findings and 

recommendations for the Paris Agreement’s multilateral consideration of progress [7]. However, the 

cyclical reporting of BTRs and the GSTs, combined with heterogeneous accounting systems and diverse 

methodologies, places a great burden on the limited TERT review capacity [7]. Consequently, Hanle at 

al. [7] argue for the ‘rethinking and redesigning’ of reporting procedures for all Parties under the Paris 

Agreement. To improve these complex and predominantly manual accounting procedures, a platform 

that links national registries, NSA accounting systems, the Article 6.2 exchange, and the NDC target 

progress tracking under the TERT would therefore be highly beneficial. 

 

1.2 Blockchain as an Aggregation Platform 

Blockchain is an emerging technology that has reinvented data storage by distributing and 

synchronising all transactions across the network of participants (i.e., nodes) [45]. Accordingly, the 

transactions are not stored in a single centralised database but distributed equally across all network 

nodes so that each participant holds a copy of all the data, i.e., the ledger [46]. The access of all nodes to 

the entire history of transactions allows the nodes to both verify and publish new transactions on the 

blockchain [47]. The blockchain consensus mechanism defines how the nodes achieve agreement about 

a transaction to be added to the ledger [48]. The consensus mechanism evaluates whether the transaction 

is valid, considering the state of the ledger, and conforms with the rules of the blockchain network [48]. 

All new valid transactions are collected in a ‘block’, which is added to the ‘chain’ of existing transaction 

blocks and cryptographically linked in chronological order [49]. Due to this interlinked structure, the 

transaction history becomes immutable and tamper-resilient, as the altering of a block requires the 

changing of all subsequent blocks [50]. 

Smart contracts establish verified automation within the blockchain system. Smart contracts are 

computer protocols that enable automation of predefined rules when a particular condition is met [51]. 

They are formulated as ‘if this is true, then…’ statements, which run on the blockchain and are execute 

autonomously when the predefined conditions are satisfied [52]. Through this programmability, smart 

contracts can automatically and consistently enforce regulations and methodologies to ensure 

transparency and accountability [15]. In the context of carbon markets, smart contracts can support the 

digitisation of MRV processes by automating the issuance and transfer of ITMOs [12]. During the ITMO 

issuance, the smart contract can store a wide range of metadata on the ITMO token to enable the 

traceability and unit quality assessment [19]. Such ITMO token metadata could, for example, include 

the country of issuance, sectoral scope, project name and identification number, guidance and 

methodology applied, and date of issuance (i.e. vintage). Furthermore, smart contracts can automate 

the ITMO transfer mechanisms, which we detail in the subsequent sections. 

For the collection and harmonisation of ITMO data, the last version of the Article 6.2 rulebook 

outlines two centralised accounting and reporting platform, the ‘international registry’ and the ‘Article 

6 database’ under the United Nations Framework Convention on Climate Change (UNFCCC) 

secretariat [26]. Previous drafts of the rulebook included references to distributed ledger technology 

(i.e., blockchain) as a possible technology [23,53], which were removed in subsequent iterations. 

However, given the limitations and heterogeneity of present market accounting systems, the further 

magnified accounting challenges under Article 6.2, and the decentralisation and bottom-up ethos of the 

Paris Agreement, we suggest that a blockchain application should be further investigated. 

There exist several suggestions for blockchain-based mechanisms for the accounting and exchange 

of mitigation outcomes related to Article 6 [18–20]. To the best of our knowledge, the Climate 

Warehouse [13] proposed by the World Bank appears to be the most advanced solution. It establishes a 

blockchain-based accounting platform to link heterogeneous accounting systems. This so-called meta-

registry connects country, regional, and institutional databases and registries to surface publicly 

available information on mitigation outcomes. Through this, the Warehouse provides an international 

platform to enhance transparency and trust among market participants and enable tracking of 

mitigation outcomes across jurisdictions [12,13]. The Open Climate platform [22] acts as an integrator 

of climate records to maintain a decentralised ‘ledger of ledgers’. This ledger develops climate 
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communication protocols to harmonise climate actor data—ranging from countries, to companies to 

individuals—to provide transparency and accountability from the GST to the carbon pricing of 

mitigation outcomes [22]. Further examples for blockchain applications to enable the exchange of 

ITMOs are concepts and solutions suggested by the Blockchain for Climate Foundation [54], the 

Poseidon Foundation [55] and the AirCarbon Exchange [56]. 

These blockchain-based projects provide valuable experience and help to validate the technical 

feasibility of blockchain for this case study. Through these experiences, they help to overcome the legacy 

system thinking surrounding the Article 6.2 development, such as removing the DLT reference from 

previous rulebook versions [23] or only discussing replacing one specific component of the legacy 

system (e.g., the Kyoto International Transaction Log). This legacy thinking mainly leads to incremental 

improvements and fails to utilise the full potential of this innovative technology. The challenges and 

limitation presented in Section 1 clearly show that the legacy infrastructure will not be able to cope with 

the scale and complexities introduced by the bottom-up approach of the Paris Agreement. In the 

remainder of this paper, we argue that incremental improvements are insufficient to achieve robust 

accounting. Instead, we need to ‘rethink and redesign’ the Article 6.2 mechanism architecture. To 

develop this innovative architecture, we combine the learnings from the existing blockchain-based 

project to create a holistic vision and overcome legacy limitations. 

 

2. Blockchain Decision Framework for the Article 6.2 Market Mechanism 

Compared to conventional centralised database systems, blockchain systems have considerable costs 

and trade-offs in terms of, e.g., scalability, capacity and latency. Consequently, blockchains are not a 

panacea for all applications but need to be carefully evaluated based on the specific case study 

requirements [57]. In particular, blockchain resource disadvantages relative to database systems need 

to be offset by the benefits of having a distributed and automated system. Hence, viable blockchain 

technology case studies need to satisfy several characteristics. We integrate these ‘fit-considerations’ 

into a decision framework enabling a systematic evaluation of the Article 6.2 characteristics. As such, 

our approach (Figure 1) builds on previously suggested frameworks [57–59] modified to fit the 

requirements of the climate policy space. 

The framework consists of eight classifiers in the form of the following questions: The framework 

starts with testing the general applicability of a blockchain (classifiers 1 to 3), continues with technical 

classifiers to determine blockchain performance requirements (4 to 6), and concludes with governance 

and data-accessibility-related classifiers to identify the most suitable type of blockchain system 

(classifier 7 and 8). 
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Figure 1. Blockchain decision framework. 

 

In the following, we discuss each classifier based on the use case requirements of the Article 6.2 

carbon market mechanism. 

 

2.1 Multiple actors contributing? 

Arguably the greatest achievement of blockchain technology is the development of a consensus 

mechanism that creates consensus between a distributed network of nodes. A consensus must be 

achieved even in case of conflicting data and untrusted network participants so that there is always one 

single state of the ledger [60]. This distribution of data can eliminate single centralised points of failure 

and information asymmetry [18,51,61-64]. 

In this case study, the blockchain acts as an aggregation platform that combines the heterogeneous 

emission accounting systems and enables ITMO transfers between a diverse group of Parties. The 

system in this use case is based-on of three main groups of actors: The national Parties, the UNFCCC 

secretariat, the Subsidiary Body for Scientific and Technological Advice (SBSTA) and the TERT. 195 

Parties signed the Paris Agreement [65]. Under the Kyoto Protocol, 150 technical experts are selected by 

the secretariat out of a list of proposed experts from the Parties [66], which provides an indication for 

the TERT. This variety of network users creates the necessary foundation of a distributed system. Given 

the uncertain accounting roles surrounding the integration of NSAs, we assume that NSA mitigation 

outcomes are monitored and exchanged through the respective national registry. 

 

2.2 Digitally representable asset? 

Under Article 6.2, an ITMO can be defined as a unit, as an amount, as a net flow, or all three forms 

interchangeably [42]. In all these forms, ITMOs are represented digitally as already happening in most 

carbon markets and exchangeable against a monetary unit. In this case study, ITMOs are represented 

on the blockchain as tokens that are used towards a mitigation target. The conceptual benefits of a token 

are the automation and disintermediation of the transaction process, a faster and more efficient clearing 

and settlement time, and the transparency and traceability of the complete transaction history [67]. 

These tokens could be fungible, i.e., divisible and identical, or non-fungible, i.e., unique and non-

interchangeable. 

Fungible tokens are favourable in case of a uniform system, e.g., cap-and-trade, where the ITMO 

token is denominated in a single and common metric (e.g., tCO2e) and possibly traded multiple times 

among Parties [5]. Each ITMO token has a similar unit quality, i.e., generated using defined guidelines 
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and methodologies, so that they are equal in terms of value and tradable like currencies. Fungible tokens 

can store specific metadata on each ITMO token [19,68]. This metadata is automatically inserted on each 

token by using smart contracts to ensure full information availability to the potential token acquirer. 

Non-fungible tokens could be applied in cases where not all ITMOs have an identical metric. Due 

to the bottom-up nature and the present heterogeneity of accounting systems and markets, different 

actors will likely apply different scopes, rules and standards for ITMO exchanges [5]. In this case, non-

fungible tokens are more suitable as they are not one-to-one exchangeable like a fungible token, but 

represent each ITMO’s property and have varying unit qualities. Non-fungibility is the case when 

different policy instruments (e.g., taxes, performance or technology standards) or different accounting 

methodologies, cause the unique characteristics and value of each ITMO token [34]. There is also the 

possibility of Parties using non-CO2 metrics [42]. 

 

2.3 Final state and immutable record? 

At any point in time, an ITMO token can only have one owner – preventing conflicting ITMO ownership 

between Parties – which could otherwise result in double counting. All transactions are placed in 

sequential order on the blockchain, the history is immutable, and each ITMO can be traced from the 

origination project to the ultimate usage towards an NDC target. The immutability of the transaction 

record is an essential feature of blockchain technology and is the foundation for redefining trust, based 

on the mathematics behind the technology [69,70]. As the blockchain expands at a linear rate, tampering 

with a block in the chain would also require adjusting the hash of all subsequent blocks. The further the 

block is away from the end of the chain, i.e., the present state, the more difficult it becomes to change 

the information in the block. This tamper-resilience of historical transactions is particularly relevant in 

the auditing context [47,71]. 

Immutability has the advantage of bringing consistency into the history of an asset, e.g., an ITMO. 

Criticism against the mechanisms under the Kyoto Protocol included the lack of transparency in the 

project documentation, implementation, and validation of mitigation activities [3,4]. Hence, a 

permanent and immutable record is beneficial to enhance transparency and accountability. In an 

immutable system, it is always possible to go back in time and retrace every single transaction to the 

origin, which can be useful in case of fraudulent behaviours to trace all actors involved [47]. 

A final state is a precondition for the utilisation of smart contracts. For the creation of a smart 

contract, the conditions and possible outcomes are hardcoded into the system. These rule-based 

computer codes execute the encoded rules precisely as specified, without any possible ambiguity or 

having a ‘spirit of the agreement’ [72]. As the mitigation activities in the final rulebook are explicit and 

direct rules, almost everything specified in Article 6 can be encoded. 

 

2.4 High transaction volume? 

Compared to a centralised database system, a blockchain system has reduced transaction throughput, 

limiting the amount and velocity of data stored on-chain [57]. These are often described as the 

blockchain scalability issue [73–75].  

The storage of larger files and pictures poses a challenge to most blockchains as it increases data 

synchronisation volumes. Based on the draft of the CMA [76] and experiences with past market 

mechanisms like Kyoto and the EU-ETS, the information in reports are mainly text or tabular 

documents. Franke et al. [77] estimate the peak volume to triple compared to the Kyoto mechanism, 

reaching approximately 1.2 billion transactions annually. This annual volume translates to an average 

of 36 transactions per second, which can be supported by most blockchains. To further reduce the 

requirements and avoid scalability issues, it is possible to store larger files in an off-chain database 

repository [57,73]. The metadata stored on each ITMO token can include the specific link to this off-

chain repository. The InterPlanetary File System (IPFS) could be used as such a repository [77]. 

 

2.5 Removing intermediaries? 

In a centralised database system, one or few network authorities govern the system and have the 

authority to make decisions for the system. Under the Clean Development Mechanism (CDM), the 



48 

UNFCCC hosted the CDM registry [78]. Despite the trust of the Parties in the UNFCCC, a central 

authority can become a single point of failure or a bottleneck [18,51,61–64]. 

In current emission accounting systems, there are various manual steps and bottlenecks related to 

the MRV and distribution of data that could be automated through blockchain and smart contracts, to 

reduce transaction and administrative costs [79–81]. The interconnection of blockchain and other 

emerging technologies might create innovative data collection approaches to support the Third-Party 

Verifiers (i.e., the Article 6 technical review team). Emerging technologies, like the internet of things 

(IoT), artificial intelligence (AI), mobile and web applications can enhance MRV by automating data 

capture from source (e.g., IoT sensors like smart meters [18]) or remotely (e.g., remote sensing 

technologies, LIDAR, RADAR or even drone capture), and enhance datasets (through AI or machine 

learning for data verification to identify data errors or fraudulent behaviours [82]) [12]. 

 

2.6 Conflicting incentives of actors? 

Blockchain is a ‘distributed trust technology’ [83–85]. This trust is achieved through decentralised data 

storage and governance, which is enabled through the participating nodes of the system [52,57]. The 

nodes in this case study are distributed across the actor groups of Article 6.2, i.e., national Parties, the 

UNFCCC secretariat, SBSTA and SBI, and the TERT. 

The setup of Article 6.2 requires a high level of trust among the Parties, as each Party is required to 

submit their own ITMO data. There is an inherent economic incentive for Parties to overstate ITMO 

supply, to either use them to achieve the NDC targets or sell them for a profit [86]. Based on experience 

with the Joint Implementation (JI) Track 1 mechanism of the Kyoto mechanism, which had a similar 

design to Article 6.2, several problems and grievances were leading to an overall poor environmental 

integrity rating [3]. 

Accordingly, there is a strong case for implementing a blockchain-based system that offers 

enhanced tamper-resilience and more robust transparency and auditability features to ensure unit 

quality against the diverging incentives. Past problems under Kyoto, like double-counting or unit 

quality problems, could be prevented by unambiguous guidelines and transparency that are 

programmed as smart contracts into the system and automatically enforced. The formulation of these 

guidelines at the political level is very challenging due to the diverse and often contradictory interests. 

Once guidelines can be unambiguously formulated, smart contracts can be applied and automate 

enforcement. 

 

2.7 Public or private transactions? 

After confirming all previous classifiers in favour of a blockchain application, the next two classifiers 

examine the desired system governance design in terms of system transparency and openness for 

participation. Blockchains can be distinguished in terms of public or private data access and 

permissioned or permissionless rights to validate data or change the protocol [57]. On a public 

blockchain like Bitcoin or Ethereum, all transactions can be viewed in public, whereas private 

blockchains like Hyperledger Fabric or Corda require authorised reading access [51,57]. 

In this case study, there is a trade-off between the data confidentiality requirements of Parties and 

the transparency importance underlying robust accounting and environmental integrity. To maximise 

transparency and accountability, a public system, where all data are available, would hence be the best 

solution. However, it is uncertain at this point if all national Parties’ and potentially NSAs are willing 

to disclose all mitigation action data. While all mitigation project-related data under the Kyoto 

mechanisms are publicly disclosed and available in the project design documents of the UNFCCC 

homepage. A recent report from the CLI [14] states privacy issues and the access to commercially 

sensitive data as a challenge for the implementation of blockchain in carbon markets. The World Bank 

[13] expresses similar uncertainty regarding protecting the privacy of buyers and sellers, specifically in 

hindsight of regulation like the General Data Protection Regulation (GDPR) of the European Union. The 

GDPR requires all digital systems to obtain permissions for data utilisation and sharing. However, it is 

questionable to what degree personal data will be recorded, and hence if the GDPR is even applicable. 
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In the case in which the Parties prefer to restrict the visibility, a private transaction would be 

possible. Technical encryptions methods as zero-knowledge proof and Zero-Knowledge Succinct Non-

Interactive Argument of Knowledge (zkSNARK) might be of interest [87]. 

 

2.8 System permissioning? 

Similar to the transparency considerations described in the previous classifier, there are also trade-offs 

regarding the degree of system permissioning. Contrary to public or private, however, system 

permissioning is not a bivalent characteristic but a gradual property ranging from permissionless and 

permissioned. Permissionless blockchain systems are fully decentralised, and anyone can become a 

ledger node to validate data or even change the decision-making process of the protocol (if securing 

sufficient support from other nodes) [19,48,57]. Conversely, a small number of entities control 

permissioned systems, and only authorised entities may become a ledger node or participate in 

transactions [19,50,57]. 

Generally, for a governmental system or a system with highly regulated actors, an open, 

permissionless system is often too risky as the system is not controlled by the initiating actors [51]. 

However, a permissioned system might conflict with the bottom-up ethos of the Paris Agreement 

[13,15,18,78]. On the other hand, Article 6.3 of the Paris Agreement [1] (p. 5) states that activities under 

Article 6.2 fall under the full responsibility of the Parties involved in the transfer. This responsibility 

indicates the need for a certain permissioning of the system that is primarily aligned towards the 

national Parties and potentially other actors like the UNFCCC secretariat, the SBSTA and SBI, and the 

TERT. 

 

3. Discussion – Carbon Market Platform Architecture 

In the decision framework evaluation, we show that a blockchain application for an Article 6.2 market 

mechanism is promising: classifiers 1 to 3 confirm the applicability of a blockchain, as the carbon market 

network consists of a heterogeneous group of actors that will use the network to transfer digital ITMO 

assets and benefit from a permanent and immutable transaction record. Classifiers 4 and 5 confirm that 

a blockchain can satisfy the case study performance requirements and lead to efficiency gains and 

reduced administrative costs by removing intermediary steps through smart contracts. In the future, 

the interlinkage with other emerging technologies can enhance transparency and efficiency through 

innovative digital MRV data procedures. Classifier 6 confirms the role of blockchain technology as 

holding actors with diverging incentives accountable. The remaining two classifiers, 7 and 8, concern 

the system design in terms of the degree of system transparency and openness for participation. 

Adequate system design is not a technical question alone, but requires fit to the preferences and 

requirements of the participating Parties individually and from the perspective of the overall system 

ambition, as partly determined by the ongoing Article 6 rulebook negotiations. 

As initially described, the new the blockchain-based Article 6.2 architecture assumes three 

important functions (Figure 2): The first role is as a meta-registry for linking national Party registries 

and NSA emission accounting systems. Second, the blockchain acts as an integrated exchange platform 

for ITMO tokens to address the complex accounting challenges associated with corresponding 

adjustments (as outlined in Section 1.1). Third, it serves as a tool for NDC compliance targets and NSA 

voluntary mitigation targets, to provide real-time progress tracking towards the Paris Agreement long-

term goal. 
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Figure 2. Blockchain architecture design for the Article 6.2 market mechanism.  

Inspired by [13,37,42]. 

A blockchain application provides the most benefits if all three functions partake within the same 

platform to ensure data harmonisation, robust accounting and eliminate information asymmetry. 

Otherwise, there is a risk of creating additional data siloes and fragmentation in the already fragmented 

legacy system. Based on the blockchain meta-registry, the Article 6.2 exchange allows for the bilateral 

trading and settlement of ITMO tokens between Parties and NSAs to comply with their compliance or 

voluntary mitigation targets. This architecture enables the collective accounting of all transactions by 

distributing and validating the meta-registry across the network of verified participants [88,89]. The 

blockchain automates double-entry bookkeeping of ITMO transfers between Parties, ensuring that there 

is only one Party holding the ITMO at any time, eliminating the risk of double claiming and double use. 

If two Parties conduct an ITMO transaction, the entire system of nodes (i.e., all Parties) determines the 

authenticity of the transaction and conducts the appropriate corresponding adjustments (e.g., of the 

NDC targets). If the transaction complies with the platform rules, the transaction is validated, and the 

ledger of all nodes is collectively synchronised [88]. As activities under Article 6.2 fall under the full 

responsibility of the Parties involved in the transfer, the acquiring Party is obligated to assess and 

safeguard the unit quality and environmental integrity of the purchased ITMOs [5]. For this assessment, 

the metadata stored on each ITMO token (e.g., country and sector of origin, sector and methodology) 

are crucial. This information is timestamped and immutable and can be retraced retrospectively in case 

of disagreement between actors. 

Lessons learned from Kyoto show that sole oversight of the market mechanism by the host Parties 

alone is insufficient [4]. The involvement of other non-state reviewers, like domestic institutions, 

scientists or civil society organisations, is critical to creating an effective market mechanism that 

incentivises the transferring Party to adopt ambitious emission targets to ensure unit quality. This 

platform would also facilitate the work of the TERT and other auditors by providing complete audit-

related information in close to real-time [47], in comparison to the present every two- to five-year 

reporting cycles of the BTRs and GSTs [7,43,44]. 

The blockchain platform eliminates information asymmetry once information has entered the 

blockchain system. However, the blockchain suffers from the ‘garbage in/garbage out’ problem or ‘last-

mile issue’ [12,14,51], meaning that the data input quality determines the data quality on the blockchain. 

In legacy accounting systems, MRV is mostly carried out in manual processes, based on disconnected 

data trails, spreadsheets and static reports [12,15,18,90,91]. Ideally, this process is automated through 

emerging technologies and innovative digital MRV procedures. Particularly, the replacement of manual 

data collection in the field would significantly increase system efficiency, enhance the data quality, and 

reduce costs. Smart contracts play an essential role in improving the system by automating the 

enforcement of MRV procedures and reducing data collection costs and execution delays [47,49]. 
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We acknowledge that the formulation of Article 6 accounting rules is a controversial issue, with 

the disagreement between Parties causing stalling rulebook negotiations. At the current stage, Article 6 

does not contain any reference to the engagement of stakeholders or the implementation of stakeholder 

consultations [92]. Through this innovative and inclusive development approach, we outline an 

alternative system that national Parties could shape and adopt in a bottom-up and co-creative approach. 

This alternative is needed to overcome present technical and political barriers inhibiting the Article 6 

market implementation. The blockchain-based architecture is flexible in the design and can be adjusted 

based on changing Article 6.2 rulebook specification once the rulebook negotiations are concluded. 

 

4. Conclusions and Future Research 

This paper outlines an alternative blockchain-based architecture to address carbon market challenges 

and limitations. For this, we present a decision framework to test the applicability of blockchain 

technology to the emission meta-registry and specifically the Article 6.2 exchange. We found that, for 

the bottom-up and decentralised governance system envisioned in the Paris Agreement, a blockchain 

application is promising and can yield benefits in enhanced transparency and increased automation. 

The technology enables a novel democratic governance system, providing each Party with ownership 

of the system data to eliminate information asymmetry.  

Although blockchain can address challenges, it is a nascent technology and not the panacea to 

resolve all carbon market issues. The legacy market infrastructure comes with the advantage of being 

tested and refined over a long time, e.g., the Kyoto mechanisms were implemented in 2005. However, 

these mechanisms have clear limitations, being based on many manual steps and a centralised and 

fragmented databank structure. The dependence on national BTRs (every two years) and the GSTSs 

(every five years) for the assessment of ITMO transfers and progress tracking by the TERT maintains or 

even aggravates the significant information asymmetry between the fragmented legacy accounting 

systems. We therefore argue for the consideration of blockchain technology, despite it being a nascent 

and largely untested technology, to overcome legacy system limitations. By aggregating all information 

in the blockchain platform, the TERT and other relevant actors can have close to real-time data on the 

status of national registries, NSA accounting systems and the transfer of ITMO between Parties.  

When designing the Article 6.2 market mechanism, we suggest considering blockchain as an 

innovative technology option. Otherwise, when only considering legacy database architectures, there is 

the risk of designing a ‘new’ post-2020 market mechanism that is already outdated at the date of 

inception. Integrating a blockchain platform offers clear benefits in terms of interoperability with other 

emerging technologies, automating the process through smart contracts, enhancing transparency, 

traceability and auditability, and enhancing system security and trust between Parties. 

The Article 6 rulebook negotiations show the complicated political dynamics, which make up the 

background fabric on which our suggested approach is positioned. The success of this architecture or 

any alternative approach is dependent on developing a clear and nuanced understanding of the needs 

and interests of each Party. A sound understanding of Parties’ interests is needed for achieving an 

innovative and valid system and governance design following a solution-problem fit. For future 

research, we recommend a proactive and iterative development approach, where the Parties are actively 

involved in a co-creating and inclusive system development. This approach allows for the testing of 

different governance designs and can create a sense of ownership among the participating Parties. From 

a policy perspective, we recommend stakeholder consultations to understand the design and 

governance preferences within the implementation of cooperative approaches under Article 6.2 of 

individual Parties. We further propose to consult the Parties to co-create the governance and system 

design for full ownership in a bottom-up approach and to develop pilot projects, test technology 

alternatives and refine them for this specific case study. The Paris Agreement has a decentralised and 

bottom-up ethos, based on transparency, which is similar to the ethos of blockchain technology. Parties 

of the Paris Agreement will ultimately decide if the blockchain will be adopted for their carbon market 

system or not. Hence, it will be crucial to design the system not for the Parties but with them. 
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Abstract: This paper qualitatively evaluates the application of blockchain technology for three energy 

efficiency use cases. To achieve the Sustainable Development Agenda, energy efficiency improvements 

have to double by 2030. However, the adoption of energy efficiency interventions is slow due to several 

market barriers. Blockchain technology is a nascent technology with the potential to address these 

barriers or even fundamentally change energy system designs, by enabling transparent, decentralised, 

and tamper-resilient systems. Nevertheless, a blockchain application comes with trade-offs and needs 

to be considered on a case by case basis. In this paper, we examine the benefits and constraints of a 

blockchain application for three different approaches to achieving energy efficiency: (i) peer-to-peer 

(P2P) energy trading; (ii) White Certificate Scheme (WCS); and (iii) Energy Service Companies 

(ESCOs). For each of these cases, we apply a decision framework to assess blockchain feasibility and 

outline a potential blockchain-based design. The analysis shows that blockchain functions are case 

dependent and that an application creates different governance and system designs due to varying 

case characteristics. We discuss how the identified blockchain adoption barriers can be overcome and 

stress the need for policy action to advance the development of pilot studies. By decentralising system 

governance, blockchain enables innovative designs that can accelerate the implementation of energy 

efficiency interventions. 

Keywords: energy efficiency; blockchain; market barriers; energy efficiency obligations; white 

certificate scheme (WCS); energy service companies (ESCOs); peer-to-peer (P2P); energy trading; 

decision framework 

 

 

1. The Paris Agreement Carbon Market Mechanism 

Accelerating the adoption of energy efficiency interventions is critical to meet two objectives: First, to 

double the global rate of improvement in energy efficiency by 2030, as put forward by the Sustainable 

Development Agenda [1]. Second, to achieve the objective of the Paris Agreement of limiting global 

average temperature to well below 2 °C [2]. The most significant reduction in global greenhouse gas 

emissions is expected to come from energy efficiency savings [3]. However, the adoption of efficiency 

interventions is stalling as the primary energy intensity only improved by 1.2% in 2018, which is the 

lowest growth rate since 2010 [4]. Similarly, the number of technical efficiency improvements almost 

halved between 2015 and 2018 [4]. This progress is insufficient for meeting the goals of the Paris 

Agreement and the 2030 Agenda [5].  

Presently, investments in efficiency interventions are constrained by economic, financial, 

informational, and regulatory barriers. Barriers like lack of access to capital, high investment costs, 

inflated risk perceptions, and high transaction costs [5–9] impair the financing of efficiency 
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interventions in many countries. As a consequence, efficiency investments have largely stalled since 

2014 [4], while investments would need to double by 2025 to comply with the goals of the Paris 

Agreement and the 2030 Agenda [5]. Private investment is critical for pushing efficiency investments 

forward, especially in developing countries where access to financing is extremely limited [10,11]. 

Informational barriers related to the cost and benefits of an efficiency intervention and a lack of 

comprehensive measurement and verification methodologies [8,12] lead to a lack of credible 

information [6,9]. This lack of credible information inhibits the development of policies and limits 

investments to accelerate the implementation of efficiency interventions. Peimani [13] showed that due 

to the low availability and trustworthiness of information, financial institutions perceive the investment 

in efficiency interventions as high risk and low return.  

Considering these barriers, blockchain technology could provide an innovative approach to create 

transparency and reduce transaction costs of energy efficiency interventions. Downes and Reed [14] 

consequently propose that blockchain technology could disrupt difficult and time-consuming 

traditional governance models to improve sustainability outcomes. By distributing data across a 

network of actors, blockchain can eliminate information asymmetry and create novel platforms for 

interactions. In the context of energy efficiency, the literature suggests blockchain technology to be 

relevant in mainly three application areas. First, blockchain could enable innovative energy trading 

systems, such as P2P energy trading [15–30], electric vehicle charging [15,31] and energy markets 

[22,27,32–35]. Second, blockchain could serve as a distributed accounting and trading platform for the 

energy efficiency White Certificate Schemes (WCS) [15]. Third, blockchain could enable decentralised 

financing mechanisms for Energy Service Companies (ESCOs) [15,36,37].  

Although there is agreement on the general potential of blockchain technologies for the different 

energy efficiency application areas, no study conducts a systematic assessment and comparison of these 

different application scenarios. Given the scenario diversity, it is critical to understand when a 

blockchain application is beneficial and how different criteria lead to changes in the blockchain design 

and governance. This paper presents the first step towards academic energy efficiency research to 

evaluate the potential and unclear effects of this potentially disruptive technology. For this, incremental 

research is required to better understand, predict and design blockchain applications that benefit energy 

efficiency interventions [38]. The paper seeks to initiate a discussion by educating policymakers and 

practitioners on the potential benefits of the technology. This discussion is important for opening up 

this field of research to keep up with state-of-the-art research in other disciplines, such as healthcare 

[39,40] or supply chain [38,41]. For this discussion, the paper provides the following contributions: It 

uses a decision framework to qualitatively evaluate whether a blockchain application is technologically 

feasible for each case. The findings from these analyses are then compared to show the differences in 

system organisation and governance, as well as benefits and barriers, among the cases. Furthermore, 

we illustrate a possible blockchain design for each application area. Finally, we discuss how the 

identified blockchain adoption barriers can be overcome and stress the need for policy action to advance 

the development of pilot studies.  

The paper is divided into four sections. Section 2 presents general blockchain concepts relevant 

to the theoretical background of the paper. Section 3 presents the analysis of each use case and illustrates 

a potential blockchain design. Section 4 compares the case findings and discusses the differences. 

Section 5 concludes this paper with recommendations on how to develop the application of this nascent 

technology in the energy sector. 

 

2. Blockchain Concepts 

Blockchain (also known as Distributed Ledger Technology, or DLT) is a novel form of data storage 

where all data is shared across the network participants. These participants are represented by network 

nodes that store, verify, transfer, and communicate data [34]. Through these nodes, each participant has 

access to the ledger, i.e., the full history of network transactions [42,43]. Nodes operate under the 

consensus rules of the blockchain network. The mechanism establishes consensus among the network 

nodes if a new transaction complies with the network rules and is valid considering the ledger history 
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[44]. In blockchain systems, the valid transactions are aggregated in a “block” and then 

cryptographically linked to the existing chronological “chain” of blocks in the ledger [45]. The 

combination of cryptography, time-stamping and hashing of all transactions makes the ledger history 

tamper-resilient and very difficult to defraud [27,46].  

There exists a range of blockchain archetypes with diverse governance mechanisms, ranging from 

private permissioned to public permissioned, to public permissionless blockchains [47–49]. The 

distinction between permissioned and permissionless blockchain systems is determined on the 

accessibility of the consensus mechanism [50]. In a permissionless blockchain, there are no restrictions 

on who can become a network node, whereas in private and permissioned systems, only preregistered 

nodes approved by a central authority can communicate and validate network transactions [51]. The 

categorisation between public and private depends on the access to the ledger information. In a private 

system, the information is only available to predefined users [51]. These different blockchain archetypes 

not only differ in their governance design, but also in their performance features [15,32]. In general, 

private and permissioned systems consist of fewer nodes, which increases their performance in terms 

of throughput and scalability. Permissionless systems consist of a higher number of network nodes, 

which makes the system more decentralised.  

Blockchain acts as a platform for combining different emerging technologies into a trusted data 

layer. Internet of Things (IoT) can automate the data capture from the source or remotely (e.g., using 

smart meters or remote sensing technologies [52–54]), while machine learning can improve data 

verification, the identification of data errors, and fraudulent behaviour [55–58]. Blockchain automates 

the dissemination and synchronisation of this trusted data across a network of participants and provides 

a tamper-resilient and immutable log. These features enable parties to transact directly, eliminating the 

need for a trusted, authoritative third party, and thereby eliminating the single point of control over the 

entire ledger [14].  

Smart contracts are an essential part of this blockchain-based platform as they enable the 

integration of other emerging technologies and enable the automated execution of contract actions if 

specific predefined requirements are satisfied [42,52,59]. These smart contracts are programmable 

computer codes formulated as ‘if this is true, then...’ statements and can automatically and consistently 

enforce regulations and methodologies to ensure transparency and accountability [60]. This automation 

further reduces costs and increases the flow of information by removing intermediaries such as verifiers 

and auditors [61]. 

 

3. Use Case Analysis  

Based on the blockchain application areas suggested in the literature, we select three dominant energy 

efficiency use cases to test whether a blockchain application is feasible and outline a possible blockchain 

design. The selected cases are P2P energy trading, as it is by far the most prominent research topic 

within the energy trading systems [15–21,23–30]. We consider P2P energy trading as a valid case, as the 

inserting of renewable energy increases system efficiency, particularly regarding the significant 

potential of IoT devices to improve grid and load management [15,30,49,62,63]. We complement the P2P 

trading case with the White Certification Scheme (WCS) and ESCO financing of energy efficiency 

interventions [9,15,64]. Such an assessment and comparison of energy use cases is a novel contribution 

to the literature on energy efficiency.  

It is essential to consider that blockchains are not a panacea for all use cases, but an application 

needs to be carefully evaluated as the application comes with considerable costs and trade-offs. 

Compared to a centralised database, blockchain is a highly inefficient technology because of its much 
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slower and stricter developing and updating processes [48,65,66]. Additionally, blockchain technology 

has the inherent trade-off between maximising for scalability, security and decentralisation, the so-

called trilemma [55,67]. This blockchain trilemma connotes that it is possible to increase any one or two 

of these objectives, but this will, in return, inevitably reduce the third objective.  

To assess the feasibility of a blockchain application each of the three use cases, we apply a decision 

pathway developed by Schletz et al. [55]. This pathway consists of eight distinct classifiers phrased as 

consecutive questions. The first three questions assess the general applicability of a blockchain, which 

are followed by three questions regarding the governance and data-accessibility specifications, and the 

last two questions determining the most suitable type of blockchain system. 

 

3.1. Peer-to-Peer (P2P) Energy Trading 

Traditional power systems follow a centralised approach, which is primarily challenged by the 

changing dynamics between prosumers [16,19,27,63,68]. In this context, prosumers are proactive 

consumers that actively manage their consumption, generation and storage of energy [21,69]. 

Prosumers can thus appear as both consumers and producers during different times, depending on 

their energy production and consumption patterns.  

Traditional centralised systems cause pricing inefficiencies, as customers are charged with a single, 

fixed-rate, despite actual energy costs varying depending on supply and demand dynamics in real-time 

[30,33]. Additionally, energy systems are increasing in complexity with different forms of energy 

production and a higher number of participants, which poses challenges related to the control and 

management of distributed sustainable energy forms [33]. The increasing complexity of actors and 

possible actions, leading to a demand for advanced communication and data exchange, makes central 

management and operation of energy systems more and more difficult [27].  

By enabling decentralised energy production, consumption, and P2P transactions, consumers may 

be better incentivised to invest in efficient and clean technologies [70]. The blockchain-enabled 

decentralised grid operation leads to much lower costs due to a simplified trading framework, sets up 

real-time energy markets and enables privacy-preserving transactions [71–73]. Distributed energy 

systems can re-introduce competition along the energy supply chain, which promotes efficiency and 

reduces costs [49,74–76]. Such a system can reduce power outages by providing decentralised local 

alternative sources to the central utility provider [49]. Innovative decentralised approaches and designs 

may offer the advantage of enabling the proliferation of prosumers, resulting in reduced electricity costs 

and increased price competitiveness of distributed power sources [17]. Through the integration of P2P 

mini-grids, local generation and demand are better managed and balanced, which also facilitates the 

penetration of larger volumes of renewable energy resources in the grid [77]. The declining costs of 

rooftop solar and battery combined with smart devices, which give prosumers the ability to manage 

their energy needs and have already resulted in a decline of the total load demand [78]. In a developing 

country context, with energy access limitations, decentralisation based on solar or wind is often the way 

to electrify remote parts of the country, because it is cheaper, more flexible and faster than centralised 

power plant construction and grid extensions [79–81]. 

In this context, emerging technologies such as IoT devices and blockchain are considered enablers 

for the creation of decentralised and democratised energy systems [15,82]. The integration of IoT devices 

reduce the need for human resources and improve accuracy by creating intelligent systems that can 

monitor and communicate with each other [71]. Emerging IoT smart metering devices provide live 

energy demand and supply data and are capable of reacting to pre-set or real- time energy production 

and consumption [17,27,33]. An alternative example of a non-blockchain- based application of time of 

use tariffs is, for example, the Octopus.energy system (more information available at: 
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https://octopus.energy/agile/ (accessed on 25 October 2020)). Better information on expected energy 

transaction constitutes valuable information for more efficient grid supervision from distributed system 

operators [68]. However, this interconnection of suppliers and consumers in the form of decentralisation 

P2P energy trading currently suffers from issues of trust, security and inefficiency [30]. These constraints 

are suggested by the literature to be addressed by blockchain technology and smart contracts. 

[19,23,26,28,30,32,33]. In addition, blockchain provides more robust privacy features. While in other 

examples the utility or Octopus.energy has access to the prosumers own smart meter. Blockchain 

protects this sensitive IoT data [83,84] while simultaneously mitigating issues of data integrity and 

availability arising in the IoT [85,86]. For example, Aitzhan and Svetinovic [29] developed a blockchain 

prototype to enable private decentralised energy trading, which provided higher privacy and security 

compared to the traditional centralised trading solutions.  

The combination of IoT devices with smart contracts can autonomously enforce the terms of the 

contract and automates the settlement, which significantly reduces transaction costs and introduces 

near real-time settlement [15,28,33,85,87,88]. The energy trading process contains security risk such as 

fake energy bids, selling unavailable energy, a false commitment by buyers, double spending 

energy/money, or not delivering an already sold energy [16]. The blockchain can enforce the terms of 

the contract by verifying the validity of energy bids, and that claimed energy exists before posting the 

sales order. After the order is settled, the smart meter receives a message from the smart contract to 

automatically release the energy to the buyer [16].  

Figure 1 illustrates our proposed design for a blockchain-based P2P energy trading system. 

 
Figure 1. Blockchain-based decentralised P2P energy trading system. 

 

The IoT devices collect and assess the real-time energy demand and generation of the prosumer. 

When the prosumer generates surplus energy, this surplus is transmitted to the local grid and sold on 

the blockchain-based market place to another local prosumer in demand for energy. When the prosumer 

has energy demand, the IoT devices automatically purchase the needed energy on the blockchain 

market or reduce the energy demand by powering down and turning off devices. The IoT devices react 

to the energy price dynamics by using more energy during low-cost periods and using less energy 
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during high-cost periods. In this way, the IoT devices allow adjusting energy use over the day while 

delivering end-user services (e.g., cold or warm air, hot water, electric vehicle charging) at the same or 

better quality and with lower costs associated.  

The consumption adjustments result in a continuous reshaping of the prosumer’s demand profile 

[89]. The reshaping is invisible to the prosumer but leverages more granular rate structures that 

monetise demand flexibility’s capability to reduce costs both for the prosumers and the grid [17,90]. 

Through the reshaping, the grid increases energy efficiency as the expensive and inefficient peak load 

periods are reduced and shortened.  

The blockchain ledger records all energy kilowatt-hour transactions and enables flexible prices. 

Consequently, prosumers are no longer charged with an average price but specifically with a flexible 

price according to the time of use. This flexible cost provides direct feedback to prosumers, possibly 

leading to improved energy consumption behaviours.  

To assess the feasibility of applying a blockchain solution to this design, we apply the decision 

framework developed by Schletz et al. [55], which is shown in Table 1. 

 

Table 1. Evaluation of the feasibility of applying a blockchain solution for P2P energy trading. 

Question Response 

1. Are there multiple 

actors with distinct 

interests contributing? 

Yes. There is a (potentially) high number of individual energy prosumers 

participating in a network. Also, other actors, like the local utility and 

public actors, can be part of the network. 

2. Is there a digitally 

representable asset? 

Yes. The energy data collected from the IoT devices are digital and can be 

processed by the blockchain-based smart contracts.  

3. Is there a need for a 

final and immutable 

transaction record? 

Yes. As the network acts as a decentralised energy market for the 

prosumers, there is a need for complete transaction history. The 

immutable transaction history can also be used for auditing purposes and 

the monitoring and certification of renewable energy certificates. 

4. Are there high 

expected transaction 

volumes? 

 

No. For the considered P2P mini-grids, the transaction volumes do not 

pose a scalability challenge. In potential future large-scale blockchain P2P 

systems, there could be scalability limitations as per the blockchain 

trilemma. However, such scalability limitations are continuously 

improved. Additionally, it is essential to consider, for example, the 

frequency of smart meter data uploads to reduce the transaction volume 

in the system design. It is further recommended to only store small-sized 

numerical data on the blockchain.4 

5. Is there a potential for 

removing 

intermediaries? 

 

Yes. The role of the utility is reduced through decentralized blockchain-

and IoT-based coordination, which provides valuable information for 

more efficient grid supervision from distributed system operators [68]. 

This interconnection of prosumers through P2P energy trading offers close 

to real-time energy production and consumption for more efficient grid 

coordination [17,27,33]. 

6. Are there conflicting 

incentives or interests 

between actors? 

Yes. The seller and the buyer of energy have contrary incentives to alter 

the amount of documented energy in their favour. The issuance of 

renewable energy certificates creates another potential incentive to 

increase the amount of documented energy generation further.  

Besides, the utility has an incentive to reduce P2P transactions to keep its 

margin and in some cases, its energy production monopoly.  

 
4 For the off-chain storage of larger files, the InterPlanetary File System (IPFS) could be used, with a 

hash of each file included in the blockchain transaction as a reference [50]. 
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Question Response 

7. Should there be full 

data transparency 

towards external 

actors? 

No. The transactions are primarily private between prosumers, with 

interest to protect this sensitive data. Also, public authority and the utility 

should have access to the data to determine the status of the energy 

network and identify potential shortfalls. 

8. Should there be 

permissioned access to 

the system? 

 

No. For a decentralised energy system to evolve, it is essential to keep the 

barrier to entry for prosumers as low as possible. Every prosumer 

interested in P2P energy trading should have access to the network.  

Of course, this needs to comply with regulatory requirements, so based on 

national circumstances, it is unlikely for prosumers to be able to stay 

anonymous or pseudonymous. 

 

The assessment presented above shows that a blockchain application is generally feasible. 

Although this application area is the well discussed in academic literature as an attractive use case (see, 

e.g., [15,19,23,26,27,30,33,70,91]) blockchain-based P2P energy trading is still only at a concept or 

prototype stage concerning its actual application in practice [15]. The main technical challenge for this 

system is to balance the blockchain trade-offs to provide the required scalability and transaction 

throughput, while simultaneously not compromising the systems cost-efficiency, decentralisation and 

security [19,23,27]. In the decision framework analysis, we find that a private permissionless blockchain 

is most applicable. With this, we mean that everyone has access to the network, but the specific 

transaction data is anonymous or private. Most P2P case studies currently use a form of Ethereum with 

privacy features [15,16,23,28]. Di Silvestre et al. [22] further outline and discuss multiple other 

blockchains, such as Tendermint, Multichain and Hyperledger Fabric for this case. An alternative is the 

Power Ledger platform (more information available at: https://www.powerledger.io/ (accessed on 23 

May 2020)), where every prosumer can get access through the Power Ledger Token (POWR) token. 

However, these blockchains are only examples, and we seek to remain blockchain agnostic due to the 

rapidly evolving blockchain ecosystem, which might render any specific blockchain soon outdated.  

For now, as P2P energy trading mainly improves local energy systems [27], so that scalability 

considerations do not pose a severe limitation. However, if a large-scale adoption of P2P trading occurs, 

scalability might become a limiting factor. Additionally, blockchain scalability is continuously 

improved. As an example, the most recent Ethereum 2.0 design uses a different consensus mechanism 

(Proof of Stake instead of Proof of Work) and ‘sharding’ as a mechanism to ‘drastically’ improve the 

throughput of the Ethereum blockchain [92]. Similarly, based on several architectural optimisations, 

Hyperledger Fabric can improve the end-to-end throughput from 3000 to 20,000 transactions per second 

[93].  

Given the advantages presented for this use case and its general technical feasibility, we evaluate 

a blockchain application as promising. 

 

3.2. White Certificate Scheme (WCS) Case Study  

The white certificate scheme (WCS) creates a flexible market-based mechanism to incentivise energy 

efficiency improvements. The regulatory authority of the WCS creates an obligation for energy and gas 

distributors with more than 50,000 clients to annually increase their energy efficiency rate [9,64]. In the 

European Union, the Energy Efficiency Directive [94] introduces an energy efficiency target of 32.5% for 

2030 and establishes the objective of reducing energy demand by 1.5% per year. The WCS is a vital 

incentive mechanism and is applied in several European countries, such as France, Italy, Denmark [95], 

and the Australian states of New South Wales and Victoria, which have the oldest schemes in place. 

Figure 2 illustrates a traditional national WCS model. 
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Figure 2. The traditional model of a national WCS. The 

 

The national regulatory authority is a government institution (e.g., the Ministry of Environment), 

which sets an energy efficiency target for each of the obligated distributors. To comply with these 

targets, the distributor has two choices: a) to implement energy efficiency interventions in the energy 

production facilities, or b) to acquire white certificates on the WCS market. If the implemented 

interventions (option a) generate efficiency savings in excess of the individual distributor’s target, these 

excess savings can be converted to white certificates and sold on the WCS market. The unit of the white 

certificate is one ton of oil equivalent (toe), and the price of these certificates varies based on the market 

dynamics [64]. The WCS market enables the most cost-effective achievement of the national targets by 

allowing all operators to exchange certificates. 

Other market operators selling certificates on the WCS market are non-obligated distributors, 

ESCOs, or another company conducting efficiency measures. ESCOs alone supplied 78% of all 

certificates in the Italian scheme in 2015 [96]. The regulatory authority selects a technical certifier that 

validates and certifies the energy efficiency interventions of obligated distributors and the other market 

operators and issue the respective WCS. The regulatory authority also sets the rules for the certifier and 

punishes obligated operators that fail to comply with their efficiency targets.  

Presently, the certificates are suffering from a lack of transparency in the measurement and 

verification process [15], as well as from a lack of credible information sources [6,9]. These information 

barriers have multiple adverse effects: First, the lack of quality information hinders investors in 

conducting a proper analysis of revenue potentials from certificate sales, which are significantly 

negative for investments in small and medium-sized enterprises (SMEs) [6,9]. Second, the transaction 

costs associated with centralised information collection, evaluation, and control for certificate issuance 

are high. The public company operating the Italian WCS alone incurred costs of Euro 14 million in 2016 

[64]. Finally, several WCS frauds were recently unveiled. In Italy, a WCS fraud with a provisional value 

of Euro 700 million was discovered in 2017, of which Euro 105 million were already obtained [64]. In 

France, a large number of fraud cases was found in 2017, with “tens of millions of Euros at stake” [97]. 

This traditional centralised system requires trust in the system operator and poses the risk of outages 

and data losses [98–100].  

In contrast, blockchain-based systems provide a reliable database for multiple parties with 
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properties such as data integrity, availability, accessibility, efficient reading, and immutability [100]. In 

addition to these blockchain features, the technology also facilitates the integration and management of 

IoT device data without centralised control [85,101]. The programmable logic enforced by blockchain-

based smart contracts automatic enforces the network rules for awarding white certificates, based on 

the data inputs provided by the IoT devices. The automation of data collection (IoT devices) and 

automatic issuance of certificates reduce administration transaction costs significantly. Through this, it 

facilitates the issuance and transaction of certificates among obligated distributors operating, for 

example, in a Europe-wide WCS market. Figure 3 illustrates our proposed model of blockchain-based 

WCS. 

 

 
Figure 3. Blockchain-based model of a national WCS. Blockchain-based 

 

Blockchain-based smart contracts can address the lack of transparency and reliable data by 

automating data collection through the integration of a smart meter that measures the energy 

consumption of the facility [102,103]. This improved transparency increases the availability of credible 

information and enables the traceability of the origin of the white certificate and the corresponding 

energy consumption data. The smart meter continuously collects the energy consumption of the facility 

and automatically generates the certificates based on the energy savings calculated from the data 

collected by the smart meter in comparison to the energy consumption baseline. However, IoT devices 

are currently costly, and their application can be limited by a lack of skilled people and limited internet 

access in rural areas [65]. Furthermore, smart meters and the transmission of data from these smart 

meters can be manipulated and need to be protected from tampering [29,45].  

The regulatory authority has full access to all current information, which allows proactive policy 

action to achieve energy efficiency targets. Using a blockchain-based market place reduces costs, 

increases transparency as each certificate can be traced back to the specific smart meter data, and the 

process is faster as data does not have to be transferred manually between different entities [15]. 

Additionally, the blockchain-based system prevents double-counting as the ownership is deterministic, 
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meaning that one actor can only own the certificate at each point in time. This deterministic ownership 

makes it very easy for the regulatory authority to identify non-compliant distributors.  

Similarly to the P2P energy use case, we systematically assess the feasibility of applying a 

blockchain solution, which is shown in Table 2. 

 

Table 2. Evaluation of the feasibility of applying a blockchain solution to the WCS case. 

Question Response 

1. Are there multiple 

actors with distinct 

interests contributing? 

Yes. As illustrated in Figure 2, there are multiple actor groups involved in 

the network.  

2. Is there a digitally 

representable asset? 

Yes. The WCS certificates are digital and can be reproduced on a 

blockchain. 

3. Is there a need for a 

final and immutable 

transaction record? 

 

Yes. To secure transparency and accountability of all WCS network actors, 

a complete and immutable transaction record is essential. IoT devices, such 

as smart meters, can automate the data collection and blockchain enables 

the data dissemination among all network actors to eliminate information 

asymmetry.  

4. Are there high 

expected transaction 

volumes? 

 

No. The Italian WCS issued approx. 24 million certificates in 2016. 

Conservatively assuming that each certificate would be an individual 

transaction (which is not the case in reality), this would translate in 0,76 

transactions per second. In comparison, a permissioned blockchain like 

Hyperledger Fabric can achieve an ‘end-to-end throughput of more than 

3,500 transactions per second’ ([104], p.1).  

Accordingly, even in case of a Europe-wide WCS, a blockchain solution 

would be feasible in terms of scalability. 

5. Is there a potential 

for removing 

intermediaries? 

 

Yes. The role of the certifier can be minimised and focused on preventing 

tampering through automated data collection with IoT devices, such as 

smart meters. Further, the market place operator is removed as the 

function is directly integrated into the blockchain-based data system. 

Disintermediation increases the speed of data flow and eliminates 

information asymmetry between the various actors. 

By reducing the roles of multiple intermediaries, and thus reducing 

transaction costs, the higher resource cost associated with a blockchain 

application is more than offset [52,105,106]. 

6. Are there conflicting 

incentives or interests 

between actors? 

 

Yes. Particularly the facilities and obligated distributors have an economic 

incentive to increase their number of certificates for complying with their 

efficiency targets and selling excess certificate on the market. Enhanced 

transparency and auditability features are particularly important in light 

of the recent WCS frauds. 

7. Should there be full 

data transparency 

towards external 

actors? 

 

No. As the system handles sensitive commercial data, the transaction data 

should not be publicly accessible. All information only needs to be 

available for the certifier and the regulatory authority so that they can 

verify and issue the correct amount of certificates. It is also essential to 

protect sensitive operational data from the facilities and obligated 

distributors.5 

 
5 Aitzhan and Svetinovic [104] demonstrated that blockchain technology provides higher privacy and 

security for energy trading systems compared to traditional centralised trading solutions. These 

findings were affirmed by Tan et al. [36] who also found improvements in data privacy and security 

data. 
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Question Response 

8. Should there be 

permissioned access to 

the system? 

 

Yes. Only the defined group of actors in Figure 2 need to have access to the 

network. A permissionless system is often too risky for a governmental 

system or system with highly regulated actors, as any authority does not 

control the system [50,52]. There are also no benefits to allowing network 

access for external actors, as the regulatory authority has the decision-

making authority over the network. 

 

The assessment shows that a blockchain application is technologically feasible. However, there 

remain several technological challenges, such as standardisation, complexity, costs, and skill 

requirements [15]. Blockchain, in combination with smart meters, can enhance traceability, 

accountability, and data visibility, which reduces the risk of fraud and provides investors with more 

reliable information. As pointed out in classifier 5, there remains a need for a trusted third party or 

auditor to identify tampering [27]. However, the auditing can be improved through blockchains 

transparency and auditability features to spot fraudulent activities [42,107–109]. Ideally, data collection 

and verification processes are automated through emerging technologies, like IoT sensors and machine 

learning. With the growing availability of data, machine learning can conduct automatic tampering tests 

and detect fraudulent behaviour at an increasing rate.  

A blockchain-based WCS can create a more dynamic market place by shortening the data feedback 

cycle, preventing the double-spending problem and potentially reducing intermediary costs. Given the 

increasing amount of pilot projects and the great potential to address the present barriers of the 

traditional system, a blockchain-based WCS system appears to be promising. Based on the framework 

analysis, we find a private permissioned blockchain most suitable. Examples for such blockchain types 

are Hyperledger Fabric or Ethereum Proof-of-Authority (more information available at: 

https://www.hyperledger.org/use/fabric and https://azure.microsoft.com/en-us/blog/ethereum-proof-

of-authority-on-azure/ (both accessed on 27 October 2020)). Franke et al. [50] provided an in-depth 

comparison between these two blockchains. However, these specific blockchains are only examples, 

and we seek to remain blockchain agnostic due to the rapidly evolving blockchain ecosystem that might 

render any specific blockchain soon outdated. 

 

3.3. Energy Service Companies (ESCOs)  

ESCOs operate through energy performance contracting with their customers. The ESCO assesses the 

potential for renewable energies or energy efficiency interventions and finances the project, which may 

be the object of a loan by the ESCO. With the energy savings accrued, the customer will repay the project 

fees to the ESCO [110]. In the traditional model (Figure 4), the customer does not have to cover any 

upfront costs, as the ESCO finances the costs for equipment purchases and installations of the energy 

efficiency intervention. The ESCO is then reimbursed by the customer over time, based on the energy 

savings incurred. However, raising capital for energy performance contracting is a significant hurdle to 

the growth of many ESCOs. A bank or financial institution may be involved in financing the upfront 

investment for the purchase and installation. In this case, the bank is also receiving a share of the 

payments made by the customer. Only 10% of all ESCOs incorporate external financing, as banks appear 

to be hesitant to lending for the purpose and view associated transaction costs as being too high [111]. 

Consequently, limited access to finance remains a significant barrier to scaling up the activity of ESCOs 

[9,36]. 
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Figure 4. The traditional model of an ESCO. 

 

In this case, a blockchain-based system can enable new financing mechanisms by enabling access 

to a global investor base. Blockchains enable this disintermediation of the bank as the sole potential 

investor as a reliable database for multiple parties with properties such as data integrity, availability, 

accessibility, efficient reading, and immutability [100]. These so-called tokenisation mechanisms can 

facilitate access to finance for the ESCO company. Blockchain-based tokenised securities represent the 

legal ownership of an asset, a debt-instrument or an equity share [45]. Tokens have emerged as a 

blockchain artefact to digitally represent an asset, a utility or a claim inherent to a blockchain project 

[112]. These tokens are freely divisible and transferable, which makes them ideal for executing transfers 

of ownership and value [113].  

By enabling the aggregation of investments from a large number of investors, tokenisation can 

facilitate the flow of private financing to small companies. This aggregation of investments allows for a 

more efficient allocation of capital and increases inclusiveness because private investors, including retail 

investors, can directly or indirectly fund small companies that are unable to access funding otherwise 

[114]. The investors receive security tokens representing their share in the ESCO project, which is 

equivalent to their financial contribution to the particular project. The coupon payments are 

automatically transferred through smart contracts back to the token holders, reducing transaction costs 

(Figure 5). 

 

 
Figure 5. Blockchain-based mode of operation of an ESCO. 

 

The ESCO raises funds for the project through a so-called Security Token Offering (STO). Once the 

required funds are collected, the smart contract transfers the funds to the ESCO company. The ESCO 

performs the energy efficiency service, and a smart meter takes stock of the energy savings accrued. The 

facility owner pays a fixed amount for the energy bill, and the savings accrued from the energy 

efficiency intervention are used for the coupon repayment and the service fee of the ESCO. A smart 
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contract connected to the smart meter regularly transfers the coupon to the token holders, following the 

contractual terms. The contract expires when the facility owner pays the service fee to the ESCO and 

fully repays the initial funds invested, plus the interest to the STO investors. Smart meters can pose a 

weak link for manipulation and need to be sealed to achieve tamper resistance [29]. The registry with 

all the transactions is replicated through the blockchain network, which makes it traceable, secure, and 

tamper-proof [115].  

For an assessment of the feasibility of applying a blockchain solution, we again follow the 

systematic decision framework, which is shown in Table 3. 

 

Table 3. Evaluation of the feasibility of applying a blockchain solution for the ESCO case study. 

Question Response 

1. Are there multiple 

actors with distinct 

interests 

contributing? 

Yes. There are at least three actor groups involved; the customer, the ESCO 

company and the investor. 

2. Is there a digitally 

representable asset? 

Yes. The asset is energy efficiency savings that are settled through the 

transfer of a cryptocurrency. The documentation and transfer are 

conducted on a blockchain platform. 

3. Is there a need for 

a final and 

immutable 

transaction record? 

 

Yes. As the network acts as a financial platform between the customer, the 

ESCO company and the investor. Accordingly, there is a need for complete 

transaction history. This transaction log can also be used for auditing 

purposes and the monitoring and certification of related white certificates. 

4. Are there high 

expected transaction 

volumes? 

No. Depending on the frequency of documentation of energy efficiency 

savings (usually monthly to quarterly), the transaction volume does not 

pose a limiting factor.6 

5. Is there a potential 

for removing 

intermediaries? 

 

Yes. The dependence on commercial banks is alleviated by including a 

larger investor base of (private) investors. Also, auditing and certification 

cost can be reduced through automated data collection and enhanced 

transparency. This disintermediation reduces transaction costs 

significantly, which offsets the higher resource costs of the blockchain 

consensus protocol [52,105,106]. 

6. Are there 

conflicting incentives 

or interests between 

actors? 

Yes. As the investors are distributed globally, they are relying on traceable 

and transparent to verify the accurate repayment of their investment. 

Without a robust transparency system, customers might be incentivised to 

engage in fraudulent behaviour to reduce the amount of repayment. 

7. Should there be 

full data 

transparency 

towards external 

actors? 

No. The transactions are primarily private between the customer, the 

ESCO company and the investors. These actors have an interest to protect 

these sensitive financial data. Also, a public authority might have access 

to the data, e.g. to monitor and issue white certificates for efficiency 

savings.7 

8. Should there be 

permissioned access 

to the system? 

 

Yes. Only the actors involved in the ESCO project should be able to 

transact on the network. All actor groups involved in setting up a new 

ESCO project need to be verified and approved. Private investors that are 

 
6 It is, however, recommended to only store small-sized numerical data on the blockchain. For the off-chain 
storage of larger files, the InterPlanetary File System (IPFS) could be used, with a hash of each file included in 
the blockchain transaction as a reference [50]. 
7 The importance of a privacy-preserving design for ESCOs is in more detail examined by [36]. 
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Question Response 

polled together in a fund might not be individually participating but 

represent as a fund.  

As this is a novel financial mechanism, there is much regulatory 

uncertainty surrounding security tokenisation, and it is important to stay 

aligned with regulatory developments. 

 

The assessment shows that a blockchain application is technologically feasible and fits the use case 

requirements. Tokenised securities facilitate financial inclusion of a variety of actors and reduce the 

transaction costs for the ESCO project. Moreover, these tokens allow private (retail) investors to access 

financial investments that otherwise would not be available for them due to their insufficient investment 

size. The disintermediation of commercial banks reduces the cost of lending and diversifies access to 

funding by making a global investor base available [45]. Additionally, SME issuers receive access to 

capital, for smaller investment sizes and at affordable rates, which is not sufficiently offered by the 

currently available options. Tokenisation can thus address both supply and demand-side issues to 

accelerate investments into energy efficiency interventions related to ESCO projects. Similarly to the 

WCS case, we find a private permissioned blockchain like Hyperledger Fabric or Ethereum Proof-of-

Authority most suitable. 

A private blockchain is used to protect the sensitive IoT data [83,84], while simultaneously 

mitigating issues of data integrity and availability [85,86]. The application of zero-knowledge proofs 

enables the granular specification of data access and allows identity verification and transaction 

processing without the need for revealing any information [116]. Smart contracts are used for cost- 

efficient microtransactions that are automatically triggered by specific events, i.e. when the repayment 

of the coupon is due [85,87,88]. Through this, even small amounts of coupon sizes can be disseminated 

to a global investor base at a significantly lower cost compared to fiat alternatives [45,117]. In this way, 

blockchain technology creates an entirely new distributed economic model by connecting a global 

investor base with the ESCO project developer. 

 

4. Discussion 

The decision framework qualitative evaluation shows that the use cases differ in regards to their 

governance systems, namely in terms of openness of network participation (i.e., permissionless and 

permissioned) and data privacy (Figure 6). In the cases of P2P energy trading and the ESCO financing 

system, blockchain technology enables novel decentralised governance and organisational models. 

Through the direct connection of actors, incumbent intermediaries like utilities or banks are removed 

as centrally facilitating entities, potentially resulting in greater efficiency of the overall system. In the 

WCS system, blockchain is integrated as an incremental improvement to the system by replacing the 

data management component. This improvement leads to increased data transparency and reduced 

costs but does not create a novel governance system. 
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Figure 6. Comparison of governance models of the blockchain case studies. All 

 

All three cases use private blockchain applications to protect sensitive data. Data privacy can be 

achieved by using private blockchains like Hyperledger Fabric or Corda, where reading access is 

authorised to selected network participants [52,118]. Additionally, other technical encryption methods 

such as zero-knowledge proof and Zero-Knowledge Succinct Non-Interactive Argument of Knowledge 

(zkSNARK) can be applied [55,119].  

In the current literature, the term blockchain frequently covers a vast array of different blockchain 

architectures and functions. As each blockchain application is restricted by the blockchain trilemma, the 

exact balancing of costs and trade-offs needs to be carefully considered. The analysis conducted in this 

paper shows that each blockchain application varies and is defined by the requirements of each use 

case. Furthermore, the analysis shows that the blockchain trilemma does not restrict any case 

application and that the higher costs of an application are more than compensated for by 

disintermediation gains. Table 4 illustrates the importance of applying a problem–solution fit when 

considering blockchain so that the appropriate functions and system design are achieved. 

 

Table 4. Use case comparison for blockchain-based approaches. 

Category P2P Energy Trading WCS system ESCO Financing System 

System 

organisation 

Enabling novel interaction 

between prosumers 

Incremental improvement 

of a component in the 

existing management 

system 

Enabling novel 

interaction between 

prosumers 

Governance Private permissionless Permissioned (private) Permissioned (private) 

Application Market place for energy 

trading 

Certification and market 

platform 

Financing mechanism 

Legacy system 

limitations 

• Pricing inefficiencies;  

• Monopolised systems 

that primarily benefit 

the utilities;  

• Prosumer integration 

suffering from distrust, 

low security and 

inefficiency;  

• Lack of transparency;  

• High monitoring and 

certification costs;  

• Information asymmetry 

among actors;  

• Fraudulent behaviour of 

actors; 

• Availability of reliable 

investment data. 

• Access to investments; 

• High transaction costs;  

• Inhibitive access to 

funding for SMEs; 

• Counter-party risk for 

the repayment of the 

loan. 
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• Lack of dynamic grid 

energy production and 

consumption 

adjustments; 

• Lack of incentives for 

prosumers. 

Benefits • Reduced transaction 

costs and enhanced 

transparency; 

• Incentives for 

prosumers to use 

renewable energy 

sources; 

• Reshaping of prosumer 

demand profiles leading 

to increased grid 

efficiency. 

• Reduced transaction 

costs and enhanced 

transparency for 

certification 

• Improved fraud 

resistance and tracking; 

• Real-time data for the 

regulatory authority to 

adjust policy actions. 

• Reduced transaction 

costs and enhanced 

transparency 

• Access to funding for 

SMEs; 

• Access to green 

investments for private 

(retail) investors; 

• The democratisation of 

finance. 

Barriers • Regulatory uncertainty;  

• IoT tamper 

vulnerability;  

• Potential scalability 

limitations; 

• Potentially opposing 

incumbents (e.g. utility). 

• Regulatory uncertainty;  

• IoT tamper 

vulnerability. 

• Regulatory 

uncertainty; 

• IoT tamper 

vulnerability; 

• Potentially opposing 

incumbents (e.g. 

commercial banks). 

 

In addition to the general benefits of a blockchain application, such as enhanced transparency and 

reduced transaction costs, the decentralised or democratised organisation of actors can lead to a more 

efficient allocation of capital due to the inclusion of private (retail) investors and SMEs [114]. It also 

creates new incentive structures for prosumers to invest in renewable energy sources and purchase 

locally generated green energy. Moreover, the interactive nature of the P2P grid leads to higher 

resilience and efficiency, as it incentivises prosumers to adjust their behaviour, rather than being 

charged an average price.  

However, there are, of course, also uncertainties and barriers to the adoption of these nascent 

technologies. The integration of IoT sensors can introduce vulnerabilities to the system if it is the 

primary source of data collection. It is, therefore, essential to triangulate the data with other independent 

sources to verify the data. Nonetheless, IoT sensors have great potential to mitigate the ‘garbage-in, 

garbage-out’ problem due to insufficient data quality [52,54,120], while simultaneously eliminating 

costly third-party intermediaries [45]. The integration of IoT devices is a key enabler for trusted and 

reliable distributed monitoring systems by preventing tampering and injection of fake data and 

enabling the immutable and transparent information sharing among involved untrusted parties [82].  

The biggest challenge to blockchain adoption, in general, is the surrounding regulatory 

uncertainty. While regulatory bodies generally support the active participation of prosumers in the 

energy market, present regulatory frameworks do not permit the energy trading from prosumers to 

consumers nor support blockchain as a potential technology [71]. Energy is a critical resource for society, 

and the transactions in the energy market have always been regulated in order to reduce the risk of 

potential accidents or blackouts. Accordingly, the regulation of the energy market is conservative to 

safeguard the supply of this crucial resource for society.  

As the energy value chain is global, it will be necessary for national or regional governments to 

coordinate their domestic law and regulation with that of other governments. This interconnection of 
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law and regulation will have an impact on energy actors and regulators in other states, which gives rise 

to questions related to legitimacy and authority [14,121]. Awareness raising and capacity building on 

the part of policymakers are necessary to develop coherent national and international regulatory 

frameworks. Researching and piloting of promising blockchain applications provide useful information 

for policymakers and policy frameworks, while also enabling the maturation of the technology and 

addressing of current shortfalls.  

For this piloting, regulatory sandboxes offer a flexible approach to test and consult with regulators, 

even though the present regulation might otherwise prohibit implementation of innovative systems 

[45]. Such regulatory sandboxes “allow practitioners to test innovative products, services, business 

models and delivery mechanisms in a live environment while being exempt from all the normal 

regulatory consequences” [122]. An example of such a project in a regulatory sandbox is the T77 P2P 

energy trading project in Bangkok (more information available at: https://medium.com/power-

ledger/case-study-learn-more-about-our-live-project-with-bcpg-in-bangkok-thailand-ab7a31c8b464 

(accessed 25 May 2020)). 

 

5. Conclusion and Future Research  

We show that a blockchain application for accelerating energy efficiency interventions is promising. 

However, the application has to satisfy the specific use case requirements, and the resulting functions 

and systems design vary significantly between cases. Hence, we add to the literature by not only 

enthusiastically promoting new technological options but also advocating for the design of technology 

and related governance systems to meet the specific requirements of the use cases. This case-driven 

design is often neglected in the present literature, which uses blockchain mostly as a universal term, but 

fails to specify among the great variety of blockchain flavours. In this paper, we apply a systematic 

approach, which can guide the concrete system design, when implementing such systems. This paper 

aims to raise awareness among energy efficiency practitioners and encourages the development and 

implementation of pilot studies for the different use cases. 

A decentralised system may bring new challenges to the existing framework of energy regulation. 

However, the results presented in this paper show that blockchain applications offer novel 

organisational forms and benefits that have the potential to improve and reshape present energy 

systems significantly. Blockchain technology could stimulate the deployment of energy- efficient 

products and services for small and large-scale businesses alike, introducing new business models that 

could improve energy efficiency in the developing world. As depicted in Table 4, we outline the benefits 

of a blockchain application compared to the traditional systems. By the disintermediating or 

decentralising of authority in these systems, blockchain can enhance transparency and cost-efficiency. 

Trust is an essential factor associated with the use of blockchain technology that could reduce 

investment risk and thus accelerate investments.  

This paper demonstrates that blockchain technology can address legacy system constraints that are 

currently limiting the scaling up of energy efficiency interventions, such as lack of transparency, 

information asymmetry, high transaction costs, and limited access to finance. Ultimately, in the highly 

regulated energy market, it will largely depend on regulators, if and how blockchain-based energy 

systems will evolve. 

 

5.1 Research Limitations and Future Research  

Our results illustrate that a blockchain application for all three use cases is promising and how a 

blockchain-based architecture could accelerate energy efficiency interventions. Despite the great 
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potential, blockchain remains a nascent technology with limited use cases and little empirical data 

available. Most blockchain propositions are currently only at a conceptual stage. This lack of pilot study 

data limits this paper to a mostly conceptual discussion of potential benefits and constraints of a 

blockchain application. To date, there are only very few pilot cases available for P2P energy trading, 

and none for the WCS and ESCO cases. Particularly when dealing with a nascent technology such as 

blockchain, empirical testing is essential to analyse the true potential. Following Treiblmaier [38], we 

agree that the theoretical use cases might face additional adoption challenges in practice, which is why 

the development of blockchain solution requires the incorporation of experiences from practice. To 

address this, empirical data from pilot studies are essential to validate the suggested conceptual 

mechanisms and provide evidence of actual system improvements. We therefore strongly recommend 

the development of pilots, particularly for the WCS and ESCO use cases, for future research to gain 

insights for both practitioners and policymakers. 
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Abstract: The Paris Agreement, as a multilateral environmental agreement, marked a fundamental 

change from previously centralised systems to bottom-up and decentralised approaches. This change 

introduces substantial governance complexities in an already politically sensitive situation. In this 

context, blockchain technology has been suggested as a possible technological solution. As a radical 

innovation, blockchain-based architectures deviate substantially from existing designs by enabling 

novel governance forms of multilateral agreements. Consequently, a blockchain application 

introduces uncertainties and interdependencies of technological, organisational, and environmental 

adoption factors inherent to the technology. We expand the TOE innovation framework to analyse 

how these interdependencies affect the perception and willingness to adopt blockchain technology in 

the context of the Paris Agreement. Drawing from different data sources, we find that national Parties 

have a positive perception and openness to adopting blockchain technology. However, significant 

differences exist between Non-Annex I Parties with limited capacities that are open to leapfrog into a 

new architectural design, and Annex I Parties that appear to be locked in by their legacy systems. Also, 

most Parties lack the resources and capacities to develop and implement these new blockchain-based 

architectures. We recommend an agile and iterative prototyping approach to reflect the differences 

between Parties and the adoption factor interdependencies inherent to blockchain technology when 

developing such decentralised governance architectures. 

Keywords: blockchain; climate change; innovation adoption framework; multilateral governance 

 

 

1. Introduction 
The Paris Agreement was adopted by almost 200 national Parties (Parties hereafter) that jointly agreed 

to limit global warming to well-below 2 °C above pre-industrial levels (UNFCCC, 2015). The Paris 

Agreement establishes multilateral carbon market mechanisms in Article 6 to enable cooperation among 

Parties to achieve this goal. However, these market mechanisms are dependent on the effective 

implementation of Article 13 accounting frameworks and the need for bottom-up and decentralised 

coordination. Previously, the Kyoto market mechanisms and the International Transaction Log (ITL), 

voluntary standards, and national accounting systems were all individually centralised and collectively 

dispersed and unlinked (Wainstein, 2019). In contrast, the Paris Agreement accounting and market 

mechanisms will only work as a fully integrated system, requiring the interconnection of all existing 

fragmented systems, to enable robust accounting and avoid the double-counting risk of emission units. 

To develop such a complex global governance architecture of multilateral environmental 

agreements, such as the Paris Agreement, it is essential to understand the dynamics of the partially 

overlapping and non-hierarchical participating institutions (Biermann, Pattberg, van Asselt, & Zelli, 

2009; Hoch, Michaelowa, Espelage, & Weber, 2019). The interconnection of the previously centralised 

systems is complicated by their significant heterogeneity of governance systems and technological 

infrastructure across regional, national, and international jurisdictions, from simple spreadsheets to 

institutional systems with diverse information and data structures. An international accounting 



85 

system's establishment is further aggravated by almost half (96 Parties) of all 197 Parties to the Paris 

Agreement having no or minimal experience in conducting national GHG accounting (UNFCCC, 2021). 

In contrast, only 43 Parties have more complex national systems for regular greenhouse gas (GHG) 

reporting, the so-called Annex-I Parties. 

Blockchain is frequently considered an innovative technology that can establish the needed data 

sharing and accounting systems for Article 6 and 13 (Franke, Schletz, & Salomo, 2020; Schletz, Franke, 

& Salomo, 2020; Tang, Wang, Dai, & Liu, 2020). In contrast to traditional data management systems, 

blockchain technology enables system decentralisation, disintermediation, and transparency to enhance 

the trust among network actors (Beck, Stenum Czepluch, Lollike, & Malone, 2016; Frizzo-Barker et al., 

2020; Treiblmaier, 2018). Additionally, the blockchain acts as a technology platform for the vertical 

integration of other emerging technologies such as geographic information systems, internet of things 

and machine learning for automating digital monitoring, reporting and verification (MRV) procedures 

(CLI, 2020; Hsu, Khoo, Goyal, & Wainstein, 2020; Kim, Baumann, & Laskowski, 2020). 

However, the complexities inherent to blockchain technology adoption are underresearched 

(Clohessy, Treiblmaier, Acton, & Rogers, 2020). While confirming blockchain’s technological potential 

in Article 6, the literature critically neglects the crucial organisational and environmental considerations 

for technology adoption. Blockchain poses novel theoretical considerations as it both needs to be 

governed and then enables new forms of decentralised governance models by creating trust among 

untrusted actors (Catalini & Gans, 2020; Risius & Spohrer, 2017). Hence, strong innovativeness is 

inherent to the adoption, particularly considering the complex organisational and environmental 

context of the Paris Agreement. There exist tensions among the Parties, as they commit to a joint global 

climate target and individually defined Nationally Determined Contributions, but also have to consider 

diverging national interests. Finally, governments are often considered a late majority adopter (Helliar, 

Crawford, Rocca, Teodori, & Veneziani, 2020) that only pursue restrictive administrative 

incrementalism based on the smallest common denominator. 

This context requires understanding the specific blockchain adoption barriers and drivers to 

determine potential development and adoption pathways for such an innovative solution. This paper 

seeks to contribute to this understanding by first defining the characteristics of the current Article 6 

situation; second, applying innovation theory to dissect the specific adoption barriers and drivers 

relevant for this case; third, supporting and substantiating the theoretical context with empirical data 

from the Parties; and finally, discussing broader implications of blockchains characteristics for the 

Technology-Organisation-Environment (TOE) framework. To achieve these objectives, the paper uses 

the TOE framework to examine blockchain adoption in the public sector at the national and 

international level, and identify the most significant adoption drivers and barriers towards the 

development of a multilateral blockchain-based governance application for multilateral agreements, 

exemplified in the context of the Paris Agreement. The paper uses a mixed-method approach for 

deriving empirical data from reviewing country proposals and consulting countries directly to verify 

and expand the TOE findings. 

 

2. Blockchain for Article 6 accounting 
2.1 Study context 

This carbon accounting and market case mirrors the complexity of the international climate change 

governance landscape due to the interdependence, fragmentation and disagreement across multiple 

governance levels (Hale & Roger, 2014; Hermwille, 2018). Previously, the Kyoto Protocol’s centralised 

approach can be characterised as cooperative fragmentation, as it was only ratified by a small number 

of Annex I Parties and led to the establishment of independent systems following the basic norms of the 

United Nations Framework Convention on Climate Change (UNFCCC). From this situation, the Paris 

Agreement presents a paradigm shift, being ratified by almost all Parties and by linking all existing 

systems in a decentralised and bottom-up approach (Hermwille, 2018). However, the negotiations of 

Article 6 have so far been very contentious, and it is the only article where no agreement has been 

reached by the time of writing (UNFCCC, 2019). The environmental integrity of these transfers is 

contingent on the robust accounting measures as described in Article 13.  
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At a national level, Parties organisational software architectures range from spreadsheets and 

pipelines to advanced data management systems, with very heterogeneous data formats (CLI, 2019) and 

approximately half of all Parties having very little or no experience with GHG emission accounting 

(UNFCCC, 2021). The Article 6 ecosystem consists of nested national and sub-national systems with 

strongly varying interests and capacities. Sub-national public actors and non-state actors need to report 

their emission data aggregated at the national level to avoid double-counting carbon emission units. 

Accordingly, non-state actors introduce significant accounting complexities, due to their low MRV 

capacities, diverse and non-transparent reporting formats, and a lack of data integration at the national 

scale, posing the risk of further fragmenting national systems (Höhne et al., 2017; Hsu, Brandt, 

Widerberg, Chan, & Weinfurter, 2020; Hsu et al., 2019). 

This linking of all sub-systems fundamentally changes the dynamic by distributing decision-

making among all heterogeneous institutions (Hoch et al., 2019). The resulting transnational governance 

‘orchestration’ can enable soft and indirect modes of governance by building on coexistence and 

complementarity instead of hierarchical rigid and competing forms of top-down governance (Abbott, 

Genschel, Snidal, & Zangl, 2015; Hale & Roger, 2014; Hermwille, 2018). Accordingly, the change from 

cooperative governance dynamics can result in either conflictive or synergistic governance 

architectures. In conflictive fragmentation, different institutions are mostly unrelated, and the core 

norms are increasingly conflicting. In synergistic governance, institutions are closely integrated and 

aligned with the core norms resulting in close mutual support (Biermann et al., 2009). Accordingly, the 

success of the Paris Agreement is dependent on the development of synergistic governance 

architectures. In principle, blockchain technology offers the technological basis for facilitating a 

synergistic governance architecture as it enables a consortium of untrusting or even competing actors 

to collaborate through a trusted and shared information base (Schletz et al., 2020).  

 

2.2 Blockchain 

Blockchain is still at an early stage of exploration and adoption at the public sector level (Alketbi, Nasir, 

& Talib, 2018; Batubara, Ubacht, & Janssen, 2018), and respective technology adoption research is 

currently limited (Salahshour Rad, Nilashi, & Mohamed Dahlan, 2018). Accordingly, blockchain 

remains an early-stage domain in theoretical grounding, methodological diversity, and empirically 

grounded work (Frizzo-Barker et al., 2020). The most common blockchain applications in the public 

sector are digital currencies, land registration, voting, identity management, supply chain management 

(Berryhill, Bourgery, & Hanson, 2018; Reddick, Cid, & Ganapati, 2019) and e-government (Batubara et 

al., 2018; Ølnes, Ubacht, & Janssen, 2017). Our study provides a new dimension to the present literature 

by focusing on the national public sector and exploring blockchain adoption in the context of a 

multilateral agreement, as exemplified by the Paris Agreement. 

Blockchain-based climate accounting systems and market mechanisms have been proposed 

conceptually in the literature (e.g. Baumann, 2018; CLI, 2020; Franke et al., 2020; Schletz et al., 2020; 

Wainstein, 2019). Such research presents a strong case of specific benefits related to blockchain-based 

solutions in the Paris Agreement context. In this case, blockchain can decentralise data ownership by 

distributing the history of transactions visible to every participating Party to eliminate information 

asymmetry (Cong & He, 2019; Schletz et al., 2020), which would result in enhanced trust in the process 

(Notheisen, Cholewa, & Shanmugam, 2017; Seidel, 2018), and enhanced data integrity and quality 

(Martinovic, Kello, & Sluganovic, 2017; Reddick et al., 2019). Due to its immutability feature, security 

and reliability would be ensured, making tampering and manipulating data difficult once stored 

(Gervais et al., 2016; Peters & Panayi, 2016). 

These blockchain features make the technology relevant for digital MRV use cases (CLI, 2020; 

Galenovich, Lonshakov, & Shadrin, 2018; Kim et al., 2020) and create shared international GHG 

accounting and market systems (Schletz et al., 2020; Wainstein, 2019). The integration of other emerging 

technologies such as internet of things technologies and machine learning, combined with blockchain 

as a dissemination layer, supports governments emission analysis and policymaking (Ismagilova, 

Hughes, Dwivedi, & Raman, 2019; Tang et al., 2020). As such, blockchain exhibits facets of radical 
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innovation by providing unprecedented performance features that enable new application domains and 

fundamentally transforms systems or create entirely new ones (O’Connor & Rice, 2013). 

 

3. Adoption model 
3.1 TOE framework 

The innovation literature knows many conceptual models describing the adoption of new 

technologies, such as the technology acceptance model or the diffusion of innovation (Helliar et al., 2020; 

Weerakkody, El-Haddadeh, Al-Sobhi, Shareef, & Dwivedi, 2013). As a radical innovation, blockchain is 

initially characterised by high levels of uncertainty and socio-technological complexities, which need to 

be addressed before reaping the promised technological benefits (Beck et al., 2016; Hughes et al., 2019). 

These complexities are related to the incremental technology adoption in the public sector, the sensitive 

national and international context of the Paris Agreement, and the uncertainties related to blockchain 

as a radical innovation. Most public sector innovation studies solely focus on technology benefits and 

only apply a simplistic view towards organisational and institutional complexities of adopting 

blockchain technology (Janssen, Weerakkody, Ismagilova, Sivarajah, & Irani, 2020; Reddick et al., 2019). 

To analyse these complexities, this study uses the Technology-Organisation-Environment (TOE) 

framework first established by Tornatzky, Fleischer, & Chakrabarti (1990). TOE is already widely used 

in adoption studies (Yeh & Chen, 2018), including blockchain technology adoption research (Clohessy, 

Acton, & Rogers, 2018; Clohessy et al., 2020). The TOE framework describes adoption factors as 

technological, organisational, and environmental adoption factors (Clohessy & Acton, 2019). The 

technological context refers to the technical characteristics relevant for the adopting organisation, such 

as its compatibility, security, and disintermediation (Batubara et al., 2018). The organisational context 

considers the adopting organisation’s characteristics and capacities, such as organisational readiness 

and knowledge. The environmental context describes the characteristics in which the organisation 

operates, such as government support, regulatory environment, and partner support (Salahshour Rad 

et al., 2018). 

While the technological benefits of using blockchain are fairly established in the literature, 

adoption is lagging given the complex interdependencies of blockchain with organisational and 

environmental adoption factors. In a bottom-up and interconnected context like multilateral 

agreements, the environment for technology adoption depends on the joint learning across actors, 

which can be achieved through establishing enabling political conditions (Hale & Roger, 2014), and 

through ‘catalytic linkages’ and dynamic feedback mechanisms among the participating actors 

(Hermwille, 2018). Specifically, in the public sector, governance features are critical to the diffusion of 

innovation (Osborne, Brown, & Walker, 2017; Reddick et al., 2019), lending support to a broader 

adoption perspective, including factors beyond the technologically routed advantages. 

 

3.2 Adoption model for a blockchain-based architecture 

In the Paris Agreement context, the TOE framework is applied in a context of interdependencies, 

fragmentation, and disagreement across multiple governance levels. The situation is changing from 

cooperative governance to either conflictive or synergistic governance. Blockchain technology may 

provide a novel solution approach, which integrates all Parties into a shared governance architecture 

that can prevent open conflicts between different institutions (Biermann et al., 2009). We suggest the 

adoption model depicted in figure 1 to examine the effect of the current governance context on the TOE 

adoption factors and how the interdependence of these adoption factors ultimately influences the 

Parties’ blockchain adoption intention. For this, we modified the initial TOE framework model 

(Tornatzky et al., 1990) to reflect the adoption factor interdependencies and included the framework 

from Biermann et al., (2009) and Hoch et al., (2019) to represent the case-specific context. 
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Figure 1. Adoption model, based on (Biermann et al., 2009; Hoch et al., 2019; Tornatzky et al., 1990). 

 

The model integrates the dynamic interdependences of the adoption factors inherent to blockchain-

based systems and how they influence and are influenced by the adoption environment. The 

complicated Article 6 context influences the TOE adoption factors as the blockchain implementation 

and adoption depend on the interplay of the organisational (i.e. national) level and the Parties' 

multilateral cooperation. 

Hence, blockchain technology introduces novel governance perspectives regarding the governance 

of the technology itself and how the technology is used to govern the Paris Agreement systems (Ølnes 

et al., 2017). Accordingly, the model initially examines a group of Parties and how their individual 

requirements translate into a shared blockchain architecture. Secondly, the model considers how the 

Parties perceive the proposed blockchain architecture and how it ultimately could be adopted as a tool 

to govern the shared architectures. Following this logic, the model starts with analysing the individual 

TOE adoption factors. The model investigates how the technological factor affects the technology 

perception of individual organisations. Finally, the results of all adoption factors are combined to assess 

the blockchain adoption intention. 

 

4. Method and research design 
The study uses qualitative and quantitative approaches to develop a multi-perspective understanding 

of user-centred blockchain adoption parameters from national focal points. To identify potential 

influencing factors for a blockchain adoption intention, we conducted a qualitative investigation of 66 

funding proposals for the Capacity-Building Initiative for Transparency (CBIT) (Global Coordination 

Platform, 2020). The construction of themes followed an inductive approach. The CBIT project objective 

is to ‘strengthen the institutional and technical capacities of non-Annex I countries to meet the enhanced 

transparency requirements defined in Article 13 of the Paris Agreement’ (GEF, 2020). At the time of 

writing, the proposals represented 45% of all non-Annex I countries. Non-Annex I countries can apply 

for funding for receiving relevant tools, training, and assistance to support transparency-related 

activities. Accordingly, this information source represents non-Annex I countries on the lower end of 

the capacity spectrum and sheds light on the minimum requirements for developing an inclusive and 

bottom-up international GHG system. 

Complementing the CBIT proposal analysis, we engaged in a questionnaire-based assessment of 

relevant adoption factors. The questionnaire was sent out to the CBIT focal point network and the 

official UNFCCC climate change focal point list (UNFCCC, 2020) to enable all Parties to the Paris 

Agreement to participate. The questionnaire had two sections. The first section adopted the factors 

identified through the CBIT proposal review, as described in the previous section, and aimed at 

investigating the present state of the national GHG accounting system. The second part of the 

questionnaire explored the respondent’s knowledge about blockchain technology, perceived benefits 

and barriers to adoption, and the willingness to use blockchain as a potential solution in the national 

accounting system. The conceptualisation of these blockchain adoption drivers and barriers and related 

sources are available in Appendix A. 
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The initial questionnaire draft was developed and iteratively tested with five UNEP DTU and five 

World Bank subject-matter experts with expertise in GHG accounting systems and carbon markets8. The 

questionnaire was open over two months, from September 2020 to October 2020, and we sent reminders 

to all focal points every two weeks. Most questions were framed as close-ended multiple-choice 

questions based on a five-point Likert-type scale (Göb, McCollin, & Ramalhoto, 2007). The second part 

of the questionnaire was divided into two groups following Stone’s Level of Knowledge Use Survey 

instrument (Lane & Stone, 2016) to differentiate between respondents’ knowledge of blockchain 

technology. A dichotomous (‘yes/no’) familiarity with blockchain technology scale was used to separate 

respondents into two groups. Respondents familiar with the technology received questions regarding 

their blockchain technology perception and perceived adoption drivers and barriers. The ‘No’-answer 

scenario led to questions regarding the reasons for this lack of familiarisation with blockchain 

technology. In the remainder of this study, the respondents who answered with ‘Yes’ will be referred 

to as ‘awareness group’ and the ‘No’ respondents as the ‘non-awareness group’. 

 

5. Results and discussions 
The questionnaire was sent out to all 197 Parties of the Paris Agreement, of which we contacted 56 

through the CBIT focal point network and the remaining 141 Parties through the official UNFCCC focal 

point contact list (UNFCCC, 2020). In sum, we received 37 responses, corresponding to 19% of all Parties 

willing to participate in our survey. While such a response rate is typically seen as satisfactory in similar 

studies, the relatively limited willingness to participate in this assessment already highlights some 

challenges in this specific context. The response rate of the CBIT network was 29% compared to only 

16% from the UNFCCC contacts. The CBIT network consisted primarily of technical staff directly 

participating in the GHG accounting processes, whereas the UNFCCC focal points act as political 

representatives. Therefore, the focal point would often have to delegate the questionnaire response to 

technical staff or respond to the questionnaire from a more limited knowledge base. Also, identifying 

adequate staff could be difficult for the focal point, given the often diffuse actor set-up of the national 

GHG accounting system. Such a diffuse actor structure is even more challenging when the technological 

change is substantial and cross-cutting institutions make coordination and adoption more difficult. This 

national actor structure is also inhibiting discussions of international systems and architectures, 

constituting the respective adoption environment, as the national representatives often lack the required 

technological and institutional knowledge to initiate and evaluate ideas. 

From the 37 respondents, the ‘awareness’ group had 11 respondents, and the ‘non-awareness’ 

group had 26 respondents. This low number of awareness respondents illustrates the generally low 

blockchain awareness among all Parties, given that Parties with interest in the subject are more likely to 

respond to this questionnaire. The low awareness further enhances the idea that the national 

representatives have limited technical capacities, which is a significant impediment to developing and 

adopting international GHG accounting systems and market mechanisms. Such decentralised systems 

depend on the broad participation of all ecosystem stakeholders to establish bottom-up and 

decentralised systems. None of the respondents was aware of any other government blockchain 

implementation in their respective countries, further limiting the organisational and environmental 

capacity building options.  

 

5.1 Current system limitations 

Our model's first step was to analyse the current status and barriers of the CBIT accounting systems to 

gain a thorough understanding of the starting conditions under which potential adoption of blockchain 

technology can unfold. For this, we analysed a total of 66 CBIT proposals to get an overview of the 

 
8 The UNEP DTU experts are working on the currently two biggest climate accounting projects, namely the 

Capacity-building Initiative for Transparency (CBIT) and the Initiative for Climate Action Transparency (ICAT). 

The World Bank experts are working on the ‘Climate Warehouse’ project, which develops a blockchain-based 

architecture to facilitate peer-to-peer connection among decentralized GHG accounting systems to link, 

aggregate, and harmonize data. 
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heterogeneous national accounting systems 9. These proposals need to explain why the applying 

country needs support to meet the enhanced transparency requirements, which might magnify the 

reported constraints. However, the focus and variance of the described constraints can still be used to 

attribute the specific barriers’ relative importance. To derive the relative importance, we coded the 

issues and counted the number of proposals in which each specific barrier was mentioned. Each barrier 

was only counted once per country proposal as we were interested in the share of proposals mentioning 

the barrier. 

Based on this data, we identified six significant barriers mentioned in more than 70% of all 

proposals. We focused on these six barriers, as all other subsequent barriers very substantially less 

frequently mentioned. Of these six barriers, three were related to the countries limited capacity and 

knowledge, namely ‘limited internal capacity’ (86%), ‘limited technological knowledge’ (76%) and 

‘limited resources and/or adequate funds to sustain operations’ (72%). In this context, Ethiopia states 

that the government ‘does not have the proper technical, institutional and financial capacity to adhere 

to the transparency requirements on its own’ and Uruguay emphasises that ‘capacity building in 

relevant institutions is needed to strengthen capacities related to MRV systems and other relevant tools 

and methodologies to enhance transparency’. All proposals contain a list of barriers to justify the 

application for a funding proposal to build national organisational capacities. However, the selection of 

barriers provides a reliable indication of the most critical barriers as the proposal outlines the national 

improvement roadmap for which the funding will be provided. 

Two barriers were emphasising the lack of tools and methodologies, specifically the most 

frequently mentioned ‘limited tools and methodologies for monitoring and reporting’ (89%) and the 

‘lack of available data and/or unreliable sources of data’ (81%). Montenegro states that the ‘lack of 

consistent methodologies, monitoring of data, reporting and uncertainties in jurisdiction on specific 

matters still present significant barriers that have to be overcome in order to establish solid national 

system, for proper and qualitative monitoring, reporting and verification’ and Serbia specifies that 

‘[b]esides human and institutional capacities, there is evident lack of methodologies, guidelines and 

tools […] for the reporting, information and data exchange’. These results highlight the limited 

availability of tools and methods required for establishing an adequate MRV system. In particular, 

lacking tools lead to uncertainty in data quality and availability, hampering efficient and effective GHG 

accounting systems.  

Among the most frequently mentioned barriers is the ‘inadequate institutional coordination for 

reporting’ (76%). For example, Bangladesh states a ‘[l]ack of coordination amongst relevant Ministries 

in the gathering of data and information needed to report progress against NDC actions in the 

agriculture and land-use sectors. Lack of permanent institutional structure for data sharing, data 

archiving and update on a regular basis on GHG inventory’. Mauritius highlights that ‘[c]apacities vary 

widely between institutions, with the result that data quantity, data quality and the degree of data 

processing also vary widely. These results lend additional support to the TOE model’s adequacy by 

showing the importance of assessing the broader context for addressing the accounting challenges as 

the constraints are interdependent between the technological, organisational, and environmental level.  

Overall, the CBIT proposals show that the countries lack the technological and organisational 

capacities to apply the available tools and methodologies to derive reliable data and coordinate the 

national reporting. Accordingly, blockchain technology appears to have a clear value proposition by 

improving the data collection and processing through digital MRV and increasing the data 

dissemination between the diverse governmental levels (Franke et al., 2020). 

 

5.2 Blockchain perception 

The blockchain value proposition is affirmed by the strong positive perception of blockchain technology 

from both the awareness and the non-awareness group. 21 (57%) respondents state a positive perception 

against only three respondents having a negative perception of blockchain technology. While few 

respondents from the awareness group have a neutral (n=2) or negative (n=2) stance towards 

 
9 All CBIT proposals are publicly available at: https://www.cbitplatform.org/index.php/library. Accessed 

August 8, 2020. 

https://www.cbitplatform.org/index.php/library
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blockchain, neutral assessments are much more prone for the non-awareness group (n=11). In this case, 

the perception is less affirmative or more prone to uncertainty because of the limited understanding of 

the technology. Due to so few awareness cases, it is impossible to interpret the distribution between 

neutral and negative perceptions in this group.  

In contrast, the awareness group might better understand the implementation of complexities 

associated with the blockchain solution. Such an implementation requires changes in the legacy systems 

in terms of knowledge, execution capacity deficits and staff competence deficit (including access to 

experts). This interpretation is supported by a lower adoption willingness of more technologically 

advanced Parties, as shown in figure 2. Respondents from systems with longer operation times were 

markedly more negative towards adopting a blockchain-based system. Experience with a relatively 

stable legacy system seems to promote a rather conservative adoption intention. This conservative 

approach may be due to log-in effects caused by previous investments, cognitive frames determined by 

experiences and core competencies, technological interrelatedness and economies of scale (Spiegel & 

Marxt, 2015). As such, parties with established and operational systems may be subject to path-

dependency, limiting their innovative abilities (Cecere, Corrocher, Gossart, & Ozman, 2014; Sydow & 

Schreyögg, 2015). This contrasts with respondents from less experienced countries, which exhibit a 

higher uncertainty level (‘Maybe, I would like to have more information first’) and a low negative 

perception. Here, our results seem to indicate an openness to innovate and potentially directly leapfrog 

into a new system design, which may depend on the availability of information and organisational 

capacity. 

 

 
Figure 2. National GHG accounting system operation period compared to the blockchain 

perception (n=37). 

 

Given that 70% of the respondents are categorised in the non-awareness group, limited cognitive 

frames seem to be the main reason for current innovation lock-in. Spiegel and Marxt (2015) identify four 

factors determining the cognitive frame: experience, absorptive capacity, core competencies/rigidities, 

and the business model. These factors were all mentioned by the non-awareness respondents as the 

primary knowledge barriers, specifically ‘lack of resources (time or money)’ (n=13), ‘information 

availability’ (n=4) and ‘complexity of the subject’ (n=3). Also, none of the 37 respondents was aware of 

any blockchain project in any ministry in their country. 

 

5.3 TOE adoption factors 

After exploring the general blockchain perception, the questionnaire investigated the importance of 

specific blockchain adoption drivers and barriers. We count the number of cases, in which individual 

adoption drivers are identified as important, i.e. receive a score of ‘agree’ and ‘fully agree’. We then 

rank the adoption drivers according to their importance: (1) traceability (n=8); (2) transparency (n=7) 

and reliability and security (n=7); (3) data reconciliation among accounting systems (n=6) (4) distributed 

ownership (n=6); (4) tamper-resilience and immutable history (n=6). The results show that all adoption 
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drivers are seen positively by most respondents, with only two negative responses (‘disagree’ and ‘fully 

disagree’) per driver, and only one negative response in data reconciliation. These results confirm the 

respondents’ overall positive perception of the technological opportunities, which may address current 

system limitations such as transparency and traceability issues and the lack of institutional 

coordination. However, such results only indicate a first level lense focused on the generic technology 

opportunities while neglecting the complexities and interdependencies inherent to blockchain 

adoption. For example, blockchain can improve institutional coordination by integrating existing 

systems, but this is contingent on all institutions' willingness to coordinate in the first place, along with 

other questions related to the data governance. 

The responses varied substantially for the blockchain adoption barriers compared to the uniform 

responses on the (technological) adoption drivers (figure 3). The first four barriers with the highest 

agreement (n>8) relate to the organisational and environmental capacities, which cause limited 

knowledge and adoption capacities. Blockchain regulatory uncertainty is less pronounced as a barrier, 

with less than half of all respondents (n=5) agreeing and an almost equally high number of uncertain 

(n=4) assessments. The regulatory uncertainty shows a challenging adoption environment given the 

generally unclear stance of national and international policymakers regarding blockchain technology. 

Interestingly, the remaining three barriers with the lowest agreement relate to technological concerns 

with the technology. Here the responses vary a lot and with only a minority of respondents (n<3) 

agreeing with the barrier, a relatively high rate of uncertainty (n=4 to 6) and even strongly disagree (n=6) 

with blockchain security concerns. 

 

 
Figure 3. Barriers to adoption blockchain technology (awareness group, n=11). 

 

5.4 TOE factor interdependences 

The results show that the positive technology perception does not translate into an equally firm 

adoption intention (figure 4). The awareness group has a strong positive perception but only a neutral 

to negative adoption intention, which indicates that the respondents perceive blockchain as a beneficial 

technology but also see the complexities of adopting it into their national context. Such a potential lock-

in situation may be founded in limited cognitive frames, due to the existing legacy system knowledge 

base, which does not fit with the innovative knowledge and capacities needed for blockchain adoption. 

Such a lock-in impairs the adoption environment as enough individual Parties must collaborate to 

achieve blockchain adoption in the multilateral context. The non-awareness group has an equally 

positive technology perception, but a less negative adoption intention compared to the awareness group 
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and a substantial uncertainty (i.e. ‘neutral’ stance) for both technology perception and adoption 

intention. In fact, the neutral adoption intention has the highest number of respondents, which seems 

to confirm the general openness to leapfrog into a novel system design but also highlights the limited 

understanding of adoption interdependencies. 

 

 
Figure 4. Technology perception and adoption intention between awareness and non-awareness 

groups (n=37). 

 

The results show the interdependence among the three TOE adoption factors, which is not 

considered in the present literature. However, when assessing the adoption of blockchain technology is 

a significant shortcoming given that the technical blockchain design is determined by the organisational 

and environmental factors and then creates radically innovative organisations and environments in 

return. Accordingly, such systems' development required frequent iterations, rather than developing a 

holistic system that is then adopted. In this case study, these considerations are even stronger, given the 

tensions between the heterogeneous and sovereign organisations that need to create a shared 

international environment that harmonises the diverse organisations. Both organisational and 

environmental readiness has to be in place to establish an international Article 6 system. Thus, as 

Clohessy & Acton (2019) discussed, learning from use cases is imperative for potential adopters. 

Development and advancement of further pilot studies might spark a sense of confidence in deploying 

the technology at the government level for improving the national GHG accounting system. 

 

6. Conclusion  
Our findings show that the respondents have a positive perception and interest in blockchain 

technology regarding its possible application in Article 6 and 13 of the Paris Agreement. However, to 

achieve adoption and reap the potential technological benefits, the complex organisational and 

environmental interdependencies need to be understood and addressed to prevent the risk of conflictive 

fragmentation. This risk is exacerbated by the heterogeneity of present GHG accounting and market 

systems between Annex I and non-Annex I Parties. The vast majority of Parties has minimal experience 

in and capacities to conduct national GHG accounting. These Parties with limited capacities show an 

openness to adopt and leapfrog into novel system architectures but are dependent on capacity-building 

support. In contrast, the Annex I Parties with developed legacy systems tend to be discouraged by the 

organisational and environmental changes that blockchain adoption would entail. Such organisational 

rigidity displayed by the legacy system operators confines these Parties into rather path-dependent 

developments, making the adoption of novel system architectures difficult.  

Blockchain is a fundamentally new technological approach, which offers radical innovation 

opportunities that can reshape how the governance of multilateral agreements is designed and 

implemented. Beyond mastering the technological complexities, such blockchain implementation 

requires a broader innovation adoption theory perspective to understand the relevant system 
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parameters, including governance dimensions of the initial situation. Blockchain is inherently linked to 

creating a specific governance system so that an adoption directly impacts the interdependencies and 

configurations of the system in which it is implemented. As a new governance system is designed, the 

adopting organisation and its environment become not only relevant contingencies to the adoption but 

a substantial part of the innovative approach. The adoption situation of implementing a novel 

blockchain-based system is thus characterised by increased dynamics and substantial change in 

technology, adopting organisations, and their environment. These dynamics pose novel theoretical 

considerations, as this case illustrates the need for adoption models to simultaneously embrace multiple 

adoption drivers and barriers. This study chose the TOE framework due to its emphasis on 

organisational and environmental adoption factors relevant in technology-driven innovation scenarios. 

We then expanded the framework to reflect the situational context and the factor interdependencies.  

Beyond recognising the blockchain-inherent dynamics as a relevant extension of the TOE model, 

our case also offers insights into the specific adoption situation of complex multilateral agreements. The 

Paris Agreement marks a governance change from cooperative governance to either conflictive 

fragmentation or synergistic governance in the best case due to its bottom-up and decentralised ethos. 

This governance change occurs in a negotiation situation marked by diplomacy with a tradition for 

incrementalism (Allan, 2019), which amplifies the interdependency of organisational and 

environmental adoption factors. In this situation, blockchain can only unfold its promised technological 

benefits if several organisations, i.e. Parties, act together in a complex and politically charged situation. 

Our study shows that the TOE framework can be expanded to reflect these interdependency dynamics. 

These dynamics have further implications for technology adoption and implementation. There is 

a need for dynamic and bottom-up development and testing of the new blockchain architecture in an 

ecosystem that reflects all ecosystem actors’ diversity to create an inclusive system that all Parties will 

adopt. As a radical innovation, blockchain is associated with high technological uncertainty, combined 

with uncertainty pertaining to organisational, resource and environmental issues (O’Connor & Rice, 

2013; Schultz, Salomo, & Talke, 2013). As the literature on developing and implementing such radical 

endeavours show in the context of established organisations, dealing with these uncertainties requires 

embracing process non-linearities, a focus on learning, and systematic assumption testing. Otherwise, 

fundamental conflicts in the transition from the radical innovation application, i.e. the technological 

dimension, to the operating entity, i.e. the organisation and the environment, may hamper adoption 

significantly (Rice, Leifer, & O’Connor, 2002). The innovation literature recommends dynamic 

prototyping approaches for technology development and implementation (Schloesser, Riesener, & 

Schuh, 2017). Such approaches, coined interactive rapid validity testing or agile prototyping, are 

characterised by the iterative development of prototypes as functional system increments (Peña 

Häufler, Globocnik, Saldías, & Salomo, 2020; Riesener et al., 2019). This agile approach stands in stark 

contrast to the ‘traditional’ innovation approach, where a complete technology architecture is 

developed and then (top-down) adopted and implemented. 

 

6.1 Limitations and future research 

The public sector is often categorised as a late adopter of innovative technologies. Consequently, it 

is often challenging to conduct empirical studies at an early stage of technology development. The case 

presented in this paper faced the same challenges of developing a reliable empirical base, given the 

generally low awareness of the Paris Agreement stakeholder environment in blockchain technology. 

Based on the available data, we establish the complex interdependencies of blockchain adoption in a 

multilateral context. Longitudinal studies would help analyse how these conceptual deductions 

presented in this study manifest and observe the three technology adoption factors' iterative and 

dynamic effects. Future research could provide more case studies of a blockchain application in 

synergistic governance environments to gain further insights. Future research could consider the novel 

socio-technological implications inherent to the blockchain, as these are not sufficiently reflected in the 

present technological innovation literature. 

The results presented on the adoption challenges and opportunities are consistent with other 

sources such as the CBIT proposal data and help develop an initial indication of interdependent 
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adoption factors. Further research, more explicitly prototyping studies, will be needed to develop an 

understanding of necessary innovation process approaches for creating such complex and innovative 

architectures. Such research is already starting in the form of the World Bank Climate Warehouse that 

is currently piloting a blockchain-based architecture together with a consortium of more than ten 

ecosystem stakeholders 10. As a radical innovation, a nuanced understanding of the different dimensions 

of blockchain technology is needed to shape the technology development to support the governance of 

multilateral agreement complexities. 

 

Appendix A. 

Table A.1. TOE adoption factors 

Construct/Source Items 

Blockchain adoption drivers 

 

 

 

Sources:  

(Chen & Bellavitis, 2020; 

Clohessy & Acton, 2019; 

Helliar et al., 2020; Hughes et 

al., 2019; Pappas et al., 2019; 

Treiblmaier, 2018) 

How do you agree with the following statements regarding the potential 

benefits associated with integrating blockchain technology in your national 

registry system? 

(1=strongly disagree, 5=strongly agree) 

 

• The integration of blockchain technology enhances transparency of the data 

flow; 

• The integration of blockchain technology improves traceability of emission 

reduction units; 

• The integration of blockchain technology increases tamper-resilience of the data 

and the complete and immutable history; 

• The integration of blockchain technology enables distributed ownership of data; 

• The integration of blockchain technology allows reconciliation of data from 

different registry systems; 

• The integration of blockchain technology increases reliability and security of the 

blockchain-based system. 

 

Blockchain adoption 

barriers 

 

 

 

Sources: 

(Akter, Michael, Uddin, 

McCarthy, & Rahman, 2020; 

Ali, Ally, Clutterbuck, & 

Dwivedi, 2020; Clohessy & 

Acton, 2019; Helliar et al., 

2020; Hughes et al., 2019; 

Upadhyay, 2020) 

 

 

  

How do you agree with the following statements regarding the main barriers to 

integrating blockchain technology in your national registry system? 

(1=strongly disagree, 5=strongly agree) 

 

• There is a lack of knowledge and capacity of staff to form an opinion regarding 

blockchain technology; 

• There is limited budget for considering blockchain technology; 

• Incompatibility of blockchain with the existing GHG registry software system 

infrastructure is a barrier; 

• Limited scalability of blockchain technology to process required data volumes is 

a barrier; 

• The limited accessibility of blockchain experts to consult is a barrier; 

• The insufficient capacity building options for evaluating blockchain technology 

integration is a barrier; 

• The security concerns related to blockchain novel technology is a barrier; 

• Regulatory issues related to blockchain technology is a barrier.    
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Roman Beck, Marco Schletz, Alvise Baggio and Lorenzo Gentile 

Abstract: The Paris Agreement tracks national contributions towards the goal of limiting global 

warming to well below 2 °C. To achieve this goal, collective actions are needed among economically 

competing countries. In this research, we propose a distributed ledger technology (DLT) based system 

that allows sovereign states to stay in control of their data while enforcing CO2 emissions monitoring 

and reduction rules among all states. For an illustration, the European Union has been chosen as an 

example of how DLT can be used to monitor CO2 emissions in its competing and cooperating member 

states. Thus, we use coopetition theory to illustrate how diverging interests can potentially be aligned 

to achieve a common goal while not sacrificing autonomy. As a demonstration, a DLT prototype for 

monitoring and reducing CO2 emissions within Europe has been designed and evaluated, following a 

design science approach, to illustrate how competing interests can be overcome by the use of 

innovative solutions on an international level. 

Keywords: Distributed Ledger Technology; Blockchain; Coopetition; Transportation 

 

 

1. Introduction 
To meet the objectives of the Paris Agreement (UNFCCC, 2015), all member states of the European 

Union (EU) jointly committed to reducing greenhouse gas emissions by at least 40 per cent by 2030 

compared to 1990. For this, the transport sector is critical as it represents more than a quarter of 

European CO2 emissions, with road transportation alone responsible for over 70 per cent of transport 

sector emissions (EEA, 2019). In this context, the EU Commission mandates through the EU regulation 

2019/631 (EU, 2019) that from 2021 all new light-duty vehicles have to be equipped with On-Board Fuel 

Consumption Meter (OBFCM) devices, which are measuring and collecting individual vehicle data on 

distance travelled and fuel-consumptions. 

However, while there is a common understanding of what needs to be done and thus a common 

objective, there are also divergent interests between the member states. Political organisations such as 

the EU have to deal with increasing economic, social and ecologic trade-offs and divergent interests, 

with member states competing and collaborating at the same time with each other. Some countries have, 

for example, a strong export-oriented automotive industry they try to protect, while others might be 

already more affected by global warming at their coastlines and look for a stricter CO2 emission 

reduction. Diverging economic interests from the automotive industry let already to vehicles’ emission 

certification procedures that underestimate vehicles’ emissions by between 30-50% (Duarte, Gonçalves, 

& Farias, 2016; Fontaras, Zacharof, & Ciuffo, 2017; Todts, 2018). Other examples are the “dieselgate” 

scandal (European Court of Auditors, 2019) or the generally low data quality about emissions in the 

official European Environment Agency (EEA) database (Kollamthodi, Kay, Skinner, Dun, & 

Hausberger, 2015). 

To overcome these challenges, a supranational organisation such as the EU are critical for aligning 

the actions of nations despite their diverging interests. The CO2 emission metering system on a 

European level is an example of this paradox: there is a need for countries to cooperate to significantly 

reduce CO2 emissions while at the same time having their own, often competing economic interests. 

This is also the reason why countries are not willing to render their data sovereignty and decision power 
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to a centralised system to take care of their CO2 emission data management. This situation can be 

described as coopetition at an international level. 

In this paper, we apply the novel approach of using coopetition at an international level as the 

theoretical lens to analyse heterogeneous sovereign interests. Based on these sovereign interests, we 

propose distributed ledger technology (DLT) based system to enable transparent data sharing in a 

decentralised manner. Shared information systems that monitor and predict CO2 emissions are essential 

for smart government decision making (Tang, Wang, Dai, & Liu, 2020). DLT allows for an innovative, 

decentralised, verifiable, and transparent data monitoring system that constitutes a ‘trust-free system’ 

among participants (Beck, Stenum Czepluch, Lollike, & Malone, 2016; Schletz, Franke, & Salomo, 2020; 

Treiblmaier, 2018). Based on these features, we explore how new coopetition forms at the international 

level can be enabled. Thus, our research question is how a DLT system enables coopetition among 

sovereign states to manage and ultimately reduce CO2 emissions? 

This paper is structured as follows. Section 2 provides the literature background of both coopetition 

theory as well as DLT systems and their relation. Section 3 describes the design science methodology 

applied, while section 4 will introduce the developed DLT prototype. Section 5 discusses the practical 

and theoretical implications of the prototype evaluation. Section 6 concludes, discusses potential 

research limitations, and outlines future research. 

 

2. Literature Background 
In this section, we give an overview of the relevant coopetition theory, introduce DLT, and discuss DLT 

as a foundational technology for coopetition among sovereign nations. We consider coopetition theory 

to analyse the case of a DLT-based project to meter CO2 emissions on European roads. 

 

2.1 Coopetition Theory 

Coopetition as a term was first applied in game theory to illustrate the seemingly paradoxical 

relationship between cooperation and competition to generate value (Nalebuff & Brandenburger, 1997). 

Bengtsson & Kock (2000) describe coopetition as simultaneous collaboration and competition among 

distinct entities to achieve a common objective. Research on coopetition on industry network level has 

been conducted with regards to a company’s position in a coopetitive network (Gnyawali & Madhavan, 

2001; Sanou, Le Roy, & Gnyawali, 2016), trust as an antecedent for joining a coopetitive network 

(Czakon & Czernek, 2016), dynamics of coopetition (Chou & Zolkiewski, 2018; Leite, Pahlberg, & Åberg, 

2018; Pathak, Wu, & Johnston, 2014), value creation and appropriation strategies (Ritala & Tidström, 

2014), success factors for coopetition (Planko, Chappin, Cramer, & Hekkert, 2019; Resende et al., 2018), 

as well as innovation outcomes (Yami & Nemeh, 2014). 

While most of the research on coopetition is dealing with corporate strategies to collaborate, such 

as two competing companies joining forces in an area of new product development (Padula & Dagnino, 

2007), there is increasing research that focusses on coopetition in networks or alliances comprising 

several entities. For this research, we define coopetition as an extended version of the definition 

provided by Bengtsson & Kock (2014) as a paradoxical relationship between two or more countries 

simultaneously involved in cooperative and competitive actions on an international level. Theoretically, 

this is equivalent to coopetition of multiple companies in alliances or networks competing otherwise in 

the same market section (Ritala & Tidström, 2014) or entire industries (Nalebuff & Brandenburger, 

1997).  

Coopetition among nations differs from collaboration due to simultaneous collaboration and 

competition (Sanou et al., 2016). In our case, some countries may want to be more progressive in the 

reduction of CO2 emissions, while others may have less ambitious aims. At the same time, most of these 
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countries have some automotive industry and related jobs they want to protect. The more 

environmentally progressive countries want to apply more pressure on their local automotive industry 

to decarbonise faster, while other countries may aim for a less disruptive transition for their automotive 

industry. At the same time, all countries compete in exporting vehicles and securing jobs nationally. In 

such a situation, coopetitive networks or technological consortia emerge (Sanou et al., 2016) when a 

common goal such as CO2 emission reduction needs to be met. 

 

2.2 Distributed Ledger Technology 

DLTs provide a more or less decentralised, immutable and tamper-resilient log, which offers access to 

all ledger information for all network participants (Beck, Müller-Bloch, & King, 2018). These features 

make DLT a potential coopetition enabler if correctly implemented. DLTs achieve disintermediation 

from trusted third parties through different consensus mechanisms and protocol-rules enforcement that 

enable the network participants to interact with each other, even in the absence of trust (Bano, Sonnino, 

Al-bassam, Azouvi, & Mccorry, 2017) and hence within a context where parties are possibly motivated 

by contrasting economic incentives but are safely brought to interact or even cooperate. For this, the 

network participants (i.e., nodes) need to agree consensually on valid transactions, which comply with 

the rules of the network. DLT uses cryptography, time-stamping and hashing to record all transactions 

in a chronological chain that is permanent and extremely difficult to defraud (Narayanan & Clark, 2017), 

over and above that, smart contracts automate the coordination under predetermined transparent rules, 

not directly dictated by a single entity, but agreed by the interacting users. The rapid development of 

IoT (Internet of things) technologies, such as the on-board units in this case, facilitate the analysis and 

prediction in government policy-making (Ismagilova, Hughes, Dwivedi, & Raman, 2019). DLT supports 

the integration and dissemination of this IoT technology data (Dai & Vasarhelyi, 2017). 

In DLT systems design, there are trade-offs between scalability, security, and decentralisation (Yu, 

Wang, Zha, Zhang, & Liu, 2018). Scalability, security, and decentralisation also depend on the 

ownership and accessibility of a DLT system: The ability to submit new transactions and access the 

stored data in the DLT system is determined by the type of DLT protocol. In permissionless public DLTs, 

all nodes can validate transactions and maintain the ledger, while in permissioned public or private 

DLTs, only nodes that have been preregistered and approved can fulfil these tasks (Peters & Panayi, 

2016). As different consensus mechanisms can be used in permissionless, and permissioned DLT 

systems, the type of DLT affects scalability, security, and the degree of decentralisation of the system. 

Which type of DLT system is most suitable for a given task or process can be identified following the 

decision path developed by Pedersen, Risius, & Beck (2019). Helliar, Crawford, Rocca, Teodori, & 

Veneziani, (2020) found that permissioned blockchains generally lack behind permissionless 

blockchains in terms of diffusion, due to different barriers and drivers. 

 

2.3 DLT for Coopetition 

The use case of coopetition between nations bears similarities with coopetition in networks or alliances 

within the industry. In our case, the EU wants to give the member states as much autonomy over their 

national transport data, car registration information, and enforcement of any national laws as possible, 

while at the same time enforcing CO2 emission metering across Europe. The literature identifies several 

main enablers for a coopetitive network, such as trust, clear collaborative structures, the creation of a 

‘common playing field’ and distribution of power and control (Bengtsson & Kock, 2000; Planko et al., 

2019). By enabling the design of a clearly defined decentralised governance system, improving data 

quality and transparency and automating protocol-rules enforcement, DLTs enhance mutual trust 

among the network participants (Beck et al., 2016; Chong, Lim, Hua, Zheng, & Tan, 2019; 
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Constantinides, Henfridsson, & Parker, 2018; Davidson, De Filippi, & Potts, 2018; Hughes et al., 2019; 

Notheisen, Cholewa, & Shanmugam, 2017; Risius & Spohrer, 2017; Seidel, 2018; Treiblmaier, 2018). In 

this way, DLT is both a system that needs to be governed and an instrument for governance (Janssen, 

Weerakkody, Ismagilova, Sivarajah, & Irani, 2020; Ølnes, Ubacht, & Janssen, 2017). Such advantages are 

critical for allowing to meliorate collaboration within a network of autonomous actors and could be 

seen in different DLT application context. These, for example, go from enhancing transparency within 

established procedures, as in the case of land registration (Thakur, Doja, Dwivedi, Ahmad, & Khadanga, 

2020), improving coordination between a differentiated set of competing actors working within a shared 

infrastructure, as in the case of electric grids (Baggio & Grimaccia, 2020), or allowing collaboration and 

creation of trust in multi-agent organisational structures, as in the case of the humanitarian supply chain 

(Dubey, Gunasekaran, Bryde, Dwivedi, & Papadopoulos, 2020). Exactly these exemplifications, and the 

theoretical foundation of such technology with its different applications, motivated us to look at DLTs’ 

potential from the coopetition theoretical lens. 

To our knowledge, coopetition as a theoretical lens has not been applied in the context of developing 

an inter-organisational IT artefact on an international level. From a macroeconomic point of view, 

research on an international level is needed, not just in the context of DLT use for CO2 emission 

reduction, but also in the light of other technological initiatives, such the European Blockchain Services 

Infrastructure (EBSI) initiative. Another example is the World Bank Climate Warehouse, which uses 

DLT to aggregate and harmonise the greenhouse gas emissions accounting data from heterogeneous 

national data management systems (Dong et al., 2018; World Bank Group, 2019). 

 

3. Design Science Research Methodology 
In this research, we follow a design science research (DSR) methodology by constructing and evaluating 

an IT artefact (March & Smith, 1995; Orlikowski, Wanda J.; Lacono, 2001), while simultaneously 

abstracting knowledge to guide future artefact design in related areas (Gregor & Hevner, 2013; Gregor 

& Jones, 2007). There is still a shortage of design knowledge in the area of DLT, which we address by 

developing some first insights (Gregor & Hevner, 2013) for applications in decentralised, multi-

jurisdictional environments. We followed the guidelines for theory-generating design science research 

by Beck, Weber, & Gregory (2013) with the steps of (1) creating awareness of the problem and suggesting 

an approach to solve it, (2) developing the artefact, (3) evaluating the artefact, and (4) abstracting design 

knowledge. The construction of the artefact should be motivated and requires a search for a problem 

that has practical relevance, which is why the development of an artefact should be influenced by both 

the environment (people, organisations and technology) and the knowledge base (foundations and 

methodologies), implying that the researcher needs to be well informed when building the artefact 

(Hevner, March, Park, & Ram, 2004). 

First, we worked with the EU Commission Joint Research Center (JRC) that raised the problem and 

outlined the details of our use case. Based on, tentative design requirements were derived, which were 

reiterated in several discussion with experts from the EU JRC. The EU JRC subject matter experts were 

available during the development, evaluation, and theory-generation stage of the research. They helped 

with open questions regarding the use case and design requirements and provided feedback and 

insights.  

The development and evaluation of a DLT artefact provided experiences that enabled the 

improvement of design characteristics in response to use case requirements, but also enabled a better 

understanding of the application potential and limitations. Further iterative developments took place 

after the development sprint to further improve the design. Naturalistic evaluation with real vehicles in 

a real-world driving scenario was not possible within the scope of this research. We implemented a 
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testing environment considering the logics followed to record, store, and interact with the information 

processed by the envisioned DLT system. Therefore, we chose an evaluation approach with a focus on 

formative and artificial evaluation methods (Venable, Pries-Heje, & Baskerville, 2016). 

 

4. DLT Prototype Construction and Evaluation 
This section describes the construction and evaluation of a DLT artefact for the EU transport emission 

monitoring case study. The aim is to demonstrate how DLT can act as a foundational layer to overcome 

the coopetition paradox among the EU member states.  

 

4.1 Prototype Design Components 

The prototype consists of two main components, the DLT network and the on-board units in the road 

vehicles. As DLT network solution, we deem a permissioned public DLT architecture as most suitable. 

In such a permissioned DLT system, all EU member states, and eligible agencies share the ownership of 

the system by distributing the network’s controlling nodes equally amongst themselves, creating 

accountability and fostering collaboration. These infrastructural network nodes maintain the system’s 

status by ordering and validating data entries and recording them permanently in the DLT system. In 

a permissioned DLT system, access to data, both for reading and writing, is brokered by the peer nodes. 

This means that writing new information sent by the client nodes (i.e., the vehicles’ distance travelled 

or fuel consumption) must comply with rules of the network, which are granted and enforced by the 

peer nodes. The same is true for requests to read data that must go through the peer nodes. Accordingly, 

a DLT system can be designed to query functions that only provide access to specific data levels, e.g., 

aggregated data (Manjunath, Soman, & Gajkumar Shah, 2018). In so doing, sensitive or confidential data 

will only be accessible to individuals with the required authorisation. Other data queries could be used 

to provide information to be reported by the EEA or other relevant environmental or statistical agencies. 

For the implementation and evaluation of a DLT based emission monitoring system, we used 

Hyperledger Fabric. Hyperledger Fabric is based on three types of network actors: (i) clients, (ii) peers, 

and (iii) orderers. Each of these actors has a verified identity within the DLT system and is in charge of 

performing specific tasks. The initial transactions are proposed by client nodes to a subset of peer nodes, 

according to so-called endorsement policies. Once this subset of peer nodes has validated the 

transaction, the client nodes submit the information to orderer nodes that reach consensus on the order 

of this transaction, thus delivering a single unique new block to all peer nodes in the system as the last 

step to update the ledger. Peer nodes hold the transaction log, i.e., the chain of blocks, as well as the 

smart contracts that automatically execute the application when correctly invoked. 

In our case, the DLT system is organised as follows: each of the EU member states and the agencies 

or institutions representing them (e.g., the Ministry of Transport), as well as European institutions (e.g., 

the EU Commission and the EEA) will own at least one peer node and one orderer node. This means 

that each country will participate in the computation and validation of transactions from the blockchain 

infrastructural layer. Differently, vehicles will be the system’s client nodes and are uniquely identifiable 

to be-long to a specific country through the national vehicle registration system. In this distributed 

system, each state or designated agency can trust each member state participating in the CO2 emission 

monitoring system, and all information is synchronised at the same time to eliminate information 

asymmetry, providing a consistent and reliable source of data. 

The other component of this system is the on-board unit of vehicles that is sending transactions 

containing vehicle and emission information. In line with the current EU on-board unit specifications 

(EUC, 2019), the required information that needs to be transferred is the distance travelled and fuel 

consumption. These specifications are used to derive the kilometric efficiency and CO2 emissions (Grant, 
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Choate, & Pederson, 2008). The on-board units upload their individual verified data after travelling a 

predefined distance directly to the DLT system to prevent potential manipulation by third parties.  

Based on the combination of public and private key, the individual vehicle can be identified, and 

only the specific vehicle can use the designated public key to submit transactions. The permissioned 

DLT system connects on-board units with specific characteristics (such as vehicle manufacturer, model, 

and fuel-type). The DLT system is receiving transactions, verifies them, and then updates the system’s 

state accordingly. This design provides a secure accountability system for recording vehicles metrics 

and transparently track performances of individual vehicles.  

 

4.2 Prototype Functional Logic 

In the DLT system, the on-board unit of each vehicle acts as individual transactive-node. To each node, 

the DLT system contains a specific state entry, as well as all successive transactions of the specific 

vehicle. This aggregated series of transactions provide a clear view of the vehicle history in terms of 

kilometres travelled and fuel consumed. In our implementation, transactions can be twofold. The first 

transaction records are travelled kilometres (KmTx transaction) and are conducted on a distance-basis, 

e.g., each 100 km. The second transaction is the gas station transaction (GsTx) that registers purchased 

fuel each time a vehicle refuels at a gasoline station (Figure 1). Each of them represents a discrete event 

containing aggregated information about vehicles’ metrics collected in respect from the previous 

transaction, i.e., 100 km travelled, or a certain quantity of fuel refuelled. Analysing the specific vehicle 

data entry is thus possible to extrapolate the total amount of travelled kilometres, total fuel consumed, 

or average fuel efficiency. In this way, the DLT system assures the consistency of data and enforces the 

monitoring rules through smart contracts. 

 
Figure 1. Architecture and sequence diagram of the emission monitoring system. 
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Figure 1 illustrates the steps of a fuel purchasing transactions. The transaction logic and procedure 

for recording fuel consumption starts in parallel to the refuelling process. After the payment, the data 

regarding the purchased litres of fuel is recorded by the vehicle’s on-board unit. To avoid that the gas 

station has to send data for triangulation separately to the DLT system, the data triangulation between 

the vehicle and the gas station is established as follows: As fuel verification requires a verification not 

only from the vehicle but also from the gas station, the two involved parties exchange a signed payload 

certificate from the vehicle (in the form of VSD=Sign(SHA256(litres, time-stamp))) to the gas station, 

and then back to the vehicle again (in the form of GSSD=Sign(SHA256(VSD))). The final step is the 

upload of the transaction data to the DLT system. Additionally, the gas station stores the information 

as proof that the vehicle confirmed that it received a certain amount of fuel at a specific time. If needed, 

that information can be triangulated with the uploaded data for detecting any manipulation or 

fraudulent behaviour. For such a system to work correctly, the gas stations must implement the 

technology to correspond with the on-board unit of vehicles. While the technology is not in place yet, 

gas station providers work already on such an infrastructure to communicate between a fuel station and 

vehicles (see (Deutsche Tamoil GmbH, 2020)). 

 

4.3 Prototype Evaluation 

We evaluated the prototype using vehicle data from the EEA database [EEA, 2020]. This database 

provides detailed information about the manufacturer, model, mass in running order (kg) and the 

specific CO2 emissions in g/km for a specific vehicle model. For our evaluation, we only used data from 

vehicles with gas combustion engines to ensure the comparability between the different vehicle models. 

Based on the specific CO2 emissions in g/km we calculated the gas consumption in l/km.  

We generated a simulated vehicle population of N = 500, in which the model is randomly sampled 

from a set of 10 different models. The script simulates the vehicle behaviour in terms of distance 

travelled and fuel consumption, which is represented by transactions, KmTx and GsTx respectively, 

that are periodically submitted to the testing DLT system. Based on the KmTx and GsTx transactions, 

CO2 emissions (g/km) are calculated using the EEA emission factor [Ntziachristos & Samaras, 2019]. The 

data of each individual vehicle is aggregated by vehicle model, and the results of the simulation data 

are displayed in Table 1. 

 

Table 1. Test vehicle volumes and vehicle type differences 

Model N Distance (km) Fuel (l) Consumption 
(l/100km) 

Emissions 
(g/km) 

Audi-A4AVANT 59 644,650 39,324 6.1 145 

Audi-Q2 55 624,350 31,218 5 119 

FIAT-500 51 555,450 27,217 4.9 116 

FIAT-500L 41 468,850 28,131 6 143 

Ford-Fiesta 48 535,500 22,491 4.2 100 

Ford-Focus 46 515,600 23,718 4.6 109 

Nissan-Micra 55 598,550 25,738 4.3 102 

Nissan-Qashqai 54 583,200 31,493 5.4 128 

Volkswagen-Golf 46 524,300 26,739 5.1 121 

Volkswagen-Tiguan 45 471,750 30,192 6.4 152 

 

Based on this simulation data, we generated the vehicle emission data. Figure 2 depicts this 

simulation data to identify vehicle types that are currently complying with the EU fuel consumption 
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efficiency standards (below the orange average line) or currently do not comply and thus will be 

charged with a penalty (above the orange average line). 

 

 
Figure 2. CO2 emission data compared to vehicle mass. 

 

The prototype automats the integration of data from the on-board units in the DLT system and 

enables the detailed monitoring of individual vehicle emissions, as well as aggregated data by vehicle 

manufacturer or by country. Countries stay in control of the data and thus of the identity of the vehicles, 

while the system will report to all nodes how many vehicles are not in compliance and the size of the 

excess penalty fee. Thereby, the CO2 emissions monitoring is enforced, while sensitive individual data 

remains protected.  

 

5. Discussion of Empirical Findings  
The proposed DLT system supports coopetition among participating sovereign member states. While 

they work collectively on monitoring and reducing CO2 emissions, and thus enhancing fair cooperation 

through transparent data sharing, the information is released externally in full respect of single vehicle’s 

privacy-rights thanks to the permissioned nature of the implemented system. As a result, the 

monitoring system provides a complete and correct record of the real fuel consumption of each vehicle 

by the manufacturer to enforce the policy-based incentive mechanisms towards the joint EU transport 

sector emission goal. Accordingly, the suggested DLT system acts as an enabler for coopetition by 

maintaining national data sovereignty and increasing trust, despite ongoing competition. The 

coordination of policy actions through a shared information base is key to achieving the shared EU 

objectives. 

 

5.1 Implications for practice 

Our system allows the tracking of individual vehicles and automates the data validation through gas 

station triangulation. The system is a significant improvement compared to the existing failure-prone 

and fragmented EU emission data management systems. The availability of close to real-time data for 

individual vehicles has several practical implications for the actor groups considered in this paper. 
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The DLT system provides regulators and policymakers with direct feedback to improve the market 

mechanism design and provide stronger incentives for reducing CO2 emissions in a coordinated and 

the most cost-effective manner. Currently, the assessment and planning of future policies are 

challenging as data quality is insufficient, and the reduced emissions predicted in certification 

procedures do not translate into actual emission savings (Fontaras et al., 2017). The insufficient data 

quality and the ‘Dieselgate’ clearly show that current legacy data management processes and systems 

do not address the existing coopetition challenges. 

In the DLT system, uniform data collection and verification methods are automated across all EU 

member states, the accountability is enhanced, and the pressure exerted by European law becomes 

stronger. Also, the pricing of more harmful vehicles could become more nuanced with an adjusted fee 

structure, instead of the fixed EUR 95.- per gram of CO2. Better data quality could allow for the design 

of new market mechanisms, in direct response to the collected data, to improve the effectiveness of 

policies and incentives the introduction of new fuel efficiency technologies. Such granular and 

transparent action is key to achieving the joint objectives of the EU climate contributions, as governance 

transparency is vital for ensuring trust and accountability (Pappas et al., 2019). 

 

5.2 Implications for research 

Often, DLT systems with their self-enforcing code are considered to achieve certainty and thus trust 

in systems executing a specific governance regime. In our research, however, the focus has been on the 

use of a DLT system in an international context to enable coopetition among sovereign actors. Based on 

the DSR methodology, we developed and evaluated a DLT prototype that illustrates the technical 

feasibility, as well as the design parameters to enforce interest alignment in coopetitive environments 

to reduce CO2 emissions in Europe collectively. 

Coopetition literature has so far only considered coopetition in networks or alliances within the 

industry. We expand this literature field by applying it at a supra-national level. In this context, DLT 

acts as a foundational technology that enables the decentralised governance and coordination based on 

shared and trusted information base layer, while providing the ability for the sovereign actors to engage 

in democratic processes and maintaining data sovereignty. Other use cases such as EBSI and the World 

Bank Climate Warehouse show the potential of DLT to overcome legacy coopetition limitations and 

highlight DLT as a foundational technology in creating innovative forms of international governance. 

By constructing and evaluating a permissioned DLT system, we add to the limited body of literature on 

permissioned blockchain diffusion (Helliar et al., 2020). 

 

6. Conclusions and Future Research  
DLT is a harmonising technology for enabling coopetition at an international level. Despite the often 

diverging and heterogeneous interests of actors, the system provides a shared information base, 

guarantees ownership and control over own data, yet enforces commonly agreed on rules across legally 

independent actors. This “trusted” data layer allows for coordinated action while maintaining national 

data sovereignty. 

 

6.1 Research limitations 

In our research, we focused on designing, developing, and evaluating a DLT prototype for emission 

monitoring on European roads. However, as DLT remains a nascent technology, more empirical testing 

is required. The developed prototype is at a proof-of-concept level, and we followed an empirical testing 

approach that in the absence of naturalistic testing relies on expert interviews with the EU Commission 

JRC to assess the robustness of the artefact and the practical use and usefulness.  
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To empirically evaluate the DLT scalability, a large-scale network of distributed nodes would be 

required. An EU-wide emission monitoring system would need to handle several million combustion 

vehicles, which raises the question of scalability of such a system. In times of high transaction loads, 

scalability limitations might potentially delay the execution of transactions (Macrinici, Cartofeanu, & 

Gao, 2018; Xu et al., 2016; Yli-Huumo, Ko, Choi, Park, & Smolander, 2016). Our general architecture is 

DLT agnostic and thus can be applied to any DLT. For the practical illustration of the DLT system, we 

used Hyperledger Fabric, which offers an ‘end-to-end throughput of more than 3,500 transactions per 

second in certain popular deployment configurations, with sub-second latency, scaling well to over 100 

peers’ (Androulaki et al., 2018, p.1). If we assume a total of 300 million vehicles, with an average annual 

mileage per vehicle of 15,000 km and an average reporting interval per vehicle of 1,000 km, this would 

result in approximately 150 transactions per second. This number will fluctuate, being significantly 

higher during rush hours and low transaction volumes during times of low traffic. The 3,500 transaction 

capacity limit provides a sufficient buffer compared to the average 150 transactions per second. Also, it 

is fair to assume that the technology will mature even further, and new DLT technologies will present 

further improvements (Glaser, 2017). 

All tests were based on Hyperledger Fabric testing tools. Thus, while we have been able to test and 

assure for the functional integrity, an evaluation of the systems latency time due to the difference in the 

size of the data uploads, or daytime related fluctuation of data submissions and thus potential 

congestions, is yet to be done. Another potential issue is that in the current implementation, the available 

ordering-service consensus algorithms are only CFT (Crash Fault Tolerant) and not BFT (Byzantine 

Fault Tolerant). While this could create a problem in other implementations, in our case, all ordering 

nodes of the permissioned public emission monitoring system are controlled by known entities such as 

the EU member states. Therefore, the likelihood that a BFT attack occurs is very low, but in general, a 

BFT algorithm would be better aligned with the idea of a platform that does not require trust. 

Lastly, another limitation of our research is that the integration into vehicles as well as gas stations 

is assumed to be possible. Therefore, the client system integration with the vehicle components for 

fetching real fuel quantity purchasing at a gas station, or travelled km, was not discussed or investigated 

in detail in our research. However, it is fair to assume that the integration is possible, given that new 

combustion vehicles now have to be equipped with on-board devices allowing for the reporting 

consumption data. Therefore, even if representing a limitation on the scope of the current work, it 

certainly does not represent an impossible barrier to overcome the problem for the implementation of a 

working artefact. 

 

6.2 Future research 

Our results illustrate that Europe-wide emission monitoring based on a DLT system is possible. As we 

have heterogeneous interests among the EU members states, even though they compete economically 

within several industries, we deem the use of coopetition as a theoretical lens as insightful to explain 

strategies and required incentive alignment among sovereign states also in other areas. DLT systems 

seem to be a solution to ensure that rules are enforced system-wide, yet sovereignty over data is 

guaranteed nationally. We theorised that DLT could become a foundational layer for enabling 

coopetition among sovereign actors at an international level. More research is needed to investigate if a 

maturing international coopetitive DLT system may lead to a new type of supranational organisation. 

We saw the first indications in our work for such a supranational layer. In line with studying new types 

of supranational organisations through the lens of coopetition, also new types of supranational 

governance models may emerge. However, as we are only at the beginning of witnessing DLT systems 

to coordinate sovereign states, more instantiations need to be researched. 
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5 Discussion 

The discussion addresses the research questions raised in this thesis (see section 1.4): 

1. What are the technology assessment criteria for a blockchain application?   

2. Which socio-technological factors influence blockchain adoption (in the Paris 

Agreement context)? 

Each of these sub-sections starts by summarizing and synthesizing the findings of the relevant 

papers to piece the individual findings together and then abstract high-level insights. The 

second part of each sub-section then discusses these synthesized results and their research 

contributions. 

 

5.1 Towards a framework for blockchain applications 
Systematic blockchain assessment 

Papers 1 to 3 develop and test a list of blockchain assessment criteria (Table 4). These criteria 

are divided into technical requirements and soft factors, further differentiated in paper 4 into 

the Technology-Organisation-Environment factors. The developed blockchain decision 

framework enables the systematic assessment and justification of a blockchain application 

towards various use cases. This framework is aimed at climate practitioners and policy-makers 

to guide a problem-centric blockchain assessment. Despite blockchain being frequently used 

as a uniform term, the papers show a significant diversity of relevant blockchain types. The 

different case analyses emphasize selecting blockchain architectures and features dependent 

on distinct case characteristics. First, it is essential to understand the case requirements before 

determining if a blockchain application is promising and what type of blockchain is most 

suitable. Paper 1 compares two specific blockchains and introduces a broader discussion 

surrounding consensus protocols, smart contracts, blockchain-based tokens, and transaction 

privacy considerations, as well as blockchain associated governance and development 

community. The developed technical requirements depend on the number of users in the 

network and the interconnection of existing and new systems. The identified soft factors reflect 

privacy regarding user identity and transaction transparency, the required data security and 

integrity and the underlying blockchain community.  

Paper 2 further develops these assessment criteria in the form of a blockchain decision 

framework. This framework enables a systematic evaluation of the use case characteristics 

through fit-considerations formulated as eight classifiers that test the general applicability of 

a blockchain, governance and data-accessibility considerations and determine the most 

suitable blockchain type. The paper further finds that the ultimate design of the blockchain 

application depends on technical design parameters and, more importantly, the consideration 

of the participating Parties' individual preferences and requirements, i.e. organisational and 

environmental adoption factors. The ongoing Article 6 rulebook negotiations highlight the 

difficulties of finding consensus in a heterogeneous and politically charged ecosystem. 

Paper 3 applies the decision framework to three different energy efficiency cases to 

validate that these factors are more universally applicable. The analysis shows that each 

blockchain application results in various potential benefits and applications, depending on the 
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specific case requirements. Depending on the case, the potential benefits are enhanced 

transparency, reduced transaction costs, elimination of information asymmetry, and facilitated 

access to finance.  In the P2P energy trading and ESCO financing cases, the technology enables 

innovative decentralised governance and organisational models, whereas blockchain 

constitutes an incremental improvement to the existing WCS system. 

Table 4 – Developed blockchain assessment criteria by paper. 

Assessment 

criteria type 

Paper 1 Paper 2 

 

Technical 

requirements 

• Administrative costs • Digital asset 

• Unit quality and information 

asymmetry 

• Immutable record 

• Number of users • Transaction volumes 

• Blockchain integration  

Soft factors 

(organisation & 

environment) 

• Identity and transaction privacy • Diverse actors 

• Data security and integrity • Trust disintermediation 

• Blockchain community • Conflicting incentives 

 • Full data transparency 

 • Network permissioning 

 

The research papers highlight the current lack of research that systematically assesses the 

problem-solution fit of a blockchain application. Pedersen, Risius and Beck (2019) conducted 

an assessment of blockchain in the context of the maritime shipping industry, noting that ‘[t]he 

application and selection of blockchain need to be carefully assessed, depending on the problem and use 

case at hand’ (Pedersen, Risius and Beck, 2019, p.1). The thesis papers expand the current 

literature by systematically assessing diverse cases in the context of the Paris Agreement. 

Current climate policy literature raises shortcoming and limitations of present carbon market 

designs but largely fails to consider innovative solutions (see e.g. (La Hoz Theuer, Schneider 

and Broekhoff, 2018; Hoch et al., 2019; Michaelowa et al., 2019; Müller and Michaelowa, 2019; 

Kinley et al., 2020)). In response to the identified problems, the research presented in this thesis 

evaluates and develops alternative approaches to inspire the design of the post-2020 

mechanism design. 

 

Blockchain uncertainties 

Paper 1 to 3 find that a blockchain application can provide a problem-solution fit and benefits 

for the considered cases. Furthermore, the papers show that the case criteria lead to diverging 

blockchain architecture designs. In most cases, a redesign of the entire market or energy 

system is required rather than just applying blockchain as an incremental improvement, such 

as e.g. replacing legacy data management systems with blockchain. Such an incremental 

blockchain adoption approach might be even detrimental in most cases, given the considerable 

trade-offs and costs of a blockchain technology application. These radical design changes will 

require time and are further complicated by the rapidly evolving blockchain space.  
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At the moment, the next version of Ethereum, Ethereum 2.0, is in the beta-testing phase 

and promises, e.g. increased scalability and lower resource costs by changing the underlying 

consensus mechanism from PoW to PoS. Also, a new category of layer-0 blockchains is 

becoming increasingly popular, most prominently Polkadot11 and Cosmos12. In contrast to 

Ethereum (or other layer-1 blockchains), which seeks to provide a general-purpose platform 

that enables a diverse set of use cases, these layer-0 blockchains stipulate that there will be 

case-specific blockchains. The layer-0 blockchain focuses on the interconnection of all these 

case-specific layer-1 blockchains. Accordingly, it is impossible to predict at this stage, which 

of the specific blockchains will be the foundational blockchain for Paris Agreement 

applications, and it might be several. For this reason, the research presented in this thesis 

remains mainly blockchain agnostic and only uses examples to illustrate what a systematic 

assessment could look like to reflect these uncertainties. Such blockchain agnostic research is 

essential given the rapid developments of this technology that can otherwise render specific 

blockchain research fast outdated. 

Also, the implementation of the Paris Agreement and particularly the Article 6 rulebook 

negotiations present uncertainties. It will first be possible to define the design parameters for 

a (blockchain) architecture once the Article 6 rulebook is finalized. Nevertheless, this research 

is vital despite the current uncertainty as it outlines an alternative design approach that can 

inspire or invigorate the discussion and potentially even the ongoing negotiations. As the 

adoption follows a bottom-up approach, co-creating a blockchain-based prototype, such as the 

World Bank Warehouse, exposes the participating Parties to this new technology and builds 

capacities. Due to the decentralized governance approach, these Parties could adopt and 

launch such an alternative blockchain-based structure bottom-up. Furthermore, it will be 

necessary to consider innovative technologies when designing the post-2020 architectures, 

given the limitations of legacy systems. Otherwise, there is the risk of only replicating legacy 

analogue systems developed over the past 20 years rather than anticipating innovative 

approaches for a digital and interconnected age ahead. 

 

5.2 Blockchains’ adoption complexities 

Blockchain co-creation 

The results of paper 4 show that most adoption drivers relate to perceived technological 

benefits, whereas most adoption barriers relate to organisational and environmental factors. 

Furthermore, the results show that questionnaire respondents with longer accounting system 

operation time were markedly more negative towards adopting a blockchain-based system, 

which was explained lock-in effects and path-dependency (Cecere et al., 2014; Spiegel and 

Marxt, 2015; Sydow and Schreyögg, 2015). The concept of lock-in stems from the observation 

that adopting a given technology led to an initial advantage over competitors, which then 

becomes dominant due to self-reinforcing processes, and creates path dependence and the 

locking out of alternative solution due to switching costs (Arthur, 1989). Such path-

 
11 More information at: https://polkadot.network/ (accessed 5 March 2021). 
12 More information at: https://cosmos.network/ (accessed 5 March 2021). 

https://polkadot.network/
https://cosmos.network/
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dependency often limits innovation to incrementalism to avoid sunk costs associated with 

existing legacy infrastructure and insufficient resources for more radical technological changes 

(Costantini and Mazzanti, 2012). In contrast, respondents with less experience in accounting 

systems expressed higher uncertainty levels and an openness to innovate and potentially 

directly leapfrog into an innovative system design. Leapfrogging to emerging technologies 

rather than replicating legacy system designs is often the only way for technology laggards to 

catch up with the status quo (Davison et al., 2000; Fong, 2009). The actor heterogeneity between 

technology lock-in and the interest to leapfrog constitutes a very complex technology adoption 

environment where both extremes need to be satisfied to adopt an innovative shared system. 

Also, the absorptive capacity differs between groups, where the ‘awareness group’ is more 

experienced and antagonistic to blockchain adoption. To make such a shared and 

decentralized system operational in the Article 6 and Paris Agreement context, both 

‘awareness group’ and ‘non-awareness group’ need to jointly build their capacities to co-create 

a system architecture that satisfied both groups requirements. O’Connor and McDermott 

(2004) emphasise the importance of innovation networks, with actors beyond the current 

adoption network, as radical innovation requires thinking outside the existing design system 

(Christensen, 1997). This research contributes to creating such an innovation network by 

combining research from the initial system, i.e. climate practitioners and policy-makers, with 

research from actors developing innovative blockchain solutions. By clearly establishing the 

problem-solution fit and outlining potential benefits and overlaps of a blockchain application, 

this research develops an alternative design to the current status quo. 

Paper 5 applies coopetition theory to a similar case example, the European Union, to 

discuss how blockchain could align the heterogeneous and sovereign member states' 

diverging interests. The paper applies the novel approach of using coopetition at an 

international level as the theoretical lens to analyse heterogeneous sovereign interests. 

Previous research on coopetition was conducted with regards to a company’s position in a 

coopetitive network (Gnyawali and Madhavan, 2001; Sanou, Le Roy and Gnyawali, 2016), 

trust as an antecedent for joining a coopetitive network (Czakon and Czernek, 2016), dynamics 

of coopetition (Pathak, Wu and Johnston, 2014; Chou and Zolkiewski, 2018; Leite, Pahlberg 

and Åberg, 2018), value creation and appropriation strategies (Ritala and Tidström, 2014), 

success factors for coopetition (Resende et al., 2018; Planko et al., 2019), as well as innovation 

outcomes (Yami and Nemeh, 2014). By applying coopetition theory towards blockchain and 

in a network of sovereign states, the paper identified blockchain as a coopetition enabling 

technology that can provide transparency and trust, clear collaborative structures, the creation 

of a ‘common playing field’ and distribution of power and control (Bengtsson and Kock, 2000; 

Planko et al., 2019). 

 

Innovation research contributions 

Generally, the complexities inherent to blockchain technology adoption are underresearched 

(Clohessy et al., 2020). Present research mainly focuses on the technological proposition of the 

technology but critically neglecting the technologies interdependence with the adoption 
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context. As a technology that both needs to be governed and creates governance, blockchain 

is characterised by high uncertainty and socio-technological complexities, which need to be 

addressed before reaping the promised technological benefits. The developed TOE framework 

expands the blockchain adoption research by incorporating the blockchain inherent 

interdependencies of technology, organisation and environment. By applying blockchain in 

the complex context of the Paris Agreement, this research illustrates the interdependence 

among the three TOE adoption factors, which is not considered in the present literature. This 

is a significant research gap, given that the organisational and environmental adoption context 

determines the suitability of a blockchain application and the technical blockchain design. 

Afterwards, the blockchain acts as a governance platform that changes all participating actors' 

organisational and environmental interactions and governance.  

Furthermore, this thesis contributes insights to blockchain adoption research in a novel 

application context by applying the research at the international or multilateral environmental 

agreements level. Current blockchain literature almost exclusively focuses on blockchain 

adoption in an individual or firm context (see e.g. (Clohessy, Acton and Rogers, 2018; Grover, 

Kar and Vigneswara Ilavarasan, 2018; Queiroz and Fosso Wamba, 2019; Reddick, Cid and 

Ganapati, 2019; Ali et al., 2020; Clohessy et al., 2020; Frizzo-Barker et al., 2020; Janssen et al., 

2020; Schuetz and Venkatesh, 2020; Wong et al., 2020)). This thesis is the first research that 

establishes the relevance of blockchain for sovereign actors who pursue joint goals in a 

multilateral and coopetitive environment. Given the growing attention towards the currently 

failing collaboration of sovereign governments towards the Paris Agreement, these adoption 

findings could inspire new research ideas and the development of alternative architectures to 

enhance transparency and trust.  

This thesis considers blockchain as a potentially radical innovation that could 

fundamentally reshape the governance of multilateral (environmental) agreements. Analysing 

and establishing the relevance of blockchain as a radical innovation in a multilateral setting is 

a novel contribution that was not covered by any previous academic literature. Radical 

innovation can be defined as launching a new direction in technology, in contrast to 

incrementalism, where progress continues along the established path (Christensen and 

Rosenbloom, 1995). This radical technology innovation leads to significant components and 

architecture changes (Henderson and Clark, 1990). In blockchain, such innovative network 

components are a distributed ledger, smart contracts, consensus network, wallets and tokens. 

In contrast to the conventional database, blockchain creates distributed or decentralized 

architectures based on a complete history immutable data history and incentivized by 

cryptoeconomics. Chandy and Tellis (2000) operationalise technological radicalness as a clear 

advance in the state-of-the-art of the current technological level, offering better functionality 

and/or performance relative to the previous product generation. 
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6 Research limitations 

Generally, innovation research is conducted ex-post, i.e. in retrospect, after radical innovation 

has taken place. Such radical innovation is then explained through an “S-curve” theory, where 

the technology evolves through a series of successive events (Foster, 1986; Utterback, 1994; 

Chandy and Tellis, 2000). The radical technology starts below the incumbent technology and 

slowly improves against it until the radical technology accelerates and intersects the 

incumbent technology to achieve disruption. This S-curve character of radical innovations 

poses several challenges for the ex-ante research of a potentially radical phenomenon in real-

time and with open-ended outcomes, which this thesis attempts for blockchain technology. 

Dahlin and Behrens (2005) develop criteria that allow the ex-ante identification of potentially 

radical technological inventions: (1) novelty, it is dissimilar from prior inventions; 

(2) uniqueness, it is dissimilar from current inventions; and (3) technology adoption and it 

needs to influence future inventions. If the invention satisfies criteria one and two ex-ante, it 

qualifies as a ‘radical invention’ (ibid, p.725), which is the case given the unique blockchain 

components and architectures. The third criterium evaluates ex-post if the technology acted as 

a critical change agent, causing a radical technological change. Given the nascent stage of the 

technology and the lack of implementation, the third criterion can only be evaluated in the 

future and will be contingent on whether blockchain technology will achieve adoption in the 

Paris Agreement context. Currently, blockchain is at an early stage of exploration and adoption 

at the public sector level (Alketbi, Nasir and Talib, 2018; Batubara, Ubacht and Janssen, 2018), 

where respective technology research is currently limited (Salahshour Rad, Nilashi and 

Mohamed Dahlan, 2018).  

Due to the lack of empirical studies, this research could only focus on the first four stages 

of the BIF, namely knowledge, persuasion, decision and implementation, and thus does not 

cover the potential technology S-curve intersection or even disruption. These challenges are 

confirmed by Dahlin and Behrens (2005), who identified the following problems related to 

measuring radical innovation: (1) the lack of measures of radicalness; (2) deciding at what 

point in time two technologies should be compared to one another; (3) finding exhaustive and 

accessible data sources that model via time-series information about actual technical 

performance; and (4) determining the varying role of performance criteria over time. These 

problems apply to the research presented in this thesis. At the beginning of this research 

project, the availability of literature was minimal. Accordingly, the initial PhD research was 

confined to methods that could be used on limited data samples given the lack of literature, 

experts and experiences. This lack of academic literature on blockchain in the Paris Agreement 

context was addressed using an argumentative literature review and combining different 

literature fields, such as environmental policy, technology and innovation.  In papers 2, 4 and 

5, consultations and questionnaires were used to receive first-hand feedback from 

practitioners and subject matter experts. However, by default, the subject matter expert 

feedback introduces a positive bias towards the technology, given their early interest in the 

technology. 
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In contrast, the limited blockchain understanding of questionnaire respondents, who are 

potential technology adopters, complicates a more nuanced analysis of adoption factors —

only 11 questionnaire respondents from a total of almost 200 national Parties claimed 

blockchain technology knowledge. The absence of Article 6 and 13 blockchain pilot 

applications further suggests that at least some of these 11 blockchain knowledge respondents 

might use insights from other blockchain applications, such as cryptocurrencies, to interpret 

the unrelated context application (Folkinshteyn and Lennon, 2016). This minimal 

understanding can misconstrue the analysis of technology functionality and applicability 

(Page et al., 2018). Consequently, the questionnaire results were only used to develop a 

coherent conceptual analysis, and the results from statistical analysis were not used given the 

limited sample size of responses.   

7 Implications for research 

In the light of the nascency of blockchain technology and the lack of empirical studies, the 

results presented in this thesis should be seen as indications of the potential of blockchain for 

the Paris Agreement. To validate these preliminary results and indications, research needs to 

expand in several ways. 

Due to the S-curve character of radical innovation, longitudinal research is needed to track 

the technology evolution and detect significant changes in the technology and the network of 

adopting organizations (Ringberg, Reihlen and Rydén, 2019). Innovation and adoption 

processes develop over time with important interactions between the past, present and future 

and should be studied longitudinally (Garud et al., 2016; Nysveen, Pedersen and Skard, 2020). 

Vargo, Akaka and Wieland, (2020) define time as an essential element of innovation, 

particularly within complex adaptive systems, with knowledge evolving and innovation 

occurring over an extended period and through multiple cycles of diffusion and 

institutionalization (Chandler et al., 2019).  

Technological radicalness is arguably the most straightforward radical innovation to 

define (Ritala and Sainio, 2014), which this thesis accomplished by outlining blockchain 

technology's unique components and architectures (Henderson and Clark, 1990). However, to 

become a radical innovation for the Paris Agreement, blockchain adoption is further 

contingent on the adoption of a ‘radical mindset innovation’ by the heterogeneous actors in 

this coopetitive environment. The challenges of attempting radical innovation in large, 

ponderous organisations are already well documented, where numerous antibody 

mechanisms exist that block and thwart the advancement of fundamentally new ideas (Lynn, 

Morone and Paulson, 1996; O’Connor and McDermott, 2004; Datta, 2016). Consequently, such 

mindset innovation can only be achieved when these antibody mechanisms and the initial high 

degrees of radical innovation uncertainty are overcome by acquiring and transforming 

knowledge (Leifer et al., 2000; Corbett, 2007; Marvel, 2012). Organization theory could be 

helpful to explore conditions that lead to horizontal (i.e., keeping existing technology and 

adopting a new mindset), vertical (i.e., keeping an existing mindset and adopting new 

technology), or diagonal adoption (i.e., adopting both a new mindset and a new technology) 
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(Ringberg, Reihlen and Rydén, 2019). Relevant organizational literature could, for example, 

explore mindset emergence (Bingham and Kahl, 2013), institutional change (Greenwood and 

Hinings, 1996), strategic change (MacKay and Chia, 2013) and organisational failure 

(Habersang et al., 2019). However, the findings of papers 4 and 5 show that a sole focus on the 

organizational level would be insufficient. Given the novel complexities and 

interdependencies inherent to blockchain adoption, the existing organisation and innovation 

theory needs to be expanded to incorporate coopetitive dynamics among a network of actors.  

Blockchain adoption in the multilateral context pose novel and unique adoption 

complexities that lead to a highly dynamic interaction between the technological, 

organisational and environmental adoption factors. The expanded version of the TOE 

framework presented in paper 4 was a first attempt to highlight and reflect such new 

interdependencies between the technological components and the adopting organizations and 

network environment. Further research is needed to investigate the conceptual case 

implications described in this thesis, which can be formulated as the following theoretical 

question: 

 

• What are the broader implications of the blockchain adoption interdependencies for 

innovation theory? 

 

Most blockchain innovation and adoption studies focus on the private sector context. 

Although public sector organisations are not entirely different from those in the private or 

voluntary sectors, there are some unique factors to consider, such as public accountability, 

institutionalised value systems and many forms of monopoly (Mitchell, 2001). Due to these 

factors, innovation pressures diverge from a private sector context and mainly relate to privacy 

concerns, political barriers, and science and technology convergence, often maintaining 

established incremental innovation (Mitchell, 2001). Only if socio-economic and sustainable 

advances required by external pressures are not met, as seen in health, education and the 

environment, radical innovation becomes the solution (Mitchell, 2001). In the Paris Agreement, 

a bottom-up collaboration among many national public sector organizations is required, 

substantially complicating the existing public sector innovation challenges described above. 

To coordinate such significant process and architecture changes in a network of heterogeneous 

actors requires a much higher level of planning, involvement and change management (Leifer 

et al., 2000; O’Connor and Veryzer, 2001). Network studies show that radical innovation can 

only be accomplished through fluid, emergent and trusted interactions (Story, Hart and 

O’Malley, 2009; Bessant, Öberg and Trifilova, 2014).  
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8 Implications for policy and practice 

Despite the nascency of blockchain technology and the lack of empirical studies, this thesis 

provides important implications for the Paris Agreement context. The research findings lead 

to novel considerations for technology adoption and implementation. Due to the need for 

dynamic and bottom-up co-creation and testing of the new blockchain architecture in a 

complex actor ecosystem, dynamic prototyping approaches for technology development and 

testing are required. Radical technology innovations are never built on a single discovery or 

invention but require frequent iterations along the development path (O’Connor and Rice, 

2001; O’Connor and McDermott, 2004).  

Schot and Steinmueller (2018) emphasise the importance of innovation policies for 

stimulating the transformation of socio-technical systems. Change encompasses all elements 

of a socio-technical system rather than just replacing the technological component. 

Traditionally, policymakers tend to stimulate the supply side to innovate new and improved 

solutions, but in the Paris Agreement, the Parties, i.e. the policymakers and users, have an 

essential role in the adoption. Policy should find ways to assist users and encourage 

experimentation and diversity (Schot and Steinmueller, 2018). These insights are combined in 

the ‘multi-agent framework’, which covers providers, users and policymakers (Windrum and 

García-Goñi, 2008). Understanding the ecosystem's social mechanisms adopting technology is 

essential as the different ecosystem agents may perceive the digital technology in diverse ways 

(Verstegen, Houkes and Reymen, 2019). The development of technological artefacts is a 

valuable tool for stimulating these agents to explore new configurations of the elements in the 

socio-technical systems (Nysveen, Pedersen and Skard, 2020).  

In the context of this thesis, the need for frequent interaction among actors is even stronger 

given the coopetitive dynamics between the heterogeneous and sovereign organisations that 

need to create a shared international environment to harmonise the diverse organisations. 

Both organisational and environmental readiness has to be in place to establish an 

international Article 6 system. Thus, as Clohessy and Acton (2019) discussed, learning from 

iterative case studies is imperative for developing the capacities needed for technology 

adoption. Even if the earlier incarnations of the technology fail, the key ideas introduced might 

significantly impact the elements and the combinations of components leading to future 

technical transformation (Dahlin and Behrens, 2005). More case studies are needed for greater 

robustness in developing insights and a consideration of their context dependency (Yin, 1994; 

O’Connor and McDermott, 2004). 

Regarding a potentially radical innovation, the literature frequently recommends agile 

development approaches for the iterative development of prototypes (Schloesser, Riesener 

and Schuh, 2017; Riesener et al., 2019; Peña Häufler et al., 2020). Cartel, Boxenbaum and Aggeri 

(2019) further propose creating ‘experimental spaces’ to stimulate institutional innovation in 

institutionalized fields where actors are generally disinclined toward novelty. These 

experimental spaces create a temporary situation between actors and an innovative solution 

to host experimental interactions and as essential loci of institutional innovation (Zietsma and 

Lawrence, 2010; Bucher et al., 2016; Canales, 2016). Participation in an experimental space 
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allows the actors to experiment with prototypes, learn from their failures and iteratively 

develop effective solutions before demonstrating the solution to the broader institution 

(Canales, 2016). Accordingly, setting up such experimental spaces can support the informal 

interaction between the relevant Paris Agreement actors. The World Bank Warehouse 

constitutes such an experimental space, where several national and non-state actors are testing 

and co-creating a blockchain-based architecture (World Bank Group, 2019). 

At the same time, the blockchain space is driven by open innovation. Such open 

innovation can provide an inflow of knowledge to accelerate internal institutional innovation 

(Laursen and Salter, 2006). The open innovation effectiveness depends on knowledge 

acquisition and knowledge sharing capabilities (Cheng, Yang and Sheu, 2016; Shi and Zhang, 

2018). Openness can be conceptualized as breadth, i.e. the number of external sources of 

knowledge or information used by the institution, and depth, i.e., how an institution 

cooperates with specific partners in its innovation activities (Mina, Bascavusoglu-Moreau and 

Hughes, 2014). Accordingly, the collaboration between Paris Agreement actors, and external 

actors from the blockchain space, needs to be maximized to increase network breadth and 

embeddedness significant for radical innovation (Lyu et al., 2020).  
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