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Summary
Causal graphs are models that can be used for plantwide diagnosis of chemical process
systems as extensions to existing alarm management. For safety-critical applications,
valid and reliable models become crucial for producing trustworthy diagnoses.

As part of this dissertation, a method is proposed for validating the causal structure
of Multilevel Flow Modelling models. Previous relevant published literature for the Mul-
tilevel Flow Modelling (MFM) method is reviewed, and on this basis the first method for
quantifying MFM model validity has been proposed. A set of rules are proposed based
on the understanding of the model causality. The rules can be used for testing, com-
paring and revising the models to improve the validity of the structure. The prediction
accuracy metric is used for measuring the correspondence of the tested model behaviour
to a validation set. The metric can be used for different model parts to identify which
parts require revisions to improve the model.

A method is proposed for causal analysis based on reviewed methods applied to pro-
cess systems. Unlike the majority of methods, the proposed method aims to provide a
high level of transparency of the results, given the application is safety related. For this
reason, the method, unlike the majority of previous approaches, simulates the system
with process condition uncertainty, and applies interventions of varying magnitude to
observe effects. The method, is to the knowledge of the author the first to use Monte
Carlo Simulations for causal analysis of process systems combined with uncertainty and
sensitivity analysis for assessing the robustness of the analysed results.

The methods for causal analysis and validation were applied to a high-pressure sepa-
ration system. Based on a causal analysis, the MFM model validity has been quantified.
The quantification has been used for revising the model to improve the quantified va-
lidity by almost 100 %. The robustness of the analysed causality was evaluated for a
defined process window by applying uncertainty and sensitivity analysis methods. The
causal analysis method enables verification of the results’ robustness, and the analysis
showed that the majority of the results are robust. The analysis further showed that
linear sensitivity analysis methods can be insufficient for process systems that exhibit a
nonlinear behaviour. In addition, the deterministic system behaviour inferred by Mul-
tilevel Flow Modelling was found to oversimplify the behaviour of the physical system.
Identifying subsets of the process window where the system exhibits a deterministic be-
haviour has therefore been proposed, such that a single MFM model does not represent
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the entire process window, but multiple models represent different subsets.

When revising models to improve one model part, the reasoning from other model
parts is influenced and suboptimal models are thereby produced. To address the issue
of producing suboptimal models, it has been proposed to simulate various failure modes
using Morris screening. The risk of each simulation can then be ranked for prioritising
certain model behaviour. It was also proposed to evaluate the performance of causal
graphs by inferring causes for simulated faults. For this purpose, the simulations of
different failure modes should be diagnosed by the MFM model, although this and the
ranking has not been proven as part of the dissertation.

By emulating a fault on physical pilot plant for produced water treatment, the diag-
nostic performance was evaluated of an MFM model by assessing whether the correct
cause was inferred or not. The study, however, showed that the model may produce
more potential causes than the number of alarms used as model input, hereby increas-
ing the amount of information. A subjective method was thus proposed for assessing
whether alarms were plausible for each inferred cause. In this way, the actual fault could
be identified as the cause by using the model for diagnosis.



Resumé
Kausale grafer kan benyttes til diagnosticering af kemiske processystemer i forlængelse
af alarm håndteringssystemer. Til sikkerhedskritiske applikationer er valide og pålidelige
modeller vigtige for at kunne diagnosticere pålideligt.

Som en del af denne afhandling, foreslås en ny metode til validering af den kausale
struktur i Multilevel Flow Modelling (MFM) modeller. Tidligere publiceret og relevant
literatur vedrørende Multilevel Flow Modelling metoden gennemgåes, og på basis af
dette foreslåes en valideringsmetode. Et regelsæt er foreslåes på baggrund af den kausale
forståelse af og teori for Multilevel Flow Modelling metoden. Reglerne kan benyttes til
at teste, sammenligne of revidere modellerne for at forbedre den kausale strukturs va-
liditet. Et simpelt mål introdueres til at måle i hvor høj grad kausaliteten af den testede
model stemmer overens med kausaliteten fra et valideringssæt. Målemetoden kan måle
nøjagtigheden af forskellige dele af model, for at kunne identifecere hvilke dele som bør
revideres.

En ny metode til kausal analyse af kemiske processystemer foreslåes baseret på
tidligere benyttede metoder. Modsat størstedelen af tidligere benyttede metoder, er
målet med den foreslåede metode at tilbyde gennemsigtige og nemt forståelige resultater
da applikationen er sikkerhedsrelateret. Af denne årsag, simuleres systemet under pro-
cessbetingelser tillagt usikkerhed og systemet exciteres ved varierende størrelsesorden
for at kunne observere effekten. Modsat eksisterende metoder benyttes usikkerheds- og
følsomhedsanalyse til at vurdere pålideligheden af resultaterne fra den kausale analyse.

Metoderne til kausal analyse og model validering benyttedes på et højtrykssepera-
tionssystem. Baseret på den kausale analyse, var det muligt at forbedre nøjagtigheden
af MFM modellen med næsten 100 %. Valideringen viste at kompromisser er nødvendige
mellem forskellige dele af modellen, da revideringer af en del har inflydelse på andre dele.
Det var yderligere muligt at vurdere pålideligheden af resultaterne fra den kausale anal-
yse, hvoraf størstedelen fremstår pålidelige. Da processystemer ofte udviser en ulinear
opførsel, viste det sig ifølge analysen, at det er nødvendigt at tage dette i betragtning ved
en følsomhedsanalyse. Kausale grafer som kun kan beskrive en deterministisk opførsel
viste sig at oversimplificere systemets opførsel. Dermed identificeredes et behov for
mulige udvidelser af MFM metoden så den eksempelvis er betinget af systemets proces-
betingelser eller størrelsesordenen af systemets afvigelser.

For at addressere et kompromis ved revidering af modellen mellem forskellige mod-
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eldele foreslåes det at simulere forskellige systemfejl ved brug af Morris screening meto-
den. Risikoen evalueres for hver simulering af systemfejl som herefter rangeres. En
given modeladfærd eller modeldel kan dermed prioriteres ud fra den rangerede system-
fejl. Yderligere foreslåes det at evaluere modellens evne til at udlede årsager til forskellige
systemfejl. Til dette formål bør de simulerede systemfejl diagnosticeres med MFM mod-
ellen. Denne evaluaring, kombineret med rangeringen af systemfejlene, er ikke foretaget
som en del af denne afhandling, men er blot præsenteret og diskuteret på et konceptuelt
niveau.

En enkelt applikation af en emuleret fejl på et fysisk pilotanlæg til vandbehandling,
viste at en MFM kan identificere den korrekte systemfejl. Studiet viste også at en
model producerer flere potentielle årsager end det benyttede antal alarmer, hvormed
informationsmængden til operatøren øges. En subjektiv metode foreslåes dermed som
vurdering af hvorvidt hver enkel alarm er plausibel for de udledte årsager. På denne
måde, kunne den rigtige årsag identificeres blandt adskillige årsager, ved brug af den
kausale MFM model til diagnosticering.
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Symbols

Variable Unit Description

α Step change
β % Step reponse
σ Standard deviation
ψ Polynomial function
A Endogenous variable accuracy of the R paths
Ā Accuracy of variable or model
b Regression coefficient
c Variable for severity assessment
Cj,q,r Binary MFM and validation set comparison matrix
clow Lower severity criteria threshold
chigh Upper severity criteria threshold
d Change detection sample
Ej [⋅] Mean
Fj,q,r QTT matrix of MFM propagation path states
H Process conditions
H0 Null hypothesis
H1 Alternative hypothesis
i Simulation index
ĩ Method parameter evaluation index
j Endogenous variable index
J Number of endogenous variables
k Time series sample index
Llow Lower causal dependency threshold
Lhigh Upper causal dependency threshold



x Symbols

Variable Unit Description

m Input parameter index
M Number of input parameters
Ñ Number of evaluations of method parameters
p bar Pressure
P Probability
Plow Lower probability criteria threshold
Phigh Upper probability criteria threshold
P + Probability of dominant response for a high state step change
P − Probability of dominant response for a low state step change
q Exogenous variable index
Q Number of exogenous variables
r Propagation path index
R Number of propagation paths
R (d) Residual at sample d
R2 Coefficient of determination
s Polynomial coefficient
Sj Qualitative state parameter
S∗j Sobol’s first order sensitivity index
S̄+ Dominant state for a high state step change
S̄− Dominant state for a low state step change
S̃ State parameter for method evaluation
SRC Standardised Regression Coefficient
t s Time
T ○C Temperature
te s Time interval end time
tlow s Lower time criteria threshold
thigh s Upper time criteria threshold
ts s Time interval start time
Varj [⋅] Variance
Vj,q QTT validation set matrix
Xm,i Sampled simulation input parameters
yi,j,k Simulation output (time series)
ȳresponse Mean of time series in response interval
ȳstable Mean of time series in stable interval



Acronyms
AC Autocorrelation
AE Algebraic Equations
AR Autoregressive
CCF Cross-Correlations Function
CD Change Detection
DAE Differential Algebraic Equations
DD Differential Dependency
DE Differential Equations
DTE Discrete Transfer Entropy
FMEA Failure Mode and Effect Analysis
FTA Fault Tree Analysis
GC Granger Causality
HAZOP Hazard and operability study
MA Moving Average
MFM Multilevel Flow Modelling
MLP Multilayer Perceptron
MLPC Mulitple Local Property Correlation
NN Nearest Neighbors
OAT One-factor-at-a-time
PC Probabilistic clustering
PD Probability Distribution
PI Probabilistic Independence
P&ID Piping and Instrumentation Diagram
TD Temporal Dependencies
TE Transfer Entropy
TTE Trend Transfer Entropy
SA Sensitivity analysis
SC Similarity Coefficient
SCM Structural Causal Model
SDG Signed Directed Graph
SEM Structural Equation Model
SOP Standard Operating Procedures
QPT Qualitative Process Theory
QTT Qualitative Trend Table
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Glossary
Alarm An alarm is a means of indicating a equipment malfunction, a process deviation,
or an abnormal condition to the operator that requires a response. Alarms are the result
of limit checking.

Causal direction The causal direction is from a cause to an effect. If A is a cause and
B is an effect, then the causal direction is from A to B.

Causal graph A causal graph is a graph of variables, functions or events that are
connected by causal relations.

Causal influence The causal influence is defined here, as the sign (high/normal/low
or positive/constant/negative) of a response of an effect to the sign (high/low or posi-
tive/negative) of a cause.

Causal strength The causal strength is the ratio between the magnitude of the cause
and the effect size.

Design space A design space is a set of sampled variables that are evaluated in experi-
ments.

Effect size Effect size is the magnitude of an effect.

Endogenous variable Endogenous variables are process variables or computed variables
that cannot be directly manipulated but only observed.

Exogenous variable Exogenous variables are parameters of e.g. actuators that can be
actively manipulated.

Failure A failure is a permanent loss of a function and is the result of a single or
multiple faults.

Fault A fault is an abnormal condition. It may cause loss of or a reduction of functional
capability. Faults may develop into failures.

Function A flow function is functional primitive used for building Multilevel Flow Mod-
elling structures. Flow functions are qualitative representations of how physical mecha-
nisms are intentionally used for realising functions.



xiv Glossary

Flow function A flow function is functional primitive used for building Multilevel Flow
Modelling structures. Flow functions are qualitative representations of how physical
mechanisms are intentionally used for realising functions.

Method parameter Method parameters refer to the parameters of a method whose
values must be chosen. For optimisation methods this would include an initial guess and
constraints.

Model evaluation Model evaluation is the process of assessing or measuring the per-
formance of a model for a single or multiple applications.

Model behaviour The behaviour of a model is something that can be observed from
the model as an output from an input.

Model structure Models are built from physical components, equations or relations
that make up the model structure.

Model validation Model validation is the process of assessing the model fidelity by com-
parison to the physical system, object or phenomena to measure the degree of similarity.

Multilevel Flow Modelling Multilevel Flow Modelling is a functional modelling method-
ology that can be used to reason about changes to energy or mass balances of process
systems.

Objective Methods are considered increasingly objective with an increasing number of
individuals that can independently derive the same model or information from the same
method.

Process conditions The process conditions are a defined range for a set of process
variables.

Process state A process state is loosely defined here, as a process behaviour that can
be distinguished from other types of process behaviour in the same system based on the
process variables. As an example, a separation process can be operated at a low pressure
or a high pressure within a defined process window. A process state can be stationary,
although it is not mandatory. A transient state defines a change between process states
and is not stationary.

Process window A process window is a defined range for process variables, wherein, a
system is operated to produce something that meets a set of specified quality requirements.

Propagation path A propagation path is a sequence of causally ordered events similar
to a causal chain. The path has been inferred or predicted by propagating evidence
throughout a graph.

Robustness Robust parameters or models have a low sensitivity.
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Sensitivity Sensitivity is the uncertainty (variation) of the model output to uncertainty
of the model input. Sensitivity analysis aims to identify the individual inputs that con-
tribute to uncertainty in a specific output.

Subjective Methods are considered subjective when individuals cannot independently
replicate the same model or information from the same method.

Uncertainty Uncertainty is the result of assumptions and lack of knowledge, data
or information. Methods exist for quantifying uncertainty or evaluating models where
uncertainty is present. Uncertainty analysis is the process of evaluating the variation of
the model output when variation is propagated from the model input to the model output.

Validation set A validation set contains the data or information which the model
validity will be assessed from by comparing the model output to the validation set.

Qualitative Trend Table A Qualitative Trend Table (QTT) is a table that describes
the influence of exogenous variables on endogenous variables. The influence between two
variables is listed as a qualitative state low, normal or high.

Qualitative proportionality Two random variables X and Y are qualitatively propor-
tional if their qualitative states are proportional.
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CHAPTER 1
Introduction

Anomalies and upsets of process systems are major causes of accidents and injuries. Ev-
ery year people are injured, equipment is harmed and the environment suffers as a result
of accidents on chemical process plants. In the period from 2012 to 2017, the offshore
oil and gas industry in the UK had 1950 dangerous occurrences; which are infrequent
incidents with a high potential to cause serious injury or death [32]. A result of these
occurrences were 525 injured workers, of which 5 died, and 525 hydrocarbon releases
(oil spills) to the ocean. The annual breakdown of dangerous occurrences, injuries and
hydrocarbon releases in the UK is shown in Figure 1.1.
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Figure 1.1: Dangerous occurrences, injuries, and hydrocarbon releases in the offshore
oil and gas industry in the UK [19].

Anomalies can put great stress on control room operators seeking to alleviate or
mitigate the potentially dangerous situation, as the difficulty of analysing and operating
the system increases with system complexity. Larger and more complex systems are
becoming more widespread. Systems also become more interconnected as a result of e.g.
material and energy recycling and as digital, electrical and mechanical technology are
being increasingly integrated to perform highly advanced processes. As a result, the task
of operating such process systems becomes increasingly difficult. With increasing system
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complexity, the interfaces and control rooms increase in complexity typically leading to
an increased amount of available information. This, however, does not necessarily make
the task of operating such systems any easier.

1.1 Alarm management
Alarms are the current standard practice for informing operators about anomalies and
upsets. Alarms are a symptomatic way of providing insight into which parts of the
process system the operation is unsafe. Alarms are annunciated when the operation is
exceeding thresholds that determine a window of safe and sound operation. Systems
such as the 800xA DCS for alarm management from ABB shown in Figure 1.2, provides
a standard interface to handling alarms. As defined thresholds for alarm levels are
exceeded, the corresponding alarms are annunciated, and they appear in the alarm list.
The operators must then either acknowledge alarms and act or suppress alarms if they
are irrelevant.

Figure 1.2: Alarm list from the System 800xA DCS Alarm Management from ABB
[1].

Operators must interpret the alarms to diagnose the situation and either infer what
has caused the situation or how the operation can be brought to a safe state. However,
numerous issues in alarm handling commonly arise such as alarm chatter, false alarms,
missed alarms and alarm floods. Often an alarm is accompanied by a large number of
other alarms elsewhere in the process system as anomalies propagate up- and downstream
throughout the system. A single event can therefore produce several alarms throughout
a system. An alarm flood is defined as minimum 10 annuciated alarms in a period of 10
minutes per operator [6]. Alarm flooding overloads the operator with information and
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therefore makes it very difficult to understand the situation. The ANSI/ISA 18.2-2016
standard defines a limit of maximum ten alarms per one hour per operator, although
this limit is often breached by hundreds and, in rarer cases, thousands of alarms [37, 40,
6]. Investigations have shown that plants in the oil and gas industry and power plants
on average can have more than thousands of alarms per day, and 6-8 alarms per 10
minutes, which exceeds that of standard practices on alarm management [25]. These
alarm issues make it difficult and stressful for operators to analyse situations of complex
and safety-critical systems to avoid dangerous occurrences. In several major historic
accidents either alarm floods, false alarms or missed alarms have been a factor in the
development of the catastrophe [25].

For this reason, standards and guides have been developed to aid the design of alarm
systems [37, 6]. A key aspect of these standards is to simplify and limit the amount
of information produced by the alarm system, to provide only the crucial and relevant
information required for analysing or understanding the current situation.

The common understanding of alarm management has been to implement fixed
thresholds. An alarm is annunciated once a threshold is exceeded by a process variable.
The alarms are symptoms of something occurring or having occurred, and are used by
operators diagnose situations. The operators use the alarms to identify root causes of
the current situation, to determine the severity of the situation, and how to mitigate
the situation. The time required for an operator to analyse an abnormal situation de-
pends on the experience and knowledge of the operator. As mentioned previously, alarm
floods, chatter and missed alarms make it even more difficult for operators to analyse a
situation reliably.

Attempts to simplify the task of operators, or to aid with decision support include
alarm rationalisation, alarm grouping, and diagnosis. These three approaches can all
be claimed to reduce the number of alarms presented to operators while also providing
information that is easier to analyse. The diagnostic approach, being the least adopted
approach in the industry, holds great potential, by automating the analysis of abnormal
situations for decision support to the operators.

This dissertation focuses on supporting reliable diagnostic decisions for control room
operators. A method for analysing plant-wide alarms is identified and applied in this
thesis, to automatically provide operators with diagnostic information. The primary fo-
cus of this thesis is, however, on the key aspect of safety-critical systems: reliability. The
dissertation focuses on ensuring that diagnostic decision support will not compromise
system safety. In the following, a suitable diagnostic method is identified for plant-wide
decision support from alarms.

1.2 Diagnosis
Diagnostic models and algorithms can be used for automating the process of diagnosing
faults to identify the root cause. The aim is to provide either the control system directly
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or the operator with a reliable and fast diagnosis.

Diagnostic approaches have been categorised by Venkatasubramanian et al. [82] as
either quantitative, qualitative or process history-based, all with various subcategories
as shown in Figure 1.3. Apart from Venkat Venkatasubramanian other prominent con-
tributors to the field of plant-wide diagnosis include Nina Thornhill, Fan Yang and Sirish
Shah who have all provided overviews of diagnostic methods [18, 81].

Figure 1.3: Overview of diagnostic methods [82].

As safety may be difficult to quantify and express, some of the most widely used meth-
ods in the industry for assessing the safety of systems include Fault Tree Analysis (FTA),
Failure Mode and Effect Analysis (FMEA), and Hazard and Operability Study (HAZOP)
which are strictly qualitative methods and often mandatory by industry-specific regula-
tions.

Qualitative models typically rely on a priori knowledge of process systems to a higher
degree than quantitative models. They are in general faster to produce, and often execute
faster once implemented. However, they are generally more imprecise in predictions
and provide a low amount of or no quantitative details. On the contrary they may
provide context. Qualitative models enable a priori information such as plant topology
or operator knowledge to be exploited to a higher degree in model building than does
quantitative models.

For diagnosis of plant-wide oscillations Duan et al. [18] has identified Signed Directed
Graphs (SDG), Multilevel Flow Modelling (MFM) and Adjacency Matrices as qualita-
tive and model based approaches. These approaches are causal graphs except for the
adjacency matrix which represents the graph in matrix form. Related to these methods
are also Bayesian Networks, which in addition provides a probabilistic analysis. Causal
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graphs are a formalised way of representing the causality of systems and such graphs
have been widely applied for plant-wide diagnosis. Methods such as FTA, FMEA and
HAZOP are based on qualitative and causal knowledge of a given process system. They
seek to describe effects of failures, and potentially also any subsequent effects. By using
causal and graph-based models for diagnosis, the model can be built from safety-related,
causal and qualitative knowledge that is mandatory by regulation when using methods
such as FTA, FMEA and HAZOP. The knowledge is acknowledged as suitable to ensure
a safe thereby providing a great starting point for building reliable models.

Signed directed graphs are networks of nodes that are causally connected through
arcs. These arcs can have either a positive or a negative influence, dependent on how
one node affects an adjacent connected node. The arcs represent causal relations be-
tween nodes, and the nodes typically represent physical components, events or alarms.
The graphs are capable of propagating qualitative evidence, which can be alarm states,
throughout the graph to perform a diagnosis. Numerous diagnostic applications of SDG
can be found throughout the literature. Based on an SDG model of a generator Yang,
Xiao, and Shah [94] has produced explanations for faults in the form of propagation paths.
In addition SDG has been used to analyse a tailings pumping process [92], failures in
a distillation unit of a refinery [24], and numerous individual faults on the Tennessee
Eastman process [59, 61].

An example of causal and graph-based inferences that also includes quantitative
model information is an implementation of a directed acyclic graph based on conditional
probabilities. The graph is used for predicting faults based on the conditional proba-
bility of alarms being related [14]. The implementation is similar to those of Bayesian
Networks, which also include conditional probabilities, and thus also contains quantita-
tive information. Bayesian Networks have gained wide acceptance as causal models and
are similar to SDG used for diagnosis.

Multilevel Flow Modelling (MFM) is a causal and graph-based approach in addition
to being a functional modelling method. It is based on concepts from qualitative physics
and relates system goals, structures and functions in hierarchies. The categorisation
of Figure 1.3 thus falls short. MFM provides an ontology of generalised semantics for
modelling process systems. The semantics can be used for describing and communicating
the causality of process systems between functions, structures and goals which directed
graphs, such as SDG or Bayesian Networks cannot. In addition, it contains a set of
generic rules for reasoning about changes that are specific to process systems and based
on the functional semantics, which other causal graphs do not provide.

MFM models are built solely from qualitative information and can be used for in-
ferring causes and consequences of system changes based on qualitative inputs. The
qualitative inputs can, however, be derived from quantitative process data. MFM was
first used for online diagnosis of a power plant and a nuclear power plant by Larsson,
Öhman, and Calzada [52] and Larsson [51]. Larsson claimed that MFM is capable of
diagnosing correctly immediately after alarms are received, with inference executions of
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less than a second even for large models and that MFM can diagnose correctly despite
multiple independent root causes occurring simultaneously. In addition, Larsson claims
that the inferences are independent of time, and that the order of arrival of alarms does
not influence the diagnosis of his implementations of MFM. Later, Hu et al. [38] used
MFM to perform HAZOP for identifying fault propagations offline. Subsequently, these
propagations were used for building a Bayesian network that was used to perform on-
line diagnosis on a simulated petrochemical system. The study by Nielsen et al. [65] in
Chapter C2 showed that MFM was able to identify the root cause when emulating a
failure mode on a physical pilot plant for produced water treatment. However, the study
also identified that MFM may produce even more candidate root causes than alarms.

Multilevel Flow Modelling is a method with prior successful applications for particu-
larly offline but also online diagnosis of process system alarms. In addition, it provides
a semantic foundation specific to modelling and reasoning about the behaviour of pro-
cess systems unlike other causal graphs. This dissertation will focus on assessing and
enabling Multilevel Flow Modelling to be reliably applied for process system diagnosis.
In the following, the theoretical foundation of the Multilevel Flow Modelling method
will be presented.

1.3 Multilevel Flow Modelling
Multilevel Flow Modelling is a functional modelling methodology. MFM provides an
ontology, for modelling the functions and goals of process systems. The models, in
combination with a rule base, can be used as a knowledge-based approach for carrying
out inferences. The inferences explain how changes to functions can be caused by other
functions, or how the changes may cause other functions to change. MFM can, therefore,
perform abductive (from effects to causes) and deductive inferences (from causes to
effects). MFM can thus be applied for both diagnosis and prognosis.

Inferences in MFM are based on the qualitative states low low, low, normal, high and
high high. The model input is therefore similar to alarms. The models consist of flow
functions that represent functional intentions of the system. When inferring, qualitative
states are provided as an input to flow functions. The input is then used to propagate a
sequence of states through connected flow functions. The inferred sequence is the output
and is referred to as a propagation path. An inference may produce multiple possible
propagation paths that represent the model behaviour, and thus no particular inference
is conclusive. No single propagation path can be considered as the single correct path
without any further analysis from other evidence. This makes MFM a great basis for
combination with numerical and detailed diagnostic methods. This fact has already
been used previously by using MFM to produce Bayesian Networks for a probabilistic
system analysis [43], by combining MFM with an Artificial Neural Network for diagnosis
[63], by producing other models for risk monitoring [97], and by combining MFM with
numerical simulations to produce system state explanations [29, 26].
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MFM has been applied for various purposes counting online diagnosis, alarm anal-
ysis, risk analysis, process analysis, counter-action planning, visualisation and design
of human-machine interfaces. For these purposes, MFM has in general been applied
to complex and safety-critical systems which include various processes of nuclear power
plants, power plants, offshore oil and gas production and produced water treatment, oil
refineries, wastewater treatment, a pulp and paper boiling plant, a fuel injection system
of a rocket launcher and a distillation system. An overview of these applications and
purposes has been provided by Heussen and Lind [33].

MFM models are built from process knowledge from experts, operation manuals,
control logic diagrams and P&IDs which makes MFM models fast to produce. It is a
graph-based approach, for modelling how the functions and goals of process systems
are causally dependent. The functions of the system are modelled in an abstraction
hierarchy between a means-ends and a parts-whole abstraction. The system goals and
objectives are the high-level information of the models. Different levels of the goals exist.
The top-level goals are the reason why the system was built and designed. An example
could be to produce electricity. The lower-level goals are what realises the higher-level
goals.

Models can be detailed and focus on many parts of the system or general and focus
on the whole. The more detailed, the more lower-level goals, functions and components
are included. The high-level goals focus on the whole, the goal of the entire system.
The low-level goals focus on the parts, which are the goals of the individual parts and
subsystems of the whole system. The goal level is the ends. It is what the system is
designed to achieve.

When designing systems, a heat exchanger is an example of a physical components
that is used for realising the function of cooling to achieve a certain goal. The physi-
cal system’s relations between goals, functions and structures make up the means-ends
abstraction. These relations are decomposed in a parts-whole abstraction by modelling
the system on a general or detailed level. The level of detail of the model can, however,
be varied based on requirements, such that functions of functions and so on can be mod-
elled. In this way, either simple high-level models of the whole system can be produced,
or detailed models including individual parts of the system.

MFM provides a set of flow function primitives that represents physical processes on
a functional level. These primitives include a source, transport, storage, balance, barrier
and sink as shown in Figure 1.5. In the remainder of this work, functions will refer to
intentionally designed and intrinsic functions of systems, whereas flow functions refer to
the function primitives of MFM that can be used to model the functions of systems.

The source and the sink represent the boundary conditions of the model. These
flow functions represent the input and output of mass from the system and are similar
in representation to the storage flow function. The storage flow function represents a
reservoir containing mass, that can be maintained, depleted or filled up. The transport
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Figure 1.4: Abstraction hierarchy of MFM models.

BarrierStorage SinkSource Transport Balance

Figure 1.5: Flow function primitives.

flow function represents the physical displacement of mass between storages, sinks and
sources. A balance flow function represents a material balance between two or more
flow functions. Unlike a storage, mass does not accumulate in a balance. Therefore if
the state of one flow function changes, the balance can represent the redistribution of
mass to maintain the mass balance and avoid any accumulation. A barrier flow function
typically represents a transport flow function that is incapable of displacing mass, unless
the flow function fails, in which case material will be transported. This flow function is
typically used for modelling the safety function of a system, which could be provided by
a pressure safety valve (PSV).

Flow functions are connected through causal relations. The causal relation defines
how a flow function can change the state of an adjacent flow function or be changed
by an adjacent flow function. Any directly connected flow function, is an adjacent and
neighbouring flow function, whereas indirectly connected flow functions are connected
via intermediate flow functions. A flow function must be directly connected to a mini-
mum of one flow function through a causal relation. In general, two different types of
relation primitives exist: a participant and an influencer relation. In addition, a set of
means-end relations exist that are causally identical to the participant relation, but all
have different semantic meanings. The relation primitives are shown in Figure 1.6.

MFM can represent both the mass and energy of process systems. MFM distinguishes
mass and energy as two separate entities. Functions of an MFM model are grouped in
what is referred to as flow structures. A flow structure is either related to the mass flow
or the energy flow of a system’s functions. The mass or energy can be modelled as either
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Participant Influencer

Producer Maintain

MediateSuppress

Destroy

Producer-product

Inverse producer-product

Figure 1.6: Relation primitives.

a single independent structure or as multiple structures that depend on each other.
The flow structures represent the functionality of different components, subsystems

and functions of the system. On a high level, a cooling system transfers energy from
one stream to another, but on lower levels, the system relies on heat exchangers, pumps
and valves. The energy transfer of the cooling system can be represented in an indi-
vidual flow structure. Similarly, the mass flow of the cooling medium and the process
medium can be modelled in an individual flow structure. On lower levels, separate flow
structures for pumps and other supporting functions can be included. The dependency
between these flow structures is modelled with means-end relations. The abstraction
level of goals, flow functions and flow structures is what provides both the parts-whole
and the means-end abstractions.

Goals and functions are key to MFM models. The key principle is to determine
the ultimate purpose or goal for the system, and any lower-level functions or goals that
support the high-level goals. As the method is causal and can be used for inference,
this makes it possible to determine how the deviation of certain functions influences the
achievement of goals, lower-level or higher-level functions. From a safety perspective,
this is very crucial to evaluate the functionality and the safety of process systems. The
functions are related to components, such that process deviations of any function of the
system can be related to actual and physical components that are used to maintain a
safe process.

Every single flow function can attain a state. By default, the state of all flow functions
are normal given the mass and energy balances are satisfied. The input for inferences
is state changes of flow functions. In general, a flow function can attain either of the
following qualitative and discrete states: low low, low, normal, high or high high. These
states are typically based on alarm states, although this is not a requirement. The states
are a generalisation of the process behaviour.

The relationship between two adjacent flow functions is deterministically defined by
the type of causal relation and the type of flow function. Based on the relation and
flow function types, a set of rules is used for producing inferences [99, 100]. A single, or
multiple state changes of flow functions, can be used for an inference. The rules define
the outcome of the inference for which MFM uses a reasoning engine, to search for viable
inferences. The inferences can either use the state changes, referred to as evidence, to
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perform an abductive search for possible causes of these state changes, or it can perform
a deductive search for possible consequences. A prognostic inference example of conse-
quences from an alarm is shown in Figure 1.7. The example shows an alarm that is
propagated along the orange path to an objective somewhere else in the model (system).
This path is only one among multiple inferred paths. The path explains how the flow
function’s state, can influence the rest of the system. The sequence of flow functions
that lie on this path is the propagation path.
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Figure 1.7: Example of prognostic inference from an alarm.

1.3.1 Reasoning with MFM
MFM requires an input to perform reasoning as shown in Figure 1.7. The input is
a qualitative state of a flow function. Alternatively, multiple states of multiple flow
functions can be used as an input. In Figure 1.8 the qualitative state high is provided
as a model input to the flow function tra2. This means, that the mass balance in the
system has been disturbed, and that we have detected a high transportation of mass in
the flow function tra2, which could be a high flow rate of liquid.
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INPUT

MODEL

tra2:HIGH

Figure 1.8: Example of MFM model input for reasoning.

The flow function tra2 can be used to identify any cause with abductive reasoning
or any consequences with deductive reasoning. A set of rules are used to determine
which flow functions can either cause the change of the flow function tra2 or which flow
functions can change as a consequence of the state change of tra2. The rules define how
flow functions can change or be changed by other flow functions based on the type of
flow function, the role and the type of relation. A set of rules exist for all combinations
of flow functions, relations and roles. In Tables 1.1 and 1.2 the cause and consequence
rules for reasoning from a storage to a transport are shown.

Storage input state Relation Transport output state

Low Low
Low Normal
Low High

Low Normal
High High
High Normal
High Low

High Normal

Table 1.1: Consequence reasoning rules from a storage’s input state (green) shown in
the first column. The relation, role and functions are shown in the second
column and the output state of the transport is shown in the third column.

For the example shown in Figure 1.8, the rules can be used to find all possible causes
that are shown in Figure 1.9. A number of paths are produced that trace the input
to all possible causes by propagating the input through all relations that according to
the rules allow propagations. For those rules that do not allow any propagation, the
connected state of the connected flow function will remain normal.
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Storage input state Relation Transport output state

Low High
Low High
Low Low

Low Low
High Low
High Low
High High

High High

Table 1.2: Cause reasoning rules from a storage’s input state (green) shown in the first
column to a transport. The relation, role and functions are shown in the
second column and the output state of the transport is shown in the third
column.

MODEL

OUTPUT

Path 1: tra2:high? tra3:high

Path 2: tra2:high? sto1:high? tra1:high

Path 3: tra2:high? sto1:high? tra4:high? sto2:high? tra5:low

Path 4: tra2:high? tra5:low? sto2:high? tra4:low? sto1:low? tra1:low

Causes

Figure 1.9: Example of MFM model output from cause reasoning from the flow func-
tion tra2. The highlighted flow functions are the last flow function in each
propagation path..
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Similarly, the output shown in Figure 1.10 from deductive reasoning to identify con-
sequences of the state change of the flow function tra2.

MODEL

OUTPUT
Path 1: tra2:high? sto1:low? tra1:high

Path 2: tra2:high? sto1:low? tra4:low? sto2:low? tra5:low

Consequences

Figure 1.10: Example of MFM model output from consequence reasoning from the flow
function tra2. The highlighted flow functions are the last flow function
in each propagation path..

The choice of relation between flow functions influences the reasoning results. It is
therefore important, that the relations in the MFM model and the relations between
functions and the physical structure of the physical system are identical.

1.3.2 Research focus
Multilevel Flow Modelling is a methodology which, similar to other graph-based meth-
ods with diagnostic capabilities, has received increasing attention from both academia
and industry in recent years. The method counts numerous offline applications of fault
analysis [3, 42, 90, 101, 85, 57], as an alternative to e.g. Goal Tree Success Tree or Fault
Tree Analysis [41, 39]. However, previously only a limited number of applications have
been published on online diagnosis of process systems.

MFM models are built from process knowledge from process experts, topologic infor-
mation from P&IDs, operation manuals and standard operating procedures (SOP). This
is all qualitative knowledge. Similarly, when applying MFM models for online diagnosis,
the input is qualitative and discrete alarm levels. For online diagnosis, the input states
are however produced from quantitative process data. When numeric thresholds of pro-
cess variables are exceeded, an alarm is produced, and the MFM state changes. This
means that the MFM models are built based on qualitative information, but are used
for inferences on qualitative input data transformed from quantitative data. However,
no specifications, validations or evaluations are performed of the quantitative input to
provide reliable models in the literature.
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This dissertation will evaluate previous testing, validation and evaluation of MFM
models to propose a novel method for validation of MFM models. Model equifinilaity
or indeterminacy is used to describe how two different model structures can produce
the same result from the same evidence. Model aspects of MFM related to the model
structure include the representation of goals, functions and components of the system.
These concepts are abstract, as they can be difficult to test and compare, and can be
different for two models of the same system. In addition, validation of structures in
general require methods that are qualitative. Objective validation of model structures
thus becomes difficult, as it is necessary to use qualitative and subjective methods that
rely on the person performing the validation process to a large degree [7]. In this disser-
tation, the validation method for MFM models will therefore focus on model causality.
Causality is also part of the model structure. Causality is, however, a concept with
numerous established theories for analysing and quantifying causality. The intention is
to propose a method for validating MFM models with a method that is to a large degree
objective and less sensitive to subjective bias. In this dissertation, an objective method
is a method that can produce the same or similar results when carried out by numerous
arbitrary people. A subjective validation method, however, produces distinctly differ-
ent results when carried out by numerous arbitrary people. The validation method is
intended for models applied for online and plant-wide diagnosis of process systems.

The incentive for validating MFM models is to provide trust in the models when
applied for online diagnosis of safety-critical systems. For this reason, methods for
causal analysis of process systems are reviewed. A method novel method is proposed for
causal analysis of safety-critical systems that enables documentation of robustness. In
this way, the MFM model can be validated against the physical system by comparing the
causality obtained from analysing the physical system. As safety assessment methods
used for validating the system design and operation are typically qualitative, it is crucial,
that a numerical analysis of causality can be trusted. The proposed method for causal
analysis must, therefore, be transparent for any qualitative review.

1.4 Dissertation outline
This thesis consists of three main chapters. Chapter 2 reviews state of the art in test-
ing and validating MFM models to identify deficiencies and advantages that are then
addressed and exploited with a novel method for validation of MFM models. Chapter 3
introduces basic causal theory for describing MFM models with causal theory and for
understanding the state of the art of methods for causal analysis of process systems
which is introduced subsequently. Based on the reviewed methods, a novel method is
proposed in Chapter 4 for analysing process system causality to produce a validation
set for validation of MFM models. Lastly, the proposed methods are used in two case
studies in Chapter 5 where key results are presented.
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An approach for validating Multilevel Flow Modelling models is proposed in this dis-
sertation. A review on the state of the art on previous testing, validating and evaluating
MFM models is first presented and discussed in Section 2.1 of Chapter 2 to provide
a basis for proposing a validation method. Next, a brief overview is given on model
validation relevant to MFM in Section 2.2 and the conceptual framework of how MFM
models are proposed to be validated is introduced. A structured method for testing
MFM models and comparing them to a validation set for validation is introduced in
Section 2.3. Lastly, the revision of MFM models is introduced in Section 2.3.

Key aspects of causality are first introduced in Section 3.1 of Chapter 3. The MFM
methodology is then explained in the context of causal concepts common to causal mod-
els in Section 3.2 to provide a theoretical basis for how to interpret the MFM causality
and to explain why it can be compared to a validation set as proposed in Section 4.2.
Next, the state of the art in causal analysis of process systems is reviewed in Section 3.3
and the deficiencies are discussed in Section 4.1 to provide a basis for proposing a causal
analysis method. The deficiencies of causal analysis methods and their applications
provide a basis for proposing a novel method for analysing the causality of process sys-
tems. The proposed method is introduced in Section 4.3. The method is an alternative to
existing methods and addresses the need for reliable causal models in safety applications.

The last chapter presents the implementation and integration of a framework that
automates the execution of the proposed methods. Next, key results from the first
case study of the method for validating the causality of MFM models is introduced in
Section 5.2 in which key results from applying the method for causal analysis are also
presented. The second case study focuses on the evaluation of the diagnostic perfor-
mance of MFM models in Section 5.3 where key results are presented.

The work presented in this dissertation is a summary of the six contributed scientific
papers found in Chapters C1 to C5 and ??. An overview of the methodology introduced
in this dissertation is shown in Figure 1.11. For each step of the method, the chapter
where the method is introduced in is shown in Figure 1.11 along with the specific contri-
butions that address a particular step. This dissertation should be read in conjunction
with the contributions for a detailed understanding of the method and the results.

1.5 Summary of main contributions
This dissertation is based on three peer-reviewed contributions that have been published
in conference proceedings and journals, and two journal papers that have been accepted
conditional on revisions. Apart from these contributions, this dissertation contains novel
content which has not been presented in any of the six contributions.



16 1 Introduction

Experimental 
Design

Experimental 
simulations M

on
te

 C
ar

lo
 s

im
ul

at
io

ns

Causal analysis

Uncertainty and 
sensitivity analysis

MFM Model 
validation and 

revision

MFM model 
testing for online 

diagnosis

Contribution 1

Contribution 2

Contribution 3

Contribution 4

Contribution 6

Contribution 5

Chapter 3

Chapter 2

Chapter 4

Chapter 2

Dissertation

Published inMethodDescribed in

Figure 1.11: Overview of the proposed method and the chapters and published contri-
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A water treatment case study for a Multilevel Flow Modeling validation
method
Published in the peer-reviewed journal: Nuclear Engineering and Technology, in Vol. 50,
issue 4, in 2018.
Authors: E. K. Nielsen, M. V. Bram, J. Frutiger, G. Sin, M. Lind

Contribution No. 1 can be found in Chapter C1.

By proposing a metric to track model quality a simple approach is introduced for testing
an MFM model and comparing it to a validation set. In addition, the MFM model is
compared to simulations, physical experiments and expert knowledge to determine the
similarity between various types of validation sets. This contribution is the first publi-
cation to compare different MFM models, but also to compare these models with more
than a single validation set by introducing a metric for model quality.

On-line fault diagnosis of produced water treatment with Multilevel Flow
Modeling
Published in the peer-reviewed conference proceedings: IFAC-PapersOnLine, Volume
51, Issue 8, in 2018.
Presented at the 3rd IFAC Workshop on Automatic Control in Offshore Oil and Gas
Production in 2018.
Authors: E. K. Nielsen, S. Jespersen, X. Zhang, O. Ravn, M. Lind

Contribution No. 2 can be found in Chapter C2.

This contribution emulates a fault on a physical plant to perform online diagnosis on
the alarms with MFM. In addition, the contribution identifies an issue with the number
of causes inferred by MFM by comparing the number of alarms with inferred causes. To
solve this issue, a method for reducing inferred causes is proposed. The method ranks
likely causes based on a pre-defined subjective input. Previous applications of MFM
for online diagnosis only involves using historical data, and provides no ranking of the
inferred causes.

Morris screening for FMECA of valve failure modes on offshore gas reinjec-
tion
Published in the peer-reviewed journal: Computer Aided Chemical Engineering, Volume
46, in 2019.
Presented at the 29th European Symposium on Computer Aided Process Engineering
in 2019.
Authors: E. K. Nielsen, J. Frutiger, G. Sin

Contribution No. 3 can be found in Chapter C3.
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Sensitivity analysis is used for inferring significant process conditions or failure modes of
valves that compromise the safety and productivity of an offshore gas reinjection system.
Morris Screening is used for experimental design and K-spice for evaluating experiments
as simulations. The process conditions and failure modes that compromise the system
safety of productivity are then identified from the sensitivity analysis.
Conventionally such methods for uncertainty and sensitivity analysis are used for identi-
fying critical process parameters for design or control based on a set of process conditions.
The novelty of this contribution is the use of stochastic experimental design for evalua-
tion of failure modes over a range of process conditions to identify the critical modes and
conditions that may compromise the system safety and performance by using sensitivity
analysis.

Process system causality analysis with Monte Carlo simulations
Submitted to the the peer-reviewed journal: Computers & Chemical Engineering, in
2019. Under reconsideration given major revisions.
E. K. Nielsen, G. Sin, A. Gofuku, X. Zhang, O. Ravn

Contribution No. 4 can be found in Chapter C4.

Monte Carlo simulations are proposed to examine causality over a range of process con-
ditions and magnitudes of system excitations. The purpose is to produce a validation set
of the causality for validation of MFM models. Previously, process system causality has
been evaluated from historical data to produce observation distributions. Unlike other
applications of causal analysis methods for process systems, the contributed method
introduces interventions and infers causality by using change detection. In addition, it
is proposed to use uncertainty and sensitivity analysis to evaluate the reliability of the
results. On the contrary to previous methods using historical data, this method can
describe the dominant behaviour most likely exhibited by the system with a probability.

The method favours the most dominant behaviour exhibited by the system in a given
process window. It can thus only be used for identifying the lack of a dominant be-
haviour when no dominant behaviour exists in a given process window. Furthermore,
relevant behaviour patterns may be exhibited by the system that will not represented by
the analysis if they are not the dominant behaviour. The method is unable to robustly
analyse highly oscillatory behaviour and may require high computational power for simu-
lations but a low computational power for analysing causality between process variables.

Causality Validation of Multilevel Flow Modelling
Published in the peer-reviewed journal: Computers & Chemical Engineering, Volume
140 in 2020.
E. K. Nielsen, A. Gofuku, X. Zhang, O. Ravn, M. Lind

Contribution No. 5 can be found in Chapter C5.
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A detailed method is introduced and explained on how to obtain the model quality
metric, and how it can be obtained for different parts of the model, as an indication of
which model part to improve.
In addition, it proposes a simple set of rules for how to test MFM models and how to
revise them. A set of rules are also proposed for how propagation paths from MFM
models can be interpreted and compared to a validation set, thus expanding on the
proposed method from contribution No. 1 in Chapter C1. These rules are based on a
causal understanding of MFM and causal theory and are elaborated on further in this
dissertation. It is shown how an MFM model can be improved in a structured way based
on the introduced metric.
The method evaluates the validity of the causal structure through structure-oriented
behaviour tests. The structure is thus not evaluated directly and the method therefore
relies on the modeller’s ability to apply the revision rules for improving the model.

Monte Carlo Simulations for probabilistic validation of consequence reason-
ing with Multilevel Flow Modelling
Submitted to the peer-reviewed conference: 25th IEE IES International Conference on
Emerging Technologies & Factory Automation.
E. K. Nielsen, D. Kirchhü bel, T. M. Jørgensen

Contribution No. 6 can be found in Chapter C6.

Instead of simply representing the most dominant system behaviour for a given excita-
tion as proposed in contribution No.4 found in Chapter C4, it is proposed in Section 5.2.4
to represent the system behaviour conditional on either subspaces of the process condi-
tions or previous events. Lastly, an approach to evaluate the diagnostic performance of
MFM models is proposed in Section 2.4 to prioritise diagnostic performance of MFM
models based on the risk of the failure modes the models are tested on.

Dissertation
Apart from the contributed and peer reviewed journal papers a number of contributions
can be found in this dissertation only. First, previous testing, validation and evaluation
of MFM models has been reviewed in Section 2.1. Next, the concepts of causality is
discussed for MFM, and causal concepts are explained in relation to concepts from
causal theory and causal graphs in Section 3.2. Additionally the state of the art for
applications of causal analysis to process systems is reviewed in Section 3.3 and the
shortcomings of these methods and applications are discussed in Section 4.1.
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CHAPTER 2
Model validation for

Multilevel Flow Modelling
In this chapter, previous approaches to testing, validating and evaluating MFM models
are reviewed and discussed. Based on relevant concepts and approaches to model val-
idation, a novel approach is proposed for testing MFM models, comparing them to a
validation set, and revising them to improve the model validity.

2.1 Review of testing, evaluation and
validation of MFM models

MFM is well suited for providing diagnoses of safety-critical systems. For such applica-
tions, it is crucial that the inferences are correct and reliable. For this reason, MFM
models must be validated. Previously, only little attention has been paid to testing,
validating and evaluating MFM models. In the following, previous testing, validation,
and evaluation of MFM models are reviewed in order to draw inspiration from relevant
methods and to identify shortcomings of existing methods and approaches which must
be addressed to provide reliable MFM models.

First, a few relevant terms are defined in the following. The terms evaluation and
validation are used in the following way throughout this dissertation: model evaluation
concerns comparison of the model and it’s performance for a specific application with
limitations to the number of cases where certainty of it’s performance is known. Vali-
dation is a process of building trust at a more general level in a model. The purpose is
to scrutinise how well the model reflects the physical world, in a general way, such that
the model can be trusted to produce valid results for more than a limited number of
cases. Such a process requires rigorous testing unlike the evaluation, which to a higher
degree focuses on the only use cases the model is intended for. The model behaviour
is defined by certain outputs that are produced from certain inputs, and is thus the
relation between input and output. The model structure is the composition, equations,
appearance or connections. The model structure is what produces the model output,
from the model input.
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Previously the performance of only a few MFM models has been evaluated and no
structured method has been proposed for such purposes. Most attention has been paid
to this matter by Gofuku, although evaluation of model performance has not been the
primary purpose.

Different applications of MFM have been validated by Gofuku by using expert state-
ments. In each application, MFM is used for producing fault trees for either risk assess-
ment [27] or fault diagnosis [48], or for producing counter-action plans for fault recovery
[28, 29]. The produced fault trees and counter-actions are compared to expert statements
for the fault scenario which the MFM model was tested on. The fault is introduced as a
state change of a flow function. Although not intended for validation of MFM models,
Gofuku generates explanations from the inferred consequences e.g. ”The crude temp.
from crude heater decreases to 339 ○C” [26]. The sentences include numerical values
from a static simulation and a description of the state change of flow functions based on
MFM. Whenever an increase or a decrease of a flow function’s state agrees with that of
a sensor or actuator in the simulation, it represents a valid causal relationship.

The G2 framework developed by Larsson was implemented for fault diagnosis on a
water level process by Žnidaršič, Terpstra, and Verbruggen [102]. Faults were simulated
and observed, and then compared to the diagnosis by MFM. The results were all com-
pared in a table, however, no measure or other indicators were provided indicating how
well the diagnostic system performed.

In different applications, Yang has combined an MFM model with other model types.
One approach was to use MFM to generate GO-FLOW, Goal Tree-Success Tree (GTST),
Fault Tree Analysis (FTA) and Event Tree (ET) models [97]. No detailed explanation
is given on the validation, however, the GTST, ET and FTA are commonly used in
risk assessment and enable comparison between these models and models produced by
experts. The framework produces the GTST, ET and FTA models from MFM models.
The MFM models can thus be indirectly validated by validating the GTST, ET, and
FTA models, assuming that the conversion between MFM and these models are valid.

Another approach includes confirming high-level fault diagnoses from MFM with
diagnoses from an Artificial Neural Network (ANN) [63]. The ANN was trained on pro-
cess signals generated by process simulations for different fault scenarios. The hybrid
methodology uses MFM for identifying possible cause-consequence scenarios as a first-
level filter and subsequently confirms the result with ANN to also provide a measure of
severity. However, only the prediction accuracy of the ANN is investigated, and thus
not the accuracy or validity of MFM, nor the ANN and the MFM together.

Heussen suggests to saving meta-information of the model maturity, and past success
of applications for different purposes [34]. This, however, seems more relevant for the
development of the methodology and acquisition of experience on how the modelling
procedure affects model applications, as the aim is to evaluate the model for given pur-
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poses, and not necessarily how well the model reflects the physical system. This would,
however, be key to building experience and knowledge in applying or building models
in a structured way.

The validation of MFM models is discussed by Wu at a scientific level and a prac-
tical level [88]. Firstly, Wu argues that models are not validated, but only invalidated.
The reason being, that a model presumably represents a given phenomenon, and the
range where it does not must be identified. To (in)validate the model, Wu proposed
to first assure agreement between application and purpose of the model with the model
functionality [88]. Next, experiments are designed that produce a specific output for a
defined event, by changing the state of flow functions associated with actuators for each
flow structure. Lastly, the outputs are produced from experiments for validation. The
first proposal for a structured validation method was proposed by Wu et al. [88, 89].
However, the method does not address the assessment of validity, for which there could
be numerous ways of performing ”validation” at a practical level.

In relation to MFM model validation, a combined framework of an MFM model,
a HAZOP and a dynamic process simulation was validated by Wu et al. [85]. Apart
from this framework, other work by Wu includes a comparison of MFM model results
to information from a Standard Operating Procedure (SOP) [89].

Flow functions associated with actuators were proposed by Wu to be tested by us-
ing state changes as model inputs. The inputs are failure modes, outlined in an SOP,
which are compared to either the consequences listed in the SOP or to simulations. In
case simulations are used for testing, the simulated faults are required to be sufficiently
large to produce a response. However, if the tested faults must be exaggerated in order
to produce a response, is the model and the procedure thus valid for faults of a lower
magnitude? A method for dealing with validity over a range of variations is thus not pro-
posed. Furthermore, Wu argues that subjective opinions on top-level knowledge such as
functions or purposes cannot be objectively (in)validated, but must be inter-subjectively
validated. Ways to handle qualitative and inter-subjective assessments are however pri-
marily dealt with in social sciences.

The previous work related to the evaluation and validation of MFM models has been
listed in Table 2.1. The work is listed based on the type of information used as a ref-
erence for comparison to the MFM model. The qualitative references are based on a
Hazard and Operability Study (HAZOP) [88], expert knowledge [28, 29], a Fault Tree
Analysis (FTA) [48, 27] and a Standard Operating Procedure (SOP) [89]. The quanti-
tative references includes simulations [88, 102, 26], Multiple Local Property Correlation
(MLPC) [53] and a hybrid Artificial Neural Network approach [97]. As can be seen in
Table 2.1, the majority of references focus on the model behaviour and not the model
structure. The references list the results of the comparison in a table format but do not
conclude how similar the model is to the reference.

The only proposal to address the validity of causal relations in MFM models by



24 2 Model validation for Multilevel Flow Modelling

Table 2.1: Comparison of previous approaches to evaluation and validation of MFM
models.

A
ut

ho
r

R
ef

er
en

ce
A

pp
lic

at
io

n
Fo

cu
s

C
om

pa
ris

on
M

ea
su

re
/c

on
cl

us
io

n

Q
ua

lit
at

iv
e

W
u

et
al

.[
85

]
H

A
ZO

P
H

A
ZO

P
M

od
el

be
ha

vi
ou

r
Ta

bl
e

-

G
of

uk
u

an
d

Ta
na

ka
[2

8]
[2

9]
Ex

pe
rt

C
ou

nt
er

ac
tio

ns
M

od
el

be
ha

vi
ou

r
Ta

bl
e

-

G
of

uk
u

an
d

O
ha

ra
[2

7]
FT

A
FT

A
M

od
el

be
ha

vi
ou

r
Ta

bl
e

-

W
u

et
al

.[
89

]
SO

P
Va

lid
at

io
n

M
od

el
be

ha
vi

ou
r

Ta
bl

e
-

Q
ua

nt
ita

tiv
e

W
u

et
al

.[
85

]
Si

m
ul

at
io

ns
H

A
ZO

P
M

od
el

be
ha

vi
ou

r
Ta

bl
e

-

Žn
id

ar
šič

et
al

.
[1

02
]

Si
m

ul
at

io
ns

D
ia

gn
os

is
M

od
el

be
ha

vi
ou

r
Ta

bl
e

-

G
of

uk
u

[2
6]

Si
m

ul
at

io
ns

C
ou

nt
er

ac
tio

ns
M

od
el

be
ha

vi
ou

r
Ta

bl
e

-

La
rs

so
n

et
al

.[
53

]
M

LP
C

Va
lid

at
io

n
M

od
el

st
ru

ct
ur

e
N

on
e

-

Ya
ng

et
al

.[
97

]
G

T
ST

,F
TA

,E
T

D
ia

gn
os

is
M

od
el

be
ha

vi
ou

r
N

on
e

-

M
in

g
et

al
.[

63
])

A
N

N
D

ia
gn

os
is

M
od

el
be

ha
vi

ou
r

N
on

e
-



2.1 Review of testing, evaluation and validation of MFM models 25

Larsson et al. [53] is the Multiple Local Property Correlation method. MLPC describes
varying system causality from correlation analysis of signal properties in small time
intervals. [10, 15]. This approach was proposed for being used for invalidating causal
relations when the system behaviour changes over time. These are the only studies that
address the validity of the model structure of MFM. Otherwise, as shown in Table 2.1,
studies have focused on the validity of the model behaviour.

2.1.1 Discussion
It is important to note, that the majority of previous work has not focused on validation
of the model structure of MFM models, but rather on the evaluation of the model
behaviour. For these cases, the behaviour is evaluated for the particular application
they are intended for. Therefore, they do not provide a method for scientific validation
of the model behaviour or the model structure.

For work related to the model behaviour the purpose has typically not been to
validate the MFM models, but to evaluate the performance of the model for a given
application. The behaviour is typically presented in a table format for a comparison of
the behaviour of the MFM model to a reference. However, no conclusion of the similarity
or validity is provided based on the table. There is thus no metric nor any statements
on the validity or performance of the MFM model. The evaluation or validation thus
produces no conclusive results, which in turn makes it difficult to compare it to other
work, other models or other references. In addition, it cannot aid the modeller in making
decisions between different model structures.

The approaches focusing on the model behaviour compare the model output from
MFM to a validation reference. The approaches by Gofuku involve an additional layer
by converting the model output to counter-actions or fault trees which are then com-
pared to a reference. Based on outputs from MFM, Gofuku has used an additional
method to produce descriptions of the current scenario and counter-actions for mitigat-
ing the scenario [29, 26]. The counter-actions are easily related to failure modes by
experts based on previous experience in mitigation, as it is more tangible and less ab-
stract than e.g. ”transport of water becomes high”. The fault trees are compared to
fault trees published in the literature, making it easy and quick to compare, however,
also quite rigid as this applies to only the exact fault trees published in the literature.
Additionally, the conversion to either the fault tree or counter-actions could be incorrect.

The majority of the discussed work in this section provides a table of the results
from the MFM model and the reference results. However no measurement is given of
how well the two correspond, and only vague discussions conclude the correspondence
of the model behaviour with a reference. The only interpretation of such results is done
by Gofuku, by grouping the results based on their mutual correspondence [27]. Gofuku
categorises the results as either equivalent, similar or exclusive to either MFM or the
reference, thus providing a better basis of comparison [27]. Only Larsson [53] has used
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quantitative analysis for validation of MFM models, by producing a measure of the
degree of correlation between sensor signals. This measure is however specific to the
current process conditions, as the metric changes dynamically as a result of the system
state, and the method does not take the entire model into account.

In general, descriptions are provided with a low level of detail on how the MFM
model was tested, or how the reference was acquired. However, Wu proposed the first
structured approach to validation of MFM models [85]. The approach is focused on
whether or not a given experimental design is suitable for validation of the model. The
method proposed by Wu for validation of MFM models [85, 88] depends on the model
purpose and application. The method is a high-level outline of a procedure for model
validation and is concerned with the correspondence of model outputs based on model
inputs. The method describes and gives an example of how to test MFM models, and how
to use both qualitative and quantitative information as a reference for model validation.
A theoretical discussion is given on validation of models, and more specifically validation
of MFM models. The discussion of validation is, however, sparse at a practical level. No
structured approach is proposed for testing, nor is any structured way of treating the
results from the reference and the MFM model outlined to enable comparison, and an
assessment of the degree of validity or performance of the MFM model. In addition,
the MFM model structure is not treated. Nor is it treated in other work apart from
Larsson’s MLPC approach for implying causal relations based on quantitative signal
property correlation.

Larsson’s contribution to defining causality is useful for especially online applications
of MFM models as it aims to represent system causality over time when the system be-
haviour changes. Larsson emphasises that system behaviour and thus also causality
changes with time, rendering MFM models invalid for certain process conditions. Corre-
lation does, however, not imply causation on its own, which Larsson does not account for.
Additional conditions must be satisfied to imply causation as explained in Section 3.1.
Lastly, Larsson’s method provides a metric that represents the degree of correlation
between two arbitrary signals.

Dependent on the application, it can prove to be critical to not address the model
structure of MFM models. MFM models are capable of generating a high amount of
different propagation paths. The start and end node for many of the paths may be the
same, however not the path between the nodes. All paths are potentially valid descrip-
tions of deviations in system behaviour. It can thus be difficult to assess the validity of
all possible propagation paths for large and complex models. It is therefore important
to provide a valid model structure, that produces valid propagation paths. It is assumed
that, if the model structure is valid, so are the propagation paths, which are the model
output. The ability of MFM models to produce different propagation paths, can be be
regarded as its ability to generalise. In addition to this, MFM provides an ontology that
can describe the functional hierarchy of process systems, and therefore, the visual part
of a model communicates the functionality of the system. Thus, if the model structure
is incorrect the model communicates incorrect functionality.
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Given the model structure is valid, the model output is assumed valid. A structured
method is therefore required for validating the model structure of MFM models. A
structure is proposed in Chapter C5, for testing and validating MFM models. Faults or
deviations to physical components will be introduced as state changes to the associated
flow functions. This includes flow functions associated with actuators. A validation
method should provide metrics and conclusions on the validity, such that models, meth-
ods, faults and applications can be compared. Extreme testing is insufficient and does
not accurately reflect system deviations that the model may be applied for, and an al-
ternative must thus be provided. Instead of simply assessing the validity of only one
flow function’s causal response, the entire model should be taken into account.

To address the shortcomings of previous validation of MFM models, the following
key factors must be given attention: test design, model output and model structure and
comparison of model output. Gofuku, Žnidaršič and Wu all use simulations to produce
data for model validation. Žnidaršič and Wu present their results in a table format, but
do not conclude on the model validity nor do they produce a metric of the validity. The
method proposed in this dissertation relies on simulations, where interventions are in-
troduced by manipulating actuators, similar to the work proposed by Wu. As proposed
by Wu, state changes will be introduced to flow functions associated with actuators for
testing the MFM models. The process conditions are of importance, as model valid-
ity changes dependent on the system state as pointed out by Larsson. The validation
method proposed in this dissertation, therefore, analyses the model validity for a range
of process conditions and magnitudes of actuator step changes rather than only extreme
testing as proposed by Wu. Larsson’s method provides a quantitative metric of correla-
tion. This metric is however only descriptive for a single causal relation, and thus not
the entire model. The method for MFM model validation proposes a quantitative met-
ric for assessment of model structure validity, such that any two models can be compared.

The method proposed in this dissertation should enable easier model improvement
and selection and, therefore, also procedures for improving models based on incorrect
MFM model results. Such procedures should enable more efficient modelling - especially
for beginners.

2.2 Model validation
Multilevel Flow Modelling is typically applied for modelling complex and safety-critical
process systems. In order to use the method for providing online diagnostics as decision
support for operators, the model quality becomes crucial to system safety.

Regulations exist, that require rigorous testing and validation procedures for safety-
critical systems of e.g. aerospace, nuclear power plants, drug production, and chemical
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plants. Typically, regulations do not specify requirements to models, but instead pose
requirements to the system which the models are used for or the entire process system
including automation systems. However, models with environmental impact used on
e.g. chemical process plants, are required by US regulation to be tested and validated
based on the uncertainty included in the building process, the application or any as-
sumptions [2]. As MFM may either improve or compromise the safety of systems with
an environmental, similar procedures should apply for MFM models.

MFM can be implemented as a stand-alone implementation for decision support,
similar to alarm systems. As alarm systems require rigorous procedures for design, com-
missioning and maintenance based on standards, MFM models should also be scrutinised.
Especially as MFM models provide inferences that are based on alarms. Limited focus
has been paid to methodological validation of knowledge-based models since the 1990s
although a focus on validation of graphs has increased with the popularity and applica-
tions of graphs in the new millennium.

Given that MFM models are constructed from knowledge, and the models can be used
for online diagnosis of dynamic systems, despite not being dynamic models, theoretical
concepts from validation of knowledge-based models and models of system dynamics
relevant to MFM will be introduced in the following.

2.2.1 Knowledge-based models
In general, the performance of knowledge-based models and systems are described by
three properties:

• Completeness - how much knowledge is contained in the model, and how much
does the model cover compared to how much is theoretically possible or needed
for the application of the model. Examples include the number of failures modes,
or how much of the system behaviour the model can describe?

• Accuracy - how much of the knowledge contained in the model is correct, and how
much is false?

• Conciseness - how much knowledge contained in the model is redundant? An
example could be whether multiple inferred propagation paths from a directed
graph describing the same system behaviour?

Testing the inference engine was suggested by O’leary [68] by evaluating the decision
(output) from a condition (input), and tracing the input through the inference engine to
the output. The inference engine of MFM is assumed to be valid for the application of
reasoning about causes and consequences of alarms, with only the MFM models being
subject to validation in the work presented here. Potentially, the proposed method for
validating MFM models should be capable of validating improvements of updates to the
MFM inference engine, which could involve inference rules, model concepts or model
syntax. Theoretically, it is desirable to test and validate any aspects of the model,
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however practically, this is in general infeasible or impossible. This dissertation will
primarily focus on the accuracy of the knowledge of causal relations between functions
and components. The completeness will also be addressed, but an application will not
be provided of the proposed method. The conciseness will not be addressed.

2.2.2 Dynamic models
The purpose of validation is to provide a well-tested model from which knowledge or
information can be reliably inferred, assuming that the model accurately reflects some
concept or phenomenon of the physical world. In a philosophical approach Carson and
Flood [13] describes validation as being either scientific or utilitarian. The scientific
validity is a representation of how well a physical phenomena has been modelled by e.g.
first-principles models, whereas the utilitarian validity relates to the model purpose and
thus whether a diagnosis provided by the model is both correct and useful or neither.
The former aspect can be associated with how well the model generalises, extrapolates
or interpolates information given a certain structure, whereas the latter primarily aims
to provide certainty for the tested functions or model behaviour for given purposes.

MFM models provide generalised descriptions of a process system’s behaviour. The
behaviour is inferred from a model structure of connected process system functions that
are based on qualitative physics. The system is modelled at a functional level, and the
MFM method infers the patterns from the functional model. The MFM model can thus
infer a large amount of possible and different behavioural patterns of a system, without
any explicit modelling of patterns. The patterns, referred to in MFM terminology as
propagation paths, are inferred based on a high-level deterministic and qualitative de-
scription of physical processes. When assuming that the theory of MFM represents the
behaviour of process systems correctly based on the deterministic representation, then
all produced behaviour patterns should be valid given a valid model structure.

Models of dynamic systems can be categorised as either causal-descriptive or corre-
lational, for which the former requires both model structure and output to be accurate
whereas the output is only of importance for the latter. The reason being, as argued by
Barlas [7], that the causal-descriptive model is a ”theory” of a system that both explains
the system (structure) and its behaviour (input and output relation). An overview of
various methods for testing either the structure or the behaviour is provided by Barlas
[7]. They are categorised as either direct structure tests, structure-oriented behaviour
tests, or behaviour pattern tests. The structure-oirented behaviour tests are used to
indirectly validate the model structure based on the model behaviour.

MFM only provides a static and deterministic representation of a dynamic system,
although if intended for online diagnostic inferences, the system dynamics is of great
importance to the model validity. For this reason, and because MFM models are causal-
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descriptive models, the focus of this work is to provide a methodology for validating the
causal structure of MFM models.

Many parts of the MFM model structure are subject to the paradox of equifinality
as mentioned in Section 1.3 and may very well prove to be highly difficult to provide
quantitative, objective or structured validation methods for. For this reason, the work
in this dissertation only addresses the validity of the causal MFM model structure. The
causality of MFM falls short of representing the causality exhibited by dynamic sys-
tems when used for online diagnostics as explained in section Section 2.1. The proposed
method therefore allows for validation of the model conditional to the state of the sys-
tem. It is assumed that the system state can be characterised by a set process conditions.

Behaviour validation will also be addressed as an evaluation of the diagnostic per-
formance, and a preliminary method will be proposed. This part should also provide a
basis for model comparison as briefly discussed in the contributed paper A Water Treat-
ment Case Study for Quantifying Model Performance with Multilevel Flow Modelling
of Chapter C1, along with other general concepts for validation of MFM models. The
contribution argues that the method, from a utilitarian viewpoint, is also guidance for
modellers to prioritise between modelling choices to improve models or to select between
models for a specific application.

It is desirable to provide a counterpart to the qualitative and often subjective meth-
ods reviewed in Section 2.1 that depend on available process knowledge from experts.
Therefore, the method proposed in this dissertation for validating the model structure
uses a quantitative approach in an attempt to provide an objective method. The method
proposed in this dissertation uses structure-oriented behaviour tests to validate the MFM
model structure given that structure-oriented behaviour tests can be analysed objectively
and quantitatively compared to direct structure tests [7].

2.3 Validation methodology for MFM models
The purpose of validating MFM models is to ensure a high model fidelity. The use
of MFM models is twofold, as they can be used for inferences, but also for document-
ing and visualising the hierarchy and dependency of functions, goals and components.
As previously mentioned, the latter will not be addressed in this dissertation. When
using inferences from MFM for online decision support to identify root causes and con-
sequences of anomalies, it is crucial that these inferences are correct. For this reason,
the validity of the causal relations of the model structure is addressed in the following.

To validate the causal structure of MFM models, structure-oriented behaviour tests
will be applied as discussed in Section 2.2. This means, that the structure will be
indirectly tested and assessed by inferring the validity of the structure from structure-
oriented behaviour tests. The method tests the MFM model by introducing a deviation
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to flow functions that are associated with actuators. The states of flow functions that
are associated with process variables are the compared to the behaviour exhibited by the
real system. The behaviour of the real system is tested from physical tests, simulations
or grey-box models in the work presented Chapter C1. The behaviour from these tests
are referred to as the validation set.

Key to the proposed method is that it provides an objective way of assessing the
validity of the causal structure from a quantitative metric. To do this, a structured
method for testing MFM models and the real system is outlined. A set of rules are defined
for comparing the MFM model to the real system based on the causal understanding
of MFM which is explain in Chapter 3. The purpose of test method and rules for
comparison, is to enable independent modellers to produce similar validation results.
The results from testing the MFM and the physical system is presented in tables referred
to as Qualitative Trend Tables (QTT). The tables show the response of endogenous
variables1 to excitations of exogenous variables similar to the tables presented by Maurya,
Rengaswamy, and Venkatasubramanian [61]. The metric for binary prediction in (2.1),
accuracy, is used as a quantitative measure of the degree of similarity in behaviour
between the model and the real system.

Accuracy = Correct predictions
All predictions (2.1)

If the MFM model can infer the correct behaviour of the process variables then the
accuracy is high. However, the accuracy is low, if the behaviour of the majority of the
inferred process variables is incorrect. The behaviour of the MFM model is defined by
the inferred output from an input. The input is a deviation to a flow function, being
either a high or a low state, and the output are the inferred propagation paths that also
include states of flow functions. Based on the accuracy metric, the accuracy is computed
for both for the entire model but also for all flow functions associated with either actu-
ators or process variables. In this way, parts of the model structure can be identified
that produce invalid results. A defined set of actions can then be used to change the
causal relations between flow functions in the identified parts of the model structure to
increase the accuracy. The set of actions can be used by modellers in numerous different
ways to achieve an increased accuracy. The set of actions are modelling changes that
adhere to the MFM syntax which can be used to achieve a desired output from the MFM
model. The desired output would be a behaviour from the MFM model that matches
the validation set. However, the MFM model communicates functions and objectives
of systems and how they are causally dependent. The model structure should therefore
still adhere to the modellers understanding of the functions, objectives and causal depen-
dencies among them, so the model communicates the system correctly. This is however
not addressed in the work presented in this dissertation.

1Endogenous variables are process variables or computed variables that cannot be actively manip-
ulated but only observed whereas exogenous variables are parameters of e.g. actuators that can be
actively manipulated.
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The contributed paper Causality validation of Multilevel Flow Modelling in Chap-
ter C5 outlines the MFM model testing, comparison to a validation set and model
revision to improve the validity of model structure based on the accuracy metric. The
contribution compares the MFM model to the causal behaviour of a system which been
analysed from Monte Carlo simulations under process uncertainty. As described in
Chapter C1, the validation method also enables comparison to physical tests on the real
system or from tests of other models. In the following, the motivation or restrictions to
the choice of validation set is discussed.

2.3.1 Combining information
Numerous ways exist for capturing the causal behaviour of process systems. In A Water
Treatment Case Study for Quantifying Model Performance with Multilevel Flow Mod-
elling in Chapter C1, the explained method for comparison of MFM results and results
of the causal analysis has been used for comparing causal behaviour acquired from
interventions on a physical plant and a simulation, as well as from a process expert.
Numerous steps exist when building process plants. Initially only qualitative knowledge
is available in the concept phase. Later on a simulation model often becomes available
in the design phase and lastly, the physical plant is available in the commissioning phase
or in operation.

Various reasons exist for using a validation set acquired from experts, simulations, or
the physical plant. Reasons for using either experts, simulations, or physical plants are
presented in Table 2.2. The table shows whether knowledge from the type is accurate
in time or the magnitude of deviations, how complete a set of flow functions can be
accounted for in the validation set, whether risky or rare behaviour can be accounted
for and finally what type of evidence can be provided.

Table 2.2: Properties of different types validation sets of causality from experts, simu-
lations or a physical plant.

Type Accuracy Functions Risky Rare Evidence

Expert
Inaccurate generalisations
of time and magnitude

All functions incl.
abstract functions

+ +
Qualitative
statements

Simulation
High accuracy in
time and magnitude

All functions excl.
abstract functions

+ +
Quantitative, high
statistical power

Physical
Accurate in time
and magnitude

Sensor and actuator
functions only

- +
Quantitative, low
statistical power

Experts have the ability to extrapolate or generalise their knowledge to qualitatively
provide statements on any type of flow function of an MFM model. Even highly ab-
stract flow functions that may not have a direct physical association can be explained
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by experts. However as it is often based on experience and shallow knowledge, it can be
difficult to provide accurate (quantitative) information. It should however be possible to
explain the behaviour of highly risky, or very rare occurrences, even though the expert
is only familiar with them through knowledge transfer from other experts.

A high number of simulations can easily be executed, and thus a high statistical
power can be provided of e.g. time and magnitude. The accuracy depends on the model
validity. Most often it is possible to acquire measurements of physical properties of the
system where sensors do not exist in the actual system. Given it is possible to emulate
faults, both rare and highly risky faults can easily be evaluated, but it can be time
consuming to accurately emulate the fault.

Risky faults compromises the plant safety and can thus not be emulated on a physi-
cal plant. The physical plant behaviour is the true behaviour if using process history, as
it is the actual physical generative mechanisms which are present in the process history.
When emulating the plant behaviour, the accuracy can only be presumed to model the
true behaviour of the fault. It is often costly to carry out experiments, and thus obtain-
ing a high statistical power may be difficult for a physical plant. The same applies for
the process history from operation, as the same scenario may not necessarily be encoun-
tered often. The data acquired from the physical plant however contains true process
noise and thus provides a better statistical representation than that of simulations.

Most contributions to the process of building, applying and analysing Signed Di-
rected Graphs of process systems is by F. Yang. Yang argues that comparing different
types of knowledge is important, as each type has either benefits or weaknesses, and
does so by comparing two different quantitative causal analyses of process history from
a physical plant with the connectivity acquired from P&IDs [93].

The accuracy measure is used in the contributed paper A Water Treatment Case
Study for Quantifying Model Performance with Multilevel Flow Modelling of Chapter C1
to compare the behaviour acquired from simulations, experiments, process experts and
MFM models on a qualitative level.

2.3.2 Completeness and Accuracy
The completeness and accuracy of a model, as defined in Section 2.2, are aspects that
should be addressed as a part of the model validation. MFM model inferences quickly
increase in complexity with model size and number of headers/dividers/cycles. This
makes it difficult to produce only correct inferences.

The completeness of a model capable of describing all possible and correct paths,
may thus compromise the accuracy. The reason is, that the number of propagation
paths increases with headers etc. It thus becomes difficult to provide a model that may
describe all possible behavioural paths, while only describing correct paths. Alterna-
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tively a model can be produced where all or the majority of paths are correct, but the
model describes only a limited part of the behaviour, and is thus not complete but only
accurate. This depends on the necessity of having either a (or multiple) specialised and
accurate model(s) or a model that generalises any possible behaviour well but most likely
inaccurately.

The conceptual method introduced in the following, enables decisions on prioritising
model behaviour, by evaluating the diagnostic accuracy of MFM models on a defined
set of faults.

2.4 Evaluation of diagnostic accuracy of
MFM models

Apart from the validity of the model structure, it is desirable to evaluate the diagnos-
tic performance - to assess how well the model performs for a given application. A
good diagnostic model can infer the correct cause as frequently as possible for which
the measure of accuracy in equation (2.1) can be used to evaluate. This evaluation can
be used as an extension to the validation of the model structure. A conceptual method
is introduced in the following based on the two contributions Chapters C2 and C3 for
evaluating the performance of MFM models for online diagnosis of faults to prioritise
the model behaviour which can and cannot be inferred by MFM models.

By emulating a fault on a physical system, or simulating faults, the diagnostic per-
formance of MFM models can be evaluated online. The binary prediction metric in
(2.1), accuracy, is then used to evaluate for how many faults the correct cause has been
inferred.

MFM inferences may, however, produce multiple propagation paths. The paths may
all describe different behaviour and can possibly contradict each other. From a set of
alarms, MFM models will, therefore, infer a higher number of potential causes than the
number of alarms. As multiple causes are inferred by MFM from a single alarm, it is
therefore not only desirable to evaluate how often the model can infer the correct cause.
It is also desirable the context of MFM this translate to the amount of useful inferences
compared to the amount of incorrect or irrelevant inferences.

To address the high number of inferred causes, two methods are proposed. The first
involves identifying how strongly connected causes, meaning how many alarms propa-
gate to the specific cause. This method is simple, however, issues arise if certain parts
of systems have a low degree instrumentation whereas other parts have a high degree of
instrumentation. The second method involves subjectively evaluating if a given cause
can be produced from the possible alarms in the system. The more plausible alarms
that are active for a given cause, the higher the cause ranks. This method, as well as
the first, is simple. However, the second method becomes very time consuming when
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the system size scales.

The contribution in Chapter C3 proposes how faults of varying magnitude can be
simulated for a range of process conditions, whereas the contribution in Chapter C2
proposes how to emulate faults on physical systems, and proposes methods for how to
identify the root cause amongst multiple causes inferred by MFM. It becomes difficult
to produce models that have an accuracy of one with the methods proposed in this
chapter. As described in Section 2.3.2, the modeller must, therefore, prioritise to model
one behaviour over another to achieve a high number of correctly inferred states of
process variables. In the following, a conceptual method based on the contributions in
Chapters C2 and C3 are outlined.

2.4.1 Model prioritisation and selection
Producing highly accurate and complete MFM models becomes a difficult task with
increasing complexity and size of the model. Thus, in order to select between different
models or model versions, the model can be tested on a select number of failure modes
for which the model has been specialised. As an approach to prioritise the accuracy
of diagnostic model inferences for various faults, it is proposed to weigh the severity of
failure modes associated to specific physical components.

In the contribution Morris screening for FMECA of valve failure modes on offshore
gas reinjection in Chapter C3 the severity of failure modes is evaluated by comparing
the temperature and pressure at different places throughout the system to a set of safety-
related thresholds. Given that the pressure or temperature exceeds or drops below the
thresholds, the risk is assumed to be severe. A method for prioritisation of failure modes
was introduced by Berdouzi et al. [9] where different severity levels are used to first weigh
failure modes according to their severity. Similarly, the failure modes have been assigned
a probability based on how likely the failure mode is. Such probabilities are in general
limited in availability but works such as the OREDA database [70] provides such infor-
mation on different types of valves and pumps.

The table for severity and probability levels by Berdouzi et al. [9] can be expanded to
also include the time to react as shown in Section 2.4.1. In the table, c is the maximum
value of either pressure or temperature for a given variable and failure mode. Similarly
P denotes the probability of the failure mode and t the time to react for a given variable
and experiment. The severity levels are denoted as clow and chigh, the probability levels
as Plow and Phigh and the time to react levels as tlow and thigh.

A risk matrix as shown in Table 2.4 can be produced based on the assigned levels
from using Section 2.4.1 [9]. The quantified risk of every failure mode is then evaluated,
such that high-risk failure modes can be prioritised for the diagnostic evaluation of MFM
models. Additionally, it would be possible to optimise alarm levels, or an alternative set
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Level 1 2 3
Severity criteria clow ≥ c clow < c < chigh chigh ≤ c
Probability criteria Plow ≥ P Plow < P < Phigh PhigheqP
Time criteria tlow ≥ t tlow < t < thigh thigh ≤ t

Table 2.3: Severity, probability and time to react levels.

of triggered inputs dedicated solely to MFM, which prioritises high-risk failure modes to
improve the accuracy of MFM models. The prioritisation of the proposed procedure for
the case study in Section 5.3 has however not been realised as part of this dissertation.

Table 2.4: Risk matrix for weighting simulated failure modes against the probability
and severity levels.

Probability
1 2 3

Severity 3 3 6 9
2 2 4 6
1 1 2 3

A major issue is, that it becomes difficult to foresee all possible faults. Thus, instead
of aiming to revise the MFM model based on the diagnostic performance, it may be
desirable to have an MFM model which describes the system at a more general level,
assuming that a valid model structure enables the model to generalise and describe
faults well which the model has not been tested on. This is an assumption which is not
investigated as part of this dissertation.

2.5 Conclusion
Limited attention has previously been paid to testing, validating or evaluating MFM
models. In addition, limited structure has been provided to the applications aiming
to test, validate and evaluate. Both qualitative and quantitative approaches of various
types have been used for validation and evaluation and the majority of approaches are
concerned with the model behaviour only.

A novel approach has been introduced in this chapter for measuring the model valid-
ity with structure-oriented behaviour tests of the model structure. The measure provides
a way of estimating the model validity from a validation set by using the prediction mea-
sure referred to as accuracy. The method introduces a set of rules for testing, comparing
and revising MFM models that are based on the causal and physical understanding of
MFM models, which will be explained in the following chapter. The method enables
identification of specific parts of the model structure which requires revision, by com-
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puting partial measures of accuracy of specific model parts.

Additionally, the choice of validation set is briefly discussed, and a method for priori-
tising model revisions is introduced. This method evaluates the diagnostic performance
of the MFM model based on the experimental design method Morris screening. Failure
modes are simulated and prioritised based on their risk. The prioritisation is proposed
for revising MFM models to perform better on risky failure modes, based on the assump-
tion of a compromise between inferred accuracy of diagnoses and generalisation of the
system behaviour.
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CHAPTER 3
Process system causality

An MFM model must be compared to the causality of the physical system to validate the
causal structure of the model. In this chapter, the causality of MFM models is discussed
in relation to causal theory. Previous applications of causal analysis to process systems
are then reviewed. The previous applications of causal analysis, and the understanding
of causality in MFM models thereby form a basis of proposing a method which can
analyse system causality for model validation. A brief overview of the causal theory is
first provided in this chapter. Next, the causal theory is used for defining the causality
of MFM, as it has only been defined in relation to causal theory to a limited extent. The
understanding of causality of MFM forms the basis of how inferred propagation paths
are interpreted and compared in the validation method introduced in Chapter 2. Lastly,
previous applications of causal analysis of process systems will be reviewed.

3.1 Causality
Causality is a qualitative concept that describes a relation between two events. An initial
event being the cause results in certain subsequent effects. Causality is dependency
between events, objects, states or properties. A common condition for the existence
of a causal relation is the precedence of one initial event X, being the cause, over a
subsequent event Y , being the effect. Apart from this condition, numerous different
conditions have been proposed for analysing causality. An example of a set of conditions
includes [95]:

A theoretical or common sense linkage: connectivity should exist be-
tween the events or objects X and Y . Connectivity is encoded engineering
documentation such as P&IDs.

Statistical dependence: The dependence between X and Y should be
evaluated statistically to avoid spurious relations.

Responsiveness: The occurrence or change to X, changes or produces Y .

Elimination of common causes: A confounding variable Z may be the
common cause of X and Y . Thus X does not cause Y , but Z causes X and
Y as two independent events.
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Asymmetry: X changes or produces Y , and Y is not simultaneously chang-
ing X. This does not imply whether Y cannot or can change X in general,
but simply that one event precedes the other.

Various notions of causality exist. As a simplification, causality can be interpreted
either deterministically or non-deterministically. Deterministic causality interprets the
effects of events as definite outcomes such as: opening a valve increases the flow rate
through it. Deterministic causality is typically based on the understanding of physical
governing laws and first principles. Non-deterministic causality adopts the principle
of an event X not always causing an event Y , or doing so with different outcomes.
Probabilistic causality is a non-deterministic and widely accepted notion as a result of
the increased popularity of causal graphs. A widely accepted and applied notion for
graph-based methods was proposed by Pearl [71], who defined probabilistic causality as
conditional in reference to Bayesian Networks. Probabilistic causality describes events
as stochastic processes. Quantum physics is an example of a stochastic understanding of
physical phenomena. In addition, probabilistic causality is used for describing processes
that appear to behave randomly, as the underlying physics, assumptions or conditions
are not fully understood. Probabilistic theory defines the responsiveness as a probabil-
ity, thus changing X increases the probability of Y . In the following, a set of concepts
is introduced to support the description of the methods of causality representation in
MFM and causal analysis. These concepts will be used for describing the causality of
Multilevel Flow Modelling, the causality of relevant methods for causal analysis, and
the causality of the method proposed here for causal analysis, in relation to existing
causal theory. When referring to causality between a variable X and Y in the following,
the causality refers to changes to the variables that are considered as events. Similarly,
when referring to causality between flow functions A and B it will be the change of the
functions to either high or low states that is considered as an event.

Two variables X and Y are causally dependent if Y changes as a consequence of X
changing, or the probability of Y changing increases when X changes.

Two variables X and Y are causally independent if changes to X does not change
Y , or the probability of Y changing does not increase. Numerous ways of testing this
exists such as screening off X. The concept of D-separated variables was provided by
Pearl [71] to describe causal independence for variables in directed acyclic graphs and
Bayesian Networks, such that if no path can be produced between two variables X and
Y , by examining all possible paths, the two variables are causally independent. Other-
wise some circumstances exist under which causal dependence is present.

An analysis may establish causal dependence between two variables X and Y , how-
ever such dependence may be spurious. Thus it is not an actual causal relation between
X and Y , but these variables may simply be correlated as a coincidence with no actual
or theoretical linkage, or by a confounding variable Z which is the common cause of
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both X and Y as shown in Figure 3.1.

Z

X Y

Figure 3.1: Confounding variable Z of X and Y .

Direct causality exists between two variables Z and Y if no intermediate variable
exists as shown in Figure 3.2.

Indirect causality exists between two variables X and Y if an intermediate variable
Z is required for Y to be an effect of X as shown in Figure 3.2.

ZX Y

Figure 3.2: Direct causality between X and Z, and Z and Y , but indirect causality
between X and Y .

A causal chain is a sequence of variables involved in a causal process, such that X
causes Z which then causes Y as shown in Figure 3.2.

When a variable Y is a direct effect of variable X, but also depends on an interme-
diate variable Z as shown in Figure 3.3, then Z is a mediating variable of Y . Y is thus
the effect of the causal relations with the variable X and the mediating variable Z.

The compund causality is the combined influence of direct, indirect and mediating
causality from the variable X to Y .

An asymmetric causal relation between the variable X and Y means that X can
change Y , but Y cannot change X.
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YX Z

Figure 3.3: Mediating variable Z.

A symmetric causal relation between the variable X and Y means that X can change
Y , and Y can also change X.

Causality can be categorised according to how general or detailed a description it is of
causal relations, and of what it describes. Generic-level causality describes causality for
multiple cases, where single-case causality describes causality being valid in only a single
instance [78]. Often these terms can be used to define a continuum between which causal
relations can approach either the generic-level or the single-case. Similarly type-level rep-
resents a high level abstraction of causality for a collection or group of objects whereas
token-level represents the causality between specific objects. The individual-level rep-
resents either particular individuals or observations and the population-level represents
a collection of individuals or observations. A more detailed description of the concepts
generic-level, single-case, type-level, token-level, individual-level and population-level
has been provided by [78]. The levels are not in themselves interesting, but they rep-
resent how broad a spectrum the causal claims cover. These concepts will be used to
describe the differences and similarities between current modelling practices of MFM
and the proposed method for causal validation.

In the following, the expression flow function, refers to the MFM model, and vari-
ables to something of the process system that can be quantified. When building MFM
models, flow functions are associated with process variables.

Causality has previously been described for MFM by Petersen and Lind [75] in the
context of qualitative physics. In general, only limited discussion or propositions have
been introduced for causality related to MFM and has been proposed by Petersen and
Lind [75], Bergquist et al. [10], Larsson et al. [53], and Dahlstrand, Larsson, and Öhman
[15] and Fang [21]. The topic of discussion has been the validity of causal relations for
dynamic processes and the representation of these in MFM models. The discussion has
addressed the following: (1) How can MFM be changed to introduce relations that will
be valid for dynamically changing processes, and (2) how can the relations be valid repre-
sentations with as simple and generic representations as possible (thus covering as many
processes and systems as possible). The approaches presented by Fang [21] and Larsson
et al. [53] are somewhat similar, whereas the most widely applied MFM implementation
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by Petersen and Lind [75] is different from the other propositions. The latter solution
is simpler and more general, while the former solutions are more cumbersome and case
specific, but potentially more accurate. The discussion of validity by Petersen focuses
mainly on the aspect of qualitative physics, and whether the causal relation between
two functions is symmetric or asymmetric, and lastly the level of causality as being at
either a generic or single-case level.

Sparse descriptions of MFM exists in relation to many of the common concepts of
causal theory explained in this chapter despite causality being a key aspect of the models
and inferences. In the following, a proposition of causality of MFM is presented. Instead
of causality being explained in the context of events or objects, causality is defined to
be state changes of flow functions that represent causal events.

3.2 Causality of MFM
The causality of MFM will in the following be defined and discussed in relation to the
causality represented in models, in model inferences, and in the process of modelling.
First, any prior published material on causality of MFM will be discussed, and subse-
quently, a proposition of causal theory of MFM is proposed in relation to existing general
causal theory.

3.2.1 General assumptions of causality in MFM
MFM models are described as consisting of functions and goals, related causally in an
abstraction hierarchy in numerous publications. The concept of causality is, however,
vaguely defined or described in these publications. One of the earliest descriptions of
the concept of causality in MFM is by Lind [55]:

’Concepts of goals and functions are important for understanding the na-
ture of artificial systems, and are therefore basic to MFM. MFM is, in this
way, different from modelling techniques representing systems on the basis of
knowledge of physical mechanisms in terms of laws of physics and chemistry
or causal relationships between system states or events. The focus is accord-
ingly on representation the systems ”intentions,” not the causality. Models
of causality does not represent intentional aspects of systems.’

This means, that the idea is not to represent the actual causality of the system but
to represent functions which are intended to be related. This description of causality
relies on latent system knowledge in the design phase of how systems work. The designer
knows, that a heat exchanger realises the function of cooling, and that the cooling has an
effect on a subsequent process. The intention is to cool the process medium to support
the subsequent process. Thus, for these intentional relations to be valid, the system
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must provide the modelled functionality, and the functions must be physically related
and realised in the same manner as they are intentionally designed.

Based on this description, the concept of causality in MFM is very abstract. However,
when introducing input states to flow functions based on physically measured process
variables or alarms of process variables, the causality between physical components is
introduced. The relations can, therefore, not be solely intentional but must also be phys-
ical. Also, because causal models do not represent intentional system aspects, this does
not necessarily mean that functional models of intentions exclude causality. Designed
intentions exploit a latent understanding of causality in the domain of process design.
As intentions rely on causal mechanisms to be achieved, causal models do not include
intentions, but functional models of intentions must then rely on causality. Causality of
functional models is thus claimed here as an abstraction of causality related to functions
that are physically realised.

A simple example is given by Lind [54], describing that when opening a valve, it
causes the flow of water to increase through the valve, which in turn causes the water
level to increase. Here Lind argues based on Von Wright’s theories about doing and
bringing about, that opening the valve is the action, but increasing the flow rate of
the water, to also increase the water level, is the intention and consequence. However,
an intentional relation between the water flow, and the water level is governed by the
physical mechanisms of the system.

The only difference is that there may not be a direct monotonic relation between
the valve position and the water flow, as this relies on the supply of water and any up-
and downstream process conditions. Such a material or energy supply is, however, an
assumption for the use of MFM, although examples exist of the method being used to
reason based on the absence of a supply. Nonetheless, the relation between the water flow
and the water level is not solely intentional but also physical. A related argumentation
is presented by Heussen and Lind [35]:

’It should be noted that, similar to the notions developed in QPT, flow-
functions have been defined from intuitive and generic process-engineering
notions rather than from physical laws.’

In addition, Heussen states that selecting the right level of abstraction is required for
representing causality in relation to control systems given the different levels of control.
On the contrary, Larsson [50] proposes that it is the interchanges of mass and energy
rather than intentions that represent causal interaction between physical components.

The theoretical foundation of MFM is explained in greatest detail by Petersen and
Lind [75] and Petersen [74] who introduced the concept of direct and indirect causality
to MFM, in addition to roles and agents based on Qualitative Process Theory (QPT).
Petersen also introduced the concept of having a generic set of inference rules, that de-
pends on the role of functions, whether they are upstream, downstream or hierarchically
connected (supporting).
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Petersen [74] claimed that the introduced causal concepts are not generic. How-
ever, the rules rely on a generalised concept of monotonic relations between two flow
functions. Given that the same rules always apply for a certain causal relationship (par-
ticipant/influencer) between two certain flow functions (sou/tra/sto/bal/bar/sin) with
certain roles (downstream/upstream), the rules that describe the causal relationship are
always monotonic and deterministic independent of the process or the conditions. The
generic nature of the causal relations is therefore partly based on the generalisation of
the behaviour as qualitative states.

Typically, causal models represent causal relations between events that can be con-
sidered as variables attaining high or low values. The inferred propagation paths from
MFM represent causal relations between events similar to causal models. Typically
causal models, such as Bayesian Networks, however provide counterfactual events. In
the context of MFM, this means, that if a flow function A goes high, then a direct
effect of A is B. Based on the circumstances and given that each function is related to
no more than one function (apart from the relation between A and B) A will affect B
to either become high or low. As either state is mutually exclusive of the other and
deterministically determined, there is thus no need for representing the counterfactual
event. The counterfactual conditional would be the flow function A going low in this
case. Instead, the causality of MFM models is between flow functions that represent
physical and functional processes and implicitly models all possible events rather than
explicitly modelling the events as is typically the case of causal models that also contains
counterfactual events.

3.2.2 Concept of time in MFM
The representation of time has been vaguely adressed for MFM levels on a theoretical
level and a practical level. Recent work addressing time on a practical level is by Kim and
Seong [44], but no definition of the assumptions of time is presented for the MFM model.
Instead, estimated distributions of a time lag of effects are used for calculating probabil-
ities for when state changes may have occurred, to verify the current situation. Petersen
[74] introduced differential mass and energy balances on a theoretical level. In this way,
time is introduced as an increment. This increment, however, needs to be defined such
that it may represent the time from a cause to the time when symptoms can be detected.

Time becomes essential to the validity of MFM models for two reasons. When
assuming that the causality of process systems is not deterministic over time because
the system behaviour is non-linear and because it depends on the process state, then
time becomes relevant for the validity of the causality. Furthermore, time becomes
relevant when analysing the system causality of the physical system to detect effects
of causes. As an example, a drain may have an observable effect within seconds on
the liquid level in a tank, whereas a valve for controlling the flow out of the tank may
have an observable effect within minutes, the pressure in the tank may influence the
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level within hours and the temperature may have an observable influence on the level
within days due to vaporisation. Therefore, if the level in the tank decreases, the system
dynamics are relevant for the analysis of the system causality and for the validity of the
inferences from the MFM model. The following three questions are therefore relevant
for the validity of the inferences and the analysis of the causality of the physical system:

• At what point in time does the process deviation, used as model input, occur?

• At what point in time does process deviation, which is the model output, occur?

• On what time-scale is the inference valid?

As mentioned by Peters, Janzing, and Schölkopf [73], time is often imprecise in the
context of causality or simply excluded. A very common example of causality is: ”smok-
ing causes cancer”. This is a valid and well-founded causal relation established between
a cause and an effect, but with no reference to the occurrence of either event in time. In
order to quantitatively analyse causality of a process system, it is, however, necessary
to define time according to when the cause and effects occur. The reason for this is that
events occur on a continuous basis, so to distinguish between dependency and indepen-
dency, a time scale is required. Otherwise all events could potentially be considered
effects of a defined initial cause.

As a proposition, the aspect of time should be functional, such that time in the con-
text of causal analysis is relevant to the time scale of causal inferences. Here, functional
refers to the use of the inference. If any consequence that may occur after 7 days is irrel-
evant to the current operation of the system, then the causality of the system should be
analysed on a shorter time scale. Any prediction of consequences from MFM would thus
be associated with uncertainty when predicting a consequence on a time scale longer
that is longer than one week. Thus, a causal model built on generic (and high level)
causal information, should only be used for generic causal inferences, with similar time
related claims or uncertainty as it was built on.

This means, that causality, in relation to time, is proposed to be functional. The time
scale between analysed and inferred causality should thus be coherent. If the validation
set for validating the causality of MFM models has not been obtained based on a defined
time scale, then the causal inferences cannot include time. If causality is analysed
between events of a time-scale of minutes, the inferences are assumed valid within a
similar time-scale. If this is the case, the causality is then assumed to be consistent
between the analysed and inferred time scale. Outside of this time-scale, inferences
are then associated with uncertainty, in a sense that the conditions for causality can be
considered to be extrapolated and are thus associated with a higher degree of uncertainty.
The uncertainty of such an assumption could potentially be quantified, however, this is
not investigated as part of this dissertation.
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3.2.3 MFM in the context of causal theory
Limited descriptions have previously been provided on causality of MFM models based
on existing causal theory as causality has primarily been described in relation to in-
tentions and qualitative process theory. A definition will, therefore, be proposed here,
which should not be seen as a limitation to the application of MFM, in case an alterna-
tive yet suitable definition can be provided for the application.

Conventionally MFM models contain generic causal descriptions. MFM has been
used for exploring consequences of deviations from the intended operation state of a
process system [77, 86, 87, 85]. For these applications it may not necessarily be a re-
quirement that the inferences are valid given certain process conditions and for a given
time-scale as they seek to explore possible behaviour patterns in a qualitative safety
assessment format. When using qualitative safety assessment methods such as HAZOP,
the delay between a cause and an effect is not important. Instead, the severity of the
effects is relevant and how to mitigate them. When using MFM models to infer causes or
consequences of alarms on-line, the time-scale is relevant for mitigation and because the
cause could’ve potentially occurred a minute, an hour or a day prior to the alarm. How-
ever, as mentioned previously, the time-scale is relevant for the analysis of the physical
system to validate such inferences quantitatively. However, as argued by Dahlstrand,
Larsson, and Öhman [15], the validity of causal relations may vary over time with the
process state. Process state changes includes components that are reconfigured, intro-
duced, removed or operated differently. Disturbances can be introduced both internally
and externally to systems. These disturbances may also change the process state. MFM
models are built based on the assumption of how systems are designed and operated
and are thus assumed valid for a specific process state. However, these assumptions are
latent and are not necessarily evaluated in the entire process window that represents
the process state which the MFM model is assumed valid for. The system’s functions
and causality may thus change dependent on where in the process window the system is
operated. Therefore, such a change should represent a different process state. The new
process state may render the causal structure of the MFM model invalid.

Dynamic causal relations were introduced by [15] for on-line inference with MFM to
address process state changes. A set of rules were defined that describe whether causal
symmetry or asymmetry exists between two adjacent functions dependent on their states.
Thus Dahlstrand, Larsson, and Öhman [15] introduced variable causality as causal rela-
tions that depend on qualitatively defined process conditions.

Only few descriptions exist of causality for MFM, and all are limited to focus on a
single aspect of causality, despite causality being a central aspect of the MFM method-
ology. The proposed method for causal analysis in Chapter C4, addresses the issue of
what will be referred to as conditional causality when the causality is conditional on a
set of conditions. This is motivated by an indefinite causal behaviour of process systems
in their entire range of operation and need for a deterministic representation of causality
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for MFM.
A finite number of propagation paths exist for an MFM model that describe the

causal behaviour that can be inferred. The reason for this, is the deterministic and
qualitative representation of causality in MFM models. Multiple propagation paths can
be produced from the same state change of a flow function that propagation in different
directions of the model. Some paths may, however, overlap with contradictory state
changes. The causality is therefore potential. The information which the model is built
from, represents either population or individual level causality which refers to how strict
or loose the conditions for causality have been defined. Thus, if the model represents a
single process state, the causality is at an individual level. In this way, the model is a
generic and deterministic representation of causality, with loose conditions approaching
population level, and strict conditions approaching an individual level. Thus at an indi-
vidual level, causality is represented at a static point in time, at a specific pressure and
flow rate. The token level represents whether this is a causal relation between two func-
tions in a particular system whereas the type level represents any system or subsystem.

Given the previous definition of causality for MFM models, the causal analysis
method introduced in Chapter 4 is used for model validation. The validation results
presented for a use case in Chapter 5 is therefore a token level representation as the
causality can only be validated for that particular system with the proposed method.
The method evaluates the causality of the physical system at an individual level by per-
forming an experiment. The model is then validated at a population level by providing
an aggregate representation of the individual level. The following will be a proposition
of causality of MFM at a practical level.

3.2.3.1 Model causality
MFM models are produced by connecting two flow functions with a causal relation. Two
adjacent flow functions A and B are related through a direct causal relation similar to
the concepts of Signed Directed Graphs and Bayesian Networks where edges connects
nodes. The flow function B in Figure 3.4 shares a direct causal relation with both A
and C.

A direct causal relation between two flow functions can be either a participant relation,
an influencer relation, or a means end relation. The means end relation is similar to the
participant relation in practice, but has a different descriptive meaning. An influencer
relation, is a symmetrical causal relation describing that:

A→ B⇔ B → A (3.1)

A symmetrical relation represents the potential of the flow function A to cause a change
to the flow function B, but also the flow function B to have the potential to cause a
change to the flow function A. As a direct and symmetrical relation exists between the
flow functions A and B, the flow function A can be a direct effect of B, and B can be
a direct effect of A. It is important to notice that the causality is potential, as actual
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CBA

Figure 3.4: Example of direct causal relations between the flow functions A and B,
and B and C, but not A and C.

symmetrical causality, meaning that causality occurs in both directions, contradicts the
requirements defined in Section 3.1 of actual causal asymmetry. Actual causality requires
that one event must be the cause of the other, and thus precede it in time. In contrast,
a participant relation is an asymmetrical causal relation which is potential. Causal
asymmetry can be described as:

C → B⇔ B /→ C (3.2)

Thus, a direct and asymmetrical relation exists between the flow function B and C in
Figure 3.4. The flow function C can therefore cause the flow function B to change, but
the flow function B cannot cause the flow function C to change. In other words, the
flow function B can be a direct effect of C, but C cannot be a direct effect of B.

An indirect relation exists between the flow function A and the flow function C in
Figure 3.4. Such an indirect relation exists as a part of a causal chain, with intermedi-
ate causal relations between flow functions. Two flow functions A and C are causally
dependent, as the change of the flow function A can be an indirect effect of the change
of the function C: C → B → A.

For acyclic directed graphs, causal dependence or independence is defined by d-
separation [71]. If any two variables X and Y , are connected in any way conditional
on a set of variables Z, then X and Y are d-connected and dependent. Given no paths
connect X and Y conditional on Z, then X and Y are d-separated and independent.
For MFM models, the process conditions H which the model is assumed valid for are
latent. The conditions H which the MFM model is valid for are not explicitly defined
as part of model building. It is therefore difficult to know whether one path is more
likely than the other, and whether inferences are valid for the current process conditions.
For the method proposed in Chapters C4 and C6, causal dependence and independence
between an intervention α (cause), and an effect β is similarly conditional on a set of
variables. These variables are either a set of process conditions H or state changes of flow
functions. For MFM models this means that two flow functions A′ and B′ can be con-
ditionally dependent given one propagation path, and conditionally independent given
another propagation path. In Figure 1.9, the flow function tra3 is independent of tra5
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conditional on the flow function bal. The flow function tra3 is however dependent on the
flow function tra5 conditional on the set of flow functions Z = bal, tra2, sto1, tra4, sto2.

Two flow functions A and B are causally dependent given at least one propagation
path exists where A and B are conditionally dependent, otherwise they are independent.
Two adjacent flow functions that share a direct causal relation are causally dependent,
as either of the flow functions can influence the other. If no direct or indirect causal
relation exists between two flow functions, they are causally independent and cannot
influence each other. The flow function B in Figure 3.5 is therefore causally indepen-
dent of E (B ñ E), as no direct or indirect relation exists between the flow functions
B and E. The flow function B is also causally independent of D (B ñ D) as the flow
function C cannot be an effect of neither B nor D. The flow function C is an intermedi-
ate flow function between B and D, therefore the flow functions B and D are causally
independent given the two participant relations connected to the flow function C. The
flow functions B and C are both conditionally dependent and independent. Whether
the two flow functions are conditionally independent or dependent is determined by the
direction of propagation. Conditional dependence is thus circumstantial and related to
inferred propagation paths. Therefore, conditional dependence approaches single-case
causality as the possible outcomes have been limited. On the contrary, the MFM model
represents generic causality as a finite and often high number of potential outcomes.
However, both the model causality and the inferred causal propagation paths are po-
tential. Alternatively it is possible to argue that inferred propagation paths represent
actual causality, and that contradictions correspond to different time instances.

F

DCBA

E

Figure 3.5: Example of B and D or B and E being causally independent flow functions
in an MFM model.

3.2.3.2 Modelling causality in MFM
There is so far not a particular methodology that has been collectively agreed upon by
practitioners for capturing the causality of process systems between flow functions in
MFM which has been outlined in detail. However, the basic principle behind modelling
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in MFM is to first identify the goals of the system and then to order them hierarchically.
Next, flow functions are grouped in flow structures according to their spatial locations,
function and mapping to physical components. The flow structures are related to goals
to represent which functions realises which goals. The internal layout of the flow struc-
tures is partly based on the system topology and connectivity obtained from P&IDs,
as well as the intentions of functions based on design knowledge, operation manuals
and process expert knowledge. Such knowledge is typically used for building models,
but also for assessing whether the model behaviour is valid. Furthermore, MFM mod-
els have not been explicitly defined to be valid given some specific process conditions,
however, recently the concept of operational modes was introduced by Kirchhübel, Lind,
and Ravn [47]. Thus, based on the intention of the system operation, multiple models
are produced to represent different types of operation such as start-up and shut-down.
The conditions are however still only as precise as the description start-up.

3.2.3.3 Causality of inferences
MFM can perform both abductive and deductive inferences. Dependent on the type of
inference, a different set of rules exist [99]. The inference assumes a symmetrical rela-
tionship for the two types of inference. Given that B is an inferred effect of A, then A
should therefore be an inferred cause of B. Given two dependent events A and B, where
A is the cause and B is the effect, then A remains the cause and B the effect. This
is independent of whether abductive or deductive inference is used, thus whether the
cause is used to infer the effect, or the effect is used to infer the cause. This symmetry
will be referred to as inference symmetry. The reasoning rules of MFM rely on inference
symmetry for performing both abductive and deductive reasoning from the same MFM
model.

A causal relation does not only define whether one flow function can be the effect
of another, but also the causal influence. The causal influence, is the qualitative state
change as either high or low of a flow function which is caused by a qualitative state
change of another flow function. Flow functions can attain states, which can be propa-
gated to other flow functions by inference. The inference requires a model and a set of
rules to determine this propagation. The states low and high, represent a direction of
change of a flow function. The rules then define the direction of the change, being the
causal influence, of any flow functions that are causally dependent. These rules depend
on the type of causal relation, the type of the related flow functions, the role and the
type of inference [100].

The causality is deterministically defined in MFM given the model and the reasoning
rules. Thus for the example in Figure 3.6, if the flow function B is high, the flow function
A can only be low given the model and the inference rules. In addition, the causal
influence of MFM is qualitatively proportional. This means that given a storage flow
function B attains the state high, and if an adjacent transport flow function A is an
inferred effect, then A will attain a low state. If the flow function B instead attains
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Low High Normal
Effect Cause

CBA

High Low Normal
Effect Cause

Figure 3.6: Example of qualitative proportionality inferred from the flow function B
(cause) to the flow function A (effect).

the state low, the inferred effect A will attain the state high. The explained example is
shown in Figure 3.6. This assumption of qualitative proportionality can be written in a
more formal way for two arbitrary flow functions A and B:

B:high→ A:low⇔ B:low→ A:high (3.3)
B:high→ A:high⇔ B:low→ A:low (3.4)

The equations (3.3) and (3.4) are based on the reasoning rules. The most recent
and thorough explanation of the reasoning rules has been provided by Zhang, Ravn,
and Lind [100]. However, only Petersen [74] addresses the origin of the rules and the
causality, which is partly based on Qualitative Process Theory (QPT) [23] and theory
of functional modelling [56].

Models may contain flow functions that are connected to more than two flow func-
tions through causal relations. The MFM syntax allows this for the storage and balance
flow functions. In addition, the transport, barrier, balance and storage flow functions
can be causally related to flow functions in other flow structures through means-end
relations. Flow functions with three or more connections result in causal chains with
branches. These branches may be either from a split of one flow function causing multiple
downstream effects, or one flow function joined from multiple upstream flow functions.
Flow functions that either split or join are typically due to headers, dividers or recycle
loops in process systems.

In graph theory or statistics, mediation analysis deals with the estimation of the
influence of multiple events or objects on a single particular object or event [72]. Mul-
tilevel Flow Modelling only deals with qualitative states, and thus has no capability of
mediation. Given two flow functions A and B act as causes on the function C as shown
in Figure 3.7, what will the state of function C be? A simple solution would be to negate
the low and the high states, resulting in a total or net effect which is a normal state
of the function C. However, as state changes are handled qualitatively, the magnitude
disappears and reasoning based on the net effect may therefore be invalid. In addition,
the causal relations are not defined by their degree of influence, and for these reasons
MFM cannot reason about the state of one flow function based on the states of multiple
directly related flow functions. Thus, MFM has no mediation capability. For this rea-
son, and due to the qualitative states, MFM instead provides all possible causal chains.
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Figure 3.7: Two separate propagation paths through flow functions A and B from an
(indirect/direct) common upstream confounding flow function are propa-
gated through the flow function C. Two separate effects are inferred for C
for each path as mediation is not possible in MFM.

These chains are commonly referred to as propagation paths in the MFM terminology.
A propagation path is a potential sequence of events inferred from one or multiple events
which can be either causes or effects. The causal relations are all asymmetric and direct
in inferred propagation paths.

Two methods were suggested for comparison of propagation paths inferred from SDGs
to a validation set by Maurya, Rengaswamy, and Venkatasubramanian [61, 60]. The
generate and test method produces all possible propagation paths from the SDG, and
then searches for matches between the paths and the behaviour from the validation set.
Alternatively a total, or net effect can be produced from all propagation paths for every
node which can then be compared to the validation set.

Based on the presented causality of MFM, the rules defined in Chapter C5 are based
on the understanding that inferred propagations are potential events. Paths may occur
simultaneously, however some paths will be dominated by other paths, and may thus
be difficult to observe. The rules seek to prioritise the most dominant behaviour. Each
path only describes a part of the entire system behaviour, and when no description
is available for a flow function in a particular path, this does not mean that the flow
function is not affected at all.

The proposed rules for comparison generates all possible propagation paths and com-
pare them to the validation set similar to the generate and test method. The rules are,
however, used to only test exogenous variables, and only compare the behaviour from an
exogenous variable in MFM, to the behaviour from the same variable in the validation
set. In addition, the rules also propose a specific way to compare the paths, whereas the
generate and test method provides no rules. These rules are motivated by the causality
of MFM, and allow behaviour patterns to be treated as valid when a normal state is
produced for a flow function from MFM but the physical system shows either a high or
low state.
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A method which can analyse the causality as qualitative state changes between pro-
cess variables is required for validating the causal relations of MFM models. Preferably,
the required method should analyse causality as both direct and indirect, as each inferred
propagation path from MFM provides the direct causal influence between flow functions.
Furthermore, analysing both indirect and direct causality will provide more options for
the validation method. Compound causality will, however, suffice more frequently than
direct causality, as many flow functions are abstract functions which are non-observable
variables of the process system. Therefore, direct causality cannot be obtained for such
flow functions.

These non-measurable flow functions thus only have an abstract relation to the struc-
ture. As the non-observable variables will be flow functions in-between the observable
flow functions, the causality between observable flow functions in MFM models will typi-
cally be indirect or compound causality. For this reason, indirect or compound causality
will often suffice. As MFM has no capability of inferring based on mediation, it is no
requirement for the validation set to provide the compound effect from direct causality
and from any mediating functions through indirect causality. On the contrary it would
be beneficial if the compound effect on a single function from multiple functions can be
composed into the different causal paths. In this way the influence would be accounted
for separately from each path, in the same way as MFM treats propagations through
functions with multiple relations. It would thus be favourable if the causal analysis can
produce all different potential causal chains. The following will review suitable methods
for validation of causality in MFM models.

3.3 Review of causal analysis of process
systems

A method for analysing the causality of the physical system is required to validate the
model with the method introduced in Chapter 2. Therefore, previous applications of
causal analysis methods applied to process systems are reviewed in the following to iden-
tify relevant methods or concepts that can be used for analysing causality to validate
MFM models. This section will focus on which information can be obtained on causal
relations with any prior applications of causal analysis. This is relevant to how MFM
can be validated. Furthermore, it will focus on the conditions that the results have been
obtained from to assess the transparency and robustness of the results and under what.
This is of importance given the application of MFM for decision support on safety. Two
of the most commonly applied methods for causal analysis are first introduced to provide
a basis for understanding the reviewed applications of causal analysis.

Over the past few decades the applications of causal graphs have increased in pop-
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ularity. These graphs are typically derived from a causal analysis. In the past decade
the application of causal analysis and causal graphs of process systems have increased
for solutions to alarm management and plant-wide fault diagnosis.

Methods for causal analysis for validation of causal graphs of process systems are
typically either based on quantitative data, or knowledge from process experts and oper-
ators or information from process manuals, P&IDs or control logic diagrams. The process
knowledge can include information about the physical structure and connectivity/topol-
ogy [95, 93], standardised operation knowledge [89] or experience based statements of
operation from structured interviews [85, 66].

Knowledge-based methods are suitable for generalising the system behaviour but are
less detailed in quantitative information. Instead data-based methods can be used to
provide more quantitative information, and may unlike knowledge-based methods pro-
vide specific information about the strength of the causal relation, specific conditions
for the existence of the relation and whether the causality is direct or indirect. Alter-
natively structural equation modelling, algebraic equations, differential equations and
differential algebraic equations can be used [61]. An overview of relevant methods for
causal analysis of process systems is given in Figure 3.8. The majority of previous work
on causal analysis of process systems has focused on lag-based methods that have been
applied on process history. Here, process history refers to data acquired from the phys-
ical system. The lag-based methods will be reviewed in detail, whereas the remaining
categories will be briefly introduced.

3.3.1 Data-based causal analysis
Various data-based methods have been applied for analysing the causality of process
systems. The most common method independent of application is Granger causality
whereas Transfer Entropy (TE) is the most widely applied method for analysing process
systems. A key aspect of methods for analysis of causality is whether the method is
univarite (uni-), bivariate (bi-) or multivariate (multi-)1, whether it is a linear (L) or
nonlinear (NL) analysis, whether it can analyse the causal strength (+), the causal di-
rection (→) or the causal influence (±) of the causality, and whether it analyses direct
(D), indirect (I) or the compound causality (C) (the sum of direct and indirect) causal-
ity. Various extensions exist for correlational analysis, Granger causality and Transfer
Entropy to address these characteristics. As a basis for how to perform a data-based
causal analysis, two of the most widely applied methods, Granger causality and Trans-

1An analysis between two process variables Xt and Yt is often referred to in the literature as
multivariate when analysed in relation to a future value of Yt+1 between all possible process variable
combinations. In this dissertation, the calculated causality between two different process variables X
and Y is defined as a bivariate analysis. When the causality is analysed between more than two process
variables, when introducing a third process variable Z, it becomes a multivariate analysis. A bivariate
analysis between all possible combinations of process variables is in this dissertation referred to as a
full bivariate analysis. Whenever the analysis does not account for all possible combinations, as in the
case of the method proposed in this dissertation, it is referred to as a partial bivariate analysis.
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Figure 3.8: Methods for causal analysis of process systems.
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fer Entropy, are introduced to examine how causal dependency is inferred and which
parameters are essential to the methods. This should provide a basis for understanding
concepts of the reviewed applications of causal analysis methods to process systems and
their deficiencies.

3.3.1.1 Granger causality
Granger causality is defined as a cause X preceding an effect Y in time. Given that
a prediction of future Y , based on current and lagged values (past values), improves
when including current and lagged values of X, then X is said to be Granger causal
to Y [46]. The cause X thus contains information about the effect Y that improves
the prediction of the effect. Many different formulations are applied for determination
of Granger causality, but are primarily based on the variance of the predictions as a
statistical measure for inferring Granger causality:

σ2 (yt+1 ∣Y,X) < σ2 (yt+1 ∣Y) (3.5)

In equation (3.5), the variance σ2 (yt+1 ∣Y,X) of the prediction yt+1 based on the
current and lagged values of X and Y must be lower than the variance σ2 (yt+1 ∣Y)
of the prediction yt+1 based only on the current and lagged values of Y for Granger
causality to exist.

Granger causality is a bivariate method for analysis of causality between two linear
time series. The predictions may rely on an autoregressive (AR), moving-average (MA)
or autoregressive-moving-average model (ARMA). A univariate and a bivariate linear
autoregressive model can be formulated for Granger causality as:

AR(k) ∶ yt = α0 + α1yt−1 + ... + αkyt−k + ϵt (3.6)
yt = α0 + α1yt−1 + ... + αkyt−k + β0 + β1xt−1 + ... + βkxt−k + ϵt (3.7)

The order of the autoregressive model k is the maximum number of incremental time
lag, being the number of past values of the two random and stationary variables X and
Y . The linear regression coefficients α and β can be determined based on optimisation
methods such as Least Squares. The model’s prediction error ϵt can be used for an
alternative test to the one formulated in equation (3.5) based on an F-test. For the
direct Granger procedure, the model order k of AR models can be determined based on
the sensitivity of σ2 (ϵt) [46].

In addition, Granger causality can be used to determine if instantaneous causality
exists between two variables when future values of X improves the prediction of Y , or
if feedback exists between X and Y . Extensions of Granger causality exists for mul-
tivariate (conditional) analysis based on multivariate autoregressive models (MVAR)
[46], non-linear analysis based on non-linear models [5, 58], partial or directed Granger
causality [46]. Unlike Transfer Entropy, implementations of Granger causality also exist
in the frequency domain, to determine the Granger causality at different frequencies.
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Spectral methods of Granger Causality have not been applied to process systems, how-
ever promising results have been obtained by analysing spectral correlation between
oscillating process variables [81].

3.3.1.2 Transfer Entropy
Transfer Entropy, is a methodology for estimating the mutual information transfer be-
tween process variables of indeterministic systems. It is an asymmetrical measure of
information transfer to provide a directional sense. The direction is based on an intro-
duced time lag to either of the variables [80].

The dynamic relation between variables is captured by Markov processes. Transfer
Entropy is a concept closely related to Granger causality, however Transfer Entropy is
a non-linear method which requires a significantly greater computational cost. Neither
Granger causality nor information transfer is considered as causality, however both pro-
vide pragmatic ways of estimating a somewhat related concept between time series. A
distinction is provided by Bossomaier et al. [11]:

’The concept of causality is typically related to whether interventions on a
source can be identified to have an effect on the target, rather than whether
observation of the source can help predict state transitions of the target.’

Transfer Entropy is defined as the mutual information transfer I from the past infor-
mation of a source X, to the future information of a target Y . The information transfer
is conditional on the past information of the target Y defined as:

TX→Y ≡ I (Yt+1 ∶Xt ∣ Yt) (3.8)
= H (Yt+1 ∣ Yt) −H (Yt+1 ∣ Yt,Xt) (3.9)

The conditional Shanon entropies H (⋅ ∣ ⋅) can be rewritten based on the joint prob-
ability P (yt+1, y

(k)
t , x

(l)
t ) between the future source value of Y and the past values of

the source Y and the target X, determined by a (k) and (l) order Markov process, in
addition to the conditional probabilities P (yt+1 ∣ y(k)t , x

(l)
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(3.10)

The notation of y(k)t refers to a kth model order of the Markov process y at the current
time t. The order l of the source is suggested to either attain the value l = 1 or l = k
and is thus often based on best practice [80]. As Transfer Entropy is computed based
on Markov processes, the source and target variables X and Y should be stationary.
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The conditional probabilities are commonly estimated based on either binning or kernel
density estimation.

For systems exhibiting a deterministic behaviour, the model order should approach
k → 0 and for non-stationairy k → ∞. Given that the history of Y increases as k → ∞,
more information is provided about X, which should explain Y . However as k →∞, the
dynamic information transfer reduces, and therefore TX→Y → 0 [11]. Large values of k,
reduces the resolution of the time series, whereas low values reduces the past influence
of Y on itself, and the dynamic influence. Likewise, low values of l reduces the influence
of past influence of X on Y .

The representation in equation (3.10) can be expanded to include a lag u from the
target to the source, such that the target yt becomes yt−u. This delay is typically opti-
mised to maximise TX→Y [11].

Transfer Entropy should be interpreted such that TX→Y = 0 means no mutual infor-
mation transfer from X to Y , with an increasing degree of information transfer up to
a value of 1. If no mutual information transfer exists from X to Y , then Y is causally
independent of X. When TX→Y > 0, statistical significance testing is used for concluding
whether a causal relationship exists or not. For this purpose, surrogate data is produced
based on the available data, and a null hypothesis is then defined such that H0 ∶ T ≤ L
and H1 ∶ T > L, with L being a defined threshold for distinguishing between causal
dependence and causal independence. The null hypothesis is tested on the surrogate
data and the hypothesis is considered statistically significant, if the probability of the
null hypothesis P (T > L) is larger than a chosen confidence level.

Transfer Entropy can be extended to multivariate cases by analysing the mutual in-
formation transfer from X → Y ∣ Z conditional on a third variable Z. Spurious results
between only Y and X can then be avoided if the source Y depends on an intermediate
variable Z, such that X → Z → Y . Implementations of Transfer Entropy for estimation
of direct causality or discrete Transfer Entropy also exists.

3.3.1.3 Applications of Transfer Entropy and Granger causality to
process systems

Numerous approaches address the high computational burden of Transfer Entropy by
using discrete time series rather than the conventional continuous time series2. Discrete
Transfer Entropy was proposed by Yu and Yang [98] to analyse causal relations between
alarms, and to infer process streams based on the spatial location of alarms. As alarms

2Transfer Entropy can be discrete by summing over all estimated probability distributions, or contin-
uous by integrating over them. All reviewed methods apply the discrete approach, but with continuous
variables. Whenever alarm series or trends are used instead of continuous signals, the application of
Transfer Entropy is referred to as discrete and whenever sensor signals are used it is referred to as
continuous Transfer Entropy.
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are qualitative and discrete Yu and Yang [98] argues that it is intuitive to also represent
the causality between alarms qualitatively when inferring causes for alarms based on the
analysis. The causal analysis was compared with the plant connectivity to determine
the validity.

An alternative discrete Transfer Entropy method for using alarm states was presented
by Guo, Yang, and Yu [31]. Instead of alarm states, the TE was calculated from signal
trends to obtain a stable result at a lower computational cost.

Yang, Shah, and Xiao [93] used cross-correlation with a time delay and Transfer
Entropy to analyse system causality. The analysed causality was combined with pro-
cess knowledge for validation of the causality of an SDG to determine both the causal
direction and influence. Process knowledge is claimed by Yang, Shah, and Xiao [93] to
produce causal networks closer to real causality and also claims that quantitative data
is a necessity to provide quantitative evidence for knowledge validation. Likewise, quan-
titatively analysed causality should be validated by process knowledge. Gaussian kernel
estimation was used by Yang, Shah, and Xiao [93] to estimate the probability distribu-
tions for Transfer Entropy, and significance testing was applied to identify a threshold
that optimises the probability of the null-hypothesis for causal dependence. The method
parameters were selected based on best practice, however, as a simple implementation of
local sensitivity analysis the change rate of entropy was used for determining the order
k and l of the Markov processes.

Time lagged dependency of two differenced time series (differential dependency) has
been used for measuring the dependency rate of variations between two time series [64].
The differential dependency was calculated in a similar fashion to Transfer Entropy, but
from the differenced time series instead of the original. The differenced time series are
computed for each variable by subtraction of adjacent samples in time for the respective
variable. By varying the lag between the two time series the causal dependency and
direction or causal independence was determined based on the shape of the graph of
the differential dependency as a function of the varied time lag. In addition, differential
dependency was used for identifying the time scale of the system dynamics for the time
lag producing the maximum differential dependency. The time at which a large peak of
dependency occurs, was thus used for computing the Transfer Entropy.

Transfer Entropy was used by Duan et al. [17] for analysing direct causality amongst
process variables. In order to do so, multivariate Transfer Entropy was calculated by
extending TX→Y to DTEX→Y ∣Z . To ensure the causality was not simply caused by the
variable Z, the information transfer from Z to Y was also analysed DTEZ→Y ∣X . The
multivariate analysis can be extended to as many intermediate variables as required,
although this significantly increases the computational burden. Wide sense stationarity
was assumed and tested for. An approach for determining the method parameters such
as lag for all variables was presented as an OAT method. Both the change rate of the
Shannon Entropy and Transfer Entropy was used for choosing the lag of the variables at
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values where the change rate decreases significantly. In order to compare the calculated
measures of DTE, the measures are normalised such that the direction and strength of
the direct and compound causality can be determined.

As a way of identifying the time delay between two causally related alarms, Wang
et al. [83] used cross-correlation to identify the time delay that results in a maximum
correlation. The time delay was used for computing a similarity coefficient between
alarms, and subsequently Granger causality on the process data with the identified time
delay. The similarity coefficient was used for supporting causal claims from Granger
causality.

3.3.1.4 Other methods
As often mentioned, correlation does not imply causation. However, Yang, Shah, and
Xiao [93] argued that correlation can be used as a validation set for validating causality.
By introducing a time-lag to Pearson’s correlation coefficient, causes and effects can
be identified. This follows the key idea by Schreiber [80] of introducing a time lag to
provide an asymmetrical direction to Transfer Entropy. The maximum of the absolute
correlation based on a certain positive and negative lag, was compared in magnitude,
to determine the direction. A threshold for the computed correlation was proposed to
be used as a means for distinguishing between noise-induced correlation and correlation
based on causation. The directionality is only an estimate, but Yang, Shah, and Xiao
[93] argued that it is fairly reliable despite inaccurate correlation coefficients.

Nearest neighbours was applied by Bauer et al. [8] to measure the sensitivity to direc-
tional propagation between process variables. Embedding vectors were used by Bauer
et al. [8] in a nearest neighbour approach to analyse causality between two random vari-
ables. The approach analyses how well a variable X predicts the variable Y at a given
time, averaged over K nearest neighbours for both X and Y . In essence, the method
averages the prediction difference between two variables X and Y at one time instance,
with a defined number of nearest neighbours - neighbouring time samples. Parameter
values of the method were determined by using a one factor at the time (OAT) approach,
changing one parameter while fixing the others. A threshold was optimised for deter-
mining causal directionality as either X → Y , Y → X or causal independence X ñ Y .
The threshold was optimised to obtain a probability higher than the confidence level for
the null hypothesis, based on a directionality (and independence) measure. Surrogate
data was used for hypothesis testing to ensure a significant deviation of the surrogate
data from the original data.

Causality was first derived for a bipartite-graph and at a later step converted to
an SDG based on the connectivity of qualitative equations by Maurya, Rengaswamy,
and Venkatasubramanian [61, 60]. A set of rules were then used for deriving symmetric
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or asymmetric causality from the equations, based on how a set of equations can be
solved, which variables are on the left or right hand side of the equation, and whether
the variables are exogenous or endogenous. The qualitative equations were derived from
either algebraic equations (AE), differential equations (DE) or differential and algebraic
equations (DAE) and were used for finding the sign of arcs, being the causal influence.
The time scale influences the rules and is addressed qualitatively as either an initial,
transient or final response. The focus on time is however only for the analysis of propa-
gations from the SDG models that were derived from the causal analysis.

3.3.1.5 Analysing causality between alarms
Numerous approaches exist that focus on analysing causality between alarms. A short
overview of methods for analysing temporal dependency between random variables is
presented by Folmer, Schuricht, and Vogel-Heuser [22]. If two alarms frequently occur
in a given time frame, Folmer, Schuricht, and Vogel-Heuser [22] proposed that they are
temporally dependent, indicating causal dependency. Plant behaviour is claimed to be
highly non-deterministic, and a probability was therefore calculated for a causal rela-
tion to exist conditioned on a time interval, and a maximum time deviation of alarms
to occur inside the defined time interval. The causal time delay between alarms was
therefore treated as uncertain. The uncertainty is introduced as a fixed tolerance to the
time interval. By varying the time interval, probability distributions causal dependency
between alarms were produced. If the probability for two alarms in a certain time inter-
val exceeds a confidence level of 95 % a relationship exists.

The cross-correlation function (CCF) used for process data [93] was adapted for
alarm data [96]. The method treats time as a fixed time interval between alarms with a
fixed tolerance, and analyses both causal influence and correlation strength. A Gaussian
kernel function was used for producing a continuous time series from the alarm data,
which the CCF uses to determine the causality between two alarms. The CCF method
was applied to both process data and alarm data, to produce causal maps, conditioned
on significance testing of both the cross-correlation and the directionality measure [91].
In addition, the time delay was investigated for consistency such that the total time
delay between the variables A and C should be approximately equal to the time delay
between both A and B, and B and C for the following causal chain: A→ B → C.

Given two alarm flood sequences are similar, Rodrigo et al. [76] claimed that they
originate from the same process abnormality. By combining alarm logs, process data and
plant connectivity, causal alarms were identified for alarm floods. A similarity algorithm
was used for obtaining the similarity between alarms to cluster them based on frequency
of occurrence. Lastly, causality was analysed between alarms with Transfer Entropy, to
identify causes of alarm floods, which were compared to a connectivity/topology model
for validation.
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Statistical dependency amongst alarms was evaluated by clustering alarms based on
the conditional probability of two alarms occurring simultaneously [45]. A fixed time
interval was considered, with a fixed deviation. Statistically dependent alarms were
grouped closely in clusters based on manually chosen thresholds. With decreasing de-
pendency, the alarms were positioned further away. The clusters provided a basis for
subsequent evaluation of causal sequences amongst alarms in each cluster.

An overview of data-based causal analysis methods applied to process systems is
shown in Table 3.1. The properties of the method proposed method in Chapter C4 are
also shown.

3.3.2 Conditional independence
Conditional independence is commonly used for causal modelling with Bayesian Net-
works. It is based on the principle that the event X raises the probability of Y , such
that Y is causally dependent on X. This can be formulated formally as a conditional
probabilistic inequality:

P (Y ∣X) > P (Y ) (3.11)

Thus, if X does not raise the probability of Y , the two events are causally indepen-
dent. The probability for the events X and Y to occur independently should thus equal
the probability for the two events to occur jointly [36]:

P (Y ∩X) = P (X)P (Y )⇔ (3.12)

P (Y ) = P (Y ∩X)
P (X)

= P (Y ∣X) (3.13)

When isolating the probability of the event Y in equation (3.12), the right hand side
(middle) in equation (3.13) becomes the probability of Y conditional on X. When the
probability of Y is equal to the probability of Y conditional on X, then Y must be
independent of X.

Conditional independence has been defined for Bayesian Networks or directed graphs
as d-separation [71]. Given two variables X and Y are d-separated in a graph conditional
on a variable Z (or a set of variables) no path exists between X and Y conditional on
Z.

A related assumption is the Causal Markov condition stating that a node in a graph
is conditionally independent of any non-descendant nodes, given its parents. The Causal
Markov condition and d-separation are however only relevant when building the causal
structure of directed acyclic graphs or when using it for inferences. They are thus not
relevant as rules for analysing system causality when no graph has been obtained. In
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Table 3.1: Comparison of applications of methods for causal analysis of process systems.
Compound (C), Direct (D),Observations (O), Interventions (IV), Stationarity
(Sta), Historic (His), Surrogate (Sur), Simulated (Sim), strength (+), direction
(→), influence (±). Table continues in Table 3.2. Refer to the acronym list.
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Table 3.2: Table 3.1 continued.
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addition, the MFM model is not acyclic, and this interpretation can therefore only apply
to inferred propagation paths.

Two variables X and Y can also be conditionally independent, given an intermediate
variable Z which screens off Y from X. This means that Z is causally between X and
Y :

X → Z → Y

There are two conditions for a variable Z to screen off X from Y:

P (X ∩Z) > 0 (3.14)
P (Y ∣X ∩Z) = P (Y ∣ Z) (3.15)

The first condition requires that X and Z are related and may occur jointly. The
second condition requires that the probability of Y conditional on X and Z equals the
probability of Y conditional on Z. Analysing only X and Y could lead to a spurious cause
in a bi-variate analysis, as Y is not causally dependent on X, but on an intermediate
”cause” Z. Thus, a multivariate analysis is instead required to identify such relations.

Alternative to the causal structure X → Z → Y , Z could be a confounding variable
such that: X ← Z → Y . In such a case, the Princple of the Common Cause states
that: given that the probability of two events X and Y are more more likely than their
independent probabilities, then a confounding variable Z, a common cause, exists. This
can be written as:

P (X ∩ Y ) > P (X)P (Z) (3.16)

Both the theory of screening off and the principles of the common cause have different
rules or assumptions based on who proposed the methods for addressing confounding
and intermediate variables. The above principles of common cause and screening off
are propositions of Reichenbach [67]. The above three conditions are not sufficient on
their own to establish whether a confounding or intermediate cause exists, and may
require additional conditions to identify exactly which role each parameter has, however
these are sufficient to identify if at least either phenomena is present [84, 36]. For the
previous case of screening off, it is not possible to infer whether X or Z is actually the
intermediate variable from equations (3.14) and (3.15). For such a purpose, additional
conditions are required.

As mentioned earlier, causal analysis based on probabilistic independence is e.g. used
for Bayesian Networks, but not MFM and SDG models as they do not include or handle
probabilities. Recent work has however addressed an extension of MFM to include prob-
abilities [42]. None of the reviewed applications of causal analysis applies conditional
independence for analysing the system causality.
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3.3.3 Knowledge-based causal analysis
Knowledge-based causal analysis relies on a qualitative analysis of systems. The knowl-
edge type is generally categorised as either deep or shallow. Shallow knowledge relies on
behaviour observations excluding internal mechanisms, whereas deep knowledge relies
on the structure and functions of the system. Shallow knowledge can be provided eas-
ily from experts, but is limited in flexibility and domain application compared to deep
knowledge [16].

Typical examples of such qualitative deep knowledge includes P&IDs, control dia-
grams, other design documents and operation manuals from which system functions and
connectivity can be obtained. In general, only little structure has been proposed or
applied to the process of acquiring shallow knowledge of causal relations for process sys-
tems. This is mainly true in relation to building or analysing MFM models, as examples
do exist for Bayesian Networks and SDG, although not having been reviewed as part
of this dissertation. On the other hand, recent studies have focused on methods that
automate the process of acquiring connectivity and topology from design documents.

As a way of extracting symbols, text, connectivity and underlying semantic content
from P&IDs and control logic diagrams Esquivel [20] proposed a scanning method for
paper and digital files. The scanned information is stored as connectivity matrices, and
to formalise the information, the analysis of the connectivity matrices is stored in object
oriented models with the CAEX file format. The models were used to perform diagnosis
based on connectivity, directionality and topology.

Another use of an object oriented CAEX representation of a process system was
presented by Rodrigo et al. [76], for validating a causal analysis with Transfer Entropy
of alarms. The method provides an automated way of obtaining the connectivity and
topology of process systems.

A direct interpretation of P&IDs was carried out by Yang, Shah, and Xiao [93] to
extract topology and connectivity which is stored in an XML format (which CAEX is
based on). The topology and connectivity was compared with the causality obtained
from data-based causal analyses as validation of the causality. The reachability of process
variables from the data-based analysis was compared to the connectivity and topology.
The analysis was used for building diagnostic SDGs.

As argued by Yang, Shah, and Xiao [93], process knowledge is required in combi-
nation with data-based analysis of causality, to distinguish between direct, or indirect
causality, redundant causal paths and errors in models. Both qualitative knowledge and
quantitative analyses should thus be combined for causal validation, especially since
connectivity is a condition for causality. On the other hand Yang, Shah, and Xiao
[93] argues that quantitative information is a necessity to assess reliability, to exclude
nonexistent paths or to choose the dominant paths.



68 3 Process system causality

3.4 Conclusion
Concepts of causal dependence and independence from causal theory have been intro-
duced. Previous descriptions and contributions to causality of MFM have been discussed,
and the existing causal terminology has been introduced to describe the causality of
MFM. In addition, the causality of MFM models has been proposed to be represented
as conditional on a set of conditions.

Methods for analysing causality have been reviewed for lag-based methods and briefly
for conditional independence. Additionally, the state of the art has been reviewed for
causal analysis methods applied to process systems. The majority of applications use
Transfer Entropy. These applications require stationarity and uses observations of pro-
cess history. The majority of methods introduces a lag to both variables or a fixed
tolerance to either of the variables. However, limited insight into the influence of the
representation of the time between cause and effect is provided. Only two applications
are multivariate, where one analyses the direct causality between process variables. The
threshold which is used for inferring either causal dependence or independence is for the
majority of the applications optimised as part of significance testing. Some of these as-
pects are problematic, and therefore a new method is proposed in the following chapter
for causal analysis of process systems.



CHAPTER 4
Causal analysis with Monte

Carlo Simulations
First, the deficiencies of the causal analysis methods presented in Chapter 3 are discussed.
Next, a novel method for causal analysis of process systems is then introduced in this
chapter. The primary purpose of proposing a method for causal analysis of complex and
safety-critical process systems is the need to address transparency and robustness when
validating MFM models. The proposed method is an alternative to existing methods for
analysing process system causality in a transparent way while analysing the robustness
by using Monte Carlo Simulations.

4.1 Motivation for a novel causal analysis
methodology

The deficiencies of the previously reviewed methods for causal analysis of process sys-
tems will be discussed in the following as a motivation for proposing a novel approach
to causal analysis of process systems. The previous methods and applications will be
compared to the novel approach.

Process systems are complex systems with interactions between various physical pro-
cesses that are chemical, mechanical, and electrical. As part of causal theory, such
processes are referred to as generative mechanisms. The system may have cycles of
process flows, connections, disjoints, and complex control and automation strategies.
Process systems thus depend on the interaction between numerous variables and are as
a result multivariate by nature. In addition, the behaviour can be highly non-linear, and
appear stochastic as process conditions, and external conditions change dynamically in
addition to operators configuring hardware and software over time. The author’s belief
is that the governing physical principles and generative mechanisms of process systems
are deterministic by nature, however, given the previously mentioned conditions, the
lack of process knowledge and sufficient physical understanding can make the behaviour
of process systems appear stochastic and non-deterministic. Often such causal relations
appear to be simple once theory or models can provide sufficient insight to understand
the governing mechanisms.
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4.1.1 Reliability of results
The method presented in Chapter C4 has been proposed as an alternative to existing
methods used for process systems, to analyse the causality with a robust and transpar-
ent procedure. The black box modelling method, Deep Learning, has been one of the
underpinning technologies of autonomous vehicles. However, as cars have started crash-
ing in traffic during maturation of autonomous vehicles, the need for interpretability
arose [62]. Interpretability is the understanding of decisions and outputs from input
when uncertainty propagates through the numerous parts of the autonomous vehicle’s
decision-making system. As the validity of the causal structure of MFM models is as-
sessed based on causal analysis, the causal analysis must be interpretable, meaning that
it is transparent and trustworthy. A transparent causal analysis, makes it possible to
understand or trace the information which MFM models are either built, revised or val-
idated from.

A key aspect of the proposed method is to quantitatively analyse system causality
of process systems, by also providing tools for assessing the robustness of the quan-
titative analysis. Similar to the work of Yang, Shah, and Xiao [93] and Yang et al.
[95], it is the author’s belief that in matters of safety, the quantitative causal analysis
should be combined with the system understanding of experts with relevant process and
safety knowledge. In this way, interpretability of the results is ensured, if they can
be understood and related to the process knowledge. In any highly regulated industry,
quantitative evidence proves a compelling case, but the evidence must be interpreted
qualitatively by experts to asses whether the evidence can prove e.g. safe operation. For
this reason, the analysis should be simple, intuitive and be related to our understanding
or implementation of system safety of process systems. It should be transparent how
the results are obtained such that they can be scrutinised before causal models are ap-
plied for safety-related decision-making in the industry. Additionally, the entire process
must be documented such that reviews can trace any inferences, that lead to operators
performing or neglecting actions that will result in accidents or dangerous occurrences,
to the information that the model and the inference was based on.

For the above reasons it becomes an important factor, that the system is excited
by manipulating the system’s actuators, to observe the system’s response. The aim is
to make it more intuitive to comprehend the analysis based on controlled experiments
rather than historical data chosen either randomly or arbitrarily. It is a specific inter-
vention that must lead to a response, and not a statistical signal similarity of time. The
conditions that the causality is evaluated over is also explicit. The process conditions and
the interventions are defined explicitly. In the reviewed methods, there is no certainty,
about what the historical data contains. If an actuator is out of operation for a given
time period, maintenance is performed, or pipes are leaking, this might be contained in
the data without the knowledge of the person conducting the analysis.

In addition, the proposed method should provide a more intuitive metric of causality
as opposed to that of e.g. Transfer Entropy and Granger Causality. Understanding the
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relation between an intervention and a response is intuitive. On the contrary, it is not
an intuitive expression of causality to use the variance of a regression model’s capability
to predict a future value of a random variable based on past values of that variable
and an additional variable. The same case applies to higher-order representations of
joint probabilities between two random variables as is the case of Transfer Entropy.
Therefore, unlike the reviewed methods, the proposed method offers an approach to
analyse causality of known processes from interventions to ensure the interpretability of
the results.

4.1.2 Significance testing
Hypothesis testing or Null Hypothesis Significance Testing (NHST) has been criticised
for many reasons. As argued by Greenland et al. [30] and numerous other researchers,
NHST is often used in ways believed to not be scientifically sound for numerous different
reasons.

The reviewed methods in Table 3.1 that lists the use of significance testing apply
hypothesis testing in order to determine whether a null-hypothesis holds if a given prob-
ability P exceeds an arbitrarily chosen confidence level. Given that the null-hypothesis
holds, the hypothesis is statistically significant and can thus be assumed to be a valid
representation. A threshold L is used to determine whether a causal relation exists given
the measure of causality is above the threshold. The issue is, however, that the reviewed
applications maximise the probability P by varying the threshold L. The condition for
a causal relation to exist between two variables is thus optimised, which makes causal
independence less likely. The hypothesis test thus becomes biased, and the relation to
the physically generative mechanisms diminishes as well as the objectivity. Another
issue is that the threshold can be minimised to be infinitesimally small to increase the
probability of the null hypothesis.

Instead of performing hypothesis testing in the conventional frequentist approach as
done in the reviewed methods, modern approaches to significance testing suggest using
Bayesian approaches for hypothesis testing of estimated distributions for model selection
[49].

The method presented in this dissertation aims to provide the option to use a con-
ventional approach for hypothesis testing, but without optimising any thresholds and
by also including an alternative hypothesis. Instead, the thresholds should be based on
either a physical understanding of the system dynamics or based on the alarm thresholds.
The thresholds should be fixed along with the confidence level before hypothesis testing.
In addition, an option to provide an estimation of the threshold as a distribution is
provided, such that hypothesis testing can be done by assuming an uncertainty of the
threshold. In this way, the robustness of the threshold can be investigated. Similarly,
the method allows for introducing uncertainty to the time interval which is used for
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analysing the step response of process variables to interventions on actuators.

4.1.3 Data type
Many of the applications of reviewed methods provide historical process data for the
causal analysis. When limited to using process history, the provided data is assumed
to cover the process conditions or cases which the analysed results will subsequently be
representative of. Presumably such an analysis is measuring how control systems in com-
bination influence the system. This means, that the causal relations are analysed based
on interactions between all actuators and external disturbances of the system. Thor-
ough analysis may be required by process experts to actually understand the physical
behaviour encoded in historical data, otherwise uncertainty is present on the conditions
for what is causing what, what is driving changes, and exactly when things occur. There
may thus be low or no certainty about the conditions of any arbitrary historical data
used for a causal analysis. It may thus require large amounts of data to provide repre-
sentative data of the process system in operation - unless the system behaviour is either
deterministic or easily understood.

In addition, the methods produce surrogate data for hypothesis testing. This is com-
mon statistical practice, however, this reduces the physical system to that of a system
with a behaviour based on statistical measures. The threshold for establishing causal
relations is thus based on statistically produced data which may not preserve the causal
relations of the original data, despite the proposed methods coping with said issue by
only sampling segments of the time series randomly. Some applications however exploit
this issue, in an approach to distinguish between surrogate and historic data with sta-
tistical significance.

The proposed method uses Monte Carlo Simulations by designing experiments for
a set of process conditions that are assumed to represent normal operating conditions.
Interventions of only a single actuator at a time is introduced to isolate the contributions
to avoid interactions between actuators.

4.1.4 Observations or interventions
As an alternative to historical process data, Monte Carlo Simulations are proposed
in this dissertation for evaluating controlled experiments. As system models, or in
more popular terms digital twins, have become a standard requirement in the design
phase, such experiments should be possible given the model is valid and suitable for
the proposed experiments. As an alternative to physical experiments, the simulations
enable evaluation of the causality:

• without compromising system safety

• under any given conditions (even physically unrealistic, extreme, rare or severe)
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• in high numbers of autonomously executed simulations

As this requires experiments to be designed, it is initially proposed to keep the design
and analysis simple, by only manipulating actuators, components or up- and downstream
boundary conditions of the simulated model, thus being system components or parts con-
sidered likely to actually cause system failures. A common practice for testing dynamic
systems has been extreme testing [7], however as the response may vary dependent on
the magnitude of the step change, the proposed method aims to uncover this relationship
under uncertainty.

The following is a theoretical example that has been adapted to process engineering
from causal inference in computer vision [73]. Better examples may thus exist that are
closer to processes used in the industry, however, the example shown in Figure 4.1 should
suffice for the required explanation. Any up- or downstream influences are ignored in
the following explanation.

h1

Q1

h2

Figure 4.1: System with two tanks with liquid level h1 and h2, and an intermediate
pump with mass flow rate Q1.

Liquid is pumped from one tank with a liquid level h1 to a second tank with a liquid
level h2. As the opening of the pipe in the first tank is close to the bottom of the tank,
the flow rate through the pump is independent of the level h1 as long as liquid is present.
In addition, the level h2 of the second tank does not influence the flow rate through
the pump, as the pipe is not connected to the tank. The level h1 and h2 of both tanks,
however, depend on the flow rate Q1 through the pump. The causal relations between
the process variables are shown in Figure 4.2.

By intervening on the flow rate Q1 through the pump, both h1 and h2 changes. When
intervening on either of the tanks’ level, the flow rate Q1 does not change. Intervening
directly on the flow rate is not possible, but could be achieved by the pump, whereas
intervening on the tanks’ level could be realised by the valves, or possibly an additional
drain. When observing only h1 and h2 these will appear to be causally dependent on
each other. They are, however, dependent on a confounding variable. The correct causal
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Q1

h1 h2

Figure 4.2: Causal relations between liquid level h1 and h2 of two tanks and the pump
flow rate of Figure 4.1.

relations can thus not be obtained from a bivariate analysis of observational distributions
of the two variables. It would thus be required to analyse the observational distributions
as a multivariate analysis of: h1 → h2 ∣ Q1 and h2 → h1 ∣ Q1. Alternatively it would be
required to intervene on h1, h2 and Q1, to discover that h1 and h2 are causally inde-
pendent. It would, however, be possible to identify confounding variables from process
knowledge and process connectivity, and for this reason, the results of a quantitative
bivariate causal analysis should be interpreted by a process expert as argued by Yang,
Shah, and Xiao [93].

4.1.5 Time
Time is part of what provides the ability to state whether two random variables are
causally related or not, based on the fact that one event must precede another. As
argued by both Yang et al. [95] and Schreiber [80], the directional sense, inferred from
how statistically similar two or more random variables are for a given time delay, is what
enables a causal analysis. In addition, the direction of causality must be asymmetric,
as the two variables cannot be a cause of each other simultaneously [80]. However, in a
quantitative analysis of unknown processes, it becomes difficult to identify events that
can be considered as a cause and any subsequent event that can be considered as an
effect. Therefore, the statistical similarity between two variables is typically used for
analysing the causality of unknown processes.

Instead of analysing the direction of causality by using methods for causal analysis
of unknown processes, such as Granger Causality or Transfer Entropy, the proposed
method assumes that the direction of causality is from an intervention on an actuator to
process variables, thus from exogenous to endogenous variables. Furthermore, the point
in time of the cause is known when analysing Monte Carlo Simulations as opposed to
process history, and thus only the point in time of the effect must be estimated. Change
detection is therefore used to identify the effects in Monte Carlo Simulations for the pro-
posed method, rather than analysing statistical similarity as is the case for the methods
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reviewed in Table 3.1.

For the reviewed methods, uncertainty about time is typically included to either of
the variables as time lag with uniformly distributed samples (Markov processes) to a
single variable or both. Methods such as Granger causality attempts to predict a future
value a number of steps ahead from a past value. Such a prediction is performed at every
time step of a time series, where every single time step is embedded with a number of past
samples (lag). The number of samples depend on the order of the Markov process. The
same representation applies to Transfer Entropy, although TE is not a prediction but an
estimate of information transfer from one variable to another from a past time sample to
a future sample. The representation of time for the nearest neighbours method is similar
to Granger causality, but also averages predictions over a number nearest neighbouring
samples [8]. The discussed representations of time are shown in Figure 4.3. 2 var lag
Time delay, uncertainty [93, 96, 91, 22, 45] My method

TimeA B

Time

Uniform
uncertainty

A B

Time

1 variable
lag

A B

Time

2 variable
lag

TimeA

Time delay/
Prediction horizon

A,B B

2 variable
uncertainty

B

Figure 4.3: Different implementations of time in causal analysis methods. The distance
between the large circles represents the time delay (prediction horizon)
between cause A and effect B of the analysis from a past sample to a future
sample, whereas small circles represent any lagged (embedded) samples.

The simplest way to represent time is as a static time delay from a cause A to an
effect B. None of the methods however treats time in this way, as this would require
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certainty about when causes and effects occur. Instead, the simplest representation is
a static time delay with a tolerance of error [93, 96, 91, 22, 45]. The effect can thus
be in the interval defined by the time delay t and the error ϵ which is [t − ϵ, t + ϵ]. To
analyse higher-order probability distributions with Transfer Entropy, a lag is commonly
included for both of the variables in a bivariate analysis. The majority of reviewed
methods include a lag two both variables which represents uniformly sampled uncer-
tainty introduced to both the variables [98, 93, 76, 64, 83, 8, 17]. None of the reviewed
methods use a lag applied to only either of the variables.

Thus, instead of determining the statistical similarity between two signals for all time
samples with a sliding time lag, as is the case for the majority of the reviewed methods,
the time interval instead varies as a function of two probability distributions for the start
and end time around the intervention and assumed response. The conditions of the pro-
posed method provide a higher degree of certainty of the point in time of the cause and
the effects, as interventions are introduced at a defined point in time. For this reason,
only a fraction of the time series around the intervention must be analysed and thus
reduces the computational power compared to other methods. The delay between step
change and step response is, however, unknown. The proposed method does, however,
not assume that a given time lag can explain or predict a variable at exactly h steps
ahead in time like the reviewed methods. Instead, the size of two time intervals are es-
timated such that one contains the step change and the other contains the step response.

A key concept of the proposed method is reliability. The obtained results from the
analysis should be reliable. To achieve this, the robustness is analysed, and interpretabil-
ity is prioritisered. The robustness of the representation of time is therefore evaluated
by introducing the time interval as a function of two probability distributions for the
start and endpoints of the interval as shown in Figure 4.3. The point in time of the in-
tervention is already known when simulating interventions. The uncertainty of the time
interval related to the intervention A, is, however, used for analysing the mean value of
the process signal that is considered as an effect, before the intervention is introduced. A
time interval before the intervention A, is thus used to define the process signal mean of
the effect B, which the effect must deviate from in order to be considered as an effect of
A. The uncertainty is thus introduced to analyse the sensitivity of the results to poorly
estimated time intervals required for detecting the step response of B.

The reviewed methods, including the proposed method, rely on estimating the delay
between cause and effect correctly. Only few applications test the sensitivity of the
results to different values of time lags [98, 93, 64], whereas the remaining provide no
analysis of whether the estimation is robust or not. The proposed method similarly
aims to evaluate the robustness of the time intervals by using sensitivity analysis. Both
the time intervals and the thresholds used to infer for causal dependence will be anal-
ysed with sensitivity analysis. Dynamic systems produce responses with different time
delays that do not necessarily imply the sequence of causality. The proposed method,
therefore, refrains from analysing causal sequences from the simulations. Instead, the
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understanding of the theory of physics and structural system information should be used
for implying such sequences in an approach similar to the approach proposed by Yang,
Shah, and Xiao [93] and Yu and Yang [98]. This will, however, not be part of the work
presented in this dissertation.

4.1.5.1 Change detection and dynamics
The process conditions and the step change is evaluated stochastically with a simulated
model over a large number of simulations, to evaluate causality under uncertainty. Low
computational power becomes desirable for analysing causality, with an increasing num-
ber of evaluations. For this reason, change detection is used as a univariate alternative
to bi- and multivariate methods. Dependent on the choice of change detection algo-
rithms, the computational burden may increase or decrease. The causal analysis should
represent a time scale similar to the time scale of inferences from causal models. If
the purpose is to infer consequences based on a cause on a short time scale, the causal
analysis should be of a short time scale to thus be representative. The motivation for
using either a short or a long time scale is explained in the following. The proposed
method is capable of handling both.

Short time scale The MFM model is applied for inferring causes to alarms,
to bring the process system back to a safe state before the fault escalates
to a severe scenario. The purpose of MFM is thus to provide incipient fault
diagnosis. For this reason, the causality should be evaluated on a short time
scale, for which the system is assumed to be able to return to a safe state
before the fault escalates.

An MFM model can include actions of controllers acting on e.g. valves,
pumps etc. [35]. In such cases, the analysed causality for validation of MFM
models is desired to exclude the actions of controllers. MFM models can infer
how controllers act based on the state of a measured process variable. This
however requires that the response of other controllers, to the step change of
the exogenous variable, is not included in the endogenous change such that
only the initial response is included. Otherwise the compensatory or inverse
response is analysed.
Thus when inferring based on the short time scale with control included
in the MFM model, the controllers react to this endogenous change (step
response), and when doing so without control included in the model, the
causal behaviour is thus extrapolated to a longer time scale, assuming that
the state response will continue.
On a short time scale, the change detection is used for identifying the initial
and thus also immediate response of process variables, which based on the
steady state of the system is assumed to be only endogenous and acyclic
effects of the step change, and not effects of any other controllers that would
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produce an inverse or compensatory response [60]. In this context, an acyclic
effect refers to the model in the sense that the effect is not based on any
cyclically inferred propagations.

Long time scale In case the controllers of the system are not explicitly
modelled in the MFM model with separate control structures, and the con-
troller responses are included intentionally in the flow functions of the MFM
model, given that the functions represent the system on a longer time scale,
the causal analysis should be carried out on a long scale as well. In such a
case, it is not of interest to identify the initial step response, and whether
this response exceeds any limits, but simply whether the process variables
exceeds a threshold within a given time interval.

A long time scale is thus more functional to an operator when inferring
based on alarms, however, this concept moves further away from the concept
of causality. This does not render a long time scale inapplicable, however it
becomes more difficult to rationalise for what exact reason, and how the step
change propagates through the system over time. This concept approaches
the arguments provided by Lind [55] on relations being intentional and func-
tional rather than causal as discussed in Chapter 2.

Change detection

The change detection method in the work presented here, detects a change
in mean in a given time interval which is assumed to be the step response.
To detect a change in mean, the time interval is split into two intervals that
represents the time before and after the step response. This method appears
suitable for short time scales, whereas simpler methods focusing on only one
time interval would suffice for longer time scales. An example of such a
method would be cumulative sum (CUSUM) or a similar approach to apply
static thresholds as done by Maurya, Rengaswamy, and Venkatasubrama-
nian [61].

The proposed method does not estimate the step response accurately. The
method uses the change in mean from before the step change to after the
step change. The mean is thus calculated for an interval before and after the
step change. The change in mean therefore used to detect the step response.
The mean thus becomes an approximation of the condition before and after
the step response. With highly non-linear behaviour, the residual between
the process signal of the step response and the mean may become large,
thereby, resulting in inaccurate estimations of the step response. Accurate
estimations may however not be important, as the estimation is converted
to qualitative states, in order to compare the state to those from the MFM
model.
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4.1.6 Confounding variables and spurious, direct and
indirect causality

Several of the reviewed methods have been applied for causal graph validation, however,
only one of the applied methods analyses direct causality whereas the remaining anal-
yses compound causality. This is possible when the analysis is combined with system
connectivity. The only presented application of direct causal analysis is by Duan et al.
[17] with an extension to Transfer Entropy. The proposed method of this dissertation,
is thus similar to the majority of reviewed methods as only the compound causality is
analysed.

Many methods for causal analysis are bivariate methods that have extensions to
multivariate cases. This enables the analysis of confounding variables, and to analyse
both direct and indirect causality. As the method proposed here is univariate, it is not
possible to distinguish between direct and indirect causality, or to identify confounding
variables. Interventions are therefore required to identify confounding variables to avoid
spurious causal relations. The proposed univariate approach only provides the compound
causality, thus the combination of the direct and the indirect causality.

4.1.7 Causal strength, direction and influence
Change detection is proposed as a method to determine the degree of change, and the
causal influence between variables instead of using a measure of how well former data
explains current or future data by using prediction models, statistical models or proba-
bility distributions. Causal relations are thereby defined by the magnitude of change of
process variable to actuator step changes..

Causal graphs such as MFM and SDG treat system changes as qualitative and dis-
crete states. The strength of the causal relation is thus not of importance. Instead,
it is only of interest whether a variable is an effect (or a cause) of another variable,
and the causal influence. Change detection can be used to detect when the time se-
ries of process variables’ step response exceeds certain thresholds, and it can provide
the causal influence as either positive (an increasing signal), or negative (a decreasing
signal). These influences correspond to the MFM states low and high, and positive
and negative influences in SDG. When thresholds are not exceeded, the analysed vari-
ables are causally independent, and the state of the response variable is normal. When
representing causality as relations between variables’ qualitative states, the identified
causality is compatible with the representation of both MFM and SDG.

The majority of methods that measure causality provides the causal strength as a
value varying from 0 to 1, with 0 being no relation and any value above indicating a
relation. Only few applications analyse or describe their analysis of the causal influence,
although the majority of methods have the potential to investigate it by simply com-
paring e.g. TEX→Y < TEY→X . A more sound approach is, however, to also include the
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aspect of time as done by Yang, Shah, and Xiao [93] and Naghoosi et al. [64]. They
evaluate the direction of a time delay between causally dependent variables.

The proposed method handles both the strength, direction and influence. The pro-
posed analysis is, however, a partial uni-variate analysis of the causal direction such that
it is limited to be from exogenous variables to endogenous variables only, whereas the
reviewed methods provide full bivariate analyses of the direction.

4.1.8 Assumptions
Several of the reviewed methods assume stationarity, which can be difficult to achieve for
process systems. Thus either common practice is to convert the data to stationary data
or to relax the assumption to a ”wide-sense” (read: long-term) stationarity. One of the
few examples of an analysis of the stationarity is provided by [17]. As process variables of
process systems are seldom stationary, an assumption for many methods used for causal
analysis is violated, although the analysis may still provide reasonable or good results.
Process disturbances and sensor noise can be excluded when using process simulations
and a steady state can, therefore, be achieved before intervening on exogenous variables.

As change detection is used to infer whether two variables are causally dependent
or independent, it is a necessity for the system to be in a steady state, to avoid any
controllers prior to the intervention to have an influence on the response of the process
variables. Even without process and sensor noise, it may in practice be difficult to achieve
a steady state for simulated systems as a result of the process design and tuning of
controllers. As a result of this, and the fact that the response of process variables varies
with the magnitude of the intervention, uncertainty is present when inferring causal
dependence or independence between variables. Uncertainty is present in estimating the
step response of process variables caused by the step change as the response is not isolated
from the influence of any mediating variables, such as controllers. The assumption, that
the step change is what causes the step response is analysed with sensitivity analysis,
although the influence of the step change on the step response is not isolated with the
proposed method.

Although not investigated in this work, simulating a dynamic process system enables
deactivating controllers prior to excitation to reduce the influence of other exogenous
variables acting as mediators. This potentially reduces the requirement of a steady state
process, and the accuracy of the change detection.

4.1.9 Conditional independence
As process systems seldom operate within narrow process windows or even inside the
intended process window, it is proposed as part of this dissertation, to evaluate the
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causality under a range of process conditions, by stochastically evaluating these condi-
tions to determine a probability for a certain causal relation to exist, thus representing
causality probabilistically. The proposed method introduces stochastic uncertainty to
the analysis of causality. Causality is represented by a probability for a certain qualita-
tive response.

Causality of complex process systems can appear to behave stochastically or proba-
bilistically, and as process systems behave differently dependent on the conditions and
events, it becomes difficult to describe causality deterministically for all conditions. In-
stead, the aim of the proposed method is to define the conditions under which the
causality is assumed to be valid. The probability for a causal relation to exist, is thus
conditional on the process conditions and the step change.

The proposed method is thus not limited to the use of MFM and SDG but may
also be applicable to a framework for Bayesian inference. With the proposed analysis,
it is possible to define the causality conditional on a step change magnitude, process
conditions, and process variables. It is however not within the scope of this work, to
apply the results in the context of Bayesian inference.

As a result of the stochastic behaviour, the purpose of the method is to capture the
most dominant behaviour exhibited by the system as proposed by Yang, Shah, and Xiao
[93] to represent the causality. With the proposed method, it is possible to identify and
define potential subsets of the process conditions in which a certain behaviour is dom-
inant in each subset. This would e.g. enable having multiple system models in MFM,
each valid for a specific set of process conditions.

Given that causality for the proposed framework is conditional, causal dependence or
independence is thus defined here in context of these conditions, and is thus not generic
for the system. The method however a deterministic representation of the evaluated
conditions. As long as the conditions are not constrained, the entire range of sampled
conditions is represented. None of the reviewed methods address or evaluate the condi-
tions which the causality is valid for or has been analysed on, and must thus be assumed
to be a generic representation.

For the reviewed methods, the probability for a relation to exist is only used for the
clustering approach by Kinghorst, Pirehgalin, and Vogel-Heuser [45], and conditional
independence is thus not generally applied for causal analysis of process systems. The
reviewed methods are however not claimed to be an exhaustive list of methods.

4.1.10 Estimation of method parameters
Many of the reviewed methods require multiple parameters of the method to be arbitrar-
ily chosen or estimated. Apart from thresholds being significance tested, the parameters
of the majority of methods are time-related. Only few approaches analyse the chosen
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parameters of the method. These analyses are local sensitivity tests, performed by chang-
ing parameters OAT to determine the value that results in the highest change rate of
mutual information transfer. The majority of methods however provide no information
on how to choose or estimate the parameters of the method.

The proposed method instead proposes to treat both the thresholds and the time
intervals simultaneously by providing probability distributions of the parameters, in
combination, to determine how uncertainty of these parameters influences the results.

4.2 Requirements for the causal analysis for
validation of MFM models

As explained in Chapter 2, the causal structure of MFM models is validated based
on structure-oriented behaviour tests by comparison to a validation set of the causal
behaviour of the physical system. The causality of MFM models, and the propagation
paths which are the inferred output provide some requirements for how the causality
of the physical system is analysed. In the following, these requirements are introduced
based on definitions for validating Signed Directed Graphs.

As the input and output of MFM are qualitative states, the validation set for com-
parison should provide an input and an output of the same type. The MFM model
only contains direct causal relations, and MFM is therefore unable to infer about me-
diating or confounding variables. The validation set describes the analysed behaviour,
and should thus have the same properties. The direct relations enable MFM to produce
propagation paths that contain sequences of state changes to flow functions.

As argued by F. Yang, it is a necessity to provide context to a quantitative causality
analysis, by either qualitatively assessing the analysis with experts or by combining dif-
ferent types of causal information [93, 95]. In continuation of Yang, it is thus proposed
that qualitative knowledge of connectivity can be used to order the causality from the
causal analysis in a sequence, such that the sequence is not derived from a quantitative
causal analysis. This is, however, not equal to the causality being direct, as this would
require accounting for both a direct and an indirect component.

An important factor for the interpretation of the propagation paths is that no in-
ferred paths provide any cyclic paths which simplifies the analysis. The proposed method
could however be extended to a similar approach to the method proposed by Maurya,
Rengaswamy, and Venkatasubramanian [61, 60]. The method distinguishes between ini-
tial response, transient response and final response. For analysis of transient response,
Maurya, Rengaswamy, and Venkatasubramanian [60] argues that cycles of Signed Di-
rected Graphs should be included. For the analysis of the initial response, only the
overall effect of all directed paths from an exogenous variable to system variables can be
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considered, and must exclude any cycles [60]. The proposed method for causal analysis
has the possibility of analysing both initial, transient and final response if a suitable
change detection algorithm can be identified. The change detected algorithm studied
in Chapter C4 is only applied for detection of initial responses. According to Maurya,
Rengaswamy, and Venkatasubramanian [60], the analysed causality should thus not be
used for validating cycles from MFM models.

A variable may be influenced by opposite acting causal effects subsequent to the
initial response. Such opposite causal effects are produced by other exogenous variables,
when the deviation starts from a steady state. These effects are referred to by Maurya,
Rengaswamy, and Venkatasubramanian [60] as either a compensatory response, in case
no step response is observed for a non-zero step change, or as an inverse response given
the final response is opposite in sign of the initial response. MFM is incapable of infer-
ring compensatory responses, and inverse response would require inferences with cycles.
By analysing only the transient initial response, the inverse and compensatory response
is therefore not analysed by the proposed method.
In addition, the initial response is defined as the shortest time after which a vari-
able’s derivate is non-zero when starting from a steady state Maurya, Rengaswamy, and
Venkatasubramanian [60]. This notion is similar to the implementation of the method
proposed in this dissertation, although the identification of such change differs. The
initial response for SDGs are the shortest paths that are inferred by the SDG Maurya,
Rengaswamy, and Venkatasubramanian [61, 60].

An approach by Palmer and Chung [69] for addressing the ambiguity of multiple
inferred contradictory propagation paths, splits SDGs into modules and tests each mod-
ule. Instead of the shortest paths for the entire model which as argued by Palmer and
Chung [69] may not be correct, the shortest path for modules are assumed to be the
correct paths. The division of modules are made automatically based on the dividers,
headers and recycle loops identified from the system topology. In addition, Palmer and
Chung [69] mentions that quantitative knowledge should be used for removing multiple
ambiguous propagation paths.

No distinction is made between the inferred propagation paths based on their length
in this dissertation. All paths are treated as equally potential responses and no conclu-
sion on the validity will be made before all propagation paths have been compared to the
quantitative causal analysis. As mentioned previously, the inferred paths from MFM
do not contain cycles. Time has however never been well or unambiguously defined
for causal models so the above argumentation on initial or transient response does not
exclude other alternative applications given the exclusion of cycles.
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4.3 Causal analysis of process systems with
Monte Carlo Simulations

The deficiencies of the previous applications of causal analysis discussed in Section 4.1
are addressed to different extents with the method proposed in Chapter C4. In this
section, the proposed method is introduced. The proposed method can be used for
analysing the causal behaviour of the real system to produce a validation set which the
MFM model can be validated against. Monte Carlo Simulations are proposed as an al-
ternative to the real system to introduce interventions on actuators. In this way, system
safety is not compromised as a result of the interventions, and the analysis can take
place before commissioning. The use of Monte Carlo Simulations for causal analysis
enables an analysis of the causality over a wide range of process conditions for varying
magnitudes of interventions. In addition, uncertainty and sensitivity analysis can be
used to analyse the robustness of the analysis, by analysing assumptions of the method,
and the sensitivity of the results to the values used for the parameters of the method.

The use of Monte Carlo Simulations to simulate interventions is useful, as dynamic
process models are a standard requirement for evaluating the system as part of the de-
sign phase. The model for simulating the system is therefore available, however, the
validity of the results also depends on the validity of the model used for system design.
The causal analysis is computationally cheap compared to methods such as Transfer
Entropy. The computational power required for the Monte Carlo Simulations, however,
increases significantly as the system size and complexity scales.

The method relies on interventions through actuator step changes. Change detection
is then used to determine if the process variables produce a step response and thus are
causally dependent. Sensitivity analysis is used for supporting causal claims by assess-
ing whether the most significant contribution to the variation of the step response is
produced by the step change or by other conditions. Based on the change detection,
the most dominant causal behaviour is presented by a qualitative state and the state’s
corresponding probability. Lastly, the robustness of the time intervals and thresholds
that are used to determine the causality are analysed. The robustness is analysed by
evaluating the variation of the causality when the intervals and thresholds are varied.

A set of process conditions with significant influence on the process behaviour and
a set of exogenous variables are identified. The process conditions can be identified by
using e.g. Morris Screening [79] to identify which conditions the process system is most
sensitive to.

Next, the identified process conditions are sampled stochastically by using Latin
Hypercube Sampling, to produce a number of experiments. The experiments are then
evaluated as simulations with the sampled process conditions. When the change rate of
the mass and energy balances are stable, an intervention is introduced to an exogenous
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variable as a step change. Change detection is then used to identify the step response
from two time intervals. One interval is assumed to contain the step response, and the
other time interval defines a stable condition of the process variable. The magnitude
of the step response is then estimated from the change in mean value in the stable
condition to the mean value of the step response. Subsequently, two thresholds are
used for converting the step response to a qualitative state to determine the causal
influence of the exogenous variable on the process variable. The most probable, and thus
dominant state is computed based on all the simulations. This state is the deterministic
causal representation of the evaluated process conditions between the exogenous and the
endogenous variable.

To support the claims, uncertainty and sensitivity analysis is used. A linearised re-
gression model is built for this purpose between each exogenous variable (incl. process
conditions) and the step response of an endogenous variable. As an alternative to linear
regression, Polynomial Chaos Expansions (PCE) is a suitable alternative for modelling
non-linear relations [4].

Lastly, the robustness of the time intervals and the thresholds are evaluated. By
introducing uncertainty to the intervals and thresholds, and sampling the intervals and
thresholds, the variation of the causality can be evaluated to determine the robustness
of the results.

By introducing uncertainty to the time interval in which the cause and effect are
assumed present, the uncertainty of the causal analysis can be evaluated. In addition to
the time interval, uncertainty is also introduced to the thresholds used for distinguishing
between a low, normal or high response of process variables. The uncertainty allows for
either evaluating the robustness of the analysed results, or for estimating a distribution
which is assumed representative when the system dynamics are not fully understood.

4.4 Conclusion
In this chapter the shortcomings of previous applications of causal analysis of process
systems are discussed in relation to a proposed method for causal analysis. Unlike other
methods applied for causal analysis of process systems, the proposed method requires
interventions on actuators and uses change detection to analyse the response of process
variables. The response is converted to qualitative states that can be compared to those
produced from inferences of MFM models.

The robustness of the causal analysis can be supported by an uncertainty and sen-
sitivity analysis of an estimated time interval in which effects (responses) are assumed
to occur. In addition an estimated threshold used for distinguishing between negligible
responses and those of a magnitude large enough to be considered an effect is analysed
for its robustness. Linear regression and Polynomial Chaos Expansions are proposed to
be used in combination with a sensitivity index to determine if the responses are caused
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by the intervention or some other conditions.



CHAPTER 5
Use cases of Multilevel Flow

Modelling
First, a framework is presented for automatically sampling, simulating and analysing
causality, along with performing automated testing of MFM models with subsequent
comparison to the causal analysis. The results from applying the method introduced in
Chapter 4 to a simulated high-pressure separation system are presented in this chapter.
Next, the results from comparing an MFM model to the causal analysis are presented
to show how the causal structure of an MFM model can be improved. The second
case introduces results for how failure modes can be sampled and simulated to enable
evaluation of the diagnostic performance of MFM models. This case also presents results
on how to identify the root cause amongst multiple potential causes.

5.1 Implementation
For the quantitative causality analysis, a test file is defined containing a list of exoge-
nous and endogenous variables, and their corresponding tags in the simulator. It also
contains the process conditions to sample, the probability distributions for sampling the
process conditions and the step change of the exogenous variables, as well as the num-
ber of samples to produce. Lastly, it defines the required simulation time to achieve a
negligible change rate of the mass and energy balances of the system, and for how long
the simulation runs after the step change.

The test file is loaded by MATLAB which then samples the number of defined exper-
iments, writes MCL files that describe the simulation conditions and sequences and then
iteratively calls the simulator to execute each MCL-file. The entire process is shown in
Figure 5.1. For every experiment and MCL file, the simulator produces a history file con-
taining the time series of every exogenous and endogenous variable. The simulator, in
this case being K-Spice, is a piece of software for the design of chemical process systems
in the oil and gas industry, for training operators and for evaluation of control strategies.
Afterwards, MATLAB loads all history files and based on a predefined lower and upper
threshold, and a start and endpoint of the time series, MATLAB carries out change
detection, computes the magnitude of the step response, and lastly as part of fuzzifica-
tion produces qualitative states. The last part of the implementation in MATLAB also
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Figure 5.1: Implementation of sampling, simulation and causality analysis.

allows for an introduction of uncertainty to the thresholds and the time interval, and for
computing the sensitivity of the step response to the step change, the process conditions
and any other parameter. Lastly, a Qualitative Trend Table (QTT) is produced and
stored that contains the causal influence between exogenous and endogenous variables
from the causal analysis of the Monte Carlo Simulations.

A test file is produced for testing and comparing the MFM model, which defines
the relations between MFM flow function names and the simulator tag names. It also
defines the exogenous variables to test, as well as the MFM model and reasoning engine
to use. MATLAB then loads the test file for the MFM model testing and comparison
process as shown in Figure 5.2. MATLAB writes a number of case files based on the
number of exogenous variables and the possible states to test (high/low/breach). The
case file describes the MFM model input. Next, MATLAB calls the MFM inference
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Figure 5.2: Implementation of MFM model testing and result comparison.

engine, loads an MFM model and iteratively tests all variables and states by inferring
a set of propagation paths for each case file. For each iteration, consequence reasoning
is performed by producing a JSON file. The JSON file contains the output from MFM
models and they describe all possible propagation paths. MATLAB then loads every
JSON file and interprets them into matrices. A QTT, in a matrix format, is then
produced for the MFM model from the matrices that contain the propagation paths.
The simulation QTT, in a matrix format, can then be compared to the MFM model
QTT. Lastly, the accuracy is then computed by comparing the two matrices.

5.2 Case study 1: Causal analysis,
comparison, and model revision

The first case study aims to show how the method presented for causal analysis of
process systems in Chapter 3 can be used to analyse causality while also analysing the
results’ robustness. For this purpose, a high-pressure separation system for gas-liquid
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separation is modelled and simulated in K-Spice. The P&ID of the system is shown
in Figure 5.3. The causal analysis is then used to validate an MFM model of the
system, based on the method presented in Chapter 2, to revise and improve the model
structure. The study shows that the method can be used to analyse the causality and the
robustness, however, process systems exhibiting a non-linear behaviour poses challenges
for the proposed method. The results presented here are based on the contributions
from Chapters C4 and C5. Refer to Chapters C4 and C5 for a system description.
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Figure 5.3: P&ID of high pressure separation model in K-Spice.

The system causality is evaluated over the range of process conditions shown in
Figure 5.4, by producing 1000 samples with Latin Hypercube sampling for each of the six
actuators. The critical process conditions that are sampled include the feed composition,
pressure and temperature. In addition, the magnitude of the step change is sampled.

5.2.1 Qualitative Trend Table
The method for causal analysis captures the most dominant behaviour exhibited by the
system. The results can be presented in a Qualitative Trend Table (QTT) as shown
in Tables 5.1 and 5.3. The QTT describes the most probable qualitative response of
endogenous variables exhibited by the physical system in a defined process window. The
probability for the system to exhibit the most dominant behaviour is shown in Table 5.1.
The results in Table 5.1 shows the probability of the dominant and qualitative response
shown in Table 5.3. The tables only show the same response to the valve HV.

The most dominant qualitative behaviour obtained from analysing the Monte Carlo
Simulations is shown in the first row of Table 5.3. The first row of Table 5.3 is the out-
put of the structure-oriented behaviour tests of the real system, whereas the remaining
describe the behaviour from testing the MFM model. The Table 5.1 should be used to
determine if the response is probable or not for the evaluated process conditions and,
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Figure 5.4: Scatterplots plot of the sampled design space.

Table 5.1: State probability for exogenous and endogenous variables. Probabilities
equal to or higher than a confidence level of 80 % or 95 % are indicated
by a yellow and green colour.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11
HV 0,52 0,53 0,86 0,87 0,87 0,97 0,97 0,52 0,60 0,60 0,51 0,87 0,87 0,87 1,00 1,00

thereby, whether the results have the potential to explain the process behaviour in the
same way as MFM, which is deterministic. According to Table 5.1, the deterministic rep-
resentation of causality that MFM models provide, is unable to describe the behaviour
of the physical system for the evaluated process conditions shown in Figure 5.4. This
indicates a need for explicitly analysing and defining the process conditions which the
MFM model is valid for.

5.2.2 Sensitivity analysis
To support the claim of causal dependence or independence in the QTT in Table 5.3,
the sensitivity of each endogenous variable to the variation of the exogenous variables
and process conditions is analysed. Both linear regression and PCE are used for this
purpose. The contribution in Chapter C4 shows that linear regression models are insuf-
ficient for modelling the liquid-gas separation system in the evaluated process window.
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The obtained coefficients of determination R2 is lower than 0.7. A threshold of R2 ≥ 0.7
is advisable to reliably analyse sensitivity the linear regression model Cariboni et al. [12].

Instead, Polynomial Chaos Expansions can be used, as the system behaviour is non-
linear. The PCE models can be used to evaluate the global sensitivity with the first-order
Sobol sensitivity index shown in Table 5.2. The relations between HV and Q2, Q4 and
Q5 in Table 5.3 can according to Table 5.2 not be trusted, as the low values indicate that
the variation of the step change is not the cause of the variation of the step response. As
the probability of Q4 and Q5 to attain a low state is also below the confidence level of
95%, the result of the causal analysis between HV, Q4 and Q5 should thus be interpreted
with caution or simply be rejected.

Table 5.2: The first order Sobol sensitivity index S∗i from PCE.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

HV 0.93 0.68 0.94 0.94 0.99 1 0.17 0.49 0.13 0.08 0.46 0.66 0.91 0.91 - -

The delay between cause and effect, and the magnitude of the effect, depends on the
magnitude of the cause and the process conditions. The thresholds for distinguishing
between causal dependence and independence is thus evaluated in combination with the
time interval wherein cause and effect are assumed to occur. The thresholds and time
interval are, therefore, treated as uncertain to determine if changing the threshold and
time interval changes the dominant state and the probability of the state.

Therefore, the time interval and thresholds are probability distributions, thus the
causal analysis is evaluated under uncertainty. The results for the valve HV shows that
six of the 16 endogenous variables has a variance of 0.37 or higher of the qualitative states
(-1, 0, +1). This means that these six variables will be sensitive to poorly estimated
system dynamics as the variance of the qualitative state is high in the evaluated range
of the time interval and threshold. The remaining variables are on the contrary robust
to this uncertainty.

The robustness of a variable can also be assessed from Figure 5.5. The number of
evaluations of the time interval and threshold that result in a certain state and a certain
probability is shown in Figure 5.5. The most probable state of the variable P2 as a
response to the valve HV is shown in Figure 5.5, when estimated under uncertainty to
the time interval and threshold. The graphs show that for almost all 1000 evaluations
of the 1000 simulations, the dominant state of the variable P2 is low, and for the 1000
evaluations the probability of the most dominant state is above 90 % for almost all eval-
uations. This provides confidence in the results not being affected by a poorly estimated
time interval and threshold. The distribution of states and the probability, combined
with the variance, can thus be used to evaluate the robustness of the causal analysis.

When evaluating the sample space, a high number of simulations requires more time
or more computational power. A low number of simulations may, however, not reflect
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Figure 5.5: Robustness of the variable P2 to uncertainty of the time interval and the
causal dependence threshold for step changes of HV.

the behaviour accurately over the entire sample space which influences the sensitivity
analysis. In such a case, no conclusions can be drawn as to whether the causal analysis
can be trusted. The reason is that the sensitivity analysis is used to analyse the robust-
ness of the results and to analyse the assumption that the step change causes the step
response.

As an indication of how many samples may be required to accurately represent the
system over the entire sample space, the output from the method should converge to
stable values with an increasing number of samples. The probability shown in Table 5.1
is calculated for every process variable as a response to an actuator. The probability
describes how likely a certain process variable is to exhibit the most dominant behaviour.
The change in probability as a function of the number of samplesN is shown in Figure 5.6.
The probability change ∆P is an average of all process variables. The probability change
from increasing the number of samples has been evaluated from the following number
of samples Nl = {25,75,100,150,200,300,400,500,600,700,800,900and100} between the
lth and lth− 1 element of Nl. It can be seen from Table 5.1 that the probability change
converges towards 0 at around 600 samples. It would thereby be sufficient to use only 600
samples instead of the 1000 samples for evaluating the sensitivity of the causal analysis
method to the method parameters.
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5.2.3 Comparison and revision
The comparison between the MFM model and the physical system is done by comparing
the QTT acquired from testing the MFM model and the physical system. However, in
this case, the QTT is acquired from Monte Carlo Simulations of the physical system.
The Table 5.3 shows the QTT acquired from the simulations in the first row, and the
remaining rows represent propagation paths from MFM. The can be used to compare
the behaviour to validate the MFM model. The first column represents the exogenous
variable, which is the valve HV in this case. Each number is used as an identifier of the
propagation paths. The top row can be sequentially compared to each propagation path
by using the rules proposed for comparison in Chapter C5.

The accuracy can be computed for each endogenous and exogenous variable, as well
as for the entire model. The accuracy of the entire model indicates an overall validity,
whereas the accuracy of endogenous and exogenous variables indicates exactly where
in the model the behaviour is different from the causal analysis. The model accuracy
can be used for revising the model. Based on the identified set of possible actions for
revising models, the MFM model of the liquid-gas separation system was improved from
a model accuracy of A = 0.46 to A = 0.81. This improvement was achieved by using the
identified set of actions to improve the accuracy for those endogenous and exogenous
variables with low accuracy. This approach, therefore, enables the modeller to easily
identify where the behaviour from the MFM model is different from the physical system,
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Table 5.3: Comparison of the causal analysis QTT and the MFM QTT.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11
HV + + + + 0 + + + - - - + + + 0 0
HV-1 0 0 0 0 0 + 0 0 0 0 0 0 0 0 0 0
HV-2 0 + 0 0 0 + + 0 + + + 0 0 0 0 0
HV-3 + 0 0 0 0 + + + 0 0 + 0 0 0 0 0
HV-4 + 0 0 0 0 + + 0 0 0 0 0 0 0 0 0
HV-5 0 0 + + 0 + + 0 0 0 0 0 0 0 0 0
HV-6 0 0 0 + + + + 0 0 0 0 0 0 0 0 0
HV-7 0 0 0 + 0 + + 0 0 0 0 0 0 0 0 0
HV-8 0 0 0 0 0 + + 0 0 0 0 + + + 0 0

and it provides simple ways to change the causal structure to provide a better fit. The
improved model accuracy along with the accuracy of the endogenous variables and the
exogenous variable HV is shown in Table 5.4.

Table 5.4: Accuracy of the revised MFM model.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11 Āq

HV 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
...

Āj 0.83 1 0.67 0.67 1 0.83 0.83 0.33 1 1 0.83 0.67 0.67 0.67 1 1 0.81

As explained in Chapter C5, the revised model increases the accuracy, but it does
so at the expense of certain flow functions by decreasing their accuracy for some of the
propagation paths. The more complex the model becomes, the more difficult it becomes
to improve the model, without compromising other parts of the model given the defined
rules.

5.2.3.1 Qualitative proportionality
The assumption of qualitative proportionality is a property of MFM with significant in-
fluence on the inferred system behaviour. The frequency of each state of the endogenous
variable P2 for all 1000 simulations is shown in Figure 5.7 as a function of the relative
positional change of the valve HV. The figure shows that if the valve either opens or
closes by a small amount close to 0 %, the probability is approximately 50 % for the
variable P2 to attain either the state high or low for the sampled process uncertainty.
If the valve position is opened by 50 % relative to its initial position, then P2 has a
100 % probability of attaining a high state, and likewise, if it closes by 50 % it has a
100 % probability of attaining a state low. The relationship between HV and P2 is thus
qualitatively proportional as can be seen in Figure 5.7. Increasing the magnitude of the
position of HV in one direction increases the probability of P2 to attain a corresponding
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Figure 5.7: Probability distribution of states for P2 and HV.

This relationship does however not exist between all variables. The relationship
between HV and Q5 is shown in Figure 5.8. Independent of the magnitude when either
opening or closing HV, the probability of Q5 to attain the state low is higher than the
state high under all sampled process conditions. It is however apparent that increasing
the magnitude of the relative valve position change, raises the probability of either the
high or the low state dependent on the direction of the change. This means that MFM
is incapable of representing the most dominant system behaviour between all exogenous
and endogenous variables, as MFM can only represent it as qualitatively proportional.
For this reason, it is proposed that the system behaviour is treated as conditional on a
subset of the sampled process conditions and/or other endogenous process variables.

5.2.4 Conditional causality
As described in Chapters 3 and 4, the causality of process systems is assumed to be
governed by deterministic and physical generative mechanisms. However, the non-linear
and dynamic behaviour, in addition, to the interactions between numerous controllers
and physical mechanisms often make the system behaviour appear stochastic. Such un-
derstanding of process systems previously motivated the dynamic causal representation
for MFM by Dahlstrand, Larsson, and Öhman [15].
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Figure 5.8: Probability distribution of states for Q5 and HV.

MFM is only capable of modelling the causality of the physical system deterministi-
cally. As previously concluded, the MFM model falls short when representing the entire
design space shown in Figure 5.4. The validity of MFM models can be analysed for
different process conditions, by identifying subsets of the entire design space, where the
behaviour of the physical system is deterministic.

In the contribution in Chapter C6, scatter plots are used to identify subsets of
the design space where the behaviour of the physical system is deterministic. Scat-
ter plots are, however, inefficient for identifying relations between several variables for
high-dimensional data. For the liquid-gas separation system, the design space consists
of four variables, which are evaluated individually given the limitations of scatter plots
and the difficulty of visually identifying subsets that exhibit deterministic behaviour.
For any further analysis, numerical methods for analysing high dimensional data, such
as clustering or principal component analysis, could be superior alternatives to scatter
plots.

The physical system will not always produce the same response. Discrepancies will,
therefore, exist between the behaviour of the physical system and the MFM model. The
conditional probability can be calculated between transitions from one process variable
state to another or for entire propagation paths as shown in Table 5.5. The first row
shows the probability of the entire propagation paths conditional on the entire design
space, and for the second row, the temperature is constrained. It can be seen that the
probability of some paths increases significantly from e.g. 0.2 to 0.97 for HV-2, whereas
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HV-7 will not occur. This result indicates, that it is important to explicitly validate
the MFM model for a defined range of conditions. The reason is, that the deterministic
representation of causality in MFM models is insufficient for modelling the entire process
window in Figure 5.4.

Table 5.5: Conditional probability of the entire inferred propagation paths.

HV-1 HV-2 HV-3 HV-4 HV-5 HV-6 HV-7 HV-8
P 1.00 0.20 0.01 0.21 0.80 0.00 0.80 0.82

P (T ≤ 42.29 ○C) 1.00 0.32 0.00 0.49 0.97 0.00 0.97 0.97

5.3 Case study 2: Diagnostic MFM model
evaluation

The diagnostic performance of MFM models is evaluated in this section on simulated
failure modes. The MFM model must then infer the failure mode as a cause for the
alarms. Typically, a diagnostic system’s performance is evaluated based on its diagnos-
tic accuracy. The argument for this approach is that the diagnostic capability of MFM
depends highly on the setting of alarm levels. The sequence of the MFM input influences
the inference, and the missed alarms may result in Type I errors as MFM will not infer
the actual cause given the necessary alarms are absent. On the other hand, the alarm
levels may result in too many triggered alarms such that too many causes are inferred
which results in type II errors.

For this reason, failure modes of varying magnitude are simulated under process un-
certainty, to evaluate the diagnostic performance of an MFM model on time series of
alarms from a number of simulated experiments.The contributed paper Morris screening
for FMECA of valve failure modes on offshore gas reinjection in Chapter C3 addresses
the simulation of failure modes under process uncertainty, whereas the contribution
On-line Fault Diagnosis of Produced Water Treatment with Multilevel Flow Modeling in
Chapter C2 addresses the evaluation of MFM models for online diagnosis. The approach
of each contribution is applied individually and not to the same system. The combina-
tion of the two methods has therefore not been analysed.
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5.3.1 Simulation of failure modes of varying magnitude
under process uncertainty

Morris screening is a discrete sampling method, and it is thus possible to design ex-
periments of different failure modes of a predefined magnitude. With Morris screening,
the uncertainty of process variables can be studied with a low number of evaluations
for various introduced failure modes under varying process uncertainty. In Chapter C3,
Morris screening is used for evaluating the severity of different valve failure modes on
an offshore Mærsk gas reinjection system. The method is also used for identifying the
most critical failure modes and the process conditions that may result in failure modes
compromising the safety of the system.

Table 5.6: Design space.

Level Tgas (θ1) Pgas (θ2) Tcool (θ3) Failure mode (FM) (θ4)
1 28.6 ○C 116.2 bar 17.9 ○C Valve seized at current position P
2 39.2 ○C 119.4 bar 26.0 ○C Valve fail close at P = 1 %
3 49.8 ○C 122.6 bar 34.0 ○C Valve fail open at P = 99 %
4 60.4 ○C 125.8 bar 42.1 ○C Stiction 3 tclose & 3 topen

The design space for sampling the failure modes with Morris Screening under varying
process conditions is shown in Table 5.6 By defining different levels of severity as de-
scribed in Section 2.4.1, the severity of each simulation can be evaluated from a defined
set of thresholds that represent different levels of safety.

The simulations can also be used to evaluate which parts of the system, the safety
or the efficiency is compromised by the process conditions or the failure modes. As
expected, the failure modes were identified as the most significant influence on system
safety and efficiency. The analysis shows that the surge rate is sensitive to not only
the failure mode but also the process conditions. For the evaluated range of conditions
and failure modes, the process conditions are primarily of importance to the surge rate
in case of a valve failure mode. The remaining safety indicators are thus compromised
independent of the conditions. Therefore, in case the compressor surges it may not be
sufficient to only mitigating the failure mode. The simulations enable an analysis of what
may compromise the system safety and where in the system the safety is compromised.

5.3.2 Evaluating diagnostic model performance
For every simulated experiment, alarms are produced from the time series. The alarms
can be used as input to the MFM model to evaluate the diagnostic performance. A level
of severity can be assigned to each simulated experiment. The earlier the severity level
is observed, the higher the level for the time criteria is. Independent of the simulations,
the failure mode can be assigned a probability of likelihood based on studies from e.g.
Participants [70]. By evaluating each simulation, different failure modes or components
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Figure 5.9: Simulation of valve failure modes under process uncertainty.

can be ranked according to their level of risk. The ranking can thus be used to prioritise
revisions of the MFM model for flow functions that are crucial to accurately infer the
behaviour of high risk.

In the contribution On-line Fault Diagnosis of Produced Water Treatment with Mul-
tilevel Flow Modeling in Chapter C2, expert knowledge is used to assess whether an
alarm is plausible for the inferred causes. The ratio between the correct (plausible) and
the incorrect alarms is calculated based on the number of plausible alarms for a given
cause. The study of the contribution showed that the method could identify the cor-
rect cause as one of the few causes with the most plausible alarms. The period which
each inferred cause is present in, the plausible alarms and the ratio is shown in Table 5.7.

This approach is, however, time-consuming and subject to confirmation bias. MFM
models provide no information on the type of failure mode when causes are inferred. The
subjective evaluation is thus highly susceptible to bias of the expert knowledge. Instead,
it is proposed to simply evaluate whether, the correct cause, being the introduced failure
mode, is present.

The contributed study on diagnostic evaluation also identified a challenge for online
diagnosis with MFM. As some flow functions of MFM are strongly connected, and thus
reaches many flow functions, many causes are inferred from these. Any headers, dividers
or cycles increase the number of propagation paths, and thus also the number of inferred
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Table 5.7: Reasoning results for time periods and their validity for the triggered alarms
(see Chapter C2 for full alarm names).
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causes. For this reason, the number of potential causes exceeds the number of alarms as
shown in Figure 5.10. For an operator, this complicates the task of situational awareness,
as the amount of information increases. The model performance should thus also be
based on the number of inferred causes unless methods for distinguishing between likely
and unlikely causes can be applied.
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Figure 5.10: Plot of triggered alarms, causes, and the ratio between causes and alarms
over time.

5.4 Conclusion
Two use cases have been presented in this chapter. The first case is used for studying
how the method for causal analysis can be applied to a high-pressure gas and liquid
separation system. The causal analysis showed that the qualitative proportionality of
MFM contradicts the results from the causal analysis for some causal relations. This
indicates that qualitative proportionality is an inadequate representation of the physical
system’s non-linear behaviour in the sampled process window. The robustness of the
results is evaluated by using uncertainty and sensitivity analysis, which can be used to
support the causal analysis. As a result of the non-linear process behaviour, the linear
regression models are inadequate for sensitivity analysis. Instead, PCE and Sobol’s first-
order sensitivity index can be used to identify whether the variation of the step change
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is what produces the variation of the process variables.

By testing an MFM model, and comparing it to the results of the causal analysis,
the accuracy was computed for different parts of the MFM model. It was possible to
improve the model accuracy by applying the proposed set of rules for model revision.
By representing the probability of the causal behaviour as conditional probabilities, it
was shown that the causal behaviour depends on the process conditions and that some
inferences by MFM are likely under some conditions for which other paths are unlikely.
The model revisions, however, show that improving the model to obtain an accuracy
equal to 1 becomes very difficult, as changing the causal structure of some model parts
produces suboptimal models as the model changes influence inferences in other parts.

To evaluate the behaviour of the MFM model in diagnostic applications, it is pro-
posed to simulate failure modes to perform on-line diagnosis and then assess how often
the model can infer the correct cause. However, as more causes are produced than the
number of alarms, a method is required to distinguish between likely and unlikely causes.
A subjective and qualitative approach to assess whether causes were plausible for the
triggered alarms was applied to identify the actual cause as the most likely inferred
cause by MFM. A combined method was proposed in Section 2.4.1 for prioritising MFM
model behaviour to overcome the issue of suboptimal model structures, such that high-
risk behaviour can be favoured. The combined method has not been applied, but the
two individual applications of failure mode simulation and online diagnosis exemplify
the combined method without ranking the risk.
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CHAPTER 6
Conclusions and

perspectives
Limited attention has previously been paid to testing, validating or evaluating MFM
models. Examples exist for each of these purposes, but are limited in detail and do not
easily allow for an objective validation that can be compared with other methods, mod-
els, model versions or rule bases. In this dissertation, a method for validating the causal
structure of MFM models has been proposed by using structure-oriented behaviour pat-
tern tests combined with a set of rules for comparison. The method allows for comparison
between models, model versions and rule bases to track progression and validity, and
to identify model parts that require revision. The proposed method uses the accuracy
metric commonly used evaluation the performance of prediction or diagnostic model.
With increasing model complexity it becomes difficult to achieve a high accuracy for the
entire model, and it has thus been proposed to prioritise the model accuracy for a select
number of high risk faults. Thus, revising the MFM model based on the proposed rules
becomes a compromise between an accurate model or a complete coverage of potential
faults.

A method for causal analysis has been proposed in order to produce an objective
validation set for validation of the causal structure. The primary difference from the
reviewed state of the art in causal analysis of process systems is the use of interventions
by manipulating actuators. Additionally, instead of using process history, the system
is simulated for a range of different process conditions. As the analysed causality will
be used for safety critical purposes in diagnostic models, transparency and reliability is
important. Unlike previous approaches, uncertainty and sensitivity analysis is therefore
applied to assess the robustness of the analysis.

The proposed method for causal analysis of process systems and the method for
testing and comparing MFM models to a validation set for model validation were ap-
plied to a high pressure gas-liquid separation system. For this purpose, a framework
for automated sampling, simulation, causal analysis, MFM model testing and compar-
ison was implemented. The causality of the system was analysed and the majority of
the causal relations were found to be robust. Linearised regression models were found
to be insufficient for modelling the relationship between the endogenous variables and
the process conditions including the exogenous variables. Instead Polynomial Chaos
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Expansions provided a suitable fit for sensitivity analysis with the global and variance
decomposed measure: Sobol’s first order sensitivity index. Based on the index, it was
possible to identify if the variance of the endogenous variable’s response was caused by
the variance of the interventions or other sources. By comparing the MFM model to
the results acquired from the causal analysis, the causal structure of the MFM model
was improved to represent the causal behaviour of the system more accurately with the
proposed method. A simple example of a hydrocyclone for water separation was also
used to show how different types of validation sets can be compared, as well as different
MFM models. The types of validation sets included expert knowledge, simulations and
physical experiments.

The analysis of the system’s causality showed that in many cases the qualitative
proportionality of MFM is invalid for the sampled conditions. In addition, it showed
that some of the inferred propagation paths are likely to describe the system behaviour
correctly, whereas other paths are not. The probability of individual propagation paths
to explain the simulated behaviour was calculated to shown that some paths are more
likely than others to occur. By conditioning on subsets of the process conditions, where
the system behaviour is deterministic, it was shown that the probability of some propa-
gation paths increased. This type of behaviour underlines the necessity of representing
the causality dependent on the process conditions. The deterministic and qualitatively
proportional behaviour of MFM was shown to be unable to accurately model the stochas-
tic and nonlinear system behaviour of all variations of process conditions and excitations.
The MFM models are thus oversimplified models of the analysed conditions, that could
benefit from probabilistic or nonlinear information, alternatively more flexible modelling
solutions or explicit definitions of the conditions that model are valid for.

A second case study of two separate systems for offshore gas reinjection and produced
water treatment focus on evaluating the MFM model’s diagnostic performance. It is
proposed to evaluate MFM models on simulated failure modes. Based on the risk of
each failure mode, the MFM models can be specialised to be accurate for specific failure
modes. The model specialisation was however not proven as part of this dissertation.
However, by simulating four different failure modes of a valve under varying process
conditions by using Morris Screening, the most significant causes for severe conditions
and reduced productivity was identified at different locations in the system.

In addition, a single fault emulated at a physical pilot plant for produced water
treatment was identified as a cause by using an MFM model. The cause was inferred
in the entire time period following the occurence of the fault. As numerous causes are
inferred from each alarm, more causes are inferred than the number of alarms triggered.
This may increase the workload on operators and is thus counterproductive. In order to
solve this, a subjective approach was proposed for evaluating whether each alarm was
plausible for the inferred cause. The approach was used to identify the actual cause as
the most likely cause. Two additional causes where however equally likely.
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6.1 Future research
The methods proposed in this dissertation are capable of analysing the causality of
process systems and assessing the reliability of the results. In addition, the results can
be compared to the causal behaviour from a tested MFM model, to assess the validity
of the structure, based on the accuracy between the results. The model can be revised
to improve the accuracy by improving the accuracy of specific model parts with a low
accuracy.

A formalised way to derive a unique structure from the causal behaviour of the phys-
ical system has not been proposed. The possible actions for revising the model and their
influence have been provided, but the modeller still has a very high degree of flexibility
to produce different structures by using the set of actions. Formalising an approach to
derive the structure from the behaviour of the physical system should not necessarily
lead to a unique structure, but to a range of possible and valid structures that may serve
various purposes. The major concern would be to ensure that revisions become informed
decisions to improve the model according to its purpose.

Related to the revisions, the raised hypothesis stating that models can be customised
for describing selected types of behaviour well, has not been investigated as part of this
dissertation. Thus, multiple models could be produced for various types of behaviour,
and their performance could be evaluated on simulated faults to determine whether the
models’ or the hypothesis is viable. The model’s diagnostic performance is highly depen-
dent on the settings of alarm levels. Such settings could be optimised, or the model’s
sensitivity to such levels could be analysed given the model for performing simulations
is valid. Additionally, the performance of the system design of hardware and controllers
can be evaluated on the very same simulations as part of the design phase of the system.

As a means of obtaining different models that correspond to the causality acquired
from subspaces of the process conditions, clustering or dimensionality reduction meth-
ods could be applied. Such methods have not been investigated as a part of the work
proposed here. This would provide static MFM models, that attempt to describe the
dynamically changing causality under varying conditions, similar to Larssons dynamic
representation of causality.

In this dissertation, only one change detection method has been applied. Various
methods with different properties of varying complexity exist. As the causal analysis
relies heavily on the classification of signals as either constant, increasing or decreasing,
a more suitable change detection method may likely perform better than the method
applied here. A better understanding of how the time scale of the causal analysis and the
inferences correspond, would likely lead to a more theoretically sound method, as well as
a better understanding of causality and time in general. The method parameters, being
the time interval and the threshold of causal dependence depend on the dynamics of the
system. This relationship requires a more thorough analysis and understanding, in order



108 6 Conclusions and perspectives

to provide a structured approach for selection or estimation of these parameters. This
matter has only been vaguely addressed as part of this thesis, although vaguely described
concepts for how to select the parameters have been presented. The complexity of the
experiments and sensitivity analysis can be increased, by exciting multiple exogenous
variables simultaneously to observe their interactions. This would provide no informa-
tion for validation of MFM models, but could possibly be beneficial in analysing the
inferences that are a direct result of the inference rules for combining multiple evidences.
In this way, by using Sobol’s higher order interaction indices, it would be possible to
determine if the inferences from MFM are valid when inferring from multiple evidences
(inputs). Lastly, the combination of validation sets has not been addressed sufficiently
to provide a readily applicable method. More effort is required for understanding when
different validation sets that describe causality are valid and when they invalidate other
validation sets or the MFM model.

New applications of the developed methods would be possible apart from those shown
in this dissertation. Apart from simply evaluating the validity of the model structure
for validation of the MFM models, the rule base used for performing inferences can
be evaluated with the accuracy metric. Various modelling strategies and their choices
can be evaluated and compared. Such applications would enable informed decisions on
the further development of the Multilevel Flow Modelling methodology and modelling
approaches.

Given the similarity between the Multilevel Flow Modelling and Signed Directed
Graph methodology, the methods presented here could be applied for the SDG method-
ology as well. The comparison and revision of the SDG model to the validation set
would however not be directly applicable, given the MFM method has an explicit se-
mantic functionality which the SDG does not.

Alternatively, the uncertainty framework proposed in this dissertation for evaluating
causality under process variation and magnitude variation of the excitation, can be used
to evaluate the system causality as joint probability distributions. Joint probability
distributions are essential to inferring with Bayesian Networks, and the causal analysis
could thus be applied for Bayesian Networks. In this way, a higher degree of certainty
is provided on what the data contains, rather than when only process history is used for
learning the structure of Bayesian Networks.

Joint probabilities could also be used for validation of MFM models as argued in this
dissertation. However, the theory and rules for conditional dependence or independence
outlined in Section 3.3.2 could be applied to address spurious causality or confounding
variables between events as opposed to simply representing the most dominant causality.
It could also be used as an alternative or addition to the uncertainty and sensitivity
analysis.
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a b s t r a c t

Decision support systems are a key focus of research on developing control rooms to aid operators in
making reliable decisions and reducing incidents caused by human errors. For this purpose, models of
complex systems can be developed to diagnose causes or consequences for specific alarms. Models
applied in safety systems of complex and safety-critical systems require rigorous and reliable model
building and testing. Multilevel flow modeling is a qualitative and discrete method for diagnosing faults
and has previously only been validated by subjective and qualitative means. To ensure reliability during
operation, this work aims to synthesize a procedure to measure model performance according to
diagnostic requirements. A simple procedure is proposed for validating and evaluating the concept of
multilevel flow modeling. For this purpose, expert statements, dynamic process simulations, and pilot
plant experiments are used for validation of simple multilevel flow modeling models of a hydrocyclone
unit for oil removal from produced water.
© 2018 Korean Nuclear Society, Published by Elsevier Korea LLC. This is an open access article under the

CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).

1. Introduction

Decision support systems are crucial in attempts to improve the
efficiency and safety of control systems. With an increase in system
complexity and autonomy, tasks for operators to analyze situations
to determine behaviors that deviate from nominal system operation
are becoming increasingly complicated. Automated fault diagnosis is
a method that can potentially decrease the reaction time and in-
crease the probability of correct responses to faults. The focus of
online fault diagnosis has primarily been at the component level.
Multilevel flow modeling (MFM) is a method for modeling the
functionality of complexmass and energyflow systems. Themethod
is used to model how low-level functionality supports high-level
functionality, commonly referred to as means-end modeling.
Models of nuclear power systems, electric power grids, and oil
production systems have been used for online fault diagnosis [1].

MFM has numerous different applications, of which online fault
diagnosis is one. Online fault diagnosis with MFM is, however,
limited in application [1e6], whereas offline root cause analysis has
been applied diversely. Current methods for model validation of

MFM models are limited in application, as the models primarily
have been used for offline root cause analysis. The models must be
reliable if they are to be used for online fault diagnosis in industrial
decision support systems. Insufficient validation of models to
improve decision reliability may prove to be counterproductive
when seeking to improve the level of safety.

No additional requirements are defined for advanced or intel-
ligent control algorithms or for diagnostic methods in standards as
NORSOK I-002 on Safety and Automation Systems [7]. In cases of
false or absent alarms and diagnoses, operators may eventually
ignore decision support systems and solely rely on their own
experience and intuition. In line with the concept of defense in
depth [8], fault diagnosis is used as an addition to the monitoring
level, at level 2, to enable either prevention or mitigation of faults.
To the same degree as an emergency shutdown, a fault diagnostic
system should thus be considered a safety precaution, although its
function according to the defense in depth concept is at a different
level. Model validation and testing is thus crucial.

This article introduces initial work on an approach to validate
MFM models based on different types of available information. It
has been applied to simpleMFMmodels of a deoiling hydrocyclone.
The aim is to provide a measure of model performance.
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2. Previous validation

MFM is a strictly qualitative method. Numerical process signals
are used but only to produce qualitative and discrete states such as
low, normal, or high. The states are then processed by the MFM
reasoning in combination with the MFM model. The discrete states
simplify the rule base and thus the reasoning process, significantly,
and ensure low computational effort when dealing with plant-wide
fault diagnosis [1]. Systems have typically been modeled and vali-
dated by an expert in MFM and a process expert. Based on the
model, functions are triggered separately, and the prognosis is
compared to the causes and consequences as explained by a pro-
cess expert. Alternatively, anMFM and/or a process expert attempts
to describe how the MFM prognosis relates to the dynamics of the
process system. This approach is subjective and qualitative. In
addition, it introduces bias to the validation, as there is no
distinction between the input used to build the model and that
used to validate it.

The majority of published research on the topic of MFM is not
concerned with the validity of the models. This is very problematic,
as many models are presented with no information on how well
they model the physical system. The published research addressing
validation includes examples of comparisons of expert statements
to cause consequence fault trees, to counter actions generated
based on MFM model prognoses, and to fault trees published in
scientific literature [9e11]. More recently, model prognoses have
been compared to standardized operation procedures available in
published standards, and to numerical process simulations [12].
The standardized operation procedure and MFM prognoses were
presented in a table for easy comparison as a basis for a qualitative
evaluation [13]. In addition, different theoretical aspects of MFM
model validation are discussed in the study byWu et al. [14]. All the
previously mentioned approaches focus on the validity of the
model according to the output produced by a specific input. Causal
relations between functions have been discussed by Larsson et al.
and Berquist et al., and a correlation method was presented to
determine the causal relationship between functions [15,16]. The
validity of the causal relationship is the only example of validation
of the structure of MFM models. Apart from this, the structure is
only treated as a part of the verification, according to a defined
MFM syntax [14].

3. Hydrocyclone

The validation method is demonstrated using a simple case
study of hydrocyclone equipment for water treatment. A hydro-
cyclone is a passive component used for separation of water and oil
in offshore Produced water treatment (PWT). It has one inlet and
two outlets. If the process conditions are optimal, the oil dispersed
in the water leaves the hydrocyclone through the overflow outlet
and the treated water leaves through the underflow outlet, as
shown in Fig. 1.

The common control strategy is based on the pressure drop ratio
ðPDRÞ, defined as the ratio of the pressure difference from inlet to

overflow DPo to that from inlet to underflow DPu as shown in Eq. 1
[18].

PDR ¼ DPo
DPu

¼ Pi � Po
Pi � Pu

(1)

As the density of water is higher than that of oil, the centrifugal
force of the water exceeds the centrifugal force of the oil particles.
The inlet flow enters tangentially into the conical geometry of the
hydrocyclone, thus passively generating a rotational flow. This re-
sults in the water moving outwards, toward the hydrocyclone wall,
in a vortex; the oil is displaced toward the center of the hydro-
cyclone, in a vortex.

The separation efficiency of the hydrocyclone does not only
depend on the PDR but also on the flow split Fs, inlet flow rate, oil
content, oil droplet size, and geometry. The flow split is propor-
tional to the PDR, and it can be defined as the ratio between the
overflow flow rate Qo and the input flow rate Qi [17]:

Fs ¼ Qo

Qi
(2)

The PDR is controlled using two control valves, one at each
outlet. A P&ID of the hydrocyclone used for experimental work is
shown in Fig. 2. The setup has a pressure and a flow rate sensor on
all inlets and outlets and one control valve on each outlet. The input
water is delivered from awater tank by a pump. Both the underflow
and overflow outputs are transported to the same water tank.

The standard offshore application of hydrocyclones involves
upstream separation, in combination with three-phase separation
tanks. The underflow valve is then used to control thewater level in
the three-phase separation tank, and the overflow valve controls
the PDR. In this application, any other processes besides the
hydrocyclone are bypassed, and the underflow valve has no real-
time control. In a standard application, the hydrocyclone is placed
in a bundle of hydrocyclones, among which the inlet water is
divided. This is however not the case in this particular application,
in which only a single hydrocyclone is used.

4. MFM model

As a case study, only a part of the full MFM model of the
hydrocyclone will be used to prove and present the principle of this
validation method. This part is the mass flow, shown in Fig. 3. As
can be seen in the figure, there are six transport functions, of which
three represent the three flow rate sensors and three storage
functions representing the pressure sensors. A balance function
represents the mass balance of flow from the inlet to the underflow
and the overflow.

The model shown in Fig. 3 can potentially be used in two
different models, by having two different representations of the
sensors. The mapping from component to function will thus be the
only difference between the two models: v1 and v2. The MFM
models and their respective mappings are shown in Table 1. The
thirdmodel, v3, is similar to v2, but the causal relation in2 has been

Fig. 1. Example of water and oil flow in a hydrocylone [17].
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changed to pa4. It is thus a participant relation, instead of an
influencer relation. Influencer relations can propagate state
changes in any direction, whereas a participant relation can only
propagate in one direction [19].

5. Validation method

The purposes of having a structured methodology for validating
MFM models for fault diagnostic applications include:

1. Performance comparison of one model, on different sets of
faults, to determine the suitability of MFM models for specific
faults or systems.

2. Comparison of differentmodels andmodel versions on the same
set of faults to track and ensure progression during model
building.

3. Comparison of different extensions of the MFMmethodology on
the same set of faults to track and ensure improvement in
development of the MFM methodology, e.g., the rule base and
reasoning.

4. Performance comparison of MFM with other fault diagnostic
methods on the same set of faults to determine the suitability of
MFM for specific systems or faults, compared to other methods.

A graphical illustration of these four purposes is shown in Fig. 4.
The figure depicts the defined sets of faults, marked by bold circles,
in comparison to diagnostic prognoses or predictions, marked by

filled circles. If a model can predict all of the defined faults, the bold
and filled circles align and are equal in size. Two different methods,
models or MFM extensionsmay have very similar performance on a
set of faults, but given that the criteria under which they are
evaluated change, the performancemay no longer be similar. In this
work, only a single criterion is proposed; however, this may very
well prove to be insufficient for model validation in many cases.

Validation of MFM models can be separated into three stages
based on the information available at each stage. These stages are
System Concept, System Design and System Operation.

In the first stage, System Concept, the only available information
may very well be P&ID diagrams, expert statements, and pre-
liminary Hazard and Operability Study (HAZOP) results. This in-
formation can be used to build the MFM model and validate it. In
the next stage, System Design, flowsheets, mass, energy, and mo-
mentum balance calculations, and process module specifications
and dynamic process simulations (DPSs) may be available. The final
stage, System Operation, could very well be carried out as a part of
commissioning. At this stage, the physical system is available for
experimentation and can thus include online diagnosis of faults
emulated on the physical plant. For this work, a pilot plant (PP) of
an offshore PWT systemwill be used. The validation procedures for
each stage are shown in Fig. 5. This figure shows how experts first
define the faults, which are then compared to the MFM prognoses.
In addition, the defined faults are simulated or emulated, and the
results are then compared to the MFM prognoses. For new plants,
the amount of information available that will most likely be largest
is the type of information associated with the System Concept
stage; the lowest amount of information will be that associated
with the System Operation stage.

The previously published validation approaches are all related
to the System Concept stage, apart from themethods introduced by
Larsson et al. and Wu et al. [15,16,12e14]. The validation of MFM
models at each stage can be considered as engineering validation of
the models. Future extensions of the work presented here will

Fig. 2. P&ID of the hydrocyclone at the pilot plant.

Fig. 3. MFM Model of hydrocyclone mass flow separation.
MFM, multilevel flow modeling.

Table 1
MFM models for Fig. 3.

Model Qi Qu Qo Pi Pu Po Relation

MFM v1 tra1 tra3 tra2 sto1 sto3 sto2
MFM v2 tra4 tra6 tra5 sto1 sto3 sto2
MFM v3 tra4 tra6 tra5 sto1 sto3 sto2 in2/ pa4

MFM, multilevel flow modeling.
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Fig. 4. Model comparison of MFM on fault sets by performance evaluation.
MFM, multilevel flow modeling; PCA, principle component analysis; SVM, support vector machine; ANN, artificial neural network.

Fig. 5. Modeling and validation stages of MFM models.
MFM, multilevel flow modeling.
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include a scientific validation of the three approaches to engi-
neering validation. The scientific validationwill combine validation
sets and information of different types, from each of the three
stages, and will examine the discrepancies between the validation
sets. In the case of no or only little discrepancy, it is assumed that
models can be validated at each stage by using this procedure.

6. Validation

Conventional diagnostic methods are used to model a defined
set of faults and to distinguish between these faults and any other
behavior. In theory, MFM can distinguish between faults that have
not been defined. MFM models describe the system's functionality
at a generic and qualitative level and are thus capable of generating
propagation paths and prognoses automatically, based on evidence.

For this reason, it is important to also validate the structure of
the model and not only the prognoses. To increase the fidelity of
such prognoses, it is important that themodel representation of the
system behavior, functionality, and causality is correct. This article
deals with the validity of the causal relations between functions to
determine howwell they reflect the physical system. The functions
are then assumed to be modeled correctly. If such relations are
valid, the nonvalidated prognoses of the MFM model will be
assumed to be correct.

For the case study of the hydrocyclone, four scenarios have been
defined and tested for each of the three stages. Valve openings of
the underflow valve Vu and the overflow valve Vo have individually
been increased and decreased by a defined amount. The scenarios
were implemented as a position control offset of the valve setpoint
in both the DPS and the PP. An overview of how the scenarios have
been implemented in MFM, in the PP, in the DPS, and as expert
statements is shown in Table 2. The valve position range for Vu and
Vo is between [0 100%], where 0 is fully closed and 100% is fully
opened.

6.1. System concept

At the concept level, no numerical information will be available
apart from what can be found in the literature. The only other
source of information at this stage will most likely be estimations
and experience-based statements of experts. When designing
chemical process systems, a HAZOP will be carried out for
compliance with safety regulations. The format of a HAZOP is as
follows:

1. Which hazards can arise, given physical property (flow rate)
changes (increases) in the hydrocyclone?

2. What are the causes?
3. What are the consequences?
4. What are the safeguards?

Thus, the purpose is not to identify the system behavior but to
identify safety-critical operation and the corresponding causes and
consequences. In addition, safeguardsmust be proposed tomitigate
faults. However, as this method is based on a physical property,

such as the flow rate, and an instance, such as a decrease, it can be
used as a basis for specifying the operational behavior in a struc-
tured manner when identifying causes and consequences of the
given properties. A HAZOP is based solely on expert statements. For
this work, expert statements have been acquired from operators of
the PP and compiled into a qualitative trend table (QTT) in Table 3.
HAZOP has however not been used for the work presented here. In
all the QTTs, the þ represents an increasing qualitative trend of a
property, and � a decreasing qualitative trend. Each column rep-
resents a physical property, and the rows represent scenarios.

6.2. System design

DPSs of the hydrocyclone have been carried out in K-spice. K-
Spice is a software for simulating process conditions of offshore oil
production plants, with the intent of plant design.

The model, shown in Fig. 6, includes a hydrocyclone module, an
overflow and an underflow control valve, and a PID controller for
the overflow valve. The underflow valve has been given a specified
setpoint with no control. This model has not been calibrated, and
thus produces results different from those of the PP. It is assumed
that this difference is only numerical, but no differences exist at the
qualitative or causal levels between the PP and the model behavior.

Based on the experiments for the DPS listed in Table 2, a QTT has
been compiled in Table 4. It is assumed that the magnitude of an
increase or decrease is of no importance for assessing the validity of
how a high or low alarm state is propagated through a model. The
scenario for a closing overflow valve is shown in Fig. 7 with the
overflow valve position and the inlet, underflow, and overflow
pressures. As the valve closes, the pressure increases at the inlet,
underflow, and overflow. This indicates a causal relationship be-
tween the valve and the pressure at the inlet, underflow, and
overflow. It does not however necessarily indicate direct causal
relations. In MFM models, the order in which something can be
causally propagated is directly defined; however, for the results
from the DPS, the causal order is not directly given.

6.3. System operation

The scenario for the opening of the underflow valve in the PP is
shown in Fig. 8. The function findchangepts from MATLAB [20] has
been used to determine whether a signal increases or decreases. The
function divides a signal into sections based on changes to the signal
mean. The signal is divided into sections by varying the section and
minimizing the total residual error of the signal from themean of the
sections. The change in mean, from the section before manipulating
either Vu or Vo to the section after manipulating it, is used to
determine whether the qualitative trend is positive or negative. A
value of ±0.5 % has been chosen for thresholding the signal. If the
signal mean does not change by more than the defined threshold,
the signal is considered as being in a normal state. If it increases by
more than 0.5%, it is considered as a high state (þ); if it decreases, it
is considered as a low state (�). This approach has been used to
produce Tables 4 and 5. The PDR and flow split shown inTable 5 have
been calculated according to Eqs. 1 and 2.

Table 2
Methods for testing or simulating faults scenarios.

Scenario Expert DPS PP MFM

Vu þ Vu opens Vu SP þ 3% Vu SP þ 3% Qu High
Vu � Vu closes Vu SP � 3% Vu SP � 3% Qu Low
Vo þ Vo opens Vo SP þ 20% Vo SP þ 20% Qo High
Vo � Vo closes Vo SP � 20% Vo SP � 20% Qo Low

DPS, dynamic process simulation; PP, pilot plant; MFM, multilevel flow modeling;
SP, valve setpoint.

Table 3
QTT for expert statements.

Scenario Qi Qu Qo Pi Pu Po PDR Fs

Vu þ þ þ � 0 � �
Vu � � � þ 0 þ þ
Vo þ þ � þ 0 � �
Vo � � þ � 0 þ þ

PDR, pressure drop ratio; QTT, qualitative trend table.
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6.4. MFM model results

The three MFM models have been used to produce QTTs. For
each model, the flow rates Qo and Qu are assumed to be directly
proportional to the valve openings of Vo and Vu. Thus Qu has been
triggered as high, when reasoning about the consequence of
opening Vu. The same applies for Qo and Vo. The resulting QTT for
MFM models v1, v2, and v3 are shown in Tables 6e8.

7. Evaluation

To provide an easily interpretable measure of the model per-
formance, the model output must be compared to validation sets
and then quantified. For each scenario, each sensor prognosis from
the MFM model has been compared to the result for the same
sensor and scenario from a validation set. All three models have
been compared individually with all three validation sets.

A confusion matrix has been produced similar to the one shown
in Table 9. The validation sets are considered as actual

observations and the MFM model outputs as predictions. The ma-
trix has three prediction classes: positive (þ), zero (0), and negative
(�), corresponding to the states high (þ), normal (0), and low (�).
When both the validation set and the model predict positive (þ),
the prediction is classified as a True Positive. The other prediction
classes are True Zero, True Negative, False Positive, False Zero, and
False Negative. The prediction classes of the false predictions are all
followed by either Positive or Negative or Zero, indicating the
correct class of the false prediction. Conventionally, confusion
matrices are used for evaluation of binary classifiers; however, in
this case three classes are used.

The results from only using two classes can be found in the
study by Nielsen et al. [21]. As argued in study by Baldi et al. [22],
metrics for evaluation of binary classifiers can be extended to
multiclass classifiers. Thus, to reflect the possibility of a fault,
actuation or system deviation performed so as not to have any
consequence on certain functions of the system, the normal state
(zero class) has been included.

The confusion matrix for each model, with corresponding vali-
dation set, has been used to calculate the accuracy of the MFM
model as:

Accuracy ¼ TP þ TN þ TZ
TP þ TN þ TZ þ FP þ FN þ FZ

(3)

The accuracy levels of the three MFM model versions compared
to those of the validation sets are shown in Table 10. For a model
and a validation set, all the individual predictions for each scenario
and sensor are summed for each prediction class and used in Eq. 3.

Fig. 6. Model of the hydrocyclone in K-Spice.

Table 4
QTT for the dynamic process simulation (DPS).

Scenario Qi Qu Qo Pi Pu Po PDR Fs

Vu þ þ þ þ � � � 0 �
Vu � � � � þ þ þ � þ
Vo þ þ þ þ � � � þ þ
Vo � � � � þ þ þ � �

PDR, pressure drop ratio; QTT, qualitative trend table.
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The mean accuracy of the validation set for all three models is also
shown in Table 10, as well as the mean of the accuracy of the model
for all validation sets.

It is evident from Table 10 that MFM model v2 is a better rep-
resentation than model v1, independent of the validation set.
Model v3 was madewith the intention of achieving a high accuracy
on the PP validation set. It achieves the highest accuracy on exactly
the PP validation set but has a lower accuracy on the other two sets

Fig. 7. Response to closing overflow valve Vo in DPS.
DPS, dynamic process simulation.

Fig. 8. Response to opening underflow valve Vu on the pilot plant.

Table 5
QTT for the pilot plant experiments.

Scenario Qi Qu Qo Pi Pu Po PDR Fs

Vu þ þ þ � � � � � �
Vu � � � � þ þ þ þ þ
Vo þ 0 0 þ 0 0 � þ þ
Vo � 0 0 � 0 0 þ � �

PDR, pressure drop ratio; QTT, qualitative trend table.
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than the accuracy of model v2. An indication of how to improve
model v2 can be identified by looking at Figs. 9 and 10. Model v2
has a low accuracy for the two scenarios Voþ and Vo� but a high
accuracy for the two scenarios Vuþ and Vu�. For the sensor pre-
dictions from model v2, the accuracy is highest for Qo and Po, and
the accuracy is 0.5 for all other sensor predictions. This indicates
that, when changing Vo in model v2, only the adjacent functions Qo

and Po are identical to the PP validation set. Qo must be identical, as
the same function represents both Qo and Vo. The change from Vo is
therefore not propagated correctly to the underflow and overflow
functions. The specific functions not matching the validation set
from the PP can also be found by comparing Tables 5 and 7. From

this comparison, it can be seen that the overflow should not affect
the underflow or inflow.

The sensors from the inlet and underflow of scenarios Vo in
Table 5 have a normal state, as opposed to those in Table 7, which
have either a high or low state. Thus, changing the causal relation
in2 from an influencer to a participant relation pa4 will decouple
the influence of the overflow from the underflow and inlet. This
change of causal relation is the change from model v2 to v3. The
changes from model v2 to v3 improve the model but only when
comparing to the validation set of physical experiments from the
PP. The performance is, however, reduced in comparison to the
other validation sets.

The QTTs make it easy to improve models by comparing models
and validation sets and also allow a quantification of the perfor-
mance of models. This approach allows us to measure model pro-
gression and improvement and can potentially also be used as a
quantitative approach to determine if changes to the MFM meth-
odology improve the ability to represent process systems. A similar
approach to that in the work presented here will be investigated
and applied for the purpose of validating MFM model predictions.
The purpose will be to suggest an approach for model validation by
measuring how well MFM models can predict root causes or con-
sequences in a data set.

Table 6
QTT for the MFM model v1.

Scenario Qi Qu Qo Pi Pu Po PDR Fs

Vu þ þ þ � � þ �
Vu � � � þ þ � þ
Vo þ þ � þ � � þ
Vo � � þ � þ þ �

PDR, pressure drop ratio; MFM, multilevel flow modeling; QTT, qualitative trend
table.

Table 7
QTT for the MFM model v2.

Scenario Qi Qu Qo Pi Pu Po PDR Fs

Vu þ þ þ � � � �
Vu � � � þ þ þ þ
Vo þ þ � þ � � �
Vo � � þ � þ þ þ

PDR, pressure drop ratio; MFM, multilevel flow modeling; QTT, qualitative trend
table.

Table 8
QTT for the MFM model v3.

Scenario Qi Qu Qo Pi Pu Po PDR Fs

Vu þ þ þ � � � �
Vu � � � þ þ þ þ
Vo þ 0 0 þ 0 0 �
Vo � 0 0 � 0 0 þ

PDR, pressure drop ratio; MFM, multilevel flow modeling; QTT, qualitative trend
table.

Table 9
Multiclass confusion matrix.

Predicted MFM

þ 0 �
Actual validation set þ TP FZ(P) FN(P)

0 FP(Z) TZ FN(Z)
� FP(N) FZ(N) TN

FN, False Negative; FP, False Positive; FZ, False Zero; MFM, multilevel flowmodeling;
N, Negative; P, Positive; TN, True Negative; TP, True Positive; Z, Zero.

Table 10
MFM model evaluation.

Model PP DPS Expert Mean

MFM v1 0.46 0.67 0.67 0.60
MFM v2 0.63 0.83 0.83 0.76
MFM v3 0.96 0.58 0.67 0.74

DPS, dynamic process simulation; PP, pilot plant; MFM, multilevel flow modeling.

Fig. 9. Accuracy of model predictions for each sensor.
MFM, multilevel flow modeling.

Fig. 10. Accuracy of model predictions for each scenario.
MFM, multilevel flow modeling.
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8. Discussion

8.1. Validation sets

Data collected from the actual plant being modeled should be
regarded as the validation set with the highest fidelity. As MFM is a
discrete method, with no accurate measures, it is important to
ensure that nonlinear system behavior does not affect the model
performance, or at least to know the degree to which it affects the
performance. With only a few samples in the validation set, highly
nonlinear behavior can introduce uncertainty to the validation of
the model.

Unlike the other validation sets, the results from the PP show
that there is no influence from the valve Vo on the inlet and
underflow. The orifice of the overflow is very small compared to
that of the underflow, thus giving it a very low influence on the
system. This result, however, also depends highly on the threshold
of 0.5%, under which any deviation is disregarded. The experts are
also able to explain this very low influence, but cannot produce
statements based on a threshold of 0.5%. The change from an
influencer to a participant relation thus reflects this dominance of
the underflow over the overflow.

The DPS produced results quite similar to those from the PP.
However, the inlet and underflow parameters change for the
simulation with changes of the position of Vo, unlike the results
from the PP. As this simulation is not exact, the results rely on how
the threshold is set. On one hand, a simulation introduces uncer-
tainty when substituted for a physical system, as there are dis-
crepancies between the simulation behavior and the physical
system behavior. On the other hand, process variations and sensor
noise can be completely avoided, thus eliminating uncertainties
introduced by the method used to determine whether a specific
scenario results in an increase or decrease of physical parameters.

Results can easily be obtained from experts; however, a lot of
uncertainty can be introduced, and this uncertainty can be difficult
to identify or quantify. Depending on how expert statements are
acquired, the results can possibly vary from time to time or expert
to expert.

The input pressure remains constant for all scenarios of the
expert statements. The more the structures are provided as con-
straints, the easier it becomes for the experts to answer. In the PP, a
separator is placed upstream from the hydrocyclone. The separator
is pressure controlled, and thus the inlet pressure to the hydro-
cyclone is constant. For this reason, the results are similar to those
of conventional plant operation. Had the threshold been increased
from 0.5% to 1%, the inlet pressure would have been a zero or
normal state for Pi in the Vu scenario for the PP and also a zero or
normal state for the simulation for Pi in the Vo state. The PDR and
flow split can be influenced by both Vo and Vu. In addition, these
variables are functions of two or more physical parameters. This
makes the situation more difficult for experts to interpret and
reason about; thus, these columns are blank in Table 3.

8.2. Uncertainty

The purpose of model validation is commonly to determine how
accurately a model represents something physical. Whether the
model does this well or poorly depends on a set of requirements. If
these requirements, or the process of validation, does not relate to
the actual use of the model, the model performance could possibly
be very good. However, when examined during application, the
model can possibly perform poorly. As an example of MFM models
used for fault diagnosis, a set of tests can be carried out on a
physical plant to determine the system behavior. Given that these
tests are restricted to a certain process window, the model is

validated on data from exactly this process window. The model
may, however, be assumed to represent a process window outside
of these tests. This introduces uncertainty to the validation process.
The uncertainty is thus introduced by any potential model
discrepancy that is unaccounted for in the validation process.

As previouslymentioned, themethod for thresholding signals as
either high, normal, or low introduces uncertainty.When validating
models, the uncertainties should either be reduced or at least be
made explicit, so that whoever is part of the validation process or
relies on it is aware of any model limitations. The following issues
should in future be addressed, as they introduce uncertainties to
the proposed validation method:

� The detection method for a qualitative trend as either high or
normal or low.

e Any parameters or thresholds specific to the detection
method.

e Any assumptions on the nonlinearity of the process and
signals

� The choice of test method
� The choice of validation set

As the purpose of validation is to produce accurate and reliable
models, for validation of MFM models, the effects of these points
should be investigated for the proposed method.

9. Conclusion

To measure model performance, an approach has been pre-
sented for validating the causal structure of MFM models. This
should enable tracking of model progression, tracking of MFM
methodology development, and building of experience on model
suitability for specific systems or faults. The approach identifies
three stages at which MFM models can be validated with three
different types of information: concept, design, and operation
stages of process systems. The approach has been applied on three
simple MFM models of a deoiling hydrocyclone for offshore PWT.
Expert statements, a DPS in K-Spice, and empirical data collected
from a PP have been used as validation sets for model validation.
For evaluation of binary classifiers, the metric of accuracy has been
used to evaluate the MFM model coherence with each validation
set. Based on this approach, it was possible to determine a better
association of sensors with functions and a better causal repre-
sentation; this improved the model's coherence with the validation
set of the PP. The MFM model achieved an accuracy of 0.96 on the
validation set of the PP. This validation approach should provide a
structured approach to building and improving MFM models with
high fidelity for use in online fault diagnosis and decision support.
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Abstract: Making sense of alarms can be difficult on oil and gas platforms. Multilevel Flow
Modeling provides a structure for modelling plant functionality and inferring causes for alarms
and predicting consequences. Currently, Multilevel Flow Modeling has limited application for
on-line fault diagnosis. Based on a fault emulated on a pilot plant for offshore produced water
treatment, Multilevel Flow Modeling is used for reasoning about causes for triggered alarms.
The inferred causes are analysed to investigate the current maturity of Multilevel Flow Modeling
for on-line diagnosis.
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1. INTRODUCTION

Systems for plant wide fault diagnosis of causes and effects
are key to improving operator performance. For complex
and safety critical systems such as offshore oil and gas
production platforms, a faster and better diagnosis of
faults can improve the plant safety and productivity. In
this work, a Produced Water Treatment (PWT) pilot
plant has been modelled with Multilevel Flow Modeling
(MFM), and a fault has been emulated on the physical
plant. The MFM model has been used for inferring causes
to triggered alarms. The validity of the inferred causes
is analysed for the emulated fault, and related to what
operators experience.

Typical approaches to alarm management seek to filter,
group or rank alarms (Wang et al., 2016). Instead of
focusing on presenting alarms to an operator, MFM uses
causal and graph based models to interprets alarms and
infer root causes. An approach similar to MFM, has been
used to model plant causality and isolate the root cause of
plant wide oscillations. The method establishes a Signed
Directed Graph from transfer entropy of process signals,
and isolates the cause based on the reachability of control
loops in the graph (Hu et al., 2017). Other approaches
include alarm logic diagrams for identifying causes (Dubois
et al., 2010; Lee et al., 2010), and Bayesian Networks for
alarm prioritisation (Zhu et al., 2014). Recent focus has
also been on correlation and causality methods for process
signals or alarms (Yang et al., 2011, 2013).

MFM is a method for modelling goals and functions of pro-
cess systems. The method has been widely applied for of-
fline analysis of faults by Akio and Takahisa (2016); Khalil
et al. (2016); Xu et al. (2015); Zhao et al. (2015); Wu et al.

� The authors would like to thank the Danish Hydrocarbon Research
and Technology Centre for funding this project.

(2014); Lind and Zhang (2014), as an alternative to e.g.
Goal Tree Success Tree or Fault Tree Analysis (Johnson,
2013; Hurdle et al., 2007). Interest in on-line monitoring
and diagnostics has increased in numerous industries over
the past few years. For this reason, MFM is currently
being developed to provide on-line decision support. The
method has previously been applied for on-line diagnosis
of power plants (Larsson et al., 2007), nuclear power plants
(Larsson, 2007) and in the oil industry (Hu et al., 2015).

Currently the MFM methodology is being developed for
on-line fault diagnosis for operator decision support in the
oil and gas industry. Recent development includes an im-
proved modelling methodology by Lind (2017), cause and
consequence reasoning about control actions and response
by Zhang and Lind (2017), causality identification from
alarms by Kirchübel et al. (2017), and model performance
evaluation by Nielsen et al. (2018). Initial results with on-
line fault diagnosis are presented here based on the current
MFM methodology.

The MFM methodology has been used to model a state
of the art PWT pilot plant at Aalborg University in
Esbjerg. As this plant is not used for industrial production,
standard operation has been defined for the purpose of
investigating the MFM methodology. For this reason,
operational setpoints and alarm limits have been defined
for this particular test.

2. PWT PILOT PLANT

The pilot plant at Aalborg University in Esbjerg is used
for PWT. For this test the subsystems shown in the P&ID
in Fig. 1 are used: support system, pipeline riser, three-
phase separator and hydrocyclone. Only water and air is
mixed as inflow, as no oil is used.
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1. INTRODUCTION

Systems for plant wide fault diagnosis of causes and effects
are key to improving operator performance. For complex
and safety critical systems such as offshore oil and gas
production platforms, a faster and better diagnosis of
faults can improve the plant safety and productivity. In
this work, a Produced Water Treatment (PWT) pilot
plant has been modelled with Multilevel Flow Modeling
(MFM), and a fault has been emulated on the physical
plant. The MFM model has been used for inferring causes
to triggered alarms. The validity of the inferred causes
is analysed for the emulated fault, and related to what
operators experience.

Typical approaches to alarm management seek to filter,
group or rank alarms (Wang et al., 2016). Instead of
focusing on presenting alarms to an operator, MFM uses
causal and graph based models to interprets alarms and
infer root causes. An approach similar to MFM, has been
used to model plant causality and isolate the root cause of
plant wide oscillations. The method establishes a Signed
Directed Graph from transfer entropy of process signals,
and isolates the cause based on the reachability of control
loops in the graph (Hu et al., 2017). Other approaches
include alarm logic diagrams for identifying causes (Dubois
et al., 2010; Lee et al., 2010), and Bayesian Networks for
alarm prioritisation (Zhu et al., 2014). Recent focus has
also been on correlation and causality methods for process
signals or alarms (Yang et al., 2011, 2013).

MFM is a method for modelling goals and functions of pro-
cess systems. The method has been widely applied for of-
fline analysis of faults by Akio and Takahisa (2016); Khalil
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Fig. 1. P&ID of PWT Pilot Plant with the subsystems: Support, Pipeline Riser, Separator and Hydrocyclone.

The support system supplies compressed air for control
valves, and air for the water mixture to emulate well
gas. In addition the support system supplies water from
a storage tank MT02 with a pump WP01 controlled at
constant power. The water from the storage tank MT02,
is recirculated back to the same storage tank MT02. The
component, sensor, and valve names are shown in Fig. 1
and in Table 1. The valves CV12, CV13 and CV14 are
closed during the test, whereas CV22 is closed until being
used for emulating a misdirected flow.

The pipeline riser is used to deliver the mixture of water
and air from the ground level in the lab to the separator.
Slug control by using lift gas and a choke valve can be
applied as in Pedersen et al. (2014b,a, 2017), but is not
used in this test.

The three phase separator SEP1 separates the air and
water delivered from the pipeline riser. A sufficiently high
pressure is required to drive the water out of the separator.
The separator pressure PT14 is maintained by the control
valve AFM2 M at the air outlet, but also depends on the
water level. The oil outlet contains no liquid and is thus
closed at CV12. The control of the water level, and the
hydrocyclone is in Durdevic et al. (2017) explained as two
typical separate control structures for the hydrocyclone
HYD1 and the three-phase separator.

The hydrocyclone is commonly used for removing smaller
oil droplets from the produced water, and the separation
efficiency is based on the Pressure Drop Ratio (PDR)
and flow-split as described by Durdevic et al. (2017);
Bram et al. (2017). The underflow control valve of the

Table 1. Pilot plant sensors and valves.

Name System Function

PT01 Hydrocyclone HYD1 input pressure
PT02 Hydrocyclone HYD1 overflow pressure
PT03 Hydrocyclone HYD1 underflow pressure
PT04 Water support Water support pressure
PT07 Riser Riser bottom pressure
PT08 Riser Riser top pressure
PT10 Riser Riser pressure
PT11 Support Water support pressure
PT12 Air support Air support pressure
PT14 Separator SEP1 pressure
PT15 Air support Buffer tank air pressure
MFM1 Hydrocyclone HYD1 underflow flow-rate
MFM2 Hydrocyclone HYD1 input flow-rate
MFM4 Water support Water support flow-rate
CFM1 Separator SEP1 oil outlet flow-rate
CFM2 Hydrocyclone HYD1 overflow flow-rate
CFM3 Riser SEP1 input mixed flow-rate
AFM1 Air support Support air flow-rate
AFM2 Separator SEP1 air output flow-rate
dPT3 Separator Oil level
dPT4 Separator Water level

AFM1 M Air Support Control air support pressure
AFM2 M Separator Control PT14 SEP1 pressure
CV22 Separator Misdirect water flow
CV04 Hydrocyclone Control dPT4 water level
CV09 Hydrocyclone Control PDR from PT01-03

hydrocyclone is used to control the water level of the
separator, and the overflow control valve for controlling
the PDR. Since oil is not used in the mixture, the quality
of the PDR control is of no importance to the test.
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2.1 Alarms

Alarm limits have been assigned to all sensor signals. The
alarm limits for the pressure sensors have been defined
based on recommendations from a process expert. For
those pressure sensors where the pressure influences the
process performance, the limits have been defined as a
deviation in percentage of 10 % for low and high, and
20 % for low low and high high. The deviation is from
either the control setpoint, or the mean of 20 minutes of
normal operation. All alarm limits for flow rate sensors
have been defined as a deviation of a percentage from
normal operation, similar to how the pressure alarms were
defined. The sensor values are sampled with a frequency
of 100 Hz which have been averaged to produce a signal of
1 Hz. To avoid frequent changes to alarm states, an alarm
state change is acknowledged after 5 consecutive seconds.
All alarm state changes which do not comply with this rule
are disregarded.

3. MFM MODEL

For an overview of the MFM methodology refer to the
introduction on modelling with MFM by Lind (2011), and
to Zhang et al. (2013) for the rules on reasoning about
causes and consequences.

The MFM model of the pilot plant shown in Fig. 2
consists of one mass flow structure, and two energy flow
structures. Each flow structure contains functions, that
represent the plant functionality, and the causal relations
between the functions. An energy flow structure represents
the conversion of electrical energy into either energy loss
or rotational (kinetic energy) in the pump. The mass
flow structure represents the flow of the air and water
mixture, whereas the energy flow structure of the mixture,
represents the energy contained in the air and water.
For this reason, flow rate sensors are associated with
transport functions and the water level sensor with a
storage function in the mass flow structure. The pressure
sensors are associated with storage functions in the energy
flow structure. The functions associated with sensors are
shown as blue in Fig. 2.

The model is a hypergraph of functions and objectives,
connected by causal relations. Each function has a state
corresponding to alarm states. Initially all states are nor-
mal during normal operation, and if an alarm is triggered
as high for a pressure sensor, the corresponding storage
function in MFM changes state from normal to high. This
state is then propagated to adjacent functions dependent
on the causal relations, to determine which functions and
states could cause this change. The alarm states of all
sensor signals low low, low, normal, high or high high are
used for reasoning about potential causes.

The reasoning is triggered when an alarm state appears.
MFM is then used to identify the possible root causes for
all present alarm states. The purpose is thus for MFM to
infer causes that are physically valid for those alarms, and
in this particular case to infer that the actual root cause,
the function representing CV22, has been breached.

4. EMULATED FAULT

The fault emulated on the pilot plant is a misdirected flow
from CV22, between the separator and the hydrocyclone.
By opening CV22 from 0 to 10 %, water is redirected from
the water outlet of the separator directly to the water stor-
age tank MT02, and thus bypasses the hydrocyclone. The
first 800 seconds of the experiment is used for pressurising
the three-phase separator to reach normal operation. After
900 seconds CV22 is opened by 10 %, and remains open
until the system trips after 1198 seconds due to a low low
water level. The following is a physical description of the
consequences of the misdirected flow.

The pipe of the misdirected flow is of a larger diameter and
provides a shorter return with less flow restrictions and
therefore less resistance to flow. As a result of this extra
pipe in parallel, more water flows out of the separator,
and the separator is now in a state with a larger outflow
than inflow. Due to this, the level drops steadily as
shown for the signal dPT4 in Fig. 3. The control system
tries to avoid this by closing CV04, but the leakage is
too big; and thus CV04 closes entirely. As CV04 closes,
the pressure PT03 increases. This results in the PDR
controller slightly closing CV09 on average, leading to
an increase of PT02 on average. However CV09, and
therefore also PT02 and CFM02 oscillates due to the
poorly tuned PDR controller. Closing CV04 leads to a
significant decrease in flow through the hydrocyclone, as
indicated in Fig. 3 for MFM01 and MFM02. The level
controller keeps the control valve CV04 closed as the level
stays below the setpoint of 23 cm.

As the separator pressure drops below the setpoint of 7
bars, the pressure controller closes AFM02 M. This can
be seen in Fig. 3 where the flow rate of air AFM02 drops
to zero.

As the water level drops, the compressed air is allowed to
expand and the separator pressure PT14 drops. This drop
in separator pressure means that the pump, controlled
at constant power, has less resistance. As a result of
the separator pressure continuously dropping, the pump
can thus deliver a higher inflow rate to the separator, as
can be seen for MFM04 and CFM03 on 3. At the same
time, the lower separator pressure should also decrease the
misdirected flow rate as there is now a lower differential
pressure between the separator and the supply tank.
However, the level continues to decrease, thus indicating
that the misdirected flow is still larger than the inflow to
the separator.

The water level continues to decrease whereas the pressure
PT14 stabilizes after a while. The level in the separator is
decreasing due to a larger outflow than inflow of water.
The difference between the inflow and the outflow gives
the rate of change of the liquid volume in the separator.
As water leaves the separator the air fills out this volume
by expanding. An expansion of the air leads to a decrease
in pressure, and as the pressure drops; the flow rate of the
separator outflow decreases whereas the inlet flow rate of
air and water increases. The rate of change in volume is
thus smaller, resulting in a smaller air expansion, and thus
also a smaller decrease of the separator pressure PT14.
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connected by causal relations. Each function has a state
corresponding to alarm states. Initially all states are nor-
mal during normal operation, and if an alarm is triggered
as high for a pressure sensor, the corresponding storage
function in MFM changes state from normal to high. This
state is then propagated to adjacent functions dependent
on the causal relations, to determine which functions and
states could cause this change. The alarm states of all
sensor signals low low, low, normal, high or high high are
used for reasoning about potential causes.

The reasoning is triggered when an alarm state appears.
MFM is then used to identify the possible root causes for
all present alarm states. The purpose is thus for MFM to
infer causes that are physically valid for those alarms, and
in this particular case to infer that the actual root cause,
the function representing CV22, has been breached.

4. EMULATED FAULT

The fault emulated on the pilot plant is a misdirected flow
from CV22, between the separator and the hydrocyclone.
By opening CV22 from 0 to 10 %, water is redirected from
the water outlet of the separator directly to the water stor-
age tank MT02, and thus bypasses the hydrocyclone. The
first 800 seconds of the experiment is used for pressurising
the three-phase separator to reach normal operation. After
900 seconds CV22 is opened by 10 %, and remains open
until the system trips after 1198 seconds due to a low low
water level. The following is a physical description of the
consequences of the misdirected flow.

The pipe of the misdirected flow is of a larger diameter and
provides a shorter return with less flow restrictions and
therefore less resistance to flow. As a result of this extra
pipe in parallel, more water flows out of the separator,
and the separator is now in a state with a larger outflow
than inflow. Due to this, the level drops steadily as
shown for the signal dPT4 in Fig. 3. The control system
tries to avoid this by closing CV04, but the leakage is
too big; and thus CV04 closes entirely. As CV04 closes,
the pressure PT03 increases. This results in the PDR
controller slightly closing CV09 on average, leading to
an increase of PT02 on average. However CV09, and
therefore also PT02 and CFM02 oscillates due to the
poorly tuned PDR controller. Closing CV04 leads to a
significant decrease in flow through the hydrocyclone, as
indicated in Fig. 3 for MFM01 and MFM02. The level
controller keeps the control valve CV04 closed as the level
stays below the setpoint of 23 cm.

As the separator pressure drops below the setpoint of 7
bars, the pressure controller closes AFM02 M. This can
be seen in Fig. 3 where the flow rate of air AFM02 drops
to zero.

As the water level drops, the compressed air is allowed to
expand and the separator pressure PT14 drops. This drop
in separator pressure means that the pump, controlled
at constant power, has less resistance. As a result of
the separator pressure continuously dropping, the pump
can thus deliver a higher inflow rate to the separator, as
can be seen for MFM04 and CFM03 on 3. At the same
time, the lower separator pressure should also decrease the
misdirected flow rate as there is now a lower differential
pressure between the separator and the supply tank.
However, the level continues to decrease, thus indicating
that the misdirected flow is still larger than the inflow to
the separator.

The water level continues to decrease whereas the pressure
PT14 stabilizes after a while. The level in the separator is
decreasing due to a larger outflow than inflow of water.
The difference between the inflow and the outflow gives
the rate of change of the liquid volume in the separator.
As water leaves the separator the air fills out this volume
by expanding. An expansion of the air leads to a decrease
in pressure, and as the pressure drops; the flow rate of the
separator outflow decreases whereas the inlet flow rate of
air and water increases. The rate of change in volume is
thus smaller, resulting in a smaller air expansion, and thus
also a smaller decrease of the separator pressure PT14.
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Fig. 2. MFM Model of PWT Pilot Plant modelled in EGOLF.
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Fig. 3. Selected sensor signals and triggered alarms over time.
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At approximately 1000 s an equilibrium occurs between
the expansion of the air, and the added mass of air.
The pressure thus levels off even though the water level
is still decreasing. As the separator pressure PT14 stops
decreasing, the inlet flow rate CFM3 stabilizes.

The pressure at PT01 (the inlet of the hydroclycone)
decreases in the same manner as the pressure in the
separator at PT14, as it is connected to the outlet pipe
of the separator. The main difference is an offset, due to
the difference in hydrostatic pressure, as the flow rate is
very low.

5. RESULTS

The sensor signals and the triggered alarm states are
shown in Fig. 3. To simplify the presentation of the
reasoning results, the test has been divided into three time
periods: 908 s - 943 s, 944 s - 1062 s and 1063 s - 1998 s. In
the time between 924 s and 943 s the normal alarm state
of PT03 is assumed to be high to reduce the number of
presented time periods.

In this section the fault will be discussed from the view-
point of an operator, based on the triggered alarm states,
and the inferred causes will be discussed in relation to the
triggered alarms.

5.1 Triggered alarms

In the first period the first alarm is triggered at 902 s.
The air flow rate out of the separation tank is triggered as
AFM2:Low Low. Within the next 6 seconds, the flow rate
of the mixed water and air into the separator becomes
CFM3:High, the flow rate and pressure at the hydrocy-
clone underflow becomes MFM1:Low Low and PT03:High,
and the input flow rate to the hydrocyclone becomes
MFM2:Low Low. The last alarm is triggered shortly after
the fault at 908 s. It is the flow rate from the pump, which
increases to MFM4:High High. The underflow pressure
alarm PT03 stops at 925 s, and the state becomes normal.
However for simplicity it is considered to be high.

An operator would see more water entering the three-phase
separator, but air is not leaving through the gas outlet,
and the water cannot leave through the hydrocyclone
underflow. The controllers indicate, that the separator air
outlet valve is closed, and that the underflow valve is
closed. This means that more water enters the separator,
but only very little water exits through the overflow of the
hydrocyclone. If more water enters the separator, but less
water and air leaves it, either air or water must be leaving
the separator, otherwise somewhere downstream.

In the second period, another alarm is triggered. The
support system air flow rate alarm triggers as AFM1:High
at 944 s. In addition the alarm state PT03:High is now nor-
mal. To the operator, the alarm PT03 can be misleading
unless the operator is aware that CV04 is closed, resulting
in the high pressure initially, and now that the separator
pressure decreases, so does PT03. The AFM1 alarm can be
difficult to draw conclusions from, but could indicate that
the fault is not related to the support system, but rather
something downstream, as the flow rate has increased for
both the air and water in the support system, and not just
the air.

In the third period, the separator water level alarm triggers
as dPT4:Low at 1063s, 161 s after the first alarm. The
current alarms stay triggered until 1198 s, after which
dPT4:Low Low is triggered, and the system trips. This
alarm should merely be a confirmation of the understand-
ing which the operator would most likely have in the first
time period. However no alarms indicate exactly from
where the water leaves the separator, and it would thus
be up to the operator to investigate.

5.2 Inferred causes

The reasoning results are produced by triggering the
functions in the MFM model, which are associated with
triggered alarm states. Based on a generic set of rules
and a rule based reasoning software (Zhang et al., 2013),
the states are propagated through the model to adjacent
functions. The inferred causes from time period three are
shown in Fig. 4. Each cause is linked to the alarms which
are used as evidence to infer the specific cause. Every
inferred cause may have multiple alarms as evidence. The
sensors are associated with the blue functions in Fig. 2,
and by triggering these functions as the alarm states,
these states are then propagated to the adjacent functions.
These functions are considered as the causes shown in Fig.
4. The evidence from AFM1 is not propagated to any
adjacent functions, and is thus not included in the figure.
It can be seen in Fig. 4 that some alarms produce more
causes than other alarms, and that some causes have more
alarms as evidence than other causes.
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Fig. 4. Plot of causes inferred by MFM based on triggered
alarm states for time period three.

The reasoning results for each time period are shown in
Table 2. It can be seen in Table 2 that the actual root cause
CV22 is inferred by MFM as a cause in every time period.
This leaves the operator with 298 seconds to figure out,
exactly which of the causes is the correct. The operator is
thus introduced to the root cause at the beginning of the
fault, but has to filter away all other causes, as opposed
to only seeing alarms, where the operator may potentially
never infer the correct cause from the alarms in this test.
The number of causes inferred by MFM in each time period
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At approximately 1000 s an equilibrium occurs between
the expansion of the air, and the added mass of air.
The pressure thus levels off even though the water level
is still decreasing. As the separator pressure PT14 stops
decreasing, the inlet flow rate CFM3 stabilizes.

The pressure at PT01 (the inlet of the hydroclycone)
decreases in the same manner as the pressure in the
separator at PT14, as it is connected to the outlet pipe
of the separator. The main difference is an offset, due to
the difference in hydrostatic pressure, as the flow rate is
very low.

5. RESULTS

The sensor signals and the triggered alarm states are
shown in Fig. 3. To simplify the presentation of the
reasoning results, the test has been divided into three time
periods: 908 s - 943 s, 944 s - 1062 s and 1063 s - 1998 s. In
the time between 924 s and 943 s the normal alarm state
of PT03 is assumed to be high to reduce the number of
presented time periods.

In this section the fault will be discussed from the view-
point of an operator, based on the triggered alarm states,
and the inferred causes will be discussed in relation to the
triggered alarms.

5.1 Triggered alarms

In the first period the first alarm is triggered at 902 s.
The air flow rate out of the separation tank is triggered as
AFM2:Low Low. Within the next 6 seconds, the flow rate
of the mixed water and air into the separator becomes
CFM3:High, the flow rate and pressure at the hydrocy-
clone underflow becomes MFM1:Low Low and PT03:High,
and the input flow rate to the hydrocyclone becomes
MFM2:Low Low. The last alarm is triggered shortly after
the fault at 908 s. It is the flow rate from the pump, which
increases to MFM4:High High. The underflow pressure
alarm PT03 stops at 925 s, and the state becomes normal.
However for simplicity it is considered to be high.

An operator would see more water entering the three-phase
separator, but air is not leaving through the gas outlet,
and the water cannot leave through the hydrocyclone
underflow. The controllers indicate, that the separator air
outlet valve is closed, and that the underflow valve is
closed. This means that more water enters the separator,
but only very little water exits through the overflow of the
hydrocyclone. If more water enters the separator, but less
water and air leaves it, either air or water must be leaving
the separator, otherwise somewhere downstream.

In the second period, another alarm is triggered. The
support system air flow rate alarm triggers as AFM1:High
at 944 s. In addition the alarm state PT03:High is now nor-
mal. To the operator, the alarm PT03 can be misleading
unless the operator is aware that CV04 is closed, resulting
in the high pressure initially, and now that the separator
pressure decreases, so does PT03. The AFM1 alarm can be
difficult to draw conclusions from, but could indicate that
the fault is not related to the support system, but rather
something downstream, as the flow rate has increased for
both the air and water in the support system, and not just
the air.

In the third period, the separator water level alarm triggers
as dPT4:Low at 1063s, 161 s after the first alarm. The
current alarms stay triggered until 1198 s, after which
dPT4:Low Low is triggered, and the system trips. This
alarm should merely be a confirmation of the understand-
ing which the operator would most likely have in the first
time period. However no alarms indicate exactly from
where the water leaves the separator, and it would thus
be up to the operator to investigate.

5.2 Inferred causes

The reasoning results are produced by triggering the
functions in the MFM model, which are associated with
triggered alarm states. Based on a generic set of rules
and a rule based reasoning software (Zhang et al., 2013),
the states are propagated through the model to adjacent
functions. The inferred causes from time period three are
shown in Fig. 4. Each cause is linked to the alarms which
are used as evidence to infer the specific cause. Every
inferred cause may have multiple alarms as evidence. The
sensors are associated with the blue functions in Fig. 2,
and by triggering these functions as the alarm states,
these states are then propagated to the adjacent functions.
These functions are considered as the causes shown in Fig.
4. The evidence from AFM1 is not propagated to any
adjacent functions, and is thus not included in the figure.
It can be seen in Fig. 4 that some alarms produce more
causes than other alarms, and that some causes have more
alarms as evidence than other causes.
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Fig. 4. Plot of causes inferred by MFM based on triggered
alarm states for time period three.

The reasoning results for each time period are shown in
Table 2. It can be seen in Table 2 that the actual root cause
CV22 is inferred by MFM as a cause in every time period.
This leaves the operator with 298 seconds to figure out,
exactly which of the causes is the correct. The operator is
thus introduced to the root cause at the beginning of the
fault, but has to filter away all other causes, as opposed
to only seeing alarms, where the operator may potentially
never infer the correct cause from the alarms in this test.
The number of causes inferred by MFM in each time period
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ranges from 14 to 16. These causes need to be analysed by
an operator by taking the current state of the plant into
consideration. Instead of inferring a cause based on the
alarms, the operator now has to analyse how the causes
inferred by MFM correspond to the symptoms; the current
alarms.

To analyse the many inferred causes, each cause has been
compared to every triggered alarm state by a process
expert. The comparison is shown in Table 2. An operator
would be required to do something similar to identify the
root cause, if presented with nothing else but a list of the
18 different causes. The expert reasons about what the
plant state would be given a specific cause. If the expert
agrees with an alarm state triggered in this test, a ’+’
has been assigned. If the alarm would not be triggered,
nothing has been assigned, and if the alarm state would
be opposite of the actual state a ’-’ has been assigned. The
accuracy has been calculated for each cause, based on how
many of the triggered alarms each cause agree with (Baldi
et al., 2000). Only the two classes correct ’+’ and incorrect
are used, where incorrect corresponds to both normal and
’-’.

Based on this approach causes can be ranked. This how-
ever requires that corresponding alarm states are defined
for as many causes as possible. Thus either process experts
as in this case, or preferably data from faults are analysed
to define this relationship between causes and alarm states
as in Yang et al. (2011); Hu et al. (2017). This can then
be used to rank causes in on-line diagnosis, or instead to
improve the models in advance.

If only considering the six causes inferred by the reasoning
of MFM, which has an accuracy of 0.75 and higher, only
one cause is not proposed through all three time periods,
and is not proposed in period one. One thing all of these
six causes have in common, is that they are related to the
separator. They indicate that too much water or air exits
the separator, that the valve CV22 at the separator outlet
has been breached or that the pressure or level controller
is failing. The valve CV04 of the level control and the
valve AFM2 M of the pressure control are both closed as
intended. In addition the alarm state of AFM2 and MFM1
indicate either no or a very low flow rate. Thus, when valve
positions are taken into account causes No. 2 and 5 seem
unlikely and could be disregarded. Cause No. 3 explains
that water exits the separator, but not where, whereas
cause No. 1 explains exactly where. The fourth cause
is air exiting the pressure safety valve. As the pressure
PT14 is not near the pressure limit of the separator, air
leaving through the PSV would be unintended. However
if pressure would decrease because of too much air leaving
the separator, the water level would be increasing, instead
of decreasing.

Two of the causes have an accuracy of 0. As the overflow of
the hydrocyclone has only little influence on the system,
it merely affects the oil and water separation efficiency.
Similarly the air and water separation influences the
quality of the separation process. This corresponds to
either air being part of the water fraction or water being
part of the air fraction. Thus no alarms are expected to be
triggered based on this, and they are only related to the

process quality. The MFM model should thus be changed
to better represent the hydrocyclone.

5.3 Discussion

The number of alarms and causes over time can be seen
in Fig. 5. For each alarm, there are approximately two
inferred causes. This becomes problematic, as the purpose
is to reduce the amount of information presented to
an operator, instead of increasing it. To mitigate this
issue, the model size and complexity can be reduced,
but the amount of different possible causes which can
then be inferred, also reduces. For this reason, an index
indicating the complexity, size and detail of the model,
should be used in combination with a measurement of the
diagnostic performance. In this way the model size is not
simply reduced, just to limit the number of inferred causes
presented to an operator, as the model size also introduces
more different causes. Alternatively, the MFM reasoning
method could be combined with alternative methods such
as Bayesian Networks similar to Khalil et al. (2016) to
rank causes based on probabilities.
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Fig. 5. Plot of triggered alarms, causes, and the ratio
between causes and alarms over time.

As shown in Fig. 5, the number of causes per alarm
decreases significantly in the beginning of the experiment,
as more alarms trigger. This can however also be based on
the reach of each alarm in the MFM model. If a function
can propagate to many other functions, the causes per
alarms will increase. The relationship between the number
of causes and the number of alarms decreases significantly
as more alarms are triggered. A low ratio is beneficial,
but the total amount of causes is high, and methods for
reducing the number should be developed.

There is currently no method for the MFMmethodology to
determine how likely one cause is over another. The MFM
model proposes 16 different causes based on 6 alarms in
time period 1, 14 causes based on 6 alarms in period 2 and
15 causes based on 7 alarms in period 3. This shows that
MFM currently requires improvements to either the rea-
soning, the modelling or the alarm thresholds, in order to
bring down the number of inferred causes to a reasonable
level for use in decision support for operators. The authors
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Table 2. Reasoning results for time periods and their validity for the triggered alarms
(abbreviated names).

Inferred cause Period Alarms
No. Explanation State 1 2 3 P3 M1 M2 M4 C3 A1 A2 d4 Accuracy

1 CV22 Breached x x x + + + + + + + + 1.00
2 Level dPT4 control Fail x x x + + + + + + + + 1.00
3 SEP1 water exit High High x x x + + + + + + + + 1.00
4 PSV air exit Breach x x x - + + + + + + - 0.75
5 Pressure PT14 control Fail x x x - + + + + + + - 0.75
6 Air exit SEP1 High x - + + + + + + - 0.75
7 Air trans SEP1 air outlet High High x x x - + + + + + - - 0.63
8 Pump energy loss High x x x + + + - - + - 0.50
9 Energy trans HYD1 underflow Low x x x + + + 0.38
10 Energy trans HYD1 input High x + - - + + - 0.38
11 Pump power High High x x x - - - + + - 0.25
12 Air supply energy trans. High x x x + + 0.25
13 Water trans SEP1 outlet Low Low x x - + + - - - - - 0.25
14 Overflow energy transport Low x + - + - 0.25
15 Energy transport to SEP1 Low x x x + 0.13
16 Weir Breached x - - - - - - - + 0.13
17 Energy trans HYD1 overflow High High x x x 0.00
18 Air and water separation Leak x x x 0.00

suggest the following solutions to reduce the number of
causes presented:

(1) A method for validating models according to trig-
gered alarms could improve the cause predictions for
on-line fault diagnosis with MFM models. Causal
relations of models are thus revised so that inferred
causes correspond to the triggered alarms to a higher
degree.

(2) A method for cause ranking, filtering, grouping or
something similar would be beneficial to automati-
cally falsify or reduce the number of inferred causes.

(3) Alternative methods to traditional alarms for trig-
gering functions in models. E.g. thresholds for MFM
models only.

Currently, a causal relation is established between two
functions of an MFM model, if one function can influence
the other. When modelling, there is no consideration of
the magnitude of influence. The validation approach would
require that numerous faults are emulated or simulated, so
that process experts would not be involved in comparing
alarm states to causes, as done in this approach to produce
Table 2. Based on the emulated and simulated data, the
causal relations in the MFM models should be updated,
so that specific causes do not appear for specific alarms.
The causal relations would then be established based on
whether a change of one function can cause a deviation of
another function, significantly large to trigger an alarm or
compromise the safety of the plant. However, the MFM
model loses its property of generalizing plant behaviour,
the more strictly this approach is applied.

6. CONCLUSION

A produced water treatment pilot plant has been modeled
with Multilevel Flow Modeling, for the purpose of on-line
fault diagnosis for operator decision support. A fault has
been emulated on the plant, by opening a closed valve such
that the water flow is misdirected. The alarms triggered
over time, are used as evidence for defining state changes
of MFM functions.

The MFM model represents the system well for this
specific fault, as the majority of the inferred causes to some
degree comply with the alarms triggered by the fault. The
majority of causes have discrepancies with the triggered
alarms, except for the actual root cause. Multilevel Flow
Modeling is capable of inferring the root cause of the
emulated fault. For presentation of the results, they have
been divided into three time periods. The root cause is
inferred by MFM in all three time periods leaving the
operator with a potential of 298 seconds to react.

The MFM model produces approximately two causes per
alarm for this fault. The amount of information thus
increases compared to only using alarms. For this reason
model validation based on emulated or simulated faults is
suggested, instead of solely relying on input from process
experts. In addition cause filtering, ranking or grouping
should be introduced along with an index indicating the
model complexity.
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Table 2. Reasoning results for time periods and their validity for the triggered alarms
(abbreviated names).

Inferred cause Period Alarms
No. Explanation State 1 2 3 P3 M1 M2 M4 C3 A1 A2 d4 Accuracy

1 CV22 Breached x x x + + + + + + + + 1.00
2 Level dPT4 control Fail x x x + + + + + + + + 1.00
3 SEP1 water exit High High x x x + + + + + + + + 1.00
4 PSV air exit Breach x x x - + + + + + + - 0.75
5 Pressure PT14 control Fail x x x - + + + + + + - 0.75
6 Air exit SEP1 High x - + + + + + + - 0.75
7 Air trans SEP1 air outlet High High x x x - + + + + + - - 0.63
8 Pump energy loss High x x x + + + - - + - 0.50
9 Energy trans HYD1 underflow Low x x x + + + 0.38
10 Energy trans HYD1 input High x + - - + + - 0.38
11 Pump power High High x x x - - - + + - 0.25
12 Air supply energy trans. High x x x + + 0.25
13 Water trans SEP1 outlet Low Low x x - + + - - - - - 0.25
14 Overflow energy transport Low x + - + - 0.25
15 Energy transport to SEP1 Low x x x + 0.13
16 Weir Breached x - - - - - - - + 0.13
17 Energy trans HYD1 overflow High High x x x 0.00
18 Air and water separation Leak x x x 0.00

suggest the following solutions to reduce the number of
causes presented:

(1) A method for validating models according to trig-
gered alarms could improve the cause predictions for
on-line fault diagnosis with MFM models. Causal
relations of models are thus revised so that inferred
causes correspond to the triggered alarms to a higher
degree.

(2) A method for cause ranking, filtering, grouping or
something similar would be beneficial to automati-
cally falsify or reduce the number of inferred causes.

(3) Alternative methods to traditional alarms for trig-
gering functions in models. E.g. thresholds for MFM
models only.

Currently, a causal relation is established between two
functions of an MFM model, if one function can influence
the other. When modelling, there is no consideration of
the magnitude of influence. The validation approach would
require that numerous faults are emulated or simulated, so
that process experts would not be involved in comparing
alarm states to causes, as done in this approach to produce
Table 2. Based on the emulated and simulated data, the
causal relations in the MFM models should be updated,
so that specific causes do not appear for specific alarms.
The causal relations would then be established based on
whether a change of one function can cause a deviation of
another function, significantly large to trigger an alarm or
compromise the safety of the plant. However, the MFM
model loses its property of generalizing plant behaviour,
the more strictly this approach is applied.

6. CONCLUSION

A produced water treatment pilot plant has been modeled
with Multilevel Flow Modeling, for the purpose of on-line
fault diagnosis for operator decision support. A fault has
been emulated on the plant, by opening a closed valve such
that the water flow is misdirected. The alarms triggered
over time, are used as evidence for defining state changes
of MFM functions.

The MFM model represents the system well for this
specific fault, as the majority of the inferred causes to some
degree comply with the alarms triggered by the fault. The
majority of causes have discrepancies with the triggered
alarms, except for the actual root cause. Multilevel Flow
Modeling is capable of inferring the root cause of the
emulated fault. For presentation of the results, they have
been divided into three time periods. The root cause is
inferred by MFM in all three time periods leaving the
operator with a potential of 298 seconds to react.

The MFM model produces approximately two causes per
alarm for this fault. The amount of information thus
increases compared to only using alarms. For this reason
model validation based on emulated or simulated faults is
suggested, instead of solely relying on input from process
experts. In addition cause filtering, ranking or grouping
should be introduced along with an index indicating the
model complexity.
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Abstract
FMECA is commonly used as a tool for assessing the consequences of different failure modes of a
component and the criticality of the consequences. Traditionally failure modes are generated using
a one-factor-at-a-time method. In this study, we propose extensions to the FMECA procedure
in which failure modes are sampled using statistical sampling techniques, and their effects are
evaluated under a wide range of operating conditions. Morris’s efficient sampling technique is
used for generating failure mode effect analysis scenarios. The scenarios are evaluated in a K-
Spice simulator with a model of an offshore gas reinjection system in the Danish North Sea. The
impact of the failure modes on the process performance and process safety is evaluated under
varying process conditions. The extended methodology enables fast screening of the effects of the
failure mode under different realistic process conditions. This provides a more comprehensive and
global assessment of the consequences for process safety and reliability in the chemical industry.

Keywords: Failure Mode Effect and Criticality Analysis, Morris screening, Gas reinjection

1. Introduction

For safety-critical systems, tools like FMECA and HAZOP are important in reliability analysis
as well as Quantitative Risk Assessment (QRA) studies to ensure an inherently safe design and
safe operation of the system. For modern chemical process plants, a model is a requirement in
the design phase. This model should be exploited, not just to ensure mass, energy and momentum
balances of the system, and to optimize productivity, but also to ensure the safety of the sys-
tem. In previous studies simulations are conventionally performed according to a single defined
operational setpoint to evaluate failure modes Enemark-Rasmussen et al. (2012). However as
economical experimental designs are available Morris (1991) and computational power increases,
such evaluations should be carried out by rigorously investigating the influence of failure modes
under a range of potential variation of the process conditions.

In this work we propose a quantitative approach to analyse the effects of failure modes of a control
valve under a range of process conditions. We have identified four failure modes of control valves
on offshore oil and gas platforms that will be simulated under varying process conditions. The
method is more time consuming and computationally expensive than conventional approaches,
especially as the number of process conditions, components and failure modes increases with
system complexity. To avoid an excessively time consuming method, the process conditions, and
the failure modes are sampled by using a random and economically efficient sampling method:
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Morris screening. Morris screening is a discrete sampling method, and allows for evaluation of
different and completely unrelated failure modes in one study.

2. Process system

The approach is applied to an offshore gas reinjection system of Mærsk, that has been modelled in
K-Spice based on design and operation data in Enemark-Rasmussen et al. (2012). The purpose of
the gas reinjection system is to maintain the well pressure for enhanced oil recovery. The feed of
gas from upstream is controlled by a control valve. In the reinjection system the gas is first cooled
by a heat exchanger, supplied with sea water. The cooling rate is controlled by a control valve, at
the outlet of the heat exchanger. Next, the gas enters the scrubber to avoid vapour in the gas being
reinjected to the well. Production of liquids from the scrubber is undesired, however a control
valve releases the liquid to a flare, if the level becomes too high. A compressor sucks the gas from
the scrubber, after which the gas is either reinjected to the wells or recycled. The gas is recycled
to avoid the compressor from surging. Surging is undesirable, however so is recycling the gas as
it limits the productivity. An anti-surge controller controls the setpoint of four control valves, one
for gas feed, two for gas recycling and one for gas reinjection, to ensure a steady flow through the
compressor. The modelled system in K-Spice is shown in Figure 1.
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Figure 1: Offshore gas reinjection system.

Various different failure modes have previously been simulated in K-spice for this system Enemark-
Rasmussen et al. (2012). However common for all simulations was the use of only a single set
of process conditions according to design specifications. The process conditions before and after
introducing the failure mode was used to calculate the sensitivity of the process to assess the crit-
icality of each failure mode using a one-factor-at-a-time approach. In this study, we use a global
sampling based approach to assess the criticality of the consequences, and focus the study on four
failure modes of one control valve evaluated under a range of process conditions.

The effort to document the occurrence of failure modes for valves, pumps etc. is extensive in the oil
and gas industry, however the level of detail on reported failure modes is very sparse Management
(2002); Peters and Sharma (2003). In this study, the valve opening P, and the valve opening and
closing time topen and tclose are used for implementing four different failure modes for the gas feed
control valve. When implementing the failure mode, the manipulated parameter is fixed for the
remaining simulation from t f m to tend . Apart from the failure modes, the sampled initial process
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conditions are the temperature Tgas and the pressure Pgas of the feed gas, and additionally the feed
temperature Tcool of the sea water used for cooling.

The values of the sampled initial conditions is determined by a discrete cumulative distribution
function (CDF). The variation in percentage for the conditions are as follows: Tgas = 5%, Pgas =
4% and Tcool = 4%. As described in Sin et al. (2009), it can be used to determine the minimum
and maximum values of a uniform distribution discretized into p = 4 levels, around a mean or
nominal value of operation. The nominal operation is defined as: Tgas = 44.5 ◦C, Pgas = 121bar and
Tcool = 30 ◦C. Gaussian noise is added to the process conditions as measurement noise and varies
during the simulation. The standard deviation σnoise in Table 3 defines the normal distribution of
the noise, around the values sampled by Morris screening for θ1i,θ2i and θ3i as mean. The noise
is added as part of the simulation in K-Spice, and is sampled randomly by K-spice.

3. Procedure

First a set of k process conditions including the failure mode is sampled as input θ i = [θ1i,θ2i...θki]
for the simulation for i = 1,2 ... n simulations. The n number of sampled sets are then simulated
in K-Spice. All simulations start with a sampled set of initial process conditions θ1i,θ2i and θ3i at
time tstart = 0s. These conditions are used throughout the entire simulation. To allow the system
to stabilize under the set of process conditions specified by the sampling, the simulation is run for
1200 seconds. At time t f m = 1200s the failure mode (FM) θ4 is introduced. Next, the simulation
is run for 7200 seconds until tend = 8400s after which the simulation is stopped, and the simulation
output for every simulation Yi j = [y1i j,y2i j ... ymi j] for j = [10,20 ... tend ] is recorded by sampling
every ten seconds. Here, j denotes a point in the time series of the mth output signal from the ith
simulation. The steps, inputs and outputs of the procedure is shown in Table 3.

# Step Input Output

1 Morris screening r=40, k=4, p=4, ∆ = 2/3, CDF θi
2 Load initial conditions in simulation i θ1i, θ2i, θ3i
3 Run simulation i untill t f m = 1200s σNoise = [5, 2.5, 2.5]
4 Introduce failure mode θ4
5 Run simulation i untill tend = 8400s Yi j
6 Sensitivity analysis θi, Yi j EEi

Table 1: Procedure for sampling, simulating and analysing.

4. Experiment and sample design

Morris screening is a global sensitivity analysis method that employs a one-factor-at-a-time (OAT)
approach for producing experimental designs. OAT analysis is performed for a number of ran-
domly sampled nominal values in design space. The analysis is based on the mean and standard
deviation of the elementary effects, EEi for input i to determine how sensitive the outputs are to
changes in the inputs i = 1,2, .... For these experiments k = 4 input parameters are sampled at
p = 4 levels. Typically, the number of repetitions needed for Morris screening is in the range
of r = [10,50] Sin et al. (2009), and based on the required number of elementary effects Fi to
be calculated. For this study r = 40 is used, however only five elementary effects are shown.
Based on this, the number of samples are n = r(k + 1) = 40(4 + 1) = 200 Sin et al. (2009).
The elementary effects are calculated based on changes to the inputs, defined by the step size
∆ = p/[2(p− 1)] = 4/[2(4− 1)] = 2/3 for a uniform distribution of the sampling space. These
steps are used for performing local sensitivity analysis, however when averaging the mean of the
elementary effects, the method can be used in a global context. The sampled probabilities in unit
hyperspace [0 1] have been converted to real values by using their respective inverse discrete and
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cumulative probability distribution function. The values of the resulting four levels are shown in
table 4.

Level Tgas, θ1 Pgas, θ2 Tcool , θ3 Failure mode (FM), θ4

1 28.6 ◦C 116.2bar 17.9 ◦C Valve seized at current position P
2 39.2 ◦C 119.4bar 26.0 ◦C Valve fail open at P = 1%
3 49.8 ◦C 122.6bar 34.0 ◦C Valve fail close at P = 99%
4 60.4 ◦C 125.8bar 42.1 ◦C Stiction 3 tclose & 3 topen

Table 2: Design space.

5. Results

For each simulation i, the output Yi j is a time series with j samples in time, corresponding to the
sampled input θ i. A selection of the process signals from the simulations are shown in Figure
2. The average of all 200 samples for each time step j is plotted for each output, along with
a lower and upper safety limit. The limits are an average of the 200 process signals for each
output from time tstart to t f m, multiplied by ±25%. In general the control system is capable of
maintaining the temperature close to nominal operating conditions as can be seen on plot 1-5 in
Figure 2. However, under some conditions, the temperature exceeds the upper limit at the gas
outlet, and in the recycle loop. The plots 6-9 shows a stable pressure under the majority of process
conditions, although it drops below the lower limit to nearly 0 bar under some conditions. This
does however not pose a safety risk. Plot 10 shows that the amount of recycled gas varies a
lot between 0 and 200kg/h, and under some specific conditions the recyled amount approaches
300kg/h. In general the productivity is stable, but it drops close to 0kg/h under some conditions.
The surge rate, defined as

∫
Timesurgingdt [s]

Time [s] , varies a lot initially, as expected, and in time splits up
into four dinstinct bands, for which two of them increases over time, one remains constant and one
decreases over time.

Figure 2: A selection of process signals for output Yi j from the n = 200 samples.

The plots shown in Figure 3 of each output as a function of each input shows that failure mode
two is the sole cause of the high temperatures for the gas outlet and recycle loop, independent
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of the process conditions. The plot also shows, that failure mode two is the sole reason for the
pressure drop in the gas reinjection system, as only very little new gas is supplied. On the contrary,
failure mode four consistently produces high pressure with almost no variation. The amount of
recycled gas drops close to 0kg/h for failure mode two as only a small amount of gas is supplied
to the system. Failure mode three causes the high amount of recycled gas for a gas feed pressure
of 125.8bar. As previously mentioned, the productivity is stable, which is true for all process
conditions, except those including failure mode two. Failure mode two results in three bands
of surging, resulting in both the lowest and highest amount of time surged in total. The plots do
however not show any unique set of conditions producing these bands. The variation in the amount
of time surged is very low for both failure mode one and four as opposed to two and three.
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Figure 3: Matrix plot of model output Yi as a function of model input θi.

The most significant elementary effect has the highest average, and a high standard deviation is
an indication of interactions or non-linearity Morris (1991). The elementary effects for some of
the critical outputs are shown in Figure 4. The wedge in the figure can be used as an indication
of significance, and is calculated as the mean of samples of the elementary effects: d̂i =±2SEMi.
The standard error of mean, SEMi is calculated as the variance Si of the elementary effects of input
sample i divided by the square root of repetitions r : SEMi =

Si√
r . If an elementary effect is outside

of the wedge it is considered significant, and insignificant if inside Morris (1991).

A change in failure mode can be considered as the most influential input parameter on the gas
outlet temperature, recycle loop temperature, amount of gas recycled and the gas productivity, but
shows no significance on the amount of time surged. This result for the total surge rate contradicts
the observations from Figure 3. The values in Figure 4 are averaged elementary effects based on all
changes to the respective input parameter. This can lead to ambiguous results and for this reason
these results cannot be interpreted alone. The gas feed pressure change should also be considered
significant for the increase in gas outlet temperature, and a change in temperature of the cooling
feed is significant for an increase in temperature in the recycle loop. The mean of the total surge
rate shown in Fig. 4 indicates no significant inputs, as the standard error of the mean SEMi is quite
large due to the high variance Si of elementary effects. The estimated mean µ∗ of the distribution
of absolute values of the elementary effects is however useful for Type II errors when the variance
is both negative and positive Campolongo et al. (2007). It reveals that the failure mode is the most
significant parameter for the variation of the surge rate as µ∗ = 5.70 for FM, µ∗ = 5.51 for Tcool ,
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Figure 4: Elementary effects of outputs.

µ∗ = 4.02 for Tgas and µ∗ = 3.98 for Pgas.

In general, the standard deviation of the elementary effects of the failure mode is quite large for all
outputs except for the surge rate. However as this input parameter is not continuous, but merely
four completely different parameters in itself, a high standard deviation is expected and should
thus be either interpreted with caution or disregarded.

6. Conclusion

Morris screening has been used for analysing failure modes of a valve under varying process
conditions in simulations of an offshore gas reinjection system. The analysis showed that only the
temperature at the gas outlet and in the recycle loop could compromise the safety, caused by the
gas feed valve closing. In general the results showed that within the studied range of variation the
process conditions are insignificant, and that the effect of the failure modes is independent of the
process conditions. The efficiency of the plant was also examined, and in general the productivity
was stable, except for when the valve closes, and the gas feed is shut off. Additionally, the closed
valve impacts the amount of time which the compressor surged both negatively and positively. In
case of an open valve, the recycling rates increased, but only under high pressure.
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Abstract

Identifying root causes of faults in complex process systems is difficult. Causal analysis maps the influence

between processes to infer causes of alarms. Methods applied for causal analysis of safety-critical process

systems provide limited or no analysis of the conditions which the causality is valid for. We show that causal

relations can be identified for a range of conditions with a comprehensive analysis by using Monte Carlo

Simulations.

We propose to address process uncertainty as part of causal relations by sampling the magnitude of

interventions and the process conditions. The validity of causal relations is evaluated with global sensitivity

analysis to enable documentation of reliability, which is key in process safety. The method is applied to

a produced water treatment system and can identify the dominant causal relations for a range of process

conditions. The results show that a deterministic representation of process systems exhibiting nonlinear

behaviour can be poor.

Keywords: Causal analysis, Uncertainty and sensitivity analysis, Monte Carlo Simulations

1. Introduction

A fault can have a plant-wide influence on the behaviour of process systems. Alarms are used to inform

operators if the process behaviour may compromise the system safety. When faults propagate throughout

systems, high numbers of alarms may trigger, which make it difficult for operators to identify the root cause

of the alarms. The causal relations between parts of a process system can be identified with causal analysis.

Based on these relations, causal inference can be used to infer potential causes for alarms. Reliability is key

to safety critical process systems, thus when introducing advanced monitoring systems for decision support,

the proposed causes of advanced monitoring systems should also be reliable.

Causal analysis applied to process systems has previously focused on analysing either historical or sur-

rogate data to determine a causal relation between all possible signals with a bivariate analysis [1, 2, 3]. A

central aspect of analysing causality, but not strictly a necessity, relies on system interventions and not solely
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observations. It is however not possible to intervene on a system when analysing historical or surrogate data.

Limitations exist to the identification of spurious relations when only observing the effects [4].

Validation of causal relations of process systems has been addressed by Yang et al. [5], but no quantitative

analysis of the conditions that the identified causal relations are valid for has previously been provided. To

analyse causal relations, one or multiple time lags and a causal threshold are typically chosen. The lags are

often based on standard practice independent of the application. Alternatively, a causal metric is optimised

by varying either the time lags and the threshold. The threshold is used for distinguishing between causal

dependence and independence between variables. All causal relations are then tested on surrogate data to

ensure that they are statistically significant [3, 6]. The method parameters are thus optimised to estab-

lish causal dependence if the relation is statistically significant when tested on surrogate data. The causal

relations are therefore not analysed objectively as the conditions for causal dependence are promoted over

independence. Also, there is no certainty on the process conditions nor the physical phenomena which either

the historical or the surrogate data contains. The analysis does therefore not provide the conditions which

causal relations are valid for. Only Naghoosi et al. [7] provides a method which is applicable for evaluating

the influence of the method parameters on the causal relations. By introducing differential dependency, the

direction of causality, the time lag, and the robustness can be visually estimated from graphs. This can be

done by analysing the dependency between any two signals for varied time lags.

It has become a standard requirement of the design phase of process plants to provide models to simulate

the plant behaviour. Causality can be evaluated based on these simulation models. Simulated and con-

trolled experiments provide a higher degree of certainty about an isolated common cause for effects rather

than historical or surrogate data. The causal relations of process plants can therefore be defined by combin-

ing controlled experiments with topological knowledge. The dynamic process simulation software for plant

design in the oil and gas industry, K-Spice, is used for this purpose. Instead of optimising method parameters

the aim is to analyse the conditions which causal relations are valid for to enable the modeller to interpret

and decide if results can be trusted.

Causal relations are only analysed between what can cause a change, and what can be affected. This

means that actuators are manipulated to observe the effects in process variables. Similar to alarm man-

agement, causal relations are analysed in a univariate approach. Change detection can be used to detect

effects by introducing an intervention, the cause. Any effects occurring in a given time interval immediately

afterwards are then assumed to be related to the cause. This is partly backed by the conclusion of Bauer

et al. [8] that the short-term dynamics are most important in determining whether something is a cause or an

effect. Controlled experiments are thus carried out under the assumption that a threshold can be estimated

for the effect size. Given that the effect size (magnitude) is larger than the threshold, then a causal relation

exists. Establishing a causal relationship with the proposed approach therefore relies on the detection of
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effects and estimation of the effect size, rather than how statistically similar two signals are.

In addition, a time delay is assumed to be reasonably estimated. An effect is expected in a specified time

interval of a certain effect size based on knowledge of the system dynamics. Previous applications optimises

the conditions for a causal relation to exist and tests its statistical significance on surrogate data. Instead,

we propose to analyse the sensitivity of causal relations to the method parameter and the sensitivity of

effects to causes from Monte Carlo Simulations. As the threshold depends on the time delay, the parameters

will be evaluated simultaneously rather than fixing method parameters one at the time which has been the

approach in previous applications.

The proposed method is a pragmatic and probabilistic approach to empirically define the causality of

complex process systems, by simulating a series of controlled tests. All actuators of the system are ma-

nipulated individually, by introducing a step change α to the control set point of actuators. The results

can be used for building graphs of system causality such as Bayesian Networks, Signed Directed Graphs of

Multilevel Flow Modelling. To use the results of the causal analysis for qualitative causal reasoning methods

such as Signed Directed Graphs or Multilevel Flow Modelling, the step response henceforth denoted β and

the step change α are classified as qualitative states: high (increases), normal (constant) or low (decreasing).

To observe a response β the magnitude of the step change α is often unknown. Similarly, it can be

difficult to define a magnitude or a limit for β beyond which the response is considered as being causally

dependent on the step change α. As the output of this approach depends on the choice of α and the limits

for β, these choices introduce uncertainty to the output, or more specifically subjective risk [9]. Models used

for decision making on environmental impact or safety critical process systems are by regulation subject to

scrutinised testing and validation procedures. Thus, assumptions introducing uncertainty are required to be

analysed by uncertainty and sensitivity analysis [10].

This approach assumes that the causality of a complex process system is indeterministic as the causality

depends on varying process conditions, highly non-linear behaviour and higher order interactions. As the

aim is to provide a probabilistic and conditional definition of causality for a complex system, for not just one

scalar set of process conditions but a defined process window, the causality should be investigated under a

defined range of process conditions H. This means, that certainty is provided about the process conditions

and the magnitudes of deviations the causality is valid for. Such certainty has not been provided by prior

applications of causal analysis to process systems. By simulating faults, an analysis of a defined set of

conditions and disturbances is possible unlike when analysing historical or surrogate data. Uncertainty is

imposed on the output β from the input uncertainty of both α and the process conditions H. For this reason,

the following is proposed for the contributed method:

1. To analyse the causality between the output β and the input α, based on uncertainty imposed on the
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process conditions H, and the step change α, to determine the most probable (dominant) qualitative

state S of β.

2. To analyse the assumption that step responses are effects of step changes by analysing the sensitivity

of the step response β of the process variables, to determine if the variance of the step change α is the

most influential parameter on the variance of β.

3. To estimate the sensitivity of the output β to the estimated parameters of the method, being the time

delay period and magnitude thresholds. The sensitivity of the causal relations is thus assessed based

on the method parameters.

2. Causal analysis with Monte Carlo Simulations

The proposed method consists of the steps shown in fig. 1. The first step consists of sampling a set of

process conditions and actuator control step points into a number of N experiments. Next, these experi-

ments are evaluated in a dynamic process simulator with a K-Spice model, by simulating each experiment

individually. For each experiment, a set of time series are produced as an output for process variables from

the simulation. The output is for identifying a step response, the effect, and the response’s magnitude. To

do this, change detection is applied to determine when the mean of the time series changes, and the mean

change in percent. A lower and upper threshold are defined as conditions to determine if the step response

is considered to be an effect based on the magnitude. The step response is classified as either of three

qualitative states: low, normal or high. Low and high represents a causal relation with a specific causal

influence, whereas the normal state represents causal independence.

In this section, the steps of the method are described in detail. In addition to this, the method for

analysing the causality is examined by using sensitivity analysis. The purpose is to identify whether the

results are reliable or not, and to what degree they are reliable. For notational simplicity, the method is

presented for the case of only one actuator.

2.1. Sampling

A number of simulations are carried out to evaluate the process system under varying operating con-

ditions. To design such experiments, the semi-random and stratified sampling technique Latin Hypercube

Sampling (LHS) technique is used to ensure that the entirety of the sampling space is covered by a near

random process. LHS is a probabilistic sampling method which provides a more stable outcome than random

sampling, and has great coverage of the design space yet remains random [11]. LHS is especially efficient

when the number of simulations N is significantly larger than the number of input parameters m for scat-

terplots and regression analysis [12]. With one-factor-at-a -time methods (OAT) individual contributions of

input variables to output variables is isolated. Such experiments, however, require high number of exper-

iments to cover the same design space as global methods, and OAT cannot estimate interactions between
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Figure 1: Workflow of the causal analysis methodology with Monte Carlo Simulations.

input variables. For high number of input or output variables, Saltelli et al. [12] provides discussions on the

computational requirements of sampling methods.

A set of m process conditions including the actuator step change are sampled as the input Xm,i =
[X1,i,X2,i, ...XM,i] for m = [1,2...M] process parameters. The input Xm,i for the i = [1,2...N] simulations

is sampled by LHS as probabilities in unit hyperspace [0, 1]. The probabilities are then converted to real

process values by using the corresponding inverse cumulative probability density function.

A uniform probability distribution is defined by estimating the mean µi and the standard deviation σi

of the process conditions H. It is crucial that these values represent the operating conditions for which the

causality is to be defined valid for. These values can be based on historical data, or as estimates based on

e.g. plant design ranges or alarm limits.

As no prior knowledge is assumed for the behaviour of the actuator, the input XM for the actuator step

change α is sampled based on a uniform probability distribution. In this case, an upper and lower bound is

used instead of µi and σi to design the probability distributions function.
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2.2. Simulation

The sampled input Xm,i is evaluated as simulations in K-Spice. The simulations in K-Spice are executed

in two steps. First, the process conditions for Xm,i = [X1,i,X2,i, ...XM−1,i] are loaded and used throughout

the entire simulation by keeping these conditions constant. The simulations are then executed until time

t1. Next, the step change is introduced to the actuator, and the simulation is executed until t2. This is all

handled externally from MATLAB by using the K-Spice programming language for simulation automation:

Model Control Language (MCL).

To enable easier detection of the step response, the simulated process should converge to a stable condition

before introducing the step change at t1. The stable condition, would require that mass and energy balances

of the system are near constant such that:

min −mout ≈ 0 ∧ dmin

dt
≈ dmout

dt
≈ 0

The inflow of mass is denoted as min and should equal the outflow of mass denoted as mout. A stable

condition as a basis for the comparison of the time series before and after the step change, makes it easier to

robustly determine whether the response is decreasing, constant or increasing. Change detection is proposed

to determine the time at which the response occurs. An immediate time period before the response should

be used as a basis for comparison, to determine if the response is decreasing, constant or increasing.

All actuators of the system are manipulated individually, in separate experiments. A step change αq,i is

introduced to the control set point for q = [1,2, ...Q] actuators with Q denoting the total number of actuators.

The notation simplifies to αi = XM,i for only a single actuator. The step change is introduced to the set

point of the controller as a step function such that:

C(t) =
⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

0, if t < t1

αi, if t > t1
(1)

The control input for the actuator is denoted as C, and is a function of the time t. In the above equation,

the continuous parameter t is the current simulation time, and t1 is a scalar that represents the point in

time when the step change is applied in the simulation. The end time of the simulation is denoted t2. The

simulation output Yi,j,k is a matrix consisting of a time series of k = [1,2, ...K] samples for every process

variable j = [1,2, ...J] and every simulation i.

2.3. Change detection

Change detection is applied to the simulation output to determine if the step change αi produces a step

response βi,j for the jth process variable. The magnitude of the response is then used to determine if a

causal relation exists. Instead of using the entire time series Yi,j,k, an interval starting immediately before
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and after the step change is used. The interval is defined by the start time ts and the end time te of the

time series. The matrix yi,j,k is used for denoting the time interval between ts and te such that:

yi,j,k = Yi,j,k for samples k = [t1 − ts, t2 + te] (2)

for process variable j = [1,2, ...J]and for simulation i = [1,2, ...N]

The time ts is a point in time before the actuator step change α is introduced at time t1, and te is a

point in time after the step change at t1. The total length of an arbitrary time series yi,j,k thus becomes

ts + te. The output yi,j,k is used for change detection, to detect a single point, where the mean of the time

series changes.

The change detection algorithm detects a point of a time series where the coefficient of determination R2

between the mean of the time series and all points of the time series at either side of the point is minimised

[13, 14]. The algorithm selects the dth point of the time series for splitting the time series into two sections.

The mean ȳstable is calculated for the first section of the time series and the last section ȳresponse. The point

for splitting the time series is denoted d. The mean is calculated for the first section by using all points in

time from the start of the time series to d − 1. The second section starts at point d and ends at ts + te. The

mean of the two sections is calculated as:

ȳstable(d) =
∑d−1

k=1 yi,j,k

d − 1
(3)

ȳresponse(d) =
∑ts+te

k=d yi,j,k

(ts + te) − d
(4)

Next, the coefficient of determination R2 is calculated as the difference between all points of the section of

the time series, and the mean of that section. The coefficient of determination is summed for both sections

to calculate the total residual error R as shown here:

R(d) =
d−1

∑
k=1

[yi,j,k − ȳstable]2 +
ts+te

∑
k=d

[yi,j,k − ȳresponse]2 (5)

The total residual error R is then minimised, by iteratively and exhaustively changing the point d used

for splitting the time series into two sections. The eqs. (2) to (5) are used to evaluate all time series for

i = [1,2, ...N] simulations and j = [1,2, ...J] process variables to find an optimum point d for each process

variable j of each time series i.

The application of this algorithm and alternatively other change detection algorithms, relies heavily on

the assumption that the step response immediately after the step change, is caused by the step change.

However, given the currently introduced approach, there is no such evidence of this. The application of

change detection is assumed valid for causal analysis if it can be statistically proven that the variance of the

step change is the most significant cause of the variance of the step response. However, this requires the

delay between cause and effect to be correctly estimated based on the understanding of the system dynamics.
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The step response of process variables may be influenced by aggressive controller with a fast control

response. If this is the case, the position of all actuators could be fixed at time t1 to avoid this influence.

This approach could be applied in any case to simplify the analysis and make the analysis less dependent of

a well estimated response time of ts and te.

2.4. Fuzzification

Causal influence describes whether a cause produces an increase or a decrease of the effect’s magnitude.

Similar to alarms, the aim is to represent the causal influence as qualitative and discrete states. The states

indicate the direction of change of the step response as either: low, normal or high. The process of assigning

numerical values to qualitative sets is often referred to as fuzzification. The magnitude of the step response,

the effect size, is lost in this process. However, the direction of causal influence remains. The step response

βi,j is defined as the mean change in percentage of the process variable. The change in percent is calculated

from a period before the change point d defined by ts to a period after the point d defined by te. The mean

change in percent of the step response βi,j is calculated as follows:

βi,j =
ȳresponse − ȳstable

ȳstable
⋅ 100 (6)

The thresholds are then used to distinguish between whether the magnitude of the step response βi,j is

considered to be either causally dependent or causally independent of the step change αi. A lower threshold

Llow and an upper threshold Lhigh are estimated, and if the step response βi,j is below Llow, then the causal

influence of the step change on the step response is negative (low). A negative influence causes the process

variable to decrease. If the step response is above Lhigh, then the causal influence is positive (high) and the

process variable increases. The step response is considered causally independent of the step change if neither

of the two previous cases apply.

The step response of all NxJ time series are fuzzified by classifying them as either low, normal or high

states. This is done by comparing the mean change in percent βi,j to the thresholds Llow and Lhigh. The

values -1, 0 and, +1 are used to represent the states low, normal and high:

Si,j (βi,j) =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎩

-1, if Llow > βi,j

0, if Llow ≤ βi,j ≤ Lhigh

+1, if βi,j ≥ Lhigh

(7)

Every time series of yi,j,k is classified with a state in the matrix Si,j . The outlined approach may not classify

robustly if the chosen time interval from ts to te includes oscillations. The oscillations are an indication

of a control response, and thus not only the immediate response is included in the analysis, but also the

response to some other controller, or oscillations caused by a dynamic response of e.g. fluid to a rapid step

change. As the oscillations are averaged in equation eq. (4), the magnitude of the step response βi,j may

be reduced, resulting in causal independency such that Si,j = 0. The applied change detection algorithm
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can potentially detect a sequence of change points such that any subsequent oscillations can be excluded.

However, detection of multiple change points has not been investigated as a part of this work.

A probability can be assigned for the step response of a process variable to attain a qualitative state.

The probability is calculated based on the frequency of a specific state for the N simulations. A probability

distribution can then be determined for each state conditioned on the magnitude of the step change α and

the process conditions H. To simplify the results, fuzzification is also applied to the step change αi by using

eqs. (2) to (7). The actuator step changes α are either low (-1) or high (+1). The purpose is to identify the

most probable state of a process variable for each direction of an actuator’s step change. As an example,

the causal relations will be conditioned on the step change as: if the step change αq of the actuator q is

low,high, the state of the process variable j will change to low,normal,high. The most probable state of the

process variable j conditioned on the actuator state high is denoted as S̄+j and for a low actuator state S̄−j .

As the states are mutually exclusive, the most probable state S̄+j can be determined as:

S̄+j =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎩

low, if P (Sj = −1 ∣ α = +1,H) > P (Sj = 0 ∪ Sj = +1 ∣ α = +1,H)

normal, if P (Sj = 0 ∣ α = +1,H) ≥ P (Sj = −1 ∪ Sj = +1 ∣ α = +1,H)

high, if P (Sj = +1 ∣ α = +1,H) > P (Sj = 0 ∪ Sj = −1 ∣ α = +1,H)

(8)

The process conditions H, represents the range of the sampled input Xm,i for m = [1,2, ...M − 1]. The

actuator step change for m = M is thus not included in the process conditions H, as it is necessary to

explicitly express whether the actuator step change is either low or high. To determine S̄−j the actuator step

change α = −1 is substituted for α = +1 in the conditional probabilities of eq. (8).

The previously introduced notation is adopted for the probability conditioned on a decreasing actuator

step change P −

j and an increasing step change P +

j . A probability P +

j is assigned to each state of S̄+j and a

probability P −

j for each state of S̄−j . P +

j is the probability of the process variable’s most probable state for

α = +1. Likewise, P −

j is the probability for α = −1. The probability P +

j can be determined as:

P +

j =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎩

P (Sj = −1 ∣ α = +1,H) if S̄+j = low

P (Sj = 0 ∣ α = − + 1,H) if S̄+j = normal

P (Sj = +1 ∣ α = +1,H) if S̄+j = high

(9)

To determine P −

j , the condition α = +1 is substituted for α = −1. With this approach, the causality

between an actuator and a process variable can be determined as a discrete and qualitative causal influence

with a corresponding probability. The last step of the fuzzification can however be omitted, in case the step

response is required to be conditioned on the magnitude of the step change. The entire fuzzification can even

be omitted to obtain the magnitude of the step response conditioned on the magnitude of the step change

if required.
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The conditional probability can be calculated for any state of S = {−1,0,1} conditional on any state of

α = {−1,0,1} or any set of process conditions H with eq. (10).

P (S ∣ α,H) = P (S ∩ α ∩H)
P (α ∩H) (10)

3. Uncertainty and sensitivity analysis

After analysing the system causality, the sensitivity of the results is analysed by using uncertainty and

sensitivity analysis. First, the sensitivity of the output β to the variation in the input Xm,i is analysed.

Given that the step change α is the cause of the step response β, the step response of a process variable

should be more sensitive to the step change than any other condition or controller. If not, the measured effect

may as well be caused by something else than the step change. The underlying assumption for establishing

the causal dependence of this method is thus violated. The analysis of that particular causal relation is

therefore not valid.

Finally, the uncertainty of the output from the change detection and fuzzification is analysed, based on

the subjective risk introduced by estimating the time interval defined by t1 and t2 and the thresholds Llow

and Lhigh.

3.1. Process variable sensitivity

The standardised regression coefficient SRC is recommended as an approximation for a global assess-

ment of sensitivity in comparison to the local differential analysis and the global Morris method [15]. The

regression models are, however, highly dependent on model linearity and the models being monotonic.

A linear regression model is built from the output of the simulations. Based on the the variance of the

input, the regression model accounts for the variance of the output from the Monte Carlo Simulations. The

method only handles scalar values. For this reason, the scalar output β is used instead of the time series. The

standardised regression coefficient is a multidimensional and averaged measure of quasi-global sensitivity as

opposed to that of differential analysis. The entire design space of the input parameters is explored by using

N samples. The precision of the method relies on a large number of evaluations N [12]. A regression model

is built for every process variable j between the number of M input parameters Xm,i and the scalar output

βi,j . The linear regression model is formulated as follows:

βi,j = b0,j +
M

∑
m=1

bm,jXm,i (11)

In the above equation bm,j and b0,j are the linear regression coefficients. The coefficients are determined by

least squares optimisation. The coefficient of determination R2, being the squared difference between the

regression model and the simulation model output, is maximised. As suggested by Cariboni et al. [16] the

regression model is assumed fit for the purpose of evaluating the sensitivity of the output to uncertainty
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in the input given a value of R2 ≥ 0.7, . Otherwise, when R2 < 0.7, the model is unfit. Mean-centered

sigma-scaling is used to rank the input factors consistently. The inputs and outputs are thus normalised by

their respective standard deviations such that the sensitivity measures are normalised to one. [12].

The standardised regression coefficient SRC of the mth process condition can be determined for the jth

process variable in the following way:

SRCm,j = bm,j
σXm

σS̄j

(12)

Values can be attained in the range from [-1, 1] for SRC. Positive values describe a monotonically increasing

relation while negative values describe a monotonically decreasing relation. The magnitude of SRC describes

the magnitude of the influence on the output. To compare the influence of the process conditions Xm,i on

the step response βi,j , the absolute value of the standardised regression coefficient ∣ SRCm,j ∣ is used. If

the value of SRC for the mth process condition equals 1, that condition accounts for all variation of the

jth process variable. If it equals 0, the process condition has no influence on the process variable. The sum

of all M input variables’ contributions to the sensitivity of the jth process variable is ∑M
m=1 SRCm,j = 1.

The claim of causal dependency is accepted or rejected by the hypothesis in eq. (13). The claim of causal

dependency between the jth process variable and the actuator is supported if H0 is rejected.

H0 ∶ SRCM ≤ SRC1 ∧ SRC2 ... ∧ SRCM−1

H1 ∶ SRCM > SRC1 ∧ SRC2 ... ∧ SRCM−1 (13)

3.2. Change detection and fuzzification evaluation

The results of the causal analysis depends on the choice of time interval from ts to te and the thresholds

Llow and Lhigh. The analysis assumes that these parameters can be estimated based on the system dynam-

ics. Prior approaches to causal analysis typically optimises a threshold and a time lag or a time period.

Instead, the purpose of the proposed method is to analyse the robustness of the causal results for a set of

method parameters. The results from the causal analysis are robust if they do not change when the method

parameters change. Therefore, variance is imposed on the method parameters, to determine the variance of

the output states S̄ and the states’ probability P . The causal analysis is robust given no or low variance of

S̄ and P .

The method parameters are sampled with LHS from probability distributions that define the imposed

variance. The following notation is introduced for the evaluation of the uncertainty of the outputs S̃ĩ,j and

P̃ĩ,j to the uncertainty imposed to the input Z̃ĩ =
[t̃s,̃i, t̃e,̃i, L̃low,̃i, L̃high,̃i] for evaluation ĩ = [1,2, ...Ñ]. The N simulations analysed by the method described

by eqs. (2) to (9) are evaluated Ñ times with the set of method parameter values of X̃i. Thus, instead of

a single evaluation of the N simulations, the simulations are evaluated Ñ times. Therefore ĩ = Ñ instances

of S̃ĩ,j and P̃ĩ,j are produced. When all Ñ samples have been evaluated, the variance can be computed by

eqs. (14) and (15).
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Ej [S̃ĩ,j] =
1

Ñ

Ñ

∑
ĩ=1

S̃ĩ,j (14)

Varj [S̃ĩ,j] =
1

Ñ − 1

Ñ

∑
ĩ=1

∣ S̄ĩ,j −Ej [S̄ĩ,j] ∣ (15)

For eqs. (14) and (15) the mean of S̃ĩ,j is denoted as E [S̃ĩ,j] and the variance as Varj [S̃ĩ,j]. If the variance

of a process variable is high, the thresholds or the time interval should be changed, or the causal result

should be interpreted with caution. Scatterplots can be used to change the method parameters to determine

values that produce robust results.

4. Case study

The proposed method is applied to a subsystem of an offshore produced water treatment system. Pro-

duced water treatment systems are used for separation of water, gas and oil pumped from a subsea well. A

subsystem for high pressure separation of oil, water and gas is used as a case study. A piping and instru-

mentation diagram (P&ID) of the subsystem is shown in fig. 2. The P&ID shows the model implemented

in K-Spice. The model is not an accurate representation of the physical system, as the model merely serves

the purpose of applying and analysing the method on somewhat realistic data. In addition, it is assumed

that differences between the physical system and the model are inevitable, and should thus be included as

uncertainty in the sampling step according to best practice [17]. The sensors of the system are denoted with

a number and the letter Q for flow rate sensors, h for level sensors and P for pressure sensors.
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Figure 2: P&ID of high pressure separation model in K-Spice.

The mixture from the well enters the system through a valve, used for start-up procedures, and subse-

quently enters the high pressure separator. The gas is separated from the liquid and is transported to a
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subsequent scrubber in a different subsystem. The separator has two gas outlets, one for a pressure safety

valve (PSV), and the other for the main gas production pipe. The PSV leads the gas from the separator to

a flare if the separator pressure becomes too high. Additionally the valve V2 opens, if the pressure in the

main production line becomes too high, thus leading the gas to the flare.

The separator has two internal compartments separated by a wall. The feed from the well is fed into the

first compartment –– the feed side. Here oil and water is separated by gravity such that the oil phase flows

on top of the water phase. The output of water from the bottom of the feed side is controlled by the valve

CV1. CV1 is used for controlling the height of the liquid phase on the feed side. The height is controlled,

such that the height of the feed side liquid is higher than the wall, that separates the feed side from the oil

side, hence the oil layer flows to the oil side of the separator. The valve CV2 at the outlet of the oil side is

used to control the height of the oil level on the oil side. The height of the oil level should be lower than

the wall, however without emptying the oil side, as gas will then start flowing through the oil outlet. The

two valves CV1 and CV2 are used for active control, the valves PSV and V2 for safety, and V1 and HV

for start-up. After separation of the oil and water phases, they are mixed again and transported to a low

pressure separation subsystem.

4.1. Implementation

All six actuators of the subsystem are used for the case study which includes: HV, CV1, CV2, V1, V2

and PSV. The six actuators are different types of valves, and the valve position is sampled over their entire

operating space as XM,i. The valves are evaluated uniformly in their entire window of operation, as nothing

is assumed about the operation of the valves. When sampling from a uniform distribution, the lower and

upper bound of the sampling range are explicitly defined.

The sampled process conditions include the temperature, pressure and ratio between oil and water (OiW)

of the feed (input) to the system. The process conditions are sampled as Gaussian distributions around their

normal operating range, with the standard deviation σi describing the deviation from the mean µi of the

operating range. The process conditions and their input for the sampling process are shown in table 1 along

with the sampling output. In the case of the uniform distribution, the upper and lower bound are defined

explicitly. The output from the sampling process, the sampled design space Xm,i, is shown in fig. 3. The

scatterplot shows the distributions of the sampled parameters.

The mean µi and the standard deviation σi of the three process conditions are subjective estimates,

but could have been derived by using parameter estimation methods [18]. Similarly, those conditions of the

plant, with any significant influence on the process variables could be identified and ranked by initially using

Morris screening, to provide an informed decision on which process conditions can be sampled [15].

The remaining parameters used in this study are shown in table 2. To ensure a good coverage of the

sampling space, a high number of simulations N are used. The time t1 and t2 are desirable to keep as short as
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Table 1: Probability distribution parameters and design space.

Xi Parameter Unit µi σi Distribution Sampled range

X1 Temperature K 323.15 6 Normal [304.61 341.69]

X2 Pressure bar 50 4.25 Normal [36.87 63.14]

X3 OiW 0.3 0.1 Normal [0 0.6]

X4 Actuator % - - Uniform [0 100]
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Figure 3: Scatterplots of the sampled design space.
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possible, similarly is N desirable to keep low, as these parameters greatly increase the time spent executing

the simulations. The parameter t1 has been estimated to ensure that the mass and energy balances are

satisfied, by executing simulations to determine the amount of time required for the system to be stable.

The same approach has been used for the selection of t2. As only the immediate step response is of interest

t2 can be kept short. The same reason applies to the choice of the values for ts and te. Preferably the scalar

values ts, te, Llow and Lhigh should be vectors containing values specific to each process variable. However

to simplify the method and analysis, these parameters are scalars in this study. As no noise is present during

the simulations, it is possible to keep Llow and Lhigh low. The aim of this study is to include any step

response except very low responses.

Table 2: Simulation and method parameters.

Parameter Unit Value Description

N 1,000 Number of simulations

Ñ 1,000 Number of method evaluations

t1 s 700 Stabilization period before step change

t2 s 300 Simulation end time

ts s 10 Start time of time interval

te s 50 End time of time interval

Llow % −0.01 Low state threshold

Lhigh % 0.01 High state threshold

All method parameters have been sampled uniformly from the specified range shown in table 3 to evaluate

the change detection and fuzzification methods. No assumption is made regarding which value is more

suitable than others, by using a uniform distribution. The parameters are evaluated by a large number of

samples Ñ = 1,000 samples.

Table 3: Design space for evaluation of the method parameters.

Z̃i Parameter Unit µ̃i σ̃i Distribution Sampled range

L̃low Lower treshold - - Uniform [0 0.1]

L̃high Upper threshold - - Uniform [0 0.1]

t̃s Time series start time s - - Uniform [5 25]

t̃e Time series end time s - - Uniform [10 150]
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5. Results

In the following section, the results produced from the previously introduced case study will be presented

in detail for the inlet valve HV and the process variable P2, which is the separator pressure. The remaining

results will be presented as well, however not in the same level of detail.

5.1. State classification of step responses

A number of time series have been selected for examination to determine if the step responses have been

classified with the correct states. The total number of time series is defined by the number of simulations,

the number of process variables and the number of actuators: N ⋅ J ⋅Q = 1000 ⋅ 16 ⋅ 6 = 96.000 time series.

For all six actuators, two time series for every sensor (process variable) have been examined. A total of

2 ⋅Q ⋅ J = 2 ⋅ 6 ⋅ 16 = 192 time series have been reviewed to verify the performance of the change detection

and fuzzification method. One time series is reviewed for each simulation. The simulations are chosen at

random, and a randomly selected process variably is reviewed for each simulation.
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Figure 4: Classification of time series. Red indicates a step response classified as high, blue as low, and grey as normal state.

A hollow circle shows the time of the step change t1, and the filled circle shows the time identified as the change point d by the

algorithm. The coloured signal part is the time series yi,j,k used for change detection from ts to te.

The review of 192 time series showed that 13 step responses were classified incorrectly, which results in a

classification rate of 93.2 %. Four step responses were incorrectly classified for the flow rate sensor Q5, two

for Q4, two for Q6, three for h1 and two for h2. The classification rate is considered as acceptable. Step

responses to the actuator HV’s step changes are shown in fig. 4. The figure shows the process variables’

step responses βi,j in percentage. The classification is shown by colour with blue for a low state, grey for a

normal and red for a high state. A hollow and filled circle shows the point in time of the step change t1 and

the detected change point d.

5.2. Probability distributions

The 1,000 classified step responses for every actuator are used to construct a probability distribution for

every process variable. A probability distribution is constructed for each state. The distribution describes
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the probability of the step response to attain a given state, as a function of the step change’s magnitude.

The probability of each state as a function of the step change magnitude is shown in fig. 5. The step change

is defined as the relative change in percent from the actuator position before the step change, to the value

defined by αi. The change of the actuator position in fig. 5 does not refer to an absolute position of the

valve, as the initial valve position may vary for control valves dependent on the process conditions.

Figure 5: Probability distribution of P2 step response states

to HV step changes.

Figure 6: Probability distribution of Q5 step response states

to HV step changes.

The distribution gives an indication of how to interpret the results. In this particular case, the influence

of the step change of actuator HV on the step response of the process variable P2 is unambiguous. This

can be seen in fig. 5 as the pressure is high in the majority of the cases when opening the valve. Increasing

the magnitude of the step change, increases the probability that the step response will be high, while the

probability of a low response decreases. However, the probability distribution in fig. 6 shows an ambiguous

relationship. Independent of the step change, the low state is the most probable and dominant state.

However, the probability of a high state increases when opening the valve. Thus, defining the single most

probable state as a unique causal outcome, may result in invalid inferences unless conditioning on the process

conditions H.

The probability distribution for the process variable Q5 as a response to the actuator HV is shown in

fig. 6. Independent of the step change the following holds true:

P (β = −1) > P (β = +1 ∪ β = 0)

This indicates that independent of HV being opened or closed, the probability of the process variable

Q5 decreasing is highest. It can, however, be seen that the probability for Q5 to increase is considerably

higher when α = +1 such that P (β = +1 ∣ α = +1) > P (β = +1 ∣ α = −1). As α and β appear to be causally

dependent, but the causal influence is ambiguous, the modeller or process expert should assess the influence

on inferences with qualitative inference methods.

The discretised and conditional probabilities computed by using eqs. (9) and (10) are shown in table 4.

The table entries are probabilities that represent the most probable state of a process variable, given an

actuator state. The probabilities marked with green are entries equal to or higher than a confidence level
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of either 95 % and yellow entries exceed a level of 80 %. Having a deterministic representation of a range

of process conditions is a poor representation of causal relations given a low probability in table 4. Thus,

any uncoloured table entries indicate that the causal relation is a poor representation of the entire range of

sampled process conditions. The table 4 is complementary to table 5 which shows the most probable step

response state to a given actuator state.

Table 4: Probability of a step response state to step change for the states shown in table 5. Probabilities equal to or higher

than a confidence level of 80 % or 95 % are indicated by a yellow and green colour.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

HV 52 53 86 87 87 97 97 52 60 60 51 87 87 87 100 100

CV1 100 98 99 99 100 98 99 100 95 95 100 98 98 98 100 100

CV2 51 94 92 92 100 92 93 53 100 100 96 92 92 92 100 100

V1 50 57 96 96 100 96 96 52 78 68 50 99 99 99 100 100

V2 73 73 100 100 100 99 100 82 95 84 77 100 99 99 100 100

PSV 95 94 100 100 100 100 100 70 96 98 84 98 99 99 100 100

5.2.1. Causal relations

The qualitative trend table shown in table 5 shows the causal influence of causal relations between

actuators and process variables [19]. The table represents the most probable state response of a process

variable to an actuator step change. The probability of each response in table 4 corresponds to the state

of the same actuator and process variable in table 5. Any table entries marked with + represents a high

state, thus an increasing step response, and - represents a low state, and thus a decreasing step response.

A normal state is represented by 0 , and the colours of the first column represents the actuator step change.

The most probable response to a high state, or an increase of the actuator HV , is thus a high step response

of h1. Note, that for valves, a high state corresponds to opening a valve by an arbitrary amount, whereas

a low state corresponds to closing a valve by an arbitrary amount. Only increasing (high) step changes S̄+j

are shown in table 5.

The causal influence described by table 5, represents the most frequent causality exhibited by the system

for the sampled process conditions. These states should be considered as either valid or invalid dependent

on the results from the sensitivity analysis. The remaining part of this section will focus on the validity of

table 5.

5.3. Analysis of process variable sensitivity to step changes

Causal relations are analysed based on the assumption that the step change produce the step response.

A linear regression model is used for analysing whether or not the step response βi,j is a result of the step

change αi or something different. A linear regression model is fitted to the input matrix Xm,i and the output
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Table 5: Qualitative Trend Table from simulations showing the most probable step response state to a step change state.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

HV + + + + 0 + + + - - - + + + 0 0

CV1 - - - - 0 + + + - - + - - - 0 0

CV2 + - - - 0 + + - + + + - - - 0 0

V1 - - - - 0 + + + - - - + + + 0 0

V2 - - - 0 + + + - - + + - - + 0

PSV - - - - 0 + + + - - - - - - 0 +

βi,j . A model is constructed between each process variable j and simulation input m for every actuator q.

The coefficient of determination R2, is a metric for how well a regression model fits a set of data. The

coefficient of determination is shown in table 6 for all models of the simulation input m =M , being the step

change, and the process variables. Dependent on the model, the classification of a good or bad fit can vary.

A value of R2 ≥ 0.7 is assumed to indicate a good fit, such that the model is fit for validating or invalidating

the assumption for a causal relation to exist or not.

Table 6: The R2 and ∣ SRCM,j ∣ from the linear regression of the step responses’ (β) sensitivity to the actuator step change

(α).

R2 h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

HV 0.52 0.56 0.68 0.68 0.67 0.68 0.21 0.14 0.10 0.19 0.19 0.49 0.56 0.57 - -

CV1 0.74 0.50 0.87 0.87 0.47 0.01 0.01 0.57 0.00 0.04 0.68 0.00 0.01 0.01 - -

CV2 0.02 0.90 0.95 0.95 0.61 0.01 0.01 0.01 0.37 0.37 0.25 0.01 0.01 0.01 - -

V1 0.04 0.01 0.80 0.80 0.79 0.71 0.00 0.00 0.00 0.00 0.00 0.81 0.81 0.81 - -

V2 0.00 0.01 0.46 0.46 0.13 0.00 0.01 0.00 0.00 0.01 0.01 0.10 0.02 0.02 0.70 -

PSV 0.85 0.90 0.98 0.98 0.61 0.04 0.03 0.00 0.00 0.89 0.02 0.00 0.01 0.01 - 0.98

SRC h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

HV 0.71 0.68 0.82 0.82 0.82 0.82 0.43 0.36 0.15 0.19 0.35 0.69 0.71 0.73 - -

CV1 0.86 0.71 0.93 0.93 0.68 0.05 0.08 0.75 0.06 0.18 0.82 0.05 0.05 0.06 - -

CV2 0.10 0.95 0.97 0.97 0.78 0.06 0.09 0.03 0.61 0.60 0.50 0.03 0.03 0.03 - -

V1 0.19 0.07 0.90 0.90 0.89 0.84 0.03 0.04 0.01 0.04 0.04 0.90 0.90 0.90 - -

V2 0.01 0.02 0.68 0.68 0.36 0.01 0.02 0.01 0.05 0.03 0.06 0.30 0.13 0.13 0.83 -

PSV 0.92 0.95 0.99 0.99 0.78 0.18 0.18 0.01 0.04 0.94 0.12 0.06 0.07 0.07 - 0.99

As can be seen in table 6, only few of the linear regression models have a value of R2 ≥ 0.7. Those models
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which are fit for use are shown as green table entries. As only few models are suitable, this indicates that

the relation between the input X and the output β is too nonlinear, and thus cannot be linearised in the

majority of the cases.

The significance of all M simulation inputs on the step response has been computed, although only the

significance of the actuator is shown in table 6. The computed absolute SRC values that are based on

fit regression models are shown as green table entries. Low values of SRC indicates a low influence of a

particular input parameter on a particular output parameter. If the SRC is higher than 0.5, this means that

the variance of the actuator step change can explain the majority of the variance of the step response. In

this case, the entry is also marked as green . All fit models in table 6 show that the variance of the actuator

accounts for the majority of the variance of the step response. The absolute SRC metric can however only

be used to verify causal dependence. The step change can be the primary cause of the variance of the step

response, but if the magnitude of the step response does not exceed the thresholds Llow or Lhigh, then no

causal dependence is assumed to exist. This is e.g. the case for the process variable P3 and the actuator

V1. No causal dependency exists based on the presented method in table 5, although the actuator is the

primary cause of the variance in table 6.

The standardised regression coefficient SRC indicates, that the PSV is most influential on the variance of

Q11. As the flow would be zero if the PSV was not manipulated, this result is as expected, thereby confirming

the result in table 5. Likewise, the control valve CV2 has a high significance on the oil level h2, as it is used for

controlling the oil level. One obvious assumption would be, that the closer the sensor is spatially located to

the manipulated valve, the higher the significance. This can however not be strictly confirmed by the results.

As the majority of the linear regression models in general are unfit for the purpose of analysing whether

or not a step change could be considered the most significant influence on the response, no result of table 5

is rejected based on table 6, however 19 of 96 table entries are supported.

As an alternative to linear regression, Polynomial Chaos Expansions (PCE) can be used for computing

the first order Sobol sensitivity index S∗i to model nonlinear relations between the input and output [20].

The implementation provided by Marelli and Sudret [21] is used for producing the PCE model and the first

order Sobol sensitivity index. The Sobol sensitivity index S∗i is shown in table 7 for only the HV actuator.

It can be seen that the step change of the HV valve has a low influence on the process variables Q2, Q3,

Q4, Q5 and Q6. The reason being, that the variance of the pressure has a greater influence on these process

variables.

5.4. Sensitivity analysis of method parameters

Lastly, the sensitivity of the results from the change detection and fuzzification method is analysed. The

purpose being to identify if changes to the time interval and thresholds influences the output states and the
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Table 7: The first order Sobol sensitivity index S∗i from PCE models.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

HV 0.93 0.68 0.94 0.94 0.99 1 0.17 0.49 0.13 0.08 0.46 0.66 0.91 0.91 - -

states’ respective probability. In such cases, the results may still be valid, but should be interpreted with

caution or analysed further.

A large number of time series are classified by a method with parameters that have not been optimised

for a particular time series or type of time series, but aims to provide a good result. The reason being,

that tailoring such a method or optimising such parameters becomes highly time consuming, especially with

an increasing number of time series. The robustness of the results is therefore analysed to determine the

sensitivity of the output state S̄+j and S̄−j , and the corresponding probability P +

j and P −

j of the particular

state, by assuming an estimated uncertainty of the method parameters: ts, te, Llow and Lhigh. The sensitivity,

is determined as the variation of the state Var [S̃ĩ,j] and the probability Var [P̃ĩ,j] of the process variable j

for all Ñ sampled evaluations of the method. The variance is determined by using eqs. (14) and (15).

The variance of the process variables’ states Var [S̃ĩ,j] is shown in table 8. The variance of the most

probable state is S̃ĩ,j = 0.74 for the process variable P3 and the actuator HV. As the maximum possible

variance is two, values approaching one would be considered of a magnitude at which the results of the

method should be questioned. The maximum variance of the state probability Var [P̃ĩ,j] = 2.8 % is low. A

low value indicates that for each of the 1000 sampled sets of the method parameters, the obtained state is

fairly robust.

If the state of a process variable is sensitive to the method parameters, it is crucial that the method

parameters are carefully chosen. This however, relies on the variance of the probability Var [P̃ĩ,j] also being

low. Given a high variance of Var [P̃ĩ,j], the variance of the state Var [S̃ĩ,j] cannot be attributed to only the

method parameters, but is also the result of an ambiguous relation similar to that of fig. 6 rather than that

of fig. 5. In such a case a deterministic causal representation is not suitable.

A high variance does not necessarily indicate that the obtained results are incorrect, simply that the

causal results of tables 4 and 5 are sensitive to the choice of method parameters ts, te, Llow and Lhigh.

A scatterplot can be used to determine exactly which method parameter, and what range of the method

parameter the state is sensitive to.

The process variables’ states and the corresponding probability have been evaluated Ñ times by by sam-

pling Ñ sets of the method parameters Z̃ = {t̃s, t̃e, L̃low, L̃high} from an imposed uncertainty. The frequency

distribution of the Ñ evaluations of the states S̃ĩ,j of P2 as a response to HV is shown in fig. 7. The low

state (-1) is the most frequent state. In addition, for each state, a corresponding probability is computed.

The frequency distribution of the probability P̃ĩ,j of the state for all Ñ evaluations is also shown in fig. 7.
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Table 8: Variance of states Var [S̃ĩ,j] when the change detection and fuzzification is evaluated under imposed uncertainty to

ts, te, Llow and Lhigh.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

HV 0 0 0 0.06 0.74 0 0 0.54 0 0.37 0.52 0 0 0.056 0.37 0.37

CV1 0 0 0 0 0.45 0 0 0 0 0 0 0 0 0 0 0

CV2 0 0.01 0 0 0.36 0 0 0.62 0 0 0.51 0 0 0 0 0

V1 0 0 0 0.024 0.51 0 0 0.37 0 0 0.52 0 0 0 0 0

V2 0 0 0 0 0.72 0 0 0 0.01 0.02 0 0 0 0 0 0

PSV 0 0 0 0 0 0 0 0 0.06 0 0.23 0 0 0 0 0

As the probability is high, between 90 % and 100 % for almost all evaluations, the causal result of P2 and

HV is robust. Only a single set of method parameters are used for a single evaluation of the N simulations

to produce the results in tables 4 and 5. The figure 7 shows a distribution of the most probable states S̃ĩ,j

and the corresponding probability P̃ĩ,j of the most probable state when evaluated Ñ times under imposed

uncertainty to the method parameters.
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Figure 7: Frequency of the most probable state S̃ĩ,j and the corresponding probability P̃ĩ,j of P2 and HV, when evaluated Ñ

times under imposed uncertainty to ts, te, Llow and Lhigh.
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6. Conclusion

A novel method for analysing the causality of complex process systems has been introduced. A large

amount of controlled experiments are carried out as Monte Carlo Simulations, by intervening on actuators

to observe the immediate response of process variables. The causality is defined for a range of process con-

ditions to determine the most probable causal relation for the range of conditions. Similar to alarms, the

most probable causal behaviour is represented as a qualitative state.

The method was applied to a model in K-Spice of a produced water treatment system to analyse the

causality. A univariate change detection algorithm is used to analyse the causality combined with uncertainty

and sensitivity analysis to assess the underlying assumptions of the results. A set of process conditions

including the pressure, temperature and oil to water ratio of the feed and an actuator step change has been

sampled randomly with Latin Hypercube Sampling. In total, 1000 samples have been produced for each of

six actuators resulting in 6000 simulations. A step change has been introduced to an actuator, to observe

the immediate response of process variables of the system. The change detection algorithm has been used

in combination with fuzzification, to classify the step response of 96.000 time series as qualitative states. A

mere 0.2 % have been randomly selected and reviewed, resulting in a classification rate of 93.2 %.

The analyses provided a causal influence for an increasing (high) step change of all six actuators. In

total, this is 96 descriptions of the causal influence between actuators and process variables. The probability

for these states to describe the probability distributions indicates that 17 of the causal influences are ques-

tionable, as the state probability is below a confidence level of 80 %. Of the remaining 79 causal influences

above the confidence level, causal dependence was supported for 19 influences by the standardised regression

coefficient. For the remaining descriptions of causal influence, the linear regression models were unfit for

conclusions given a nonlinear behaviour between input and output. Polynomial Chaos Expansions are well

suited for modelling nonlinear relations and were instead used to compute the Sobol sensitivity index.

The evaluation of the change detection and fuzzification method indicated that the results of some process

variables were more sensitive to the estimated method parameters than other. This highlights the necessity

of good estimations of method parameters for sensitive process variables.

A suitable estimation of the time period used for change detection is crucial for detection of the immediate

step response. Alternative methods should be investigated for change detection. Most importantly would

be an improved method capable of coping with oscillations robustly. A possible improvement would be to

include multiple change points for handling oscillations.

Distinguishing between direct, indirect, and compound (direct + indirect) causal relations can enable

causal inferences of greater detail. The proposed method only analyses the compound relation. An extension

to analyse direct and indirect components will therefore improve the detail of causal inferences from the

proposed method’s results, and such functionality has been proposed for many other methods.
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The proposed method relies on process knowledge for estimation of method parameters and assessment of

the validity of the causal analysis based on the sensitivity analysis. A future direction could be to investigate

parameter estimation methods to apply the proposed method for unknown processes where limited or no

knowledge is available.
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Abstract

Multilevel Flow Modeling is a methodology for inferring causes or effects of process system anomalies. A

procedure for validating model causality is proposed, as interest has increased from industry in applications

to safety-critical systems.

A series of controlled experiments are conducted as simulations in K-Spice, a dynamic process simulator,

by manipulating actuators to analyse the response of process variables. The system causality is analysed

stochastically under a defined range of randomly sampled process conditions. The causal influence of an

actuator on a process variable is defined as a probability of a qualitative and discrete causal state.

By testing an MFM model, and interpreting the propagation paths produced by MFM, the results from

MFM are compared to the stochastic causality analysis to determine the model accuracy. The method has

been applied to a produced water treatment system for separation of liquid and gas, to revise the causal

relations of the model.

Keywords: Causality, Multilevel Flow Modelling, Validation, Causal inference

1. Introduction

Multilevel Flow Modelling (MFM) provides an ontology for modelling the functions of process systems

and relating them causally, to infer about causes for and effects of process anomalies [1]. MFM models are

built from the interpretation of design and operation related information such as diagrams, instructions and

process knowledge from process experts. The model represents the functions of the system and the causal

relations between them.

Applications of MFM models includes producing counter-action plans for bringing systems to a safe

condition [2], risk assessments [3, 4], diagnosis [5, 6], alarm management [7, 8], and process display design

[9, 10]. Commonly modelled systems are nuclear power plants and oil and gas production systems. For

such safety-critical systems it is of utmost importance that the system functions as intended, thus requiring
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rigorous assessments and testing based on industry specific standards. Similar rigorous procedures should

apply to models used for decision making related to the safety of safety-critical systems. For this reason, the

work presented in this paper aims to provide a procedure for validating the causal relations of MFM models.

Previously the performance of only a few MFM models has been evaluated and no structured method has

been proposed for such purposes. Most attention has been paid to this matter by Gofuku, although model

evaluation has not been the primary purpose. The results from MFM models have been used to produce

fault trees for risk assessment [11], fault diagnosis [12] and counter-action plans [13, 14] that have all been

compared to expert opinions. In addition, a fault tree analysis (FTA) produced from MFM results has been

compared to an FTA found in the literature of the same system [11, 12]. Counter-action plans derived from

MFM results have been compared to results from dynamic process simulations [15]. Simulations have also

been used as a reference to produce tables describing different failure modes that the MFM model could

describe or classify correctly [4, 16]. The results produced by MFM, were proposed by Ming et al. [17] to be

combined with an Artificial Neural Network for diagnosis. The ANN could either invalidate MFM inferences

or elaborate on the inferences by MFM. To document the model maturity, meta-information was suggested

by Heussen and Lind [18] to accompany models, which could very well be information from evaluation or

validation processes.

A general and structured validation procedure has been proposed for validation of MFM models [19, 20].

However, the individual steps of the procedure lack in detail on how to apply it. In relation to this, a

combined framework of an MFM model, a HAZOP and a dynamic process simulation were validated by

Wu et al. [4]. Apart from this framework, other work included a comparison of MFM model results with

information from a standard operation procedure [20]. Similar to Wu, the use of different methods for model

validation was proposed by Yang et al. [21] to derive models for an Event-Tree, Goal Tree and Success Tree,

Fault Tree and GO-FLOW from an MFM model. The models can then be used to indirectly validate the

MFM model, by validating these models against other references. However, as validation was not the aim

of the study, no details were introduced on model validation.

The structured approach proposed by Nielsen et al. [22] compares the results of MFM to those produced

by experts, simulations or physical experiments. The approach is based on the principles proposed by Wu.

An application of MFM for diagnosis introduced an example of how to evaluate the performance of MFM

models for causal inference [5]. The validity of the causal relations of MFM models has only been addressed

by Larsson et al. [23]. Larsson proposed the method multiple local property correlation for describing varying

system causality from signal properties instead of the signal itself, as is the case for conventional correlation

[24, 25]. The method was proposed for invalidating causal relations over time, as system behaviour would

change.
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In this study, we extend the previous work of Nielsen et al. [22] and Wu et al. [4] to a more complex model.

The extension includes an interpretation of more than a single MFM propagation path, and a structured

way of simulating tests to provide a reference for validation of causal relations in MFM models. In addition,

a simple set of rules are proposed for revising an MFM model based on the validation results.

For validating models of system dynamics, Barlas [26] proposed an approach categorised into two stages

dealing with structural validity and behavioural validity. To address structural validity either direct structure

tests are proposed or structure-oriented behaviour tests. Structure-oriented behaviour tests are suggested

rather than direct structure tests, as they are easier to formalise and quantify, and are qualitative and sub-

jective to a lower degree. The purpose is to indirectly assess whether a model structure is valid, by applying

behaviour tests to both the model and simulation. Suggested tests include extreme testing, behaviour sen-

sitivity and a combination of both Barlas [26].

An example of combining extreme testing and behaviour sensitivity is Qualitative Feature Analysis, in

which qualitative features of the system behaviour are compared to the qualitative features of the model

output [27]. Multilevel Flow Modelling is a method for causal inference. The method provides an ontology

for graphically formulating knowledge of process systems such that models can be used for causal inferences.

The validity of the pre-requisite conditions of knowledge-based models has generally lacked quantification

according to Wise et al. [28] thereby resulting in uncertainty. Moreover the choice of validation tests must be

representative of model applications and be sufficiently sensitive to detect errors. Thus Wise et al. [28] argues

that the tests must cover the intended conditions of the model application, rendering a sole application of

extreme testing unfit, despite being likely to overcome the issue of performing sufficiently sensitive tests.

A common approach to address uncertainty is to include it as a part of the tests of model validation,

which is a common requirement of governmental agencies for models related to decision making processes

on health, environment [29] or safety-related issues. As causal relations of MFM models are based on the

knowledge of process designers and experts, and the interpretation of available formal descriptions of the

process system and its operation, no probabilities are included for these being correct. The process conditions

for which causal relations are assumed valid are not explicitly expressed for MFM models. As MFM models

are based on knowledge, imprecise specifications of the process conditions introduce uncertainty. This type

of uncertainty is referred to as subjective risk. In addition, the magnitude required for causes to produce an

effect is unknown, and most likely varies with the process conditions.

Conventional methods for analysing causal relations are listed by Yu and Yang [30] and include Granger

causality, extended Granger causality, nearest neighbour methods, cross-correlation and transfer entropy.

The aforementioned methods are commonly applied to historical and surrogate data to analyse the system

3



causality.

The work presented here aims to provide a structured method for validation of causality in MFM models

based on a stochastic approach to perform behaviour-oriented structure tests by simulating controlled ex-

periments. The simulation inputs are a set of process conditions and an actuator step change. Uncertainty

is imposed on the input to analyse the output probabilistically. Change detection is used to determine the

change of effects in percentage, and by comparing the change to a set of thresholds, the output is converted

to causal states that describe the most probable causal influence. The output of the analysis is formulated

into a single qualitative state and the probability of that state for the sampled simulation input. The work

presented here is based on the method for stochastic causal analysis and the results of the analysis presented

by Nielsen et al. [31].

The method is first explained for a simple and theoretical example and then applied to an MFM model

of a Produced Water Treatment system, based on which a set of simple rules are proposed for revising the

causal relations. These rules are then used to improve the coherence between the analysed causality and the

MFM model causality.

2. Multilevel Flow Modelling

Multilevel Flow Modelling is a functional modelling ontology for expressing a system’s functionality and

causal dependencies. MFM models are causal graphs, that explain the causal relationship between different

functions and objectives. The functions are ordered in a hierarchical means-end abstraction according to

how functions realise objectives and other functions. The models can be used for rule-based inference on

causes for anomalies of system operation. Similarly, inferences can explain effects an anomaly.

In the following, the term flow function will be used for referring to an MFM primitive, an object of the

ontology used for modelling, and the term function to functionality of a process system. The MFM ontology

includes a defined set of function primitives, which are qualitative and discrete representations of physical

mechanisms [32]. The functions of the process system are modelled using the flow functions of the MFM

ontology.

In general, two different causal relations are distinguished between; an influencer which is a causal rela-

tion that can affect both directions, and a participant relation that can only affect in one direction. Other

causal relations, the means-end relations, are similar causal implementations of the participant relation but

have distinct descriptive meanings. The influencer relation represents causal symmetry, such that a flow

function A can be a cause of flow function B written as: A → B, and the opposite B → A. The participant

relation represents causal asymmetry such that A can be a cause of B: A → B, but B cannot be a cause of

A: B /→ A. The notation of MFM ontology denotes symmetric causality as → and asymmetric causality as
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—◻, which is adopted in the following.

One challenge of using MFM is to determine whether a causal relation should exist between two flow

functions and whether it is an influencer or a participant relation. Reasons for this are; causal relations of

the models are implicitly conditional on specific process conditions. Other causal relations of the model may

provide incorrect causal results for those process conditions, as they have been modelled conditional on a

different set of implicitly defined process conditions. Causal relations of the model may thus be based on

different assumptions for which process conditions they are valid. Other reasons involve the inherent bias

towards causal asymmetry in subjective judgements of causality [33], as MFM models are constructed based

on both objective and inter-subjective knowledge of process systems as argued by Wu et al. [19].

We propose a method for validating the causal relations of MFM models, to provide an objective and

quantitative reference for the selection of causal relations. The proposed method only analyses the compound

causality, which is the combination of direct and indirect causality. For this reason, the method cannot

account for causal paths, but merely the compound causality from an actuator to process variables. The

majority of causal analysis methods only identify compound causality. However, multivariate approaches

exist for analysing either direct or indirect causality [34]. The process flow from P&IDs is used for capturing

causal paths by Yang et al. [35], for comparison with compound causality analysed with Transfer Entropy.

Compound causality can however not address spurious causality. Sensitivity analysis can however address

the issue of spurious causality for the proposed method [31]. Flow functions will be referred to in the

following way (Flow structure name):(Flow function name):(Flow function type):(State). If referring to the

flow function in general the (state) will be omitted.

3. Validation methodology

The method for validating MFM causality is shown in fig. 1. It can be categorised into four parts;

analysing system causality, testing MFM causality, result comparison and model revision. At first, all

actuators for testing are defined in both the MFM model and the simulation. Tests are then sampled based

on a defined uncertainty for an actuator step change (the cause) and estimated process conditions. These

samples are evaluated in numerical simulations by using K-Spice. The output of the simulations is time

series of process variables, that are converted to qualitative states. The MFM model is tested by inferring

effects of state changes to the flow functions associated with manipulable actuators. The qualitative states

from the causal analysis of the simulations and the MFM inferences are compared to determine how well the

results correspond. Lastly, the MFM model is revised based on the accuracy of different model parts.
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Figure 1: Procedure for testing the MFM model and the simulations for causality comparison.
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3.1. Causal analysis of simulations

The method used for analysing the causality of the system consists of four simple steps Nielsen et al. [31]:

probabilistic experimental design, simulation, change detection and qualitative state conversion. For nota-

tional simplicity, the procedure is described for the case of only a single actuator. As the causality of MFM

models is implicitly defined over a range of process conditions, the simulations are evaluated over this range.

In the first step, a set of M process conditions, including the actuator step change, are sampled randomly

with Latin Hypercube Sampling (LHS) into N samples in unit hyperspace. The samples are then converted

to real process values by the inverse cumulative distribution functions defined by a mean and a standard

deviation. The mean and standard deviation are estimated as representative for the process conditions of

the system for which the MFM model will be assumed valid. Given little is known about the exact relation-

ship between actuators and the process variables, the actuator step change is varied with equal probability

over the entire range of operation from fully open to fully closed; defined by an inverse cumulative uniform

distribution function. The process conditions are sampled as the input variables Xm,i = [X1,i,X2,i, ...XM,i]

for i = [1,2, ...N] simulations and m = [1,2, ...M] process conditions.

The sampled input variable Xm,i is evaluated as numerical simulations in K-Spice such that an output

Yi = f(Xi) is obtained for every sample i. This output Yi,j,k for k = [1,2, ...K] is a time series of K samples

for the j = [1,2, ...J] process variables. First the process conditions Xm,i for m <M are loaded at the begin-

ning of every simulation and kept constant. Next, the simulation runs for the duration of t1 to reach stable

operation, defined by the following three conditions: min ≈mout, dmin/dt ≈ 0 and dmout/dt ≈ 0 for min being

the inflow of mass to the system, and mout the outflow of mass. The mass and energy balances should thus

hold as a condition for a stable system. At time t1, the step change Xm,i for m = M , is introduced to the

actuator control signal which remains constant for that actuator for the remaining time t2 of the simulation.

The step change is denoted as α, and the step response of process signals as β. The response β is the effect

size, which is the magnitude of the effect. The direction of the effect is given by the sign of β.

A section yi,j,k of the time series Yi,j,k is selected based on a time interval defined from ts seconds before

the actuator step change, at t1, until te seconds after the step change. Change detection is used to determine

a sample in time of yi,j,k where the mean of the selected time series E[yi,j,k] changes abruptly. The same

method for change detection is applied as in [22]. The step response, which is the change in mean βi,j of

yi,j,k, is compared to a lower and upper threshold that defines whether the effect size is considered to be sig-

nificantly large for a causal relationship to exist between the actuator (cause) and the process variable (effect).

The response βi,j of every time series is classified as a qualitative state Si,j based on the thresholds. The
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states low, normal and high are represented numerically as Si,j = {−1,0,+1} and can be determined as:

Si,j (β)

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎩

-1, if β < Llow

0, if Llow ≤ β ≤ Lhigh

+1, if Lhigh < β

(1)

A single state S̄+j is determined for every process variable, associated with a probability for the process

variable to attain the given state. The probability is determined as the probability of the process variable

attaining a given state, conditioned on the actuator state and the process conditions. Thus, both the change

in mean βi,j of the process variable and the actuator step change αi,j are compared to the lower and upper

thresholds Llow and Lhigh. As the states are mutually exclusive, the state S̄+j is then determined as:

S̄+j =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎩

low, if P (Sj = −1 ∣ α = +1,H) > P (Sj = 0 ∪ Sj = +1 ∣ α = +1,H)

normal, if P (Sj = 0 ∣ α = +1,H) ≥ P (Sj = −1 ∪ Sj = +1 ∣ α = +1,H)

high, if P (Sj = +1 ∣ α = +1,H) > P (Sj = 0 ∪ Sj = −1 ∣ α = +1,H)

(2)

A single state S̄j is selected to represent the causal relation between a process variable and an actuator

for the tested process conditions. The state S̄j is the most probable state conditioned on the actuator state.

In this work, the state S̄j is only presented conditional on the actuator state high (α = +1) denoted as S̄+j .

A qualitative trend table (QTT) introduced in [22] is comprised of those states that represent the par-

ticular process variables conditioned on a particular state of an actuator. The QTT is thus an asymmetrical

description of causality between an actuator and a process variable. It describes whether the process vari-

ables are causally dependent or independent of an actuator. In addition, it describes the causal dependence

as an influence on the process variable as being either positive or negative. The QTT should contain results

for all actuators and preferably also boundary conditions.

Causal relations in MFM are qualitatively proportional [36]. Therefore, the QTT can be defined by only

representing causes described by either a high S̄+j or a low S̄−j state of the actuators, and not necessarily

both. In this study, only the high actuator states are presented. The qualitative proportionalities can be

expressed in the following way for the flow functions A and B and a corresponding state:

A:high→ B:low⇔ A:low→ B:high

A:high→ B:high⇔ A:low→ B:low

The actuator state high can be substituted in eq. (2) for a low actuator state, to determine a single state

S̄−j that represents the most probable response of βi,j conditioned on a low actuator state.

3.2. Testing MFM causality

When testing the causality of MFM models, all flow functions should ideally be tested to determine how

well the results represent the behaviour of the physical system. Not all flow functions do however have a basis
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for comparison. Nor may it be meaningful to test all flow functions. For complex knowledge-based systems,

O’leary [37] argued that only highly certain or risk-related knowledge should be tested. The following two

rules are proposed to guide the modeller in testing:

• Any flow function expected to be used as an input to the model should be tested.

• Any flow function expected to be used as an output from the model should be compared.

MFM models are typically used for explaining what caused a deviation of the system, and what the

effects could be. In this case, the input would be a state of a process variable or a sensor. Process variables

(sensors) cannot be directly changed or manipulated via controlled experiments. It is not possible to increase

the pressure of the separator, without changing the condition of something else. However, approaches exist

in modern mediation analysis for introducing estimated changes to indirect effects [38].

Physical equations or laws allow for such changes. The ideal gas law is formulated as PV = nRT , where

P is the pressure, V is the volume, n is the amount of gas in mol, R is the ideal gas constant and T is

the absolute temperature. The ideal gas law allows for changing process variables while keeping others con-

stant, such as the amount of gas, to determine the effects on the pressure, temperature and volume. This

is however not meaningful, as somethings need to cause this change, and dependent on the cause, various

conditions may apply that contradict the conditions. Doing this would determine the causal relationship

deterministically under the assumptions that anything else is constant.

The state of flow functions in MFM can be changed to introduce system deviations. MFM can then be

used for analysing the effects of the deviation. An actuator can be manipulated in MFM models, by changing

the state of the flow function associated with the actuator in order to analyse the effects. Actuators can be

physically manipulated to analyse the response of process variables. The same test can thereby be carried

out in an MFM model, and a physical system. As physical tests may compromise the safety of systems, we

propose to use dynamic simulations to produce a basis for comparison of the inference results form MFM.

The model boundaries are defined by the sources and sinks in an MFM model. When the system is

stable, no mass or energy accumulates in the system. It should thus be possible to test the system, by

changing the boundary conditions. The boundary conditions can be manipulated in the model, but also on a

physical system or in simulations, as the system will be connected to something upstream and downstream.

Therefore, the systems outside of the boundary can be manipulated, to test the boundaries of the MFM

model.

Boundary conditions of MFM models and flow functions associated with actuators can be manipulated

and should thus be used to test the model. Then, by testing the boundary conditions or the actuators α it is

possible to determine if they are causes of the effects β. As the effect β cannot be manipulated, β is assumed

valid for all paths between where the actuator α propagates to or through β. MFM has the capability of
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inferring about either causes or effects. It is therefore assumed that if β is inferred as an effect of α, and

the inference is valid, then inferring that α is the cause of β, is also a valid inference. Thus, if the deductive

inferences are valid, then the deductive inferences are assumed valid.

When inferring about causes or effects, the propagations may include flow functions that have not been

validated by comparison to a reference such as simulations. It is assumed that if a flow function is on a path

between two flow functions that have been validated, that flow function is regarded as valid if no junctions

exist on that path. Otherwise, it is regarded as untested. The validation of causal relations of MFM models

should explicitly state what has been part of the validation, and what has not been. As not all parts of

the model can be validated in practice with the proposed approach, other methods should be used for the

remaining parts.

3.3. Example of MFM model testing

mfs

sou Q1 h1 CV

tra h2 Q2

sinbal Q3

Figure 2: MFM model of the two tank system.

A system of two tanks is used as a theoretical example to explain the interpretation of propagation paths.

The MFM model of the system is shown in fig. 2. The sensors Q1, Q2 and Q3 are flow rate sensors. Water

is fed to a tank with the water level measured by the sensor h1. The tank has two outlets. One outlet leads

to an additional tank, and the other to the output of the system. A control valve CV at the outlet of the

first tank controls the water level h2 of the second tank, and thus indirectly the level of h1. The second tank

has an outlet, which mixes with the output of the first tank. The actuator, being the control valve, has been

tested in MFM to produce propagation paths. The sequence of these paths are:

mfs:CV:tra:high→mfs:h1:sto:low→mfs:Q1:tra:high (3)

mfs:CV:tra:high→mfs:Q2:tra:low→mfs:h2:sto:high→mfs:tra:tra:low (4)

→mfs:h1:sto:high→mfs:Q1:tra:low

Associations between actuators and flow functions, and sensors (process variables) and flow functions

should be explicitly defined. Once this association has been established the results from the analysis of the
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simulations can be compared to the results from testing the MFM model. A qualitative trend table (QTT) is

produced based on the results from flow functions associated with sensors and actuators. In this example, two

propagation paths are produced from one actuator flow function. Each path in eqs. (3) and (4) is represented

as a row in the QTT. The columns describe the sensor’s response in each path. All flow functions associated

with sensors should be present as individual columns in the QTT, with the first column being the actuator.

All flow functions present in the propagation paths that are not associated with components are omitted

from the QTT. In the above example, the flow function mfs:tra:tra has no association to a component, and

can thus not be validated by the simulation. For this reason, flow functions with no association are not

included in the QTT in table 1. The states of the flow functions in the paths are represented by + for a

high state with a red colour, a blue colour - for a low state and a grey colour 0 for neither a high nor a

low state propagation. Thus, as mfs:Q3:tra is not an effect of mfs:CV:tra in either of the two propagation

paths, the sensor is assigned the grey colour 0 for both paths. This procedure is repeated for all actuators.

Table 1: Example of propagations paths in a QTT format produced for the two tank valve system.

h1 h2 Q1 Q2 Q3

CV-1 - 0 + 0 0

CV-2 + + - - 0

3.4. Comparison of causality

In this step, each propagation path from MFM is compared to the set of uniquely defined causal relations

from the causal analysis of the simulations. The previously introduced case by Nielsen et al. [22] provides

metrics of the similarity between results from testing an MFM model and a validation set. The presented

model is simple and produces no propagation paths that contradict each other. In the following, the approach

from the simple case of a single propagation path is extended to the case of multiple contradictory propagation

paths. The following set of rules for the comparison of propagation paths to a validation set are proposed:

• Any contradictive states between the validation set and the MFM results are undesired, unless the

modeller or process expert, can provide sense to the result.

• A minimum of one propagation path needs to include the results from the simulations.

• In relation to the above; a normal state is acceptable, as long as one path includes the result of the

simulation.

• Contradictive propagation paths are unwanted, unless the modeller or process expert, can provide sense

to the result.

The results from the QTT from MFM and from the simulations are combined into a single table. The

results from the simulations are used as a validation set. The validation set is a matrix denoted as Vj,q
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for q = [1,2, ...Q] actuators and for j = [1,2, ...J] process variables, with Q denoting the total number of

actuators and J the total number of process variables. The result from MFM is a matrix denoted as Fj,q,r

for r = [1,2, ...R] propagation paths with R denoting the total number of paths. The entries from the results

are shown in table 2.

The process conditions have been sampled and evaluated in 50 simulations of the two tank example shown

in fig. 2. The result from applying the method for conversion of simulation outputs to qualitative states are

shown in the first row of table 2. Similarly, the results from the MFM inferences shown in table 1 are shown

in the rows below the validation row in table 2.

When a propagation from MFM does not affect a specific process variable, it is proposed to treat it as

the state normal 0 illustrated by a grey colour, indicating no effect. When evidence exists of no relation 0

is used, whereas 0 is used when no evidence exists of a relation between a cause and an effect, and neither

does any evidence of a relation exists. Therefore 0 and 0 are considered to explain the same omission of

a causal effect, causal independence, thus the flow function’s state is normal.

Table 2: Example of comparison of the QTT from simulations and the QTT from MFM with matrix notation.

h1 h2 Q1 Q2 Q3

Simulations CV V1,1 V2,1 V3,1 V4,1 V5,1 Vj,q

Propagation path 1 CV-1 F1,1,1 F2,1,1 F3,1,1 F4,1,1 F5,1,1 Fj,q,r

Propagation path 2 CV-2 F1,1,2 F2,1,2 F3,1,2 F4,1,2 F5,1,2 Fj,q,r+1

The results from all propagation paths that correspond to a particular actuator are converted into a

single value by using the accuracy metric for binary prediction. The metric accounts for the ratio between

correct(true) and incorrect (false) predictions of a given process variable and a given actuator. The accuracy

is calculated based on a set of predicted observations represented by the propagation paths from MFM,

and a validation set considered as actual observations. All predictions are compared to the observations

to construct a confusion matrix that describes the true, and the false predictions used to determine the

accuracy:

Accuracy = Correct predictions

All predictions
(5)

A low accuracy indicates a low correspondence of the results with a value of 0 being the lowest, and a value

of 1 being the highest for equal results. The states of Fj,q,r are all classified as either true (1) or false (0) in

the matrix Cj,q,r for j = [1,2, ...J], q = [1,2, ...Q] and r = [1,2, ...R]. Predictions are considered as true or

false dependent on the state of the actual observation:

Given the actual observation of process variable j for actuator q in V is a normal state, then the

states of the predictions of process variable j for actuator q from F are classified as follows: a
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normal state is a true prediction, and either a high or low state is false. This can be formulated

as logical conditions:

Cj,q,r =
⎧⎪⎪⎪⎪⎨⎪⎪⎪⎪⎩

0 if Vj,q = normal ∧ (Fj,q,r = low ∨ Fj,q,r = high)

1 if Vj,q = normal ∧ Fj,q,r = normal

(6)

Given the state of the actual observation V is high, the states of the predictions F are classified

as follows: a high state is true, a low state is false, and only if no high state is present in the

predictions of process variable j for all propagation paths r, a normal state is considered as false.

This can be formulated as logical conditions:

Cj,q,r =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

0 if Vj,q = high ∧ Fj,q,r = low

0 if Vj,q = high ∧ Fj,q.r = normal ∧ (Fj,q,r = high ∄r ∈ N)

1 if Vj,q = high ∧ Fj,q,r = high

1 if Vj,q = high ∧ Fj,q,r = normal ∧ (Fj,q,r = high ∃r ∈ N)

(7)

Given the state of the actual observation V is low, the states of the predictions F are classified as

follows: a low state is true, a high state is false, and only if no high or low state is present in the

predictions of process variable j for all propagation paths r, then a normal state is considered as

false. This can be formulated as logical conditions:

Cj,q,r =

⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

0 if Vj,q = low ∧ Fj,q,r = high

0 if Vj,q = low ∧ Fj,q.r = normal ∧ (Fj,q,r = low ∄r ∈ N)

1 if Vj,q = low ∧ Fj,q,r = low

1 if Vj,q = low ∧ Fj,q,r = normal ∧ (Fj,q,r = low ∃r ∈ N)

(8)

The resulting matrix Cj,q,r for the example in table 2 thus becomes:

Cj,q,r =
⎡⎢⎢⎢⎢⎢⎣

C1,1,1 C2,1,1 C3,1,1 C4,1,1 C5,1,1

C1,1,2 C2,1,2 C3,1,2 C4,1,2 C5,1,2

⎤⎥⎥⎥⎥⎥⎦
=
⎡⎢⎢⎢⎢⎢⎣

1 0 1 1 0

0 0 0 1 0

⎤⎥⎥⎥⎥⎥⎦
(9)

The first and second condition of eq. (8) applies as no propagation path of variable h2 contains a low state.

Therefore, C2,1,1 = 0 and C2,1,2 = 0. At least one propagation path contains a true prediction for the variable

Q2. Therefore, the fourth condition of eq. (8) applies to F4,1,1, and thus C4,1,1 = 1. No propagation path

contains any true prediction for the variable Q3. Therefore the second condition of eq. (7) applies and thus

C5,1,1 = 1, C5,1,2 = 1.

The accuracy can be calculated when all inferences are classified as either true or false. The classification

of all propagation paths r belonging to actuator q are then used to calculate the accuracy of every process
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variable j:

Aj,q =
∑R

r=1Cj,q,r

R
(10)

This is repeated for every actuator. The mean accuracy of each actuator Aq, and each process variable Aj

can then be calculated as:

Aj =
∑Q

q=1Aj,q

Q
(11) Aq =

∑J
j=1Aj,q

J
(12)

The mean accuracy of actuator q is calculated as the mean of the accuracy of all J process variables

for actuator q. Similarly, the mean accuracy of process variable j is the mean of the accuracy of process

variable j for all Q actuators. Lastly, a single metric can be provided for the entire MFM model, as the

mean accuracy of all combinations of Q actuators and J process variables:

A =
∑J

j=1∑Q
q=1Aj,q

JQ
(13)

The accuracy of the classifications in table 2 can be represented as shown in table 3. The results of Aj,q

are identical to Aj , and Aq is identical to A as this case only includes a single actuator.

Table 3: Model Ā, actuator Āq and process variable Āj accuracy.

h1 h2 Q1 Q2 Q3 Āq

CV 0.5 0 0.5 1 0 0.4

Āj 0.5 0 0.5 1 0 Ā = 0.4

3.5. Revision of causal relations

The aim of revising the causal relations is to improve the accuracy of the MFM model. As argued by

Wise et al. [28], validation should not be a process carried out after modelling but both should be carried out

iteratively. The evaluations thereby aid the modeller in decisions for improving the model validity to converge

as a cumulative process towards a specified requirement. The accuracy from eqs. (11) to (13) are metrics

that can provide information about the convergence towards a specified requirement. A straight forward

approach would be to start with either the process variables or the actuators with the lowest accuracy. To

revise the causality, the following actions have been identified:

• An influencer relation can be substituted for a participant relation, to limit the cause from propagating

further to avoid high or low states.
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• A participant relation can be substituted for an influence relation, to allow the cause to propagate

further to produce high or low states.

• A means-end relation can be inserted to allow the cause to propagate further to produce high or low

states.

• A means-end relation can be removed to limit the cause from propagating further to avoid high or low

states.

• A means-end relation can be moved from one flow function type to a different flow function type to

change the propagated state from high or low to the opposite state.

• A diverging (splitting) flow function can be inserted to introduce an upstream effect propagation of

the opposite state and removed to avoid it.

• A converging (merging) flow function can be inserted to introduce a downstream effect propagation of

the opposite state and removed to avoid it.

The above-listed actions can be used for revising the model to do the following: limit propagation from

flow functions, allow propagation to flow functions or introduce a different state to propagations of flow

functions. However as MFM models are functional representations of the physical system, the model should

not be revised without keeping the functionality and structure of the physical system in mind.

As model complexity increases,

Changing a relation for one actuator may influence the result of other actuators. The method, therefore,

becomes a compromise between what behaviour is prioritised. It is, however, important to identify such

compromises as they represent limitations of the model, which will inherently influence the model application.

The need for compromising model accuracy becomes more prominent as model complexity increases.

For the previously introduced example, the process variables with the lowest accuracy are h2 and Q3. The

flow function mfs:CV:tra:high should propagate as mfs:h2:sto:low and not as a high state. The propagation

path of eq. (4) first propagates downstream to a converging flow function and then upstream.

The influencer relation of the converging flow functions mfs:bal:bal → mfs:Q2:tra can thus be substituted

for a participant relation, to limit the propagation from propagating upstream. However, only the path

from eq. (3) is then produced. Thus, the participant relation between the flow functions mfs:h1:sto —◻
mfs:tra:tra can be substituted for an influencer relation. To produce a high state for Q3, the participant

relation between mfs:bal:bal —◻ mfs:Q3:tra can be substituted for an influencer relation. However, this

enables the flow function mfs:CV:tra to propagate to mfs:Q3:tra both upstream and downstream, thereby

producing either a low or a high state. To avoid this, a storage or balance flow function must be introduced in

combination with a transport flow function between mfs:bal:bal —◻ mfs:Q2:tra. Two participant relations

must be present in this path to avoid propagations from mfs:Q2:tra to mfs:Q3:tra. However, this means,

that the water level h2 can only influence the total output of Q3 through the water level of h1. These

model revisions produce the results shown in table 4. According to the previously introduced method for
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calculating A, the resulting accuracy is A = 1 for the revised model.

Table 4: Comparison of the revised model example to the simulations.

h1 h2 Q1 Q2 Q3

CV - - + - +

CV-1 - 0 + 0 0

CV-2 0 0 0 0 +

CV-3 - - 0 - 0

4. MFM model of system

The proposed method is applied to a dynamic process simulation and an MFM model of a produced

water treatment system for high pressure separation. A multiphase composition of gas, oil and water is

fed to the system from subsea wells. The system separates the mixed composition into a liquid and a gas

stream. The gas is fed to a subsequent gas production system, and the oil and water is fed to a subsequent

low pressure separation system. The MFM model of the system is shown in fig. 3 and the P&ID from K-Spice

in fig. B.5 in Appendix B. The functions are named according to the sensor names and/or the actuator they

are associated with. Functions shown in blue are functions associated with sensors. The mappings between

flow functions and the system components can be found in Appendix A.

The main objective of the system is to separate water, oil and gas in a gravity separator. The separator

consists of a feed side chamber and an oil side chamber that are separated by a wall. On the feed side, the

water flows to the bottom of the separator, and the oil flows on top of the water. By maintaining the level

of the multiphase feed of oil and water, the oil flows over the separator wall, and the water flows through

an outlet at the bottom of the separator. The objective of maintaining the water level, WLvlNormal:obj, is

realised by the water level control, that maintains the level on the feed side, by restricting or enabling water

to flow through the control valve mfs:Q3CV1:tra at the water outlet on the feed side.

The objective OilLvlNormal:obj ensures that the flow of oil from the feed side to the oil side is possible,

thus enabling separation. In addition, it supports maintaining the pressure in the separator. This objective,

OilLvlNormal:obj is realised by the oil level controller actuating the control valve mfs:Q5CV2:tra at the

outlet of the oil side. The safety of the system is realised by a control valve mfs:V2:bar and a pressure safety

valve mfs:Q11PSV:bar which enables gas to flow to a flare if the pressure is too high, but otherwise restricts

this flow and thus acts as a barrier.

It is crucial that the model captures certain functionality of the system, such that when the functionality
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Figure 3: MFM model of the separation system in the Kairos Workbench editor.
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seizes to exist during operation, it can be identified by using the model. The following is a list of such

functionality, which should be reviewed, to assess if the model represents these functionalities correctly.

1. The separator pressure Pressure:P2:sto supports the water level control functionality, by enabling

outflow of water from the feed side level mfs:h1:tra. A low pressure disables the controller functionality

by reducing the outflow through mfs:SDV41036:tra, thus resulting in a high water level.

2. The water level controller enables water and oil separation.

3. The separator wall mfs:WaterOverflow:bar enables oil and water separation, by separating the water

on the feed side from the oil on the oil side and vice versa. The functionality of the wall is enabled by

maintaining the water level mfs:h1:sto and the oil level mfs:h2:sto. If the water level mfs:h1:sto is too

high the water will flow to the oil side and the oil phase will thus contain water.

4. The separator pressure Pressure:P2:sto supports the oil level control functionality by enabling outflow

of oil from the oil side level mfs:h2:sto. A low pressure disables the controller functionality by reducing

the outflow through mfs:SDV41050:tra, thus resulting in a high oil level.

5. The separator wall supports oil and water separation, by separating the water on the feed side from

the oil on the oil side and vice versa. The functionality of the wall is enabled by maintaining the water

level mfs:h1:sto and the oil level mfs:h2:sto. If the oil level mfs:h2:sto is too high oil from the oil side

will flow to the feed side.

6. The PSV mfs:Q11PSV:bar enables keeping the separator pressure Pressure:P2:sto below a critical level.

If the pressure becomes too high, the valve reliefs the pressure. If the separator pressure Pressure:P2:sto

becomes too high then safety is compromised.

7. The PSV mfs:Q11PSV:bar enables maintaining the separator Pressure Pressure:P2:sto, by acting as a

barrier when the pressure is below a critical point. If the valve is breached the pressure Pressure:P2:sto

will decrease.

8. The valve mfs:V2:bar enables keeping the separator pressure Pressure:P2:sto below a critical level. If

the pressure becomes too high, the valve reliefs the pressure. If the separator pressure Pressure:P2:sto

becomes too high then safety is compromised.

9. The valve mfs:V2:bar enables maintaining the separator pressure Pressure:P2:sto, by acting as a barrier

when the pressure is below a critical point. If the valve is breached the pressure Pressure:P2:sto will

decrease.

The MFM model consists of two flow structures, a mass flow structure representing the mixed feed of

water, oil and gas, being separated into three different streams, one for water, one for oil and one for gas.

The other being an energy flow structure, representing the pressure of the system, governed by the presence
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of the mass. However, the pressure enables the flow of mass through the system and is especially a condition

for the outflow of liquid from the separator. Wherever balances only have one direct causal relation upstream

and one downstream, there is no physical meaning, this is, however, to suppress any inference results from

this part, and to adhere to the MFM syntax.

The system features six actuators of which all are valves. All six actuators of the MFM model are tested

to produce effect propagations, and in addition, the same valves are tested in K-Spice simulations. The input

X for the simulations was sampled for four process conditions: the feed pressure, the feed temperature, the

ratio between oil and water (OiW) of the feed, and the actuator step change α. A number of N = 1000 samples

were produced by using LHS for each of the six actuators. This gives 6000 samples to evaluate in total. The

feed temperature was varied between 304 and 342 K, the feed pressure between 37 bar and 63 bar, the OiW

between 0 and 0.6, and the actuator position between 0 and 100 % open. Thresholds were applied to the

simulation output yi,j,k. The thresholds were defined as Llow = −0.01 % and Lhigh = 0.01 %. The thresholds

and the time interval are chosen based on process knowledge and analyses of simulations to investigate the

system dynamics. Both thresholds are defined to be close to zero, to only classify near-constant time series

as not being causal effects. One reason for having low thresholds is that no process noise is present in

simulations. A structured approach has been presented by Yu and Yang [30] for varying method parameters

as one-factor-at-a-time to identify a low change rate of the causal metric Transfer Entropy. The values of

method parameters are then chosen to minimise the change rate of Transfer Entropy. The thresholds have

been chosen to produce a low change rate of the probability. The time interval of the time series yi,j,k was

defined by ts = 10 s and te = 50 s.

5. Results

The result of the causal analysis of the simulations from Nielsen et al. [31] is shown in the QTT in table

5. Each row represents the results for an actuator, for which all simulations classified as a high state for that

actuator are represented for each process variable. The first column represents the actuator and a state of

the actuator. The remaining columns each represent a process variable and the process variable’s relation

to the actuators.

The QTT describes the causal influences which the MFM model should be able to describe, as it rep-

resents the most frequent causality exhibited by the system. These states depend on the sampled process

conditions, the length of the time series for change detection, and the defined thresholds for classifying the

state. The states should be considered in combination with how likely they are to describe the system be-

haviour.

A probability is determined for the most frequently occurring states for the process variables shown

in table 5. The probabilities are shown in table 6. Probabilities exceeding a confidence level of 80 % is
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Table 5: Qualitative Trend Table of simulations.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

HV + + + + 0 + + + - - - + + + 0 0

CV1 - - - - 0 + + + - - + - - - 0 0

CV2 + - - - 0 + + - + + + - - - 0 0

V1 - - - - 0 + + + - - - + + + 0 0

V2 - - - - 0 + + + - - + + - - + 0

PSV - - - - 0 + + + - - - - - - 0 +

marked as yellow. The same accounts for a confidence level of 95 % marked by green, indicating that 95 %

or more of the states were of the same state as the one shown in table 5. Thus 80 % and 95 % is an

indication of a reliable classification of the causal relationship. We assume that the distributions from which

the process conditions are sampled are representative of the process operation, with mean values for process

conditions representing the normal operation. Thus we assume that the probabilities are shown in table 6

are representative of the most commonly exhibited process behaviour.

A low probability can indicate that it would be advantageous to define regions of the process conditions

for which different models should be used, as the causal relationship between cause and effect is non-linear.

Table 6: Probabilities of the analysed causal relations between process variables and actuators. Probabilities equal to or higher

than a confidence level of 80 % or 95 % are indicated by a yellow and green colour.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

HV 52 53 86 87 87 97 97 52 60 60 51 87 87 87 100 100

CV1 100 98 99 99 100 98 99 100 95 95 100 98 98 98 100 100

CV2 51 94 92 92 100 92 93 53 100 100 96 92 92 92 100 100

V1 50 57 96 96 100 96 96 52 78 68 50 99 99 99 100 100

V2 73 73 100 100 100 99 100 82 95 84 77 100 99 99 100 100

PSV 95 94 100 100 100 100 100 70 96 98 84 98 99 99 100 100

5.1. Comparison

The results from testing the MFM model are shown in table 7 in combination with the results from the

simulations. The results from the simulations are shown as a single row with a reference to the respective

actuator. The rows below represent the results from the MFM model. They are referenced by the actuator

name followed by a number that refers to the propagation path number r.
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Table 7: Comparison of simulation QTT and MFM QTT.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11

HV + + + + 0 + + + - - - + + + 0 0

HV-1 0 0 0 0 0 + 0 0 0 0 0 0 0 0 0 0
HV-2 0 + 0 0 0 + + 0 + + + 0 0 0 0 0
HV-3 + 0 0 0 0 + + + 0 0 + 0 0 0 0 0
HV-4 + 0 0 0 0 + + 0 0 0 0 0 0 0 0 0
HV-5 0 0 + + 0 + + 0 0 0 0 0 0 0 0 0
HV-6 0 0 0 + + + + 0 0 0 0 0 0 0 0 0
HV-7 0 0 0 + 0 + + 0 0 0 0 0 0 0 0 0
HV-8 0 0 0 0 0 + + 0 0 0 0 + + + 0 0

CV1 - - - - 0 + + + - - + - - - 0 0

CV1-1 - - 0 0 0 0 0 + - - - 0 0 0 0 0
CV1-2 - - 0 0 0 0 0 + 0 0 0 0 0 0 0 0
CV1-3 - 0 0 0 0 0 0 + 0 0 0 0 0 0 0 0
CV1-4 0 0 0 0 0 0 0 + 0 0 + 0 0 0 0 0

CV2 + - - - 0 + + - + + + - - - 0 0

CV2-1 0 - 0 0 0 0 0 0 + + 0 0 0 0 0 0
CV2-2 0 0 0 0 0 0 0 0 0 + + 0 0 0 0 0

V1 - - - - 0 + + + - - - + + + 0 0

V1-1 0 0 0 0 0 0 0 0 0 0 0 0 + + 0 0
V1-2 0 0 0 - - 0 0 0 0 0 0 + + 0 0 0
V1-3 0 0 - - 0 0 0 0 0 0 0 + + 0 0 0

V2 - - - - 0 + + + - - + + - - + 0

V2-1 0 0 - - 0 0 0 0 0 0 0 0 0 0 0 0
V2-2 0 0 0 0 - 0 0 0 0 0 0 0 - 0 0 0
V2-3 0 0 - - 0 0 0 0 0 0 0 0 0 0 0 0
V2-4 0 0 0 0 - 0 0 0 0 0 0 0 - 0 0 0
V2-5 0 0 0 - - 0 0 0 0 0 0 + - 0 0 0
V2-6 0 0 - - 0 0 0 0 0 0 0 + 0 0 0 0
V2-7 0 0 0 - 0 0 0 0 0 0 0 + 0 0 0 0
V2-8 0 0 0 0 0 0 0 0 0 0 0 0 - - 0 0

PSV - - - - 0 + + + - - - - - - 0 +

PSV-1 0 0 - - 0 0 0 0 0 0 0 0 0 0 0 +
PSV-2 0 0 0 - - 0 0 0 0 0 0 0 - 0 0 +
PSV-3 0 0 0 - 0 0 0 0 0 0 0 0 0 0 0 +
PSV-4 0 0 0 0 0 0 0 0 0 0 0 - - - 0 +
PSV-5 0 0 0 - - 0 0 0 0 0 0 0 - 0 0 +
PSV-6 0 0 - - 0 0 0 0 0 0 0 0 0 0 0 +
PSV-7 0 0 0 - 0 0 0 0 0 0 0 0 0 0 0 +
PSV-8 0 0 0 - - 0 0 0 0 0 0 0 - 0 0 +
PSV-9 0 0 - - 0 0 0 0 0 0 0 0 0 0 0 +
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The results from MFM in table 7 for the actuator HV are very similar to those of the simulations, except

for the process variables Q4, Q5 and Q6. Table 6 shows that the probabilities for Q4, Q5 and Q6 are low.

If more water and oil enters the separator by opening HV, then the water level should increase, and as

a result also the oil level. When the water level increases, more water should flow through Q3 and Q6, and

when the control reacts by opening CV1, the mass flow through Q3 and Q6 should increase, whereas table 7

shows a decrease. The flow through Q4, Q5, and Q6 should increase as a result of an increased oil level. To

reduce the oil level CV2 would open, and Q4, Q5 and Q6 would increase even further. The result should thus

be a high state for Q4, Q5 and Q6 independent of the control action. The results from the causal analysis of

the simulations are assumed to be incorrect, given that the probabilities of Q4, Q5 and Q6 are low for the

actuator HV. Instead, a high state will be assumed for Q4, Q5 and Q6 for the comparison to calculate the

model accuracy.

Figure 4: Propagation path CV1-1 from CV1:high to Q6:low.

Propagation path CV1-4 is correct for the actuator CV1 and the process variable Q6, whereas the path

CV1-1 is incorrect. If CV1 opens, more water flows through, and Q6 will increase. However for the alter-

native outcome shown in figure 4, the water level will decrease as more water flows through CV1 (and Q3),

and as a result, less water will flow into the oil chamber resulting in a decreased outflow through Q4, Q5

and Q6. This propagation path CV1-1 happens simultaneously with path CV1-4. MFM does however not

have any capability of inferring with mediators to determine the state of Q6 based on the conjunctive flows

from the oil and the water outlet. However, as the water outlet is considerably larger than the oil outlet, the

mass flow of water should determine the state of Q6 rather than the mass flow of oil, given both the oil and

the water flow changes. Therefore, the modeller should determine whether this is an unacceptable result or

not. Despite being unlikely, as the state of Q6 has a probability of 100 % as shown in table 6, this result is

accepted, as an attempt to change it, would influence the propagation path of CV2.

The QTT for CV2 from MFM has no contradictions of the simulation QTT. However many of the process

variables show no causal relationship such that CV2 cannot affect them. One issue being that when CV2

opens; the separator pressure P2 decreases, and as a result the mass flow of gas from the separator for Q7,
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Q8 and Q9 also decreases. As the mass flow of liquid out of the separator also depends significantly on the

pressure P2, the mass flow of water Q3 decreases. All of these effects are not present in the MFM results,

whereas they should be. The flow functions mfs:h1:sto and mfs:h2:sto should depend on the separator pres-

sure flow function Pressure:P2:sto, which is a means for maintaining the water and oil levels.

The results of actuator V1 agree well with the validation set. However, the simulation results show either

a high or a low state for many of the process variables, whereas missing causal relation in the MFM model

results in normal states. As the pressure should decrease in the separator when V1 opens, more water, gas

and oil should flow into the separator, thus Q1 and Q2 should increase. However, as the separator pressure

P2 decreases, the outflow of Q3, Q4, Q5 and Q6 should decrease. Thus h1 and h2 should be high, and Q3

should be low.

The response of V2 would be expected to be very similar to that of V1, with the difference being, that

Q8 and Q9 would decrease, as the mass flow of gas is diverted through Q10, which increases. However, the

simulation results show that Q6 increases, which does not seem plausible for similar reasons as argued for V1.

The only contradiction for the PSV is the process variable P3. However, many of the causal relations

from the simulation are not present in the MFM model. As the PSV is critical for the plant safety, the flow

function mfs:PSV:bar should be prioritised.

P3 seems to be independent of any changes in the system for the simulated process conditions, as the

variance of P3 appears to be almost constant during the entire simulation. This behaviour is exhibited both

before and after the actuator step change is introduced and is exhibited in all simulations. The MFM model,

however, explains that P3 is part of the propagation path for HV, V1, V2 and PSV.

The MFM results from table 7 have been classified as either correct or incorrect by using eqs. (6) to (8).

Subsequently, the accuracy has been calculated for every process variable based on the propagation paths

for a specific actuator, an average accuracy of each process variable, an average accuracy of each actuator

and the accuracy for the entire model by using eqs. (10) to (13). The accuracy of the model, actuators and

process variables are shown in table 8.

Based on table 8, Q11 is the process variable with the lowest accuracy followed by Q1, Q2, Q3, P3, h1,

Q4, Q5 and then Q6. All these process variables have an accuracy equal to or below 0.5. Thus, these are

the primary focus when revising the causal relations. In addition, Q10 and Q11 should be prioritised as they

are closely related to the functionality of the safety system.

An obvious way to improve the model would be to introduce a mediate relationship from Pressure:P2:sto

23



Table 8: Accuracy of MFM model.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11 Āq

HV 1 1 1 1 0 1 1 1 1 1 1 1 1 1 1 1 0.94
CV1 1 1 0 0 1 0 0 1 1 1 1 0 0 0 1 1 0.56
CV2 0 1 0 0 1 0 0 0 1 1 1 0 0 0 1 1 0.44
V1 0 0 1 1 0 0 0 0 0 0 0 1 1 1 1 1 0.44
V2 0 0 1 1 0 0 0 0 0 0 0 1 1 1 0 1 0.38
PSV 0 0 1 1 0 0 0 0 0 0 0 1 1 1 1 1 0.44

Āj 0.33 0.5 0.67 0.67 0.33 0.17 0.17 0.33 0.5 0.5 0.5 0.67 0.67 0.67 0.83 0.1 0.46

—◻ mfs:h1:sto. This allows propagations to h1, h2, Q3, Q4, Q5 and Q6. This will affect the results of all

actuators as they propagate to Pressure:P2:sto. For HV, CV1 and CV2 this would not be a problem, as it

produces the same results as the currently existing paths. However for V2 the process variables Q3 and Q6

will contradict the QTT of the simulation. Similarly, Q3 from the MFM propagations will contradict the

simulation QTT for the PSV actuator. The following questions thus arise:

• Do we prioritise to have as many similar results between the simulation and MFM as possible (thus

avoiding normal states in MFM that contradict high or low states from the simulation)?

• Do we prioritise not having incorrect results?

• Can we somehow simplify the model to not represent the system functionality according to MFM

theory to produce the correct results?

• Can we make the model more complex to produce the correct results, by accepting violations of the

MFM theory for modelling the physical process as is?

• Can we introduce condition-dependent rules?

• Does MFM lack the capability of representing certain causality or functionality of systems?

• Do we need multiple models, that are tailored for specific conditions or failure modes as suggested by

Kirchhübel et al. [39]?

Therefore, it becomes important to provide something for the modeller, which decisions like this can be

based on. The above questions will not be answered here, but it is assumed that various solutions may be

beneficial depending on the model application and purpose.

5.2. Model revision

Based on the conclusions from tables 7 and 8 the causal relations of the MFM model shown in fig. 3 are

revised. The revised MFM model is shown in fig. C.6 in Appendix C. The actions outlined in section 3.5

are used for the following model revisions:

• The influencer relation between Pressure:bal15:bal → Pressure:Q8V1:tra is substituted for a participant

relation Pressure:bal15:bal —◻ Pressure:Q8V1:tra. This limits propagations to the process variable

P3. This means that the pressure in the produced gas outlet cannot be affected by the upstream

production.
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• A mediate relation is introduced between mfs:h1:sto —◻ Pressure:P2:sto. This allows propagations to

influence the process variables Q4, Q5 and Q6 from the actuators V1, V2 and PSV. The water level h1

depends on the separator pressure P2 as a low pressure reduces the outflow and thus the water level,

and a high pressure increases it.

• The participant relation between mfs:bal12:bal —◻ mfs:Q10:tra is substituted for an influencer relation

mfs:bal12:bal → mfs:Q10:tra. This allows the actuator V2 to propagate to the process variable Q10.

When the flow function mfs:V2:bar is breached, such that gas passes through V2, the flow rate increases

for Q10.

• The participant relations between mfs:bal4:bal —◻ mfs:LiquidSepIn:tra and mfs:bal2:

bal —◻ mfs:Q1HV:tra are substituted for the influencer relations: mfs:bal4:bal →
mfs:LiquidSepIn:tra and mfs:bal2:bal → mfs:Q1HV:tra. This allows upstream propagations to Q1 and

Q2 from the actuators CV1, V1, V2 and PSV. The actuators CV1, V1, V2 and PSV influence the

output of gas and water from the system. If these are closed, a limited or no output is produced,

whereas if fully open, more gas or water is produced from the system.

The results from the simulations shown in table 5 are compared to those of the revised MFM model

according to the same procedure used for the first model version. The resulting accuracy of the revised

model is shown in table 9. As can be seen by comparing tables 8 and 9, the accuracy of all actuators has

been improved except for that of CV2. Additionally, the accuracy of the process variables h1, h2, P3, Q1, Q2,

Q4, Q5, Q6, Q10 and Q11 have been significantly improved. The accuracy of the entire model has improved

by 76 % from an accuracy of 0.46 to 0.81. However, this is realised by relaxing the proposed condition, that

no incorrect results for high or low states are produced for propagation paths. The actuator V2 produces

an incorrect propagation path for Q3 and Q6, just as the PSV actuator does for Q3.

Table 9: Accuracy of the revised MFM model.

h1 h2 P1 P2 P3 Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11 Āq

HV 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
CV1 1 1 0 0 1 1 1 1 1 1 1 0 0 0 1 1 0.69
CV2 0 1 0 0 1 0 0 0 1 1 1 0 0 0 1 1 0.44
V1 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1 0.94
V2 1 1 1 1 1 1 1 0 1 1 0 1 1 1 1 1 0.88
PSV 1 1 1 1 1 1 1 0 1 1 1 1 1 1 1 1 0.94

Āj 0.83 1 0.67 0.67 1 0.83 0.83 0.33 1 1 0.83 0.67 0.67 0.67 1 1 0.81

Any further changes would require, compromising between different actuators. Numerous different ap-

proaches to this could be applied. Optimising the mean accuracy of the model or those actuators or process

variables related to the greatest risk, or producing multiple models for specific purposes. The aim of this

work is to introduce a metric for aiding modellers in revising the model causality, rather than proposing how

to compromise between revisions or models.
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As a very naive and exhaustive approach, all relations of the model can be changed iteratively to optimise

the accuracy metric. However, this would be time-consuming. As previously described, each action can be

applied to change the output of the MFM model in a given way. Any relevant actions to achieve a given

purpose can thus be applied iteratively to relations on the propagation paths between the actuator and the

sensor. In this way, the accuracy metric can be automatically optimised. However, currently, no modelling

software for MFM is capable of automating model changes.

6. Conclusion

A probabilistic method for simulating controlled tests of a process system under varying process condi-

tions has been proposed for analysing causal relations. The method was applied to a system for high pressure

separation of oil, gas and water to analyse the system causality. By sampling a set of process conditions a

high number of tests were simulated in the dynamic process simulator, K-Spice. All process signals were then

classified as qualitative and discrete states. The states describe the causal relations of the system between

actuators and process variables (sensors).

An MFM model of the system was tested based on a proposed method to produce descriptions from the

MFM model similar to those from the simulations. The states from all sampled simulations were converted

into the single most probable state and the corresponding probability. A proposed set of rules were used to

interpret the MFM propagation paths. The causality derived from the simulations was compared to that of

the MFM model. Based on a set of proposed guidelines for revising MFM models, the model accuracy was

improved by 76 %.

Despite improving the model accuracy, improvements to the method would include a structured ap-

proach for revising MFM models. This could involve automating the procedure of applying the proposed

revision actions to improve model accuracy. Performing high numbers of simulations is time-consuming and

computationally expensive. The subsequent causal analysis is however computationally cheap compared to

Transfer Entropy; the most widely applied method for process systems. With efficient test designs, the pro-

posed method will require much less computational time compared to Transfer Entropy when the system size

scales. The process conditions are crucial to the validation and application of the MFM model. Therefore,

further effort should focus on defining the process condition range of MFM models. The concept of producing

multiple models to represent operational modes [39] could be extended to validate MFM models on subsets

of process conditions. The method presented here can thus be validated on a subset of the sampled process

conditions.

Both the simple and complex example showed that this method can be applied to successfully validate

and improve the causality of MFM models based on a stochastic approach to carry out controlled experiments

in simulations.
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Appendix A. Flow function to component associations

Table A.10: Flow function to component associations.

Flow function Name Component

mfs:h1:sto h1 Water level sensor

mfs:h2:sto h2 Oil level sensor

mfs:Q1HV:tra Q1 Flow rate sensor

mfs:Q2:tra Q2 Flow rate sensor

mfs:Q3CV1:tra Q3 Flow rate sensor

mfs:Q4:tra Q4 Flow rate sensor

mfs:Q5CV2:tra Q5 Flow rate sensor

mfs:Q6:tra Q6 Flow rate sensor

mfs:Q7:tra Q7 Flow rate sensor

mfs:Q8V1:tra Q8 Flow rate sensor

mfs:Q9:tra Q9 Flow rate sensor

mfs:Q10:tra Q10 Flow rate sensor

mfs:Q11PSV:tra Q11 Flow rate sensor

Pressure:P1:sto P1 Pressure sensor

Pressure:P2:sto P2 Pressure sensor

Pressure:P3:sto P3 Pressure sensor

mfs:Q1HV:sto HV Startup hand valve

mfs:Q3CV1:tra CV1 Water level control valve

mfs:Q5CV2:tra CV2 Oil level control valve

mfs:Q8V1:tra V1 Startup pressure control valve

mfs:V2:bar V2 Flare pressure safety control valve

mfs:Q11PSV:bar PSV Flare pressure safety valve
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Appendix B. P&ID of case study system
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Figure B.5: P&ID of case study system.

Appendix C. Revised MFM model
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Figure C.6: Revised MFM model.
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Abstract—Multilevel Flow Modelling can be used to identify 
causes or consequences of anomalies in process systems. The 
models can be used to identify numerous possible propagations 
of causes or effects but cannot distinguish between likely and 
unlikely causes or effects. We present a method for identifying 
likely and unlikely effect propagations in a given process 
window from Monte Carlo Simulations. We show that the joint 
probability of effects can be used to determine the probability of 
individual propagation paths. The analysis allows to identify 
subsets of the process window where certain effect propagations 
are more likely. The method enables prompt identification of 
likely propagations of effects from process anomalies. 

Keywords— Functional Modelling, Multilevel Flow 
Modelling, Consequence prediction, Monte Carlo Simulations 

I. INTRODUCTION 
For large and complex process systems the task of 

identifying the root cause of process anomalies is difficult for 
control room operators. Faults in process systems can 
propagate upstream and downstream and result in a high 
number of alarms. This makes it difficult to identify the root 
cause of the anomaly. Causal graphs can be used to reason 
about causes for effects. Applications of graphs exist for 
abductive reasoning to infer causes for process system 
anomalies with Signed Directed Graphs [1], Bayesian 
Networks [2] and Multilevel Flow Modelling (MFM) [3]. 
Unlike the two other methods, MFM is based on an ontology 
of functional concepts specific to process systems. From the 
functional relationships between individual states of the 
processes in the model, one can perform abductive reasoning 
from effect to cause, or deductive reasoning from cause to 
effect. The states of process variables are represented 
qualitatively as low low, low, normal, high and high high. In 
case of a given event, when a given state changes from normal 
to low, the qualitative MFM representation can be used to 
infer possible causes or predict effects. 

Abductive reasoning with MFM produces a number of 
possible causes for an effect. The cause is inferred through a 
propagation path of effects that have resulted from the cause. 
Similarly, for deductive reasoning, several possible 
propagation paths trace causes to potential effects. However, 
as MFM produces numerous potential causes or effects from 
qualitative states MFM is unable to identify likely or unlikely 
causes or effects.  

The information used to construct an MFM model is 
typically obtained from piping and instrumentation diagrams, 
process flow diagrams, operation manuals, and other available 

process knowledge. The resulting causal structure combined 
with a rule-based engine is then used to perform the qualitative 
reasoning. Previously propagation paths from MFM has been 
used for producing the causal structure of Bayesian Networks 
for abductive reasoning [4],[5]. 

Here we focus on deductive reasoning, with the purpose of 
predicting whether an event has likely consequences to avoid 
a system shutdown. We will apply the rule-based reasoning 
engine to produce propagation paths from MFM. Prior studies 
have ussed MFM to produce a causal structure for reasoning 
probabilistically with Bayesian Networks. Instead, we 
propose to use Monte Carlo Simulations to obtain the joint 
probability of effects. The probabilities can then be ranked to 
identify likely effects from the MFM reasoning. First the 
method for calculating the joint probability between 
individual effects and the propagation paths is introduced in 
section II, a case study is then introduced in section III, and 
lastly we show the results of probabilistic evaluating the case 
study in section IV.  

II. METHODOLOGY 
The method combines Monte Carlo Simulations, 

Multilevel Flow Modelling and conditional probability to 
identify the most likely propagation path from MFM for a 
given root cause under given process conditions. 

The steps of the methodology are shown in Fig. 1. In the 
first step, a number of experiments are designed where a step 
change is introduced to a manipulable variable (e.g. actuator) 
that is evaluated over a range of process conditions. This is 
repeated for all manipulable variables. 

 
Fig. 1. Block diagram of methodology steps.   

Next, the experiments are simulated. In the second step the 
obtained time series of each process variable are converted 
into qualitative states. The states represent a qualitative 
response of each process variable to the step change. A This work was supported by the Danish Hydrocarbon Research and 

Technology Centre and Otto Mønsteds Fond. 



detailed description of the method’s steps 1, 2 and 3 are 
provided in [6]. This paper extends the results from [6] with 
the fourth and fifth step.  

In the third step, propagation paths are produced by 
deductive reasoning in MFM. The potential effects of process 
variables are identified by introducing a state change to the 
MFM functions associated with manipulable variables and 
performing deductive reasoning. 

MFM reasons deterministically about qualitative state 
changes. The deterministic representation of causality in 
MFM models falls short when modelling dynamic systems 
exhibiting non-linear behaviour and when the process 
conditions change [7]. Therefore, process conditions where 
variables exhibit a deterministic behaviour is of special 
interest to identify likely consequences from the produced set 
of potential consequences.  

 In the fourth step, subsets of the process window are 
identified from scatterplots of the process variables’ response, 
the process conditions and the step change. The purpose is to 
identify subsets where a deterministic relation exists between 
the manipulated variable and the observed variables. In Fig. 2, 
an example is shown of a subset where the response of a 
process variable is deterministic below 40 bar. The response 
is exclusively normal (0), whereas above 40 bar both low (-1) 
and high (+1) are observed. Such a subset does not exist for 
the temperature. To easier distinguish between likely and 
unlike paths, the subsets are used for identifying specific 
conditions that increases the probability of certain paths. 

 
Fig. 2. Scatterplot of process variable response (Q1), process temperature 
and pressure. 

Lastly, in the fifth step the joint probability is calculated 
for each propagation path from the MFM reasoning based on 
the frequency of the process variables’ states in the Monte 
Carlo Simulations. By analysing the sequence of effects in 
propagation paths conditionally to preceding events in the 
path and a subset of process conditions, the approach can 
determine the probability of individual effects and the entire 
propagation path of effects.  

Given that an event B is true, then the probability of an 
event A can be expressed as the conditional probability 
𝑃(𝐴 ∣ 𝐵) if everything else is irrelevant for A: 

 𝑃(𝐴 ∣ 𝐵) = 𝑃(𝐴 ∩ 𝐵)/𝑃(𝐵) (1) 

If the occurrence of event A is also conditioned on a third 
event, corresponding to a set process condition H, then the 
above equation can be generalised to several conditional 
variables by using the chain rule: 

 𝑃(𝐴 ∣ 𝐵,𝐻) = 𝑃(𝐴 ∩ 𝐵 ∩ 𝐻)/𝑃(𝐵 ∩ 𝐻)  (2) 

The chain rule is only applicable if the causal behaviour 
satisfies the Markov property: the process has no memory, and 
any future state of the process depends only on the present 
state of the sequence and the previous states have no influence 
[8]. The probability of a sequence of events A → B → C that 
satisfy the Markov property, can be expressed as [8]: 

 𝑃(𝐴, 𝐵, 𝐶) = 𝑃(𝐴)𝑃(𝐵 ∣ 𝐴)𝑃(𝐶 ∣ 𝐵) (3) 

If the transitions between these events are also conditioned 
on a set of process conditions H: 

𝑃(𝐴, 𝐵, 𝐶, 𝐻) = 𝑃(𝐻)𝑃(𝐴 ∣ 𝐻)𝑃(𝐵 ∣ 𝐴,𝐻)𝑃(𝐶 ∣ 𝐵,𝐻) (4) 

To calculate the probability of the propagation paths that are 
produced from consequence reasoning in MFM, the 
variables A, B, C are substituted for process variables and 
their states. The propagation paths produced by the 
reasoning are sequences of events. The events are 
qualitative states of the process variables in the sequence. 
The variable H can be substituted for a single or several 
process conditions. If two process variables with the states 
Q1 = high and Q2 = low are conditional on the process 
temperature the transition probability between the two 
events becomes: P(Q1 = high | Q2 = high, T). 

III. CASE STUDY 
 

A case study of an offshore high-pressure separation 
system of oil, gas and water is modelled in MFM and 
simulated in K-Spice. The MFM model in Fig. 3 has been 
explained in detail together with the physical process in [6]. 
The physical system is simulated in the process simulator K-
Spice, where a valve at the inlet to the system is manipulated. 
In [2] the probability of process variables’ response is inferred 
from only two simulations of faults. To ensure robustness of 
the identified relations, the response can be evaluated for a 
defined range of conditions with Monte Carlo Simulations to 
assign probabilities to potential sequences of effects. The 
experiments are for varying temperature, pressure and 
composition of the phases of the feed to the system. The 
simulated process range is shown in Fig. 6, and the 
simulations are described in greater detail in [6]. 

The valve HV at the inlet of the process system is 
manipulated to positions between 0 and 1. The process signals 
are then acquired from the variables Q1, Q2, Q3, Q4, Q5, Q6, 
Q7, Q8, Q9, P1, P2, P3, h1 and h2. Both the valve, and the 
process variables are associated with functions in the MFM 
model. The MFM model is used for predicting consequences 
for a state change to valve HV. A state change to the valve HV 
means that the valve has opened (high) or closed (low). The 
amount that the valve opens or closes, is not represented in the 
qualitative reasoning in MFM. All events from the MFM 
reasoning MFM that are not associated with any variables are 
contracted and directed graphs of the sequence of events are 
produced from the propagation. The response of the process 
variables for all Monte Carlo Simulations is then used to 
calculate the probability of each sequence of events in the 
directed graph with (2) and (4). 

IV. RESULTS 
The propagation paths from consequence reasoning for the 

valve HV opening are shown as a directed acyclic graph in 
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Fig. 4. The reasoning produces eight different propagation 
paths. The last event of each propagation path is marked with 
a path number HV-1, HV-2 etc. The qualitative state of the 
process variable is shown as either a – for a low state or a + 
for a high state. The transition probabilities, that are calculated 
with (1), are shown on the arcs between events. It becomes 
evident, that for the sampled range of process conditions, not 
all propagation paths are likely. The paths HV-5, HV-7 and 
HV-8 are very likely, whereas HV-2 and HV4 are likely while 
HV-3 and HV-6 are unlikely. 

 
Fig. 3. Part of liquid-gas separation MFM model. 

 
Fig. 4. Transition probability of events in the propagation paths from 
consequence reasoning in MFM. 

The scatterplot in Fig. 6 shows the response of the process 
variables Q7 and P2 as qualitative states for the entire range 
of sampled process conditions. The scatterplot can be used for 
identifying regions where a deterministic relation is evident 
between the manipulated variable HV and the process 
variables Q7 and P2. In Fig. 6 it can be observed, that the 
response of Q7 and P2 is almost exclusively high when the 
process temperature is below 42.29°C. 

The response of the process variables Q7 and P2 at 
temperatures below T ≤ T1 is shown in Fig. 7 for T1 = 42.29°C. 
It can be observed from Fig. 6 that the response is exclusively 
high for Q7 and P2 at low ratios between oil and water (OiW). 

The low ratios of OiW can thus also be used as a subset, or as 
an addition to the subset T1. 

When also calculating the transition probability between 
events conditional on the process temperature T ≤ 42.29°C by 
using (2), the directed acyclic graph in Fig. 5 is obtained. By 
comparing the transition probabilities with or without 
conditioning on the temperature it can be seen that some paths 
become more likely, whereas some paths become less likely. 
This shows that the process behaviour is dependent on the 
process conditions, and that the inferences by MFM are not 
equally valid in the entire range of the evaluated process 
window. An MFM model is a deterministic causal model. 
Therefore, MFM will predict a potential behaviour 
independent of the system's state and the process conditions. 
The propagation paths for the given system state and 
conditions may thus be incorrect. Some behaviour may 
however always be predicted correctly, whereas some will 
only be correct for some probability of the process deviations. 
As opposed to assessing how likely each path is solely from 
the transition probabilities shown in Fig. 4 and Fig. 5, the 
probability of the entire sequence can be presented by using 
(3) and (4). The probability of the entire propagation path is 
shown in TABLE I. conditional on the process temperature 
range T1 calculated with (4) and without the temperature with 
(3). It can be seen that the paths HV-5, HV-7 and HV-8 
becomes very likely paths for the subset of process conditions, 
whereas HV-3 is impossible according to the simulation 
results. 

 
Fig. 5. Transition probability of events in the propagation paths when the 
probability is conditional on T ≤ T1. 

TABLE I.  PROBABILITY OF ENTIRE PROPAGATION PATHS. 

 HV1 HV2 HV3 HV4 HV5 HV6 HV7 HV8 

P 1.00 0.20 0.01 0.21 0.80 0.00 0.80 0.82 

P(T £ T1) 1.00 0.32 0.00 0.49 0.97 0.00 0.97 0.97 
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Fig. 6. Scatterplot of the response as the qualitative states -1,0 and 1 (low, normal and high) of P2 and Q7 to HV opening over the sampled range of process 
conditions for all samples when Q1 = +1 and Q2 = +1. 

 
Fig. 7. Scatterplot of the response of P2 and Q7 to HV opening for the process temperature T ≤ T1 when Q1 = +1 and Q2 = +1

V. CONCLUSION 
By using MFM for deductive reasoning potential root 

causes can be predicted as propagation paths that contain 
potential sequences of events. The likely and unlikely paths 
have been identified for a high-pressure separator in this work, 
by using Monte Carlo Simulations to provide probabilistic 
information to the propagation paths. The analysis shows that 
subsets of a single process condition variable can be identified 
with scatterplots. The subsets can provide better 
representations of the deterministic predictions from MFM to 
improve the identification of likely and unlike consequences. 

An important drawback is the efficiency of the two-
dimensional scatter plots. It is necessary for this approach to 
prove useful, to use more efficient methods for identifying 
subsets from high dimensional data when sampling several 
process parameters, potentially by using clustering 
algorithms. 
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