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Summary
Quantum key distribution protocols are easily the most advanced quantum infor-
mation technology up to date, driving the whole field of quantum communications
towards actual systems implementations and flourishing theoretical advances and
experimental demonstrations. Exploiting the consolidated telecommunications in-
dustry knowledge, optimized equipment and already existing broad infrastructure,
fiber-based quantum key distribution schemes are in particular a promising direction
in which the scientific research efforts are addressed, for the final goal of building a
quantum network. However, three main challenges are still preventing the large-scale
industrial deployment of fiber-based quantum key distribution schemes: the limited
achievable secret key generation rate, when compared to those reached by classical
communications; the bounded propagation distances, due to intrinsic channel losses;
and the struggle of the integration with classical data rates, which are additional
sources of noise from the point of view of a quantum channel. During my Ph.D., we
have focused on two of these problems, proposing new efficient designs for fiber-based
high-dimensional protocols and space division multiplexing schemes to increase the
secret key rate of quantum systems, and investigating the optimization of wavelength
multiplexing setups for the integration with classical communications.
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Resumé (In Danish)
Protokoller til fordeling af kvantenøgler er antageligt den mest avancerede kvante-
informationsteknologi til dato, og driver hele kvantekommunikationsfeltet frem mod
egentlige systemimplementeringer med blomstrende teoretiske fremskridt og eksper-
imentelle demonstrationer. Den veletablerede viden fra telekommunikationsindus-
trien, det optimerede udstyr og eksisterende udbredt infrastruktur gør fiberbaseret
kvantenøgledistribution til en særligt lovende retning for forskning med opbygning
af et kvantenetværk som endemål. Tre centrale udfordringer står dog stadig i ve-
jen for industriel udrulning af fiberbaseret kvantenøgledistribution i stor skala: den
begrænsede opnåelige hemmelige nøglerate sammenlignet med dataraterne i klassisk
kommunikation, den begrænsede rækkevidde på grund af tab i transmissionen, samt
udfordringerne med integration mellem kvante- og klassiske signaler i samme infras-
truktur, hvilket er en yderligere kilde til støj i kvantesignalet. I løbet af min PhD
har vi fokuseret på to af disse problemer og har foreslået nye effektive designs for
fiberbaseret højdimensionale protokoller samt rumlig multiplexning for at øge den
hemmelige nøglerate i kvantesystemer. Derudover har vi undersøgt og optimeret
bølgelængdemultiplexning til integration med klassisk kommunikation.
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Introduction
At the beginning of the twentieth century, scientists were facing a crisis in physics of
unprecedented scale, which ignited an inevitable revolution in this field. What is now
defined as classical physics predicted absurd behaviours of physical systems in extreme
conditions, in net contrast with experimental results and observations [1]. An answer
to this crisis was found with the combined efforts of several scientists in the 1920s in
quantum mechanics, a completely novel mathematical framework upon which physics
theories could be built. In the following decades, quantum mechanics was successfully
applied to describe a surprisingly broad range of phenomena, drastically increasing
our knowledge of the world. However, the understanding on the theory itself, which
retains a counter-intuitive feeling [2, 3], was not satisfied until the 1970s and 1980s
when the paradigm changed from studying the quantum systems present in nature to
designing them. This included applying quantum mechanics to other fields of science,
such as computer science and information theory [4]. These concerned information
exchange and manipulation, and were developed alongside quantum mechanics during
the same period, thanks to the seminal works of Shannon, Von Neumann, Turing and
Church [5–8]. This change of perspective and the combination of different scientific
fields resulted in the birth of quantum information, whose goal is to investigate how
to apply quantum mechanics to information processing tasks. One of the specific
topics quantum information deals with is quantum cryptography, which merges the
issue of securing communications with quantum physics, as the name suggests.

Cryptography has a long history dating back to Julius Caesar, to whom the Cae-
sarean cipher is attributed. With it, each letter of a message was substituted with
the one obtained by shifting it in the alphabet by a secret number of places. How-
ever, the number of possible shifts, i.e. keys, were limited to the number of letters
in the alphabet, and thus by trying all 26 possibilities a malicious party could easily
decrypt the message [9]. Throughout the centuries, new methods to encode mes-
sages were eventually broken until the invention of the Vernam cipher in 1917 [10].
This method, also called one-time pad, required the two communicating parties to
share a random secret key of the same length of the message that could be used only
once and allowed them to achieve information theoretical secure communications [11].
This required the two parties to have a secure method to exchange a potentially long
key every time they needed to securely communicate, which turned out to be highly
unpractical in modern communication systems. Due to these severe limitations, cryp-
tographic applications are nowadays using other types of symmetric encryption, also
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called private-key systems, such as the advanced encryption standard (AES), which
requires keys of constant length [12] and hence is less resource consuming than the
one-time pad. To exchange the keys required for symmetric encryption of messages
between distant parties, asymmetric systems, known as public-key systems, are ex-
ploited in present-day cryptographic implementations [4]. Public-key systems are
based on computationally hard problems to solve: they make use of one-way func-
tions, i.e. functions that are easy to compute but difficult to invert [13]. The first
proposed public-key cryptosystem was RSA, from the names of the inventors: Rivest,
Shamir and Adleman. It was based on the factorization of large integers, a problem
that is known to be computationally hard to solve [14]. Another family of largely
used public-key algorithms is called elliptic curve cryptography, which is based on
the exponentially complex discrete logarithm problem [15, 16]. However, it has not
yet been possible to demonstrate that fast algorithms to solve such problems do not
exist in principle, meaning that the security is only based on our experience and our
assumption of an adversary with a fixed computational power [17]. Moreover, algo-
rithms for quantum computers that reduce the complexity of both the factorization
and the discrete logarithm problems to a polynomial scale, were found by Shor in
1994 [18]. Although quantum computers with enough computational power have not
been realized yet, this poses a concrete threat to the security of modern cryptographic
schemes [19]. It is in this context that quantum cryptography proposes viable alter-
natives to the topic of secure communications: specifically, quantum key distribution
offers a solution to the problem of sharing secret keys between distant parties. It was
firstly proposed in 1984 by Bennet and Brassard [20] and in 1991 by Ekert [21], with
two schemes based on Heisenberg uncertainty principle and entanglement respectively.
With such schemes and the use of a secure cryptosystem to encode and decode the
messages, such as the one-time pad, it is in principle possible to achieve unconditional
security even against an almighty adversary that has access to infinite computational
power and whose only constraint is to obey to physical laws [22]. In the last decades,
quantum key distribution protocols moved from the theoretical analysis to actual
experimental demonstrations and field-trials, exploiting free-space, underwater and
fibre-based transmission channels to conclusively establish the feasibility of such a
technology [23–32].

Our group scientific research focuses on quantum communications, which is the
faithful transmission of quantum states between distant parties, and in particular on
its cryptographic applications on fiber-based infrastructures. Quantum communica-
tions plays a critical role in devising the future quantum network, and in particular
quantum cryptography tasks will be extremely useful for guaranteeing not only secure
classical communications but also ensuring privacy from the quantum perspective. As
the vast majority of classical communications are carried out on a huge worldwide
fiber network, with an overall length exceeding 4 billion km [33], it is indeed con-
venient to exploit the same broad and already existing infrastructure for quantum
communications as well. As a fact, fiber-based quantum communications and, in par-
ticular, quantum key distribution demonstrations have flourished and advanced the
state of the art of this field to an extraordinary level in terms of key performances
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and equipment optimization [26, 34, 35]. State of the art experiments (and theoreti-
cal investigations) are nowadays focusing on the following challenges, which can be
grouped into three categories: increasing the secret key generation rates, reaching
longer communication distances, and integrating quantum communications systems
with classical ones. As pointed out before, the main goal of quantum key distribu-
tion protocols is to provide two distant parties with secret keys that can be used
to encrypt and decrypt messages, however, to be used in the one-time pad scheme,
these keys should be as long the messages and should be used only once. While
there are other cryptographic protocols than the one-time pad that can be used, this
highlights the fact that the secret key generation rates achievable nowadays are not
sufficient for the encryption of the overall enormous data traffic exchanged daily in
classical communications. The scientific community is investigating different possible
ways to increase the secret key rate, for instance by using larger Hilbert spaces, e.g.
high-dimensional states [35–50], or by exploiting multiplexing techniques inspired by
those used in the classical world [38,46,51–54]. Concerning the increase of reachable
distance, limited by the intrinsic channel losses [55], the main focus is on the so called
quantum repeaters, which would allow concatenating several shorter point-to-point
links. Recently, a new protocol proposed a completely different paradigm based on
the interference of weak pulses that can drastically increase the propagation distance
of repeaterless channels [56–58]. Regarding the final issue of the integration with
classical communications, critical for the future scenario of quantum and classical
communications sharing the same fiber infrastructure [59], current investigations are
mainly focusing on wavelength and/or space multiplexing, minimizing the cross-talk
and leakage with the optimization of setup designs [60–66].

In the past three years, our group has focused on two aspects of those just pre-
sented: increasing the secret key rate and integrating quantum with classical systems.
Indeed, the main experimental works addressed in this thesis are an efficient design for
a time-bin high-dimensional protocol [67], space division multiplexing of several quan-
tum key distribution channels on the cores of a multicore fiber with the addition of
wavelength multiplexing of classical data rate [68], and the study of the transmission
of high-dimensional path-encoded quantum states over a phase-stabilized multicore
fiber [69]. In the following chapters, we will firstly present the theoretical concepts
required to understand the topic of quantum key distribution and the experimental
tools and methods needed for the realization of such schemes. Thus, we will move
to the actual three experimental contributions of the thesis, analyzing motivations
and state of the art of each sub-topic, and presenting and discussing the final results
achieved in the single works.
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CHAPTER1
From quantum

information science
to quantum key distribution

Quantum information is an extensive field of physics aiming to investigate the impli-
cations quantum mechanics has on information processing tasks [4]. Several research
areas can be identified within this framework, such as quantum computation, quan-
tum communication, quantum simulation, etc. Although all of these sub-fields study
different aspects of quantum information science, sometimes the boundaries between
them are not so well-defined. For instance, while quantum computation is mainly
interested in exploring how to harness quantum effects into novel algorithms that
can outperform classical computing possibilities and in building an actual quantum
computer [70], quantum communication is usually focused on connecting different
users in order for them to be able to exploit or share quantum properties through a
quantum network [71]. However, the goals of building a quantum computer and a
quantum network, which may initially appear to be independent from each other, are
more and more intertwined with one another. Indeed, one possible future scenario
is the one where many users have limited quantum computation capabilities, but are
connected via a quantum network that makes it possible to have distributed quantum
computing. Or again, some powerful universal quantum computers are accessible via
a quantum network by many users, who delegate them their quantum tasks [72]. In
these possible landscapes, quantum communication is not only exploited as a link
between various users, but can also be used to ensure privacy and verify results. In-
deed, a clear definition of quantum communication can be found in a review article
by N. Gisin and R. Thew: “Quantum communication is the art of transferring a
quantum state from one place to another” [73]. As explicit as it is, this definition
is also very broad: any protocol that involves communication of quantum states is
to be considered part of this family. That being said, in the context of this thesis
we are focusing on just one of the many applications of quantum communication:
quantum key distribution. Among the others, quantum cryptography protocols and
in particular quantum key distribution schemes address security issues taking advan-
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tage of peculiar quantum mechanics properties [74, 75]. There are many practical
applications that require security, the most famous (and old) of which concerns the
privacy of communications and finds a possible solution in quantum key distribution
protocols.

This chapter is structured as follows: a preliminary section introduces some of
the basic concepts of quantum mechanics and quantum information theory that are
required to fully understand the subjects of this thesis. The topics treated in this
first section are extensively analyzed in several quantum mechanics and quantum
information books [4,9,76]. We then offer a general overview of quantum cryptography
and present the main idea behind QKD in section 1.2. In section 1.3, we firstly
present the three families of QKD protocols and provide a universal definition of
security, moving then to the classes of attacks an eavesdropper can make and how
to counteract them. Section 1.4 focuses on the motivations, the main advantages
and disadvantages of exploiting high-dimensional states for quantum key distribution.
Finally, the last section presents the security analysis of the specific protocols used
in the experiments presented in this thesis.

1.1 Quantum states and their properties
Physical systems described within quantum theory are called quantum states. A
quantum state is completely illustrated by its state vector ket |ψ⟩, which is a unit
vector lying on a complex Hilbert space. If |ψ1⟩ and |ψ2⟩ are quantum states, then
any superposition |ψ⟩ = α |ψ1⟩ + β |ψ2⟩, with α, β ∈ C, is also a quantum state. The
inner product of two states |ψ⟩ and |ϕ⟩ is the complex number ⟨ψ|ϕ⟩ that defines
the overlap between them: if it is equal to zero, then the two states are said to
be orthogonal; if it is equal to one, then the two states are the same. The bra
⟨ψ| = α∗ ⟨ψ1|+β∗ ⟨ψ2| represents the conjugate transpose of |ψ⟩, with α∗, β∗ being the
complex conjugate of the corresponding coefficients in |ψ⟩. The tensor product among
independent quantum states, e.g. |ψ⟩ and |ϕ⟩, is used to represent the composite state:
|ξ⟩ = |ψ⟩ ⊗ |ϕ⟩.

The formalism just introduced completely describes pure quantum states, but it
is limited to them. A more general way to describe quantum states is given by the
density matrix formalism. With density matrices it is possible to also treat the so
called mixed states, i.e. systems composed of different quantum states weighted by
different probabilities. For instance, if a system is in state |ψx⟩ with probability px,
then its density matrix is defined as follows:

ρ =
∑

x

px |ψx⟩ ⟨ψx| . (1.1)

It is straightforward to notice that indeed, if one of the probabilities in eq. (1.1) is
equal to 1, we obtain the density matrix for a pure state: ρ = |ψ⟩ ⟨ψ|.

An operator A that is applied to a state |ψ⟩, produces another state A |ψ⟩. The
Hermitian conjugate of A, defined as A†, is the complex conjugate of the transpose
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of A, such that ⟨ψ|A† |ϕ⟩ = (⟨ϕ|A |ψ⟩)∗. Any observable is associated with an Her-
mitian operator1, i.e. an operator equal to its Hermitian conjugate A = A†. The
measurement of such an observable gives as result one eigenvalue λi of the Hermitian
operator A, which satisfies the eigenvalue equation A |λi⟩ = λi |λi⟩.

The simplest objects one can think of are two-level quantum systems, whose vector
state live in a two-dimensional complex Hilbert space. Any such state can always
be expressed as the superposition of two physically distinguishable states, i.e. two
orthogonal states that form a basis for the space. In quantum information theory,
these two states are usually identified with the kets |0⟩ and |1⟩ and the basis they form
is called computational basis. From this, the parallelism with the classical world is
straightforward: information bits 0 and 1 find a direct correspondence with quantum
states |0⟩ and |1⟩, which are in turn called qubits, quantum bits. However, while a
classical bit can only either take value 0 or 1, a qubit can also be in a superposition
state of |0⟩ and |1⟩, as a general two-level quantum system:

|ψ⟩ = α0 |0⟩ + α1 |1⟩ , (1.2)

where αi ∈ C and |α0|2 + |α1|2 = 1
Similarly to the two-dimensional case, a d-level quantum system lies on a d-

dimensional complex Hilbert space, and can be expressed as the superposition of
d orthonormal states, |0⟩ , . . . |d− 1⟩, forming a basis for such space:

|ψ⟩ =
d−1∑
i=0

αi |i⟩ , (1.3)

with coefficients αi ∈ C and
∑

i |αi|2 = 1. In quantum information theory, these
states are called qudits, and they corresponds to strings of length log2(d) of classical
information bits.

The elements of a basis are states that are physically distinguishable, meaning
that there exist a measurement that can perfectly discern them. In the case of a
qubit, one possibility is to measure in the computational basis and obtain one of
two possible outputs: by measuring state |0⟩ (|1⟩) we obtain output 0 (1). This
directly corresponds to measuring a bit to get its value in classical information theory.
However, as we have seen, a qubit can generally be found in a superposition state of
the two elements of a basis, as the one given in eq. (1.2): in this case, the output of a
measurement in the computational basis is probabilistic and gives as result either 0
or 1 with probabilities that are defined by the overlap |⟨0|ψ⟩|2 = |α0|2 and |⟨1|ψ⟩|2 =
|α1|2 respectively. Moreover, the post-measurement state is said to collapse into the
corresponding basis state, meaning that measurements generally perturb the state
of a quantum object. Incidentally, this implies that to completely reconstruct the
coefficients α0 and α1 an infinite number of measurements is required on an infinite
number of qubits prepared in the same state |ψ⟩.
1Actually, an observable is associated with a self-adjoint operator, defined as ⟨ψ|A |ϕ⟩ = (⟨ϕ|A |ψ⟩)∗.
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Furthermore, measuring quantum states in a given basis is not the only available
option. Quantum mechanics allows more generalized measurements, usually called
positive operator-valued measure (POVM), defined as a set of Hermitian positive
semidefinite operators Mx such that the measurement on a system ρ gives result x
with probability:

px = tr(ρMx), (1.4)

where tr is the trace operation2. The set of operators is complete, i.e.
∑

j Mj = I
with I being the identity, and there is no restriction on the number of elements.

Another difference between classical and quantum states is the no-cloning theorem.
As the name suggests, this theorem affirms that it is not possible to create copies
of arbitrary quantum states, or, more precisely, that there cannot exist a unitary
transformation3 that successfully copies unknown states. To prove the theorem, let’s
assume that such a copying unitary exists and let’s call it C. Then, it should work
as follows:

C(|ψ1⟩ ⊗ |0⟩) = |ψ1⟩ ⊗ |ψ1⟩ , (1.5)
C(|ψ2⟩ ⊗ |0⟩) = |ψ2⟩ ⊗ |ψ2⟩ , (1.6)

where on the left-hand side of both equations we apply the copying unitary to a
system composed of the qubit to be copied (|ψ1⟩ and |ψ2⟩) and an ancilla (a register,
here initialized in state |0⟩). On the right-hand side we find the desired output, i.e.
two copies of the same qubit. Now, since C is unitary:

⟨ψ1|ψ2⟩ = ⟨ψ1|ψ2⟩ ⟨0|0⟩
= (⟨ψ1| ⊗ ⟨0|)(|ψ2⟩ ⊗ |0⟩)
= (⟨ψ1| ⊗ ⟨0|)C†C(|ψ2⟩ ⊗ |0⟩)
= (⟨ψ1| ⊗ ⟨ψ1|)(|ψ2⟩ ⊗ |ψ2⟩)
= ⟨ψ1|ψ2⟩ ⟨ψ1|ψ2⟩ = (⟨ψ1|ψ2⟩)2.

(1.7)

The equality shown in eq. (1.7) is satisfied only for ⟨ψ1|ψ2⟩ = 0 or ⟨ψ1|ψ2⟩ = 1, i.e.
only for orthogonal states. Hence, a cloning unitary that can copy arbitrary quantum
states does not exist. Notice that this theorem is in agreement with the impossibility
to reconstruct the amplitudes α0 and α1 of a qubit from a single copy: indeed, if it
were possible, it would also be achievable to build a copying machine that prepares a
clone of our state in the exact superposition α0 |0⟩+α1 |1⟩. Remarkably, this result is
also applicable to the case of non-unitary cloning operators. Even with such devices,
it is only possible to clone non-orthogonal quantum states at the expenses of finite
loss of fidelity [4].

2The trace of a matrix is obtained by summing its diagonal elements in any orthonormal basis.
3A unitary transformation U describes the evolution of a closed quantum system, thus it can be
derived that U†U = I = UU†.
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1.1.1 Distance measure
Later in this chapter, an important definition in the context of quantum cryptography
will imply the notion of closeness between states. Ideally, the closer the states, the
more difficult it is to distinguish them. For instance, let’s consider two general states
ρ1 and ρ2 and a POVM measurement with operators M1 and M2 = I − M1 to tell
them apart. Then, the probability of successfully distinguish them is given by:

psucc = 1
2

tr(ρ1M1) + 1
2

tr(ρ2M2) = 1
2

+ 1
2

tr(M1(ρ1 − ρ2)). (1.8)

Then, to find the best POVM measurement, eq. (1.8) has to be maximized over all
possible operators M1. This is exactly how the L1-distance (also called trace distance)
is defined:

D(ρ1, ρ2) = 1
2

||ρ1 − ρ2||1 = max
M

tr(M(ρ1 − ρ2)). (1.9)

Hence, if two states are close in trace distance, then the probability of distinguish
them (considering the best possible measurement) is very little. In particular, two
states are said to be ε-close if their L1-distance is less than or equal to ε.

1.1.2 Information and uncertainty
Defining and quantifying information is the cornerstone of information theory: realiz-
ing that the concept of information is strictly connected to the concept of probability
was of fundamental importance for the development of this scientific field. Indeed,
probabilities depend on what is known, and acquiring further knowledge can modify
them. The more uncertain an event is, the more information it brings when it occurs:
for instance, if an event occurs with probability 1, then learning that it happened
does not add any information to what was already known. Moreover, when consid-
ering two independent events, the information they bring individually adds to the
overall final information. These considerations led Shannon to identify the entropy as
the ideal measure for the average information of a variable’s possible outcomes. The
entropy of a random variable A is defined as:

H(A) = −
∑

i

p(ai) log2(p(ai)), (1.10)

where the summation is over all possible outcomes ai and p(ai) = p(A = ai) is the
probability of the event ai. If the logarithm is taken in base 2, then the unit of the
entropy is “bit”4. This is a natural choice for systems where binary states are used,
as prevails in information technology: if bit 0 is prepared with probability p then its
information is the so called binary entropy H(p) = −p log2 p− (1 − p) log2(1 − p), as
4The word bit defines both the unit of entropy, the physical binary system used, and the actual
binary value of the system.
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Figure 1.1. Comparison between the entropy H(p) and the min-entropy Hmin(p) of a binary
random variable, of which p is the probability of one of the two possible events.

shown in figure 1.1 with a solid line. Its maximum value of 1 bit of information is
reached for p = 1/2, i.e. when the uncertainty regarding the bit value is maximum.
Hence, the entropy of a random variable defines its average content of information, i.e.
how much information is gained in average by learning its value, or equivalently the
degree of uncertainty about its value before learning it. But this is not the complete
picture. Indeed, the entropy also defines the amount of resources required to store
the information of the random variable under consideration.

What if, instead, we are interested to know the information of one random variable
A with respect to another B? Their joint probability distribution p(ai, bj) is used to
define their joint entropy H(A,B), similarly to eq. (1.10):

H(A,B) = −
∑
i,j

p(ai, bj) log2 p(ai, bj). (1.11)

Hence, by definition the joint entropy quantifies the overall information of the pair
(A,B). Then, if the value of one of the two variables, say B, is learned, the remain-
ing information content is the one of A given the knowledge of B. This is called
conditional entropy, and it is obtained by subtracting H(B) to the total H(A,B) as
follows:

H(A|B) = H(A,B) −H(B). (1.12)

Keeping in mind the purposes of this chapter, we can define the mutual information
I(A,B), i.e. the information the two variables have in common. If the entropies of
the two variables are summed together, the result counts twice what they have in
common and once what they do not. Hence, subtracting their joint entropy, we are
left exactly with only what we are looking for:

I(A,B) = H(A) +H(B) −H(A,B) = H(A) −H(A|B), (1.13)
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Figure 1.2. Schematic representation of different quantities relative to two random variables
A and B: the joint entropy H(A, B) is given by the overall colored area; the areas inside the
circles (i.e. blue and purple, and pink and purple) indicate the entropies H(A) and H(B);
the blue (pink) area identifies the conditional entropy H(A|B) (H(B|A)); the purple area
corresponds to the mutual information I(A, B).

where the second equality in eq. (1.13) is obtained using the definition of conditional
entropy given in eq. (1.12). A schematic representation of all these quantities is given
in figure 1.2, to help visualize them.

This concept of entropy is very useful, for example, in communication, where
several states with similar distributions are sent over a channel and the goal is to
derive how much information is sent through in average. However, from the point of
view of security, the objective is to derive how secret, or in other words uncertain, a
message is. Hence, the average information is no longer a good measure, as it may
induce to overestimate the security of a protocol or a device. Instead of the average,
the worst case scenario should be taken into account. To this scope, the min-entropy
of a random variable A is defined as follows:

Hmin(A) = − log2 max
i

(p(ai)), (1.14)

where events and probabilities are defined as before. To see why eq. (1.14) captures
the concept of security, it is sufficient to think that a malicious party that wants to
know the secret can simply guess the most likely outcome. Hence, the uncertainty he
has of the secret modeled by variable A is described by the min-entropy. Figure 1.1
also shows the min-entropy of a binary system Hmin(p) (dashed line) and compares
it with the entropy of the same system: it is straightforward to see that Hmin(p) ≤
H(p), which reflects exactly the difference between the average information and the
uncertainty in the worst case scenario, the smallest surprisal.

The conditional min-entropy, similarly to the conditional Shannon entropy, de-
scribes the uncertainty of a random variable A given a quantum register E. In
a cryptographic scenario, this quantity represents the probability that a malicious
party, having access to such a quantum register, can correctly guess the random
variable. The conditional min-entropy Hmin(A|E) is defined as:

Hmin(A|E) = − log2 pguess(A|E), (1.15)
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where pguess(A|E) is the probability of guessing A given E, maximized over all possible
measurements on the quantum register E. In other words, one can think of an overall
state ρAE , of which the malicious party possesses state ρai

E with probability p(ai) and
tries to guess ai by measuring this state. Hence, this optimal guessing probability is
defined as follows:

pguess(A|E) = max
{Mai

}

∑
i

p(ai)tr(Maiρ
ai

E ), (1.16)

where the maximization runs over all possible POVM measurements. Furthermore,
usually the actual state ρAE is not known, apart from the fact that it is close to
another (ideal) state ρI

AE . If these two states are ε-close, then it is interesting to
define the so called smooth min-entropy. This quantifies the maximum value of the
min-entropy computed on all states ρ ∈ Bε(ρI

AE) as follows:

Hε
min(A|E) = max

ρ∈Bε(ρI
AE

)
Hmin(A|E). (1.17)

All of these definitions apply to classical random variables, but it is possible to
define the entropy of a quantum system as well. This is called Von Neumann entropy,
and it measures the uncertainty of the state vector form. In particular, the Von
Neumann entropy of a pure state should be zero, whereas its value should increase
for mixed states. This is achieved with the following definition:

S(ρ) = −tr(ρ log2 ρ), (1.18)

where S is the Von Neumann entropy and ρ is the quantum state under analysis. If
λi are the eigenvalues of state ρ, then eq. (1.18) can be rewritten as:

S(ρ) = −
∑

i

λi log2 λi, (1.19)

which appears to have a similar form to the Shannon entropy given in eq. (1.10).
Again, similarly to the mutual information case, it is interesting for cryptographic

tasks to define the information that a quantum state share with another variable.
This quantity takes the name of Holevo information and is defined as follows [77]:

χ(A, ρ) = S(ρ) −
∑

i

p(ai)S(ρai

E ). (1.20)

Here, ai and p(ai) are the events and corresponding probabilities of the classical
variable A, and ρai

E is the quantum state of the eavesdropper’s ancilla when event ai

happens.

In this preliminary section, we have introduced the main tools from quantum in-
formation theory that are needed to understand the concepts that are presented in the
next sections and chapters of this thesis. In the following, the focus is shifted towards
quantum cryptography and in particular to quantum key distribution protocols.
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1.2 An overview of quantum cryptography

The goal of quantum cryptography is to address security issues and solve them using
properties derived from quantum physics [74]. There are many practical applications
that require security, for instance exchanging keys so that two parties can encrypt
and decrypt messages, using shared resources to execute private computations, or the
identification of one of the parties through digital signatures [74, 75, 78]. Quantum
key distribution (QKD) addresses specifically, as the name suggests, the first of the
tasks just listed. Shortly, two honest parties, usually called Alice and Bob, want
to securely communicate. However, they are connected by a public authenticated
channel, meaning that they know who they are talking to, but anyone can tap in
the conversation and listen to it. Hence, Alice needs to encrypt the messages before
sending them through this public channel to Bob, who then has to decrypt them.
This is possible if they share secret keys. If an eavesdropper (a third malicious party,
usually called Eve) possesses the same key, she can also learn the encrypted message.
Thus, Alice and Bob need to find a way to distribute keys that is secure, and they
can do that via QKD protocols [74,75].

Beyond QKD, there are many other applications in the field of quantum cryptog-
raphy, where the interacting parties do not usually trust each other. For example, in
delegated quantum computation one user, called verifier, having little or no quantum
computation capabilities, has access to a powerful remote quantum computer, called
prover. The assumption that not all users will possess a universal quantum computer,
when these will be available, is indeed expected to be realistic. On the other hand, a
(possibly quantum) network allowing remote access to quantum computers to several
users is a very likely future scenario [72]. It might be the case that the verifier does
not want to leak information to the prover about his inputs and even about which
kind of computation he wants to evaluate. Hence, with delegated quantum comput-
ing the goal is to get the correct result from the prover by maintaining confidentiality
as well [78]. Another example is given by quantum digital signatures, whose goal
is threefold: to ensure the authenticity of the message, i.e. that it was created by
the claimed sender; to safeguard its integrity, i.e. that it was not altered; and to
guarantee that the sender cannot deny being the author of the message. Using quan-
tum communication, it is possible to achieve digital signature schemes that are more
secure than most of the commonly used digital signatures algorithms, which nowa-
days play an essential role in a huge range of applications, such as e-mails, e-voting,
cryptocurrencies, software distributions, etc [75].

These, among many other applications, are boosting the research in quantum
cryptography and increasing the efforts towards the development of protocols that can
be integrated in people’s everyday life. A particular interest lies in QKD protocols, as
they offer one possible solution to the very concrete problem of secure communications.
Nowadays, the approach most commonly adopted is based on public key cryptography.
In public cryptography algorithms, two authenticated parties that want to exchange
secret messages make use of one-way functions (functions that are easy to compute
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but hard to invert) to encrypt and decrypt their messages. For instance, the most
famous and used protocol is the RSA (from the name of its inventors Rivest, Shamir
and Adleman), which uses the multiplication of large prime number as its one-way
function [14]. Indeed, the multiplication is computationally easy, i.e. it requires
a time that scales polynomially with the input size, while the factorization of the
result back into the two primes is computationally hard, as the best known classical
algorithm to compute it scales exponentially with the input size. With the use of
such protocols, it is implicitly assumed that dishonest parties do not have access to
an algorithm that can actually solve the factorization in polynomial time and that
the resources they have available are somehow limited. Moreover, the fact that an
efficient factorization algorithm has not been found yet, is no guarantee that advances
and breakthrough in number theory might allow to find it in the next future. This
becomes a severe issue for those communications whose content is required to remain
secret for a long time in the future, as for example census data [72]. Furthermore, in
1994 Shor devised an algorithm for quantum computers that is able to factor large
integers in polynomial time [18]: even if a quantum computer that can implement
Shor’s algorithm on non-trivial numbers is not available yet, many different platforms
for quantum computation are currently being studied and improved, making the
possibility of such a scenario concrete in the next future [19].

An answer to these threats can be found by either designing new algorithms that
are based on other one-way functions, whose security cannot be broken by quantum
computers, or by developing a completely different paradigm exploiting the proper-
ties of quantum physics, ensuring security against an almighty adversary. The first
approach developed into the field of post-quantum cryptography [79]. However, these
protocols do not ensure that a new quantum or classical algorithm that can easily
break them might be discovered, and hence it is not completely unlikely that the
solutions they offer are just temporary and partial [75]. On the other hand, the
second approach resulting in QKD protocols ideally reaches unconditional security.
The first QKD protocol was designed by Bennet and Brassard in 1984 (hence the
name, BB84) [20], before Shor’s factorization algorithm. It is worth noting that, even
though from a theoretical point of view it is possible to design QKD protocols that
offer unconditional security, a practical realization would most likely have loopholes
that a smart eavesdropper can exploit to break security [80]. Thus, actual implemen-
tations might only be secure against some kinds of attacks, or they might assume
that the users know exactly what their devices are doing, etc. Current research ef-
forts are addressing the limitations of such field, such as the achievable distance and
secret key generation rate, the difficulty in the integration with the existent classical
network, as well as practical security issues and implementation costs [72]. From a
more theoretical point of view, there is also a push in designing new schemes that can
improve QKD performances, as for example the novel twin-field protocol that over-
comes the rate-distance limit of repeaterless QKD protocols [56]. Nevertheless, QKD
offers powerful tools to achieve secure communications. It is therefore interesting to
understand the reasons for such a flourishing field, and to study its first and most
used protocol, the BB84 [20].
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1.2.1 The BB84 protocol
The security of QKD protocols is directly derived from the use of non-orthogonal
states [4]: on the one side, the no-cloning theorem shows that it is only possible to
perfectly clone orthogonal quantum states, and on the other other side, any attempt
to distinguish between non-orthogonal quantum states is bound to perturb at least
one of the states, meaning that an eavesdropper will eventually introduce errors in
the communication. Hence, the states used in QKD protocols usually belongs to
two mutually unbiased bases (MUBs): measuring states from one MUB to another
produces as a result any state of the second MUB with equal probability [75]. In the
BB84 protocol, the states considered are {|0⟩ , |1⟩ , |+⟩ , |−⟩}, with {|0⟩ , |1⟩} being the
eigenstates of the Pauli Z matrix (the computational basis), and |±⟩ = 1/

√
2(|0⟩±|1⟩)

the eigenstates of the Pauli X matrix (the Hadamard basis).
In the following, it is assumed that Alice and Bob are connected via a classical

authenticated channel, where an eavesdropper can listen to the communication but
cannot alter it, and through a quantum noisy channel, where errors can occur even
without the presence of an eavesdropper. The protocol is designed as follows:

Protocol 1 The BB84

1. Alice chooses a string uniformly at random x = x1 . . . xN ∈ {0, 1}N and
a basis string uniformly at random θ = θ1 . . . θN ∈ {0, 1}N . She prepares
each bit xj in the corresponding quantum state of the basis θj as Hθj |xj⟩,
and sends them to Bob over the quantum channel. Note that, being H the
Hadamard unitary, for θj = 0 Alice prepares an eigenstate of the Z basis,
and for θj = 1 an eigenstate of the X basis.

2. Bob chooses a basis string θ̃ = θ̃1 . . . θ̃N uniformly at random as well.
He measures the incoming quantum state j in the corresponding basis
θ̃j and obtains outcome x̃j . With these outcomes, he derives the string
x̃ = x̃1 . . . x̃N .

3. Bob tells Alice, over the classical channel, that he received and measured
all qubits.

4. Alice and Bob share, over the classical channel, their basis strings θ and θ̃.
5. Both users discard all rounds j where they chose different bases. They

call S = {j|θj = θ̃j}. For large N , since their basis choice was uniformly
random, they end up with approximately |S| ≈ N/2 bits.

6. Alice picks a random subset T ⊆ S, where elements of S are included in
T with 1/2 probability, for testing and tells it to Bob over the classical
channel. For large N , |T | ≈ N/4.

7. Alice and Bob share over the classical channel xj and x̃j for j ∈ T , and
they compute the error rate δ = W/|T |, where W = |{j|xj ̸= x̃j for j ∈ T}|
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denotes the number of errors they experienced when measuring in the same
basis.

8. If δ > δt, with δt the threshold error rate (the maximum tolerable), the
protocol is aborted. Otherwise, they call xR = xS\T and x̃R = x̃S\T the
remaining bits (those not in the testing set). For large N , |R| ≈ N/4.

9. To match their remaining strings, Alice sends C, the error correcting infor-
mation, through the classical channel, and Bob uses it to correct his string
such that x̃R = xR.

10. Alice and Bob perform privacy amplification: Alice chooses a random seed
r, computes the key with the randomness extractor s = Ext(xR, r) and
sends r to Bob, who can compute s = Ext(x̃R, r) as well. The final key
length is l < |R|.

Going through each step of the BB84 protocol, it is possible to identify four stages
defining different actions Alice and Bob carry out to distill a secret key. These are
shown in figure 1.3 and are: quantum communication, sifting, information reconcilia-
tion (also called error correction) and privacy amplification, and the last three parts
are often grouped with the term classical post-processing [74, 75]. The actual quan-
tum communication part is given by steps 1 and 2 in the protocol: Alice randomly
encodes in one of the two MUBs her randomly chosen bit string and sends the cor-
responding quantum states to Bob, who randomly (and independently from Alice)
decides in which bases to measure them. Step 3 is required for Alice to be sure Bob
already received and measured the qubits when she sends him her basis information.
At this stage of the protocol, both users have a string of bits called raw key. Alice’s
raw key is simply her string of random bits, while Bob’s raw key is given by the bits
corresponding to the measured states.

Steps 4 and 5 are part of the sifting procedure: Alice and Bob discard all the bits
obtained in rounds where they made a different basis choice. The bits they obtained
in these cases are totally uncorrelated, because the two bases are MUBs. If there
is no eavesdropper and the quantum channel is ideal, i.e. it acts as the identity,
when Alice and Bob choose the same basis they end up with exactly the same bits.
Hence, any error between the bits identified by S would reveal the presence of Eve.
However, if the quantum channel is noisy, there is a very high probability that they
end up experiencing errors not because of Eve but simply because of noise. Designing
a protocol that does not abort for any positive error rate, allows Alice and Bob to
generate a secret key even when the channel is noisy, hence devising a scheme that is
robust to small error rates, can correct them and is still secure against malicious third
parties. After the sifting procedure, the users have a sequence of bits each, defined
by the indices in S, called sifted key.

Steps 6 to 8 allow Alice and Bob to evaluate the error rate. To do so, they have
to publicly announce on the classical channel their bits in T , a random subset in S,
which then are not secret anymore and cannot be used for the final key. However,
the average error rate in R = S \ T (the one that Alice and Bob want to correct) is
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Figure 1.3. Block diagram representing the building blocks of a QKD scheme as the BB84
protocol.

not too different from the error rate in S (the one that Alice and Bob can compute),
and this can be proved using concentration inequalities like the Hoeffding inequality.
To be noted that, Alice and Bob always assume that any error is caused by Eve,
and they can bound the total information Eve has on their strings xR and x̃R with
the error rate δ. Then, step 9 completes the information reconciliation part of the
protocol: Alice sends error correcting information to Bob that he can use to recover
xR from x̃R. This information C, is sent over the classical channel, hence it is also
available to Eve and must be taken into consideration when bounding the knowledge
of an eavesdropper. Concrete examples of error correction codes that leaks close to
the optimal minimum information C to Eve can be found in literature using LDPC
(low-density parity-check) codes, polar codes, turbo codes, etc [81–86]. A final note
on the information reconciliation part is that it is not necessary for Alice and Bob
to publicly announce the subset of bits T to estimate the errors: they can precisely
learn them during the error correction procedure [74].

Finally, Alice and Bob perform privacy amplification on their (now equal) strings,
using a randomness seeded extractor Ext(·, ·) with random seed r. The extractor
can be seen as follows: the seed selects a function from a family of, for example,
2-universal hash functions, and the one selected is then applied on the input, xR in
the case of the BB84 protocol [87, 88]. The property of 2-universality ensures that
the output of the extractor is uncorrelated from an eavesdropper that has access to
the seed as well. This is a critical point, as the seed is exchanged over the classical
channel. The output s is the secret key that Alice and Bob share, whose length l is
shorter than the length of xR, and depends on the error rate δ experienced during
the quantum communication and on a security parameter ε which defines how much
we allow the output of the protocol to be different from an ideal output state where
the eavesdropper is completely uncorrelated from Alice and Bob’s key. The length
of the distilled key is an important parameter, as it can be directly translated into
how much data can be transmitted securely using that key. Often, the secret key
generation rate, i.e. how many bits of secret key per second a protocol can produce,
is used as a performance indicator and to compare the behaviour of different protocols.

In the following chapters, the focus is put on the actual quantum communication
part of the protocols, as it is the task experimentally implemented in the works that
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will presented later. As there is no classical communication between Alice and Bob, at
least not in the way required by the complete protocols, we measured in real-time the
error rates on all sifted events and the detection rates, and used them to extrapolate
the achievable secret key rate with theoretical bounds. These relations, obtained for
the specific protocols implemented, are presented in the last section of this chapter.
However, before moving to the theoretical bounds, we briefly present the different
possible classifications of QKD protocols, discuss practical implementations, present
the eavesdropper’s possible strategies and how to counteract them.

1.3 Quantum key distribution protocols

Quantum key distribution protocols can be categorized into three classes depending
on the detection scheme and the nature of the quantum states used [72,74]. Discrete
variable (DV) protocols exploit, as the name suggests, a discrete degree of freedom
of single-photon states or weak coherent pulses to encode information. Hence, single-
photon detection techniques are appropriate for DV-QKD protocols. To this class
belongs the first QKD protocol, the BB84, illustrated in the previous section. In the
original article, the protocol was based on single photons encoded in the polarization
degree of freedom [20]. Indeed, the polarization is still one of the preferred choices for
free-space and satellite QKD implementations [89–91], but other degrees of freedom
such as the orbital angular momentum and the linear transverse momentum of light
are also being used and investigated as they allow encoding in a high-dimensional
Hilbert space [92–96]. Regarding fiber implementations, time-bin, phase encoding
and time-energy are the most used ones as they allow for extremely good performance
both in terms of achievable distance and secret key generation rates [26, 34, 35, 97].
Lately, other fiber typologies, such as air-core fibers and multicore fibers, have been
exploited for QKD implementations resulting in different degrees of freedom choices,
namely the orbital angular momentum and path-encoding [38,47,48,69,98].

Single-photon detection schemes are likewise required for protocols belonging to
the differential phase reference (DPR) class. These protocols were devised by exper-
imental groups to be easier to implement, however their security proofs are still not
applicable to the most general attacks of an eavesdropper [74]. In these schemes, the
information is encoded in relative properties of consecutive weak coherent pulses, for
example the time of arrival in the coherent one-way and the relative phase in the
differential-phase-shift [99, 100].

On the other hand, protocols belonging to the continuous variable (CV) class
take advantage of a completely different detection paradigm based on homodyne or
heterodyne techniques. The goal is to avoid the use of single-photon detectors, as
these suffers from technological challenges limiting for example the maximum detec-
tion rate, and to shift instead to the mature methods used in the telecommunications
industry. To achieve this, the encoding is put on the quadratures of quantised electro-
magnetic field, e.g. of coherent or sqeezed states, using either a Gaussian modulation
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or a discrete alphabet [101]. Due to the peculiar detection schemes, transmission loss
directly translates into noise, which used to highly affect the achievable transmission
distance of such protocols. Recently, however, longer communication distances were
experimentally demonstrated with CV-QKD protocols, up to 80 km [102] and 100
km [103].

So far, we have introduced only protocols where Alice actively encodes quantum
states and forwards them to Bob, which are called prepare-and-measure protocols.
However, another possibility is for both Alice and Bob to receive parts of an en-
tangled state to measure. These are entanglement-based protocols, and security is
directly connected to the monogamous property of entanglement and it is usually eas-
ier to demonstrate [75]. It is worth noticing that any prepare-and-measure protocol
is equivalent to an entanglement-based one where the source of the entangled state is
positioned at Alice’s side. She gets one of the entangled photons, and by measuring
it, she prepares a state on the other photon going to Bob. Thanks to this anal-
ogy, prepare-and-measure protocols are usually substituted with their entanglement-
based correspondents to demonstrate their security and derive the secret key rate
bounds [75].

1.3.1 Definition of security
Any general cryptographic task can be part of a more complex protocol. For example,
QKD schemes produce secret keys that are then used to encrypt and decrypt the
actual communication, using for instance the one-time pad protocol. Hence, it is
interesting to give a definition of security that is composable, such that if two protocols
are demonstrated to be composable secure, then their combination is as well [75]. A
protocol is said to be composable secure if it is virtually indistinguishable from an
ideal protocol that is secure by construction. More precisely, a QKD protocol is ε-
secure if it produces, except with probability ε, a secret key s that is equal to an ideal
key uniformly distributed and perfectly uncorrelated with the eavesdropper [104].

The ideal protocol can be modeled as a device that gives two identical strings s
to Alice and Bob, i.e. the protocol is correct and the two parties share the same key,
and the system held by Eve ρE is uncorrelated from s, i.e. the protocol is secret.
The string s ∈ S, the key space, is produced with probability 1/|S|, being uniformly
distributed. Then, we can express the joint state of the classical key S and the
quantum system E as follows:

ρI
SE = 1

|S|
∑
s∈S

|s⟩ ⟨s| ⊗ ρE . (1.21)

Similarly, when the actual protocol to be analyzed, which produces the key s with
probability ps, is considered together with the eavesdropper state ρs

E , the joint state
is:

ρSE =
∑
s∈S

ps |s⟩ ⟨s| ⊗ ρs
E . (1.22)
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Recalling the definition given above and eq. (1.9), we say that the protocol under
analysis is ε-secure if:

1
2

||ρSE − ρI
SE ||1 ≤ ε, (1.23)

where the L1-distance is used to express that the real state from eq. (1.22) is ε-close
to the ideal state in eq. (1.21). An important property of the L1-distance is that it
does not increase after further evolution of the system, e.g. when the key is used for
another cryptographic task, hence ensuring composable security [104].

1.3.2 Eve’s strategies
As the eavesdropper is generally limited only by the laws of physics, it is convenient to
divide her possible strategies into three different classes, namely individual, collective
and coherent (or general) attacks [75]. In the individual attack scenario, Eve’s ancillae
interact each with one of the quantum states transmitted, and then Eve measures
independently the final ancilla states obtained. She can do so at every run, or she
can wait for the end of the protocol, to optimize her measurements based on the
classical information exchanged by Alice and Bob as well. An example of individual
attacks is the intercept-resend attack. As the name suggests, Eve intercepts the
quantum states during transmission, measures them (individually) and, according to
the results she gets, prepares substitute states to forward to Bob. This attack is
easily spotted by Alice and Bob, as it likely introduces errors. The secret fraction of
key bits, with respect to all the ones exchanged during transmission, is given by the
mutual information between the three parties as follows:

ri = I(A,B) − I(A,E), (1.24)

where I(A,E)5 must be maximized over all possible Eve’s strategies.
The second class of attacks, called collective, offers the advantage to Eve to be

able to collectively measure her ancillae (obtained similarly to the individual attacks
case) after the classical post-processing part of the protocol. In this case, the secret
fraction is obtained by substituting the mutual information between Alice and Eve
I(A,E) with the Holevo information χ(A,E) as follows:

rc = I(A,B) − χ(A,E). (1.25)

Finally, in the last group of coherent attacks, Eve’s ancillae are subject to a joint
interaction with the exchanged quantum states, after which Eve can store the ancil-
lae for a postponed measurement after classical communication. In the asymptotic
scenario, i.e. when a very large to infinite number of states is exchanged, thanks to
5Here and in the following, direct one-way reconciliation is assumed, where Bob uses post-processing
on his outcomes, helped by classical information sent to him by Alice. In reverse reconciliation,
Bob would send Alice classical information and she would infer his key bits, while in a two-way
reconciliation the classical information is exchanged in both directions.
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the quantum de Finetti theorem a quantum state of n systems can be transformed
into a tensor product form ρ⊗n [104]. This form is equivalent to the one obtained
in the collective attacks scenario, and hence the secret key can be obtained with the
same bound. However, this method cannot be applied to the DPR protocols, as in
these schemes the quantum states are not encoded into independent signals and then
the tensor product form required cannot be derived [74].

In the finite-key scenario, where the number of signals n exchanged between Alice
and Bob cannot be considered infinite, the secret key fraction bound needs to be
adjusted to take into consideration the penalty for using the Holevo information in a
non-asymptotic regime. The relation becomes as follows:

rfk = fCI(A,B) − χ(A,E) − ∆(n, ε), (1.26)

where fC takes into consideration the efficiency of real error correction and privacy
amplification protocols, ∆(n, ε) is the aforementioned penalty factor that depends on
n and ε, a parameter related to the concept of composability taking into account the
probability of success, security and correctness [75].

Furthermore, in practical implementations any piece of equipment is bound to
have features not included in the theoretical model, and these can be exploited by
an eavesdropper to compromise security. These kinds of attacks, related to actual
device characteristics, are called side-channel attacks. One example is given by the
family of Trojan horse attacks. Here, Eve is able to probe and guess the settings of
Alice and Bob by sending light into their stations and reading the reflected signal.
Another kind of side-channel attack is the beam-splitting attack. This particular
attack takes advantage of the intrinsic loss of the communication channel: Eve could
put a beam-splitter at the output of Alice’s station to simulate the channel loss,
take the equivalent of the signal lost for herself and send over a lossless channel
the remaining photons to Bob. Since she does not modify what reaches Bob, she
does not add any error. Note that these attacks only compromise security if the
additional information gained by Eve is not taken into consideration. Nevertheless, a
new class of protocols called device-independent (or measurement device-independent)
were devised to ensure security independently of the actual equipment (or detectors)
used.

1.3.2.1 Photon-number splitting attack and decoy method

A peculiar attack that takes advantage of the technology available to Alice to generate
the quantum states is the photon-number splitting (PNS) attack. Indeed, this oppor-
tunity for Eve derives from the use of weak coherent pulses instead of perfect single-
photon states to encode the signals in DV-QKD protocols. Single-photon sources
that emit exactly one photon per round in a deterministic way are generally not
available, and their photon rate is usually low. Contrariwise, coherent laser sources
are routinely employed in the telecommunication industry and are easily adapted to
the quantum regime just by attenuating their output, hence the choice of using weak
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coherent states in actual implementations. The coherent output state of a laser is
defined as follows:

|α⟩ =
∣∣√µeiθ

⟩
= e−µ/2

∞∑
n=0

αn

√
n!

|n⟩ , (1.27)

where µ = |α2| defines the average photon number, or intensity, and n is the photon
number. The phase eiθ is not accessible in DV-QKD protocols, as there is no phase
reference6, and hence the emitted state is described as the mixture:

ρ =
∫ 2π

0

dθ

2π
|α⟩ ⟨α| =

∞∑
n=0

p(n|µ) |n⟩ ⟨n| . (1.28)

Here, the probability p(n|µ) defines the distribution of the number of photons given
a specific intensity. This follows Poissonian statistics:

p(n|µ) = e−µµ
n

n!
. (1.29)

Eq. (1.29) shows that in every coherent state emitted by Alice there is a non zero
probability that it contains more than one photon, and this probability increases with
the average photon number µ. Thus, an eavesdropper could identify those states
having more than one photon, take one and let the remaining reach Bob. If this
happens, the eavesdropper will have complete information on the key bit generated
with these multi-photon instances, while at the same time not having introduced any
error detectable by Alice and Bob.

An initial solution to this attack is to build the secret key with only those states
that carried single-photons. However, Alice and Bob can at best estimate the mini-
mum fraction of single-photon states and assume all errors are due to Eve’s attempts
to interfere with those states. These conditions drastically decrease the achievable
secret key generation rate, demonstrating the power of the PNS attack [75]. A strong
counterattack was found in the decoy state method, where the average intensity of
the states is varied to let Alice and Bob precisely estimate the detection rate and
the error rate of single-photon states [106]. It turns out that only two or three inten-
sity levels are sufficient (both in the asymptotic and finite-key regimes) to effectively
bound these quantities and obtain secret key rates that scales comparably to those
achieved in the single-photon source scenario [107–112].

The secret key bounds with decoy states technique in the finite-key scenario are
used in the main contributions presented in this thesis, and will be presented in the
last sections of this chapter. Before going through the derivation of these bounds, a
concise analysis of high-dimensional protocols is presented, with the motivations for
their use and practical aspects.
6These are called phase-randomized coherent states (or pulses). However, in some implementations,
the phase reference is available even if Alice and Bob do not use it in the protocol. This leads to
possible attacks where Eve exploits the phase coherence to gain information. In these cases, the
phase should be actively randomized [74,105].
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1.4 High-dimensional quantum key distribution
High-dimensional QKD protocols are DV schemes that use qudits instead of qubits
during the quantum communication part. As briefly recalled at the beginning of this
chapter, qudits are quantum states spanning a d-dimensional Hilbert space and are
defined by eq. (1.3). A protocol using such states is said to be d-dimensional as well.
For instance, protocols exploiting ququarts (qudits of dimension d = 4) are called four-
dimensional (4D) protocols. In d-dimensional protocols, each quantum state encodes
more than just one bit of information, precisely it encodes log2 d bit. Indeed, in the
case of a 4D scheme, there are four orthogonal states spanning the Hilbert space, and
each of them can then encode log2 4 = 2 bit of information: to state |0⟩ corresponds
for instance the string 00, to |1⟩ the string 01, to |2⟩ the string 10 and to |3⟩ the
string 11. The states {|0⟩ , |1⟩ , |2⟩ , |3⟩} form an orthonormal basis for the state space,
called computational basis similarly to the qubit case. As presented throughout this
chapter, the security of QKD protocols comes from the use of non orthogonal states,
divided into MUBs. Also in the case of high-dimensional protocols, states from at
least two MUBs have to be used.

The first and rather clear advantage of using qudits as information carrier is
the information gain [113]. Indeed, for each photon detected by Bob, log2 d bit
of information are added to the raw key. In other words, the photon information
efficiency is larger. This effect appears to bring a clear improvement in mainly two
cases: either when QKD systems are limited by the source speed (not an issue when
using weak coherent states) or when the limitation is due to the detectors’ bandwidth
(in the so called saturation regime) [75]. Indeed, one of the highest secret key rate
demonstrations using a 2D protocol (based on phase-encoded qubits) reported a rate
of 13.7 Mbit/s over 2 dB channel loss [96], whereas a rate of 26.2 Mbit/s with 4 dB
channel loss was achieved with a 4D time-bin protocol [35].

A second interesting advantage of high-dimensional QKD protocols is their larger
noise resilience [113, 114]. This was found in early security studies when analyzing
the maximum error rate that still allowed the generation of positive secret keys [115,
116]. For instance, when considering 2 MUBs single-photon protocols7 with one-way
reconciliation, in the case of qubits the maximum tolerable error rate is 11% while
for ququarts the limit rises to 18.9%, and it keeps increasing with the dimension
d. A simple way to explain this behaviour, is to think about the errors introduced
by Eve in an intercept-resend attack [118]: in a 2D protocol, she randomly chooses
the basis in which to measure and if she guesses correctly no errors are introduced,
whereas if she is wrong half of the times she is still lucky and undetected by Alice and
Bob. Hence, the overall fraction of errors she introduces is 25%. In a 4D protocol
instead, when she does not guess the correct basis, she is lucky only 25% of the
times. This leads to an overall increase of the error rate seen by Alice and Bob of

7In general, as d-dimensional Hilbert spaces have d+ 1 MUBs, it is possible to design d-dimensional
QKD protocols that exploits more than two bases (see for example the two-dimensional six-state
protocol [117]).
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Figure 1.4. a) Maximum QBER allowing secret key generation for a d-dimensional system with
varying channel length. Bounds are derived for single-photon protocols in the asymptotic
regime, propagating in a fiber link. Receiver losses are ignored, and perfect detectors are
assumed, apart from a dark count probability of 10−8. b) Secret key rate comparison
between 2D and 4D protocols, for varying QBER values in both systems. Same parameters
and bound of figure a) are assumed. Figure inspired by ref. [113].

37.5%. In other words, Eve’s actions have a larger impact on qudits than on qubits.
Figure 1.4 a) shows the maximum error rate, called quantum bit error rate (QBER),
that allows to distill a secret key for different values of dimension and channel length.
The channel is modeled as a single mode fiber, with a characteristic loss per length
of 0.2 dB/km. The secret key fraction is derived for single-photon protocols, in the
asymptotic regime, assuming no extra losses at Bob’s side and perfect detectors, apart
from dark counts. The secret key fraction bound against coherent attacks for d = 2
is as follows:

r(2D) = 1 − 2H(QBER), (1.30)

as the terms in eq. (1.25) can be expressed as I(A,B) = H(A) − H(A|B) = 1 −
H(QBER) and χ(A,E) = H(QBER) [74]. Similarly, the bound for d > 2 can be
derived as [116]:

r(d) = log2 d− 2Hd(QBER). (1.31)

Here, the main difference from the two-dimensional case is the use of the d-dimensional
entropy Hd(x) = −x log2(x/(d − 1)) − (1 − x) log2(1 − x). Interestingly, figure 1.4
a) shows that the higher the dimensionality, the shorter the maximum achievable
distance. This behaviour is due to the overall detectors’ dark counts, as it is assumed
that a d-dimensional system requires the use of d detectors. Thus, qubit systems might
be preferable for long-distance implementations, whereas high-dimensional systems
appear more convenient for channels affected by large noise values. Figure 1.4 b)
compares the achievable secret key rates of a 2D and a 4D protocol for varying values
of the respective QBERs, independently of the distance. Here, it is shown that in
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the low channel noise regime a 4D protocol can generate more key than a 2D. An
analysis of this type can help understand which scheme is more convenient given a
particular implementation and channel. Indeed, d-dimensional schemes are usually
more complex to realize, and might introduce more errors both in the preparation
of the states and the detection, as well as be affected by noise coming from different
sources. Later in this thesis, we are going to show two experimental works about
the implementation of high-dimensional systems, demonstrating an efficient detector
implementation and gain over a two-dimensional scheme on one, and an effective way
to stabilize and lower the error rates while achieving good secret key rate performance
on the other [67,69].

1.5 Security proof for the BB84 in finite-key regime
In this section, the security proofs for the finite-key asymmetric BB84 protocol with
two- and one-decoy states are sketched, following refs. [111, 112] respectively. More-
over, the one-decoy protocol is studied in particular in the case of the three-state
protocol [119] and the extension to the high-dimensional case [67]. The word asym-
metric refers to the basis choice: Alice prepares the states in basis Z or X with
probability pZ or pX = 1 − pZ , and Bob’s measurement choice follows the same
statistics. These two protocols only differ in the number of intensities used to coun-
teract the PNS attack, namely three in the first case and two in the second. The set of
possible intensities is called K = {µj}, where j = 1, 2, 3 in the two-decoy protocol and
j = 1, 2 in the one-decoy scheme. In the first protocol, the intensity values are bound
by µ1 > µ2 +µ3 and µ2 > µ3 ≥ 0 with probabilities pµ1 , pµ2 and pµ3 = 1 − pµ1 − pµ3 .
Similarly, in the second protocol µ1 > µ2 with probabilities pµ1 and pµ2 = 1 − pµ1 .
All detection events in the Z basis are used to build the raw key, independently from
their intensity, while detection events in the X basis are used to evaluate the phase
error rate.

The protocols’ structure is defined as follows:

Protocol 2 Finite-key decoy states BB84

1. Alice uniformly at random picks a bit value yi and a basis ai ∈ {Z,X }
with probabilities pZ and pX . She also chooses an intensity ki ∈ K with
the corresponding probability distribution. She prepares a weak coherent
state with the chosen intensity, basis and bit value and sends it to Bob.

2. Bob measures in basis bi ∈ {Z,X } chosen with probability pZ or pX . The
outcome, saved in y′

i, takes value 0 or 1 if a detection happens, a random
value if two detection events are registered, and empty (no value) if nothing
is detected.

3. Alice and Bob declare over the classical channel their basis and intensity
choice, to define Xk and Zk for all k ∈ K, i.e. the instances when they



26 1 From quantum information science to quantum key distribution

chose the same basis divided by possible intensities. They repeat steps 1
to 3 until |Zk| ≥ nZ,k and |Xk| ≥ nX ,k and call N the number of states to
be sent to reach this condition.

4. They generate a pair of sifted keys (ZA, ZB) using a random sample of the
detections in the Z basis. The sifted key length nZ =

∑
k∈K nZ,k is called

postprocessing block size.
5. They announce on the classical channel the sets Xk to compute the number

of bit errors mX ,k. Then, they compute the number of vacuum and single-
photon events, sZ,0 and sZ,1 respectively, and the number of phase errors
cZ,1 in the raw keys. They calculate the phase error rate ϕZ and check that
it is lower than a given threshold (e.g. the maximum tolerable), otherwise
they abort the protocol.

6. Alice and Bob carry out an error correction protocols, revealing at most
λEC bits, to correct for a given error. Next, they verify the error correction
step with two-universal hash functions publishing ⌈log2 1/εhash⌉ bits. This
step fails with probability εhash. Finally, they use privacy amplification to
obtain two secret keys (SA, SB) of length l.

The protocol analyses given in refs. [111,112] follow a composable security defini-
tion for which if a QKD scheme is εcor-correct and εsec-secret then it is εcor + εsec-
secure. The protocol just presented is εcor-correct if it fails the error verification step
with probability εcor, hence εcor = εhash. The secrecy requirement is satisfied with
eq. (1.23), in the occasions when the protocol does not abort, thus it is required that:

(1 − pabort)
1
2

∣∣∣∣∣∣∣∣ρAE − I
|SA|

⊗ ρE

∣∣∣∣∣∣∣∣
1

≤ εsec, (1.32)

where pabort is the probability the scheme is aborted and I/|SA| is the maximally
mixed state on all possible values of SA.

1.5.1 Two-decoy implementation
The particular case of three intensity levels, or two decoy states, is analyzed in
ref. [111]. The secret key length l obtained when the protocol is not aborted is
bounded by the following equation:

l ≤ sZ,0 + sZ,1(1 −H(ϕZ)) − λEC − 6 log2
21
εsec

− log2
2
εcor

. (1.33)

The terms λEC and log2(2/εcor) take into account the number of bits published on the
classical channel during the error correction and verification procedures, respectively.
The remaining terms are obtained considering the information Eve has on ZA (Alice’s
sifted key) and using the smooth min-entropy to relate it to the secrecy parameter
εsec. In doing so, it is important to remember that each detection event constituting
ZA is given by:
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• a vacuum event, in which case Eve has no information on the chosen bit;

• a multi-photon event, which has to be considered completely insecure because
of the PNS attack;

• a single-photon event, in which case Eve’s knowledge can be bounded with the
phase error rate.

Incidentally, the phase error rate is the error rate that Alice and Bob would have
experienced in their key bits if they had measured the corresponding states in the X
basis instead of the Z basis.

To compute the vacuum and single-photon events sZ,0 and sZ,1 needed in eq. (1.33),
the probability τn of sending a n-photon state is required:

τn =
∑
k∈K

pke
−k k

n

n!
. (1.34)

Moreover, a correction factor due to finite-key statistics must be taken into consider-
ation:

δ(n, ε) =
√
n

2
ln 1
ε
. (1.35)

This factor is used to compute the corrected number of events in a certain basis for
a certain intensity as follows:

n±
Z,k = ek

pk
[nZ,k ± δ(nZ , εsec/21)] . (1.36)

Using these quantities, the number of vacuum events can be expressed as:

sZ,0 ≥ τ0
µ2n

−
Zµ3

− µ3n
+
Zµ2

µ2 − µ3
, (1.37)

while the number of single-photon events is bounded as:

sZ,1 ≥
τ1µ1

[
n−

Zµ2
− n+

Zµ3
− µ2

2−µ2
3

µ2
1

(
n+

Zµ1
− sZ,0

τ0

)]
µ1(µ2 − µ3) − µ2

2 + µ2
3

. (1.38)

As the phase error rate ϕZ is not directly measured during the protocol, it is esti-
mated by using statistics from the X basis8: sX ,0 and sX ,1 are computed substituting
events from the Z with those from the X basis in eqs. (1.37) and (1.38) respectively.
Furthermore, the number of bit error in the single-photon events in the X basis are
needed:

vX ,1 ≤ τ1
m+

X µ2
−m−

X µ3

µ2 − µ3
, (1.39)

8A random sampling theory without replacement result shows how to bound the number of phase
errors to derive eqs. (1.40) and (1.41) based on an approximation of the hypergeometric distribu-
tion [120].
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where m±
X ,k = ek/pk[mX ,k ± δ(mX , εsec/21)] and mX =

∑
k∈K mX ,k. Hence, the

phase error rate is computed as follows:

ϕZ = cZ,1

sZ,1
≤ vX ,1

sX ,1
+ γ

(
εsec
21

,
vX ,1

sX ,1
, sX ,1, sZ,1

)
, (1.40)

where the function γ is defined as:

γ(a, b, c, d) =

√
(c+ d)(1 − b)b

cd ln 2
log2

(
c+ d

cd(1 − b)b
1
a2

)
. (1.41)

A final comment on the intensity levels is that the optimal choice for a two-decoy
protocol is to set one state to be the vacuum, as was found in ref. [109]. In the
same work, which analyzed security in the asymptotic regime, the case of a one-
decoy implementation was also studied. The motivation lies in the fact that, for
actual implementations, it is easier to choose between two intensity levels than it is
in the case of three intensities. Indeed, it was found that even with only one decoy,
Alice and Bob can successfully estimate all the parameters required to generate a
secret key. However, in this case the secret key rate achievable is not optimal when
compared to the two-decoy method. Quite interestingly, the performance of the one-
decoy protocol in the finite-key regime was found to be advantageous over the one of
two-decoy scheme under circumstances believed to be experimentally realistic [112].

1.5.2 One-decoy implementation
Closely following the analysis of the two-decoy protocol, in ref. [112] the case of a
one-decoy scheme is taken into consideration. The secret key length bound, similar
to eq. (1.33), is found as follows:

l ≤ sl
Z,0 + sl

Z,1(1 −H(ϕZ)) − λEC − 6 log2
19
εsec

− log2
2
εcor

. (1.42)

As opposed to the previous scenario, in a one-decoy protocol the lower bounds for
the vacuum and single-photon events must be estimated without the help of a third
intensity level. The lower bound on the vacuum events is simply obtained using in
eq. (1.37) the events relative to the µ1 and µ2 intensities (instead of those from µ2
and µ3) as follows:

sZ,0 ≥ sl
Z,0 = τ0

µ1n
−
Zµ2

− µ2n
+
Zµ1

µ1 − µ2
. (1.43)

To be noted that the corrected number of events are given by the relation n±
Z,k =

ek/pk[nZ,k ±δ(nZ , εsec/19)] (and similarly with the number of erroneous events m±
Z,k)

where the function δ is again defined by eq. (1.35). The lower bound on the single-
photon events is found to be:

sZ,1 ≥ sl
Z,1 = τ1µ1

µ2(µ1 − µ2)

[
n−

Zµ2
− µ2

2
µ2

1
n+

Z,µ1
− µ2

1 − µ2
2

µ2
1

su
Z,0

τ0

]
, (1.44)
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where su
Z,0 is an upper bound on the vacuum events. This value is computed con-

sidering that the probability of error due to a vacuum event is 1/2, to obtain the
equation:

sZ,0 ≤ su
Z,0 = 2(τ0m

+
Z,k + δ(nZ , εsec/19)). (1.45)

The phase error rate is computed similarly to eq. (1.40), as follows:

ϕZ = cZ,1

sZ,1
≤
vu

X ,1

sl
X ,1

+ γ

(
εsec
19

,
vu

X ,1

sl
X ,1

, sl
X ,1, s

l
Z,1

)
, (1.46)

where the function γ is defined in eq. (1.41), and the upper bound on the number of
erroneous bit in the X basis is obtained similarly to eq. (1.39) as follows:

vX ,1 ≤ vu
X ,1 = τ1

m+
X µ1

−m−
X µ2

µ1 − µ2
. (1.47)

1.5.2.1 The three-state protocol

Here, a variation of the classical BB84 protocol is analyzed, in which the users only
exploit three out of the four possible states of the BB84. A complete security analysis
for a one-decoy implementation in the finite-key regime is reported in ref. [119]. The
structure of such protocol is similar to the one presented in protocol 2, with some
adjustments made in order for Alice and Bob to prepare and measure only three
states and still be able to estimate all the quantities required in the decoy method
and the security analysis.

In the three-state protocol, Alice prepares the states |0⟩ and |1⟩ in the Z basis and
|+⟩ in the X basis. However, Bob measures both states of the Z basis and state |−⟩ of
the X basis. The security analysis is applied to the specific case of time-bin encoding,
i.e. state |0⟩ is implemented as a pulse in the early time-bin, state |1⟩ in the late
time-bin, and states |±⟩ as a superposition of the two time-bins with 0 or π relative
phase difference. When both parties choose the Z basis, they use the corresponding
detection events for the key bits and, whereas they exploit detection events in the so
called monitoring line (projection into the |−⟩ state at Bob’s side) to estimate the
phase error rate. Indeed, the secret key bound formula is the same as the one derived
for the one-decoy finite-key BB84 shown in eq. (1.42), as in the Z basis the lower
bounds on vacuum and single-photon events as well as the upper bound on vacuum
events are the same as those reported in eqs. (1.43), (1.44) and (1.45) respectively.
The main difference between the two protocols lies in the estimation of the phase
error rate, as in eq. (1.46) the number of single-photon events and relative errors in
the X basis are needed. In the three-state protocol the lack of projection into one
state makes the evaluation of these quantities more complex. The equation for the
phase error rate becomes then:

ϕZ ≤ ϕX + γ
(εsec

19
, ϕX , s

l
Z,1, s

l
n(e,ZZ),1

)
, (1.48)



30 1 From quantum information science to quantum key distribution

where γ is the same function defined in eq. (1.41). The term ϕX is defined as follows:

ϕX = α

2
su

n(l,+),1

sl
n(e,ZZ),1

+ M

(
1 + α

2
su

n(l,+),1

sl
n(e,ZZ),1

− β
sl

n(l,Z),1

sl
n(e,ZZ),1

− α
sl

n(e,0+)+n(e,+1),1

sl
n(e,ZZ),1

)
.

(1.49)
Here, lower and upper bounds for single-photon events are considered in different
cases, indicated by the subscript n(b, j) that defines events when Bob measured in
time bin b on the monitoring line (either early e, or late l) and Alice sent state j
(either 0, 1, + or sequences of these). For the events n(e,ZZ) = n(e, 00) + n(e, 11)
and n(l, Z) = n(l, 0) +n(l, 1), a shorter definition is adopted. The function M(x) =
max(0, x) is used to consider only positive contributions and the factors α and β
are defined as α = p2

Z/(4(1 − pZ)) and β = pZ/4, recalling the probability pZ of
choosing basis Z. The lower bounds on single-photon events can be computed with
the same equation used in the case of events in the Z basis, i.e. eq. (1.44), inserting
the required number of events n(b, j)±

µj
with intensity µj and corrected for finite-key

statistics as shown in the previous sections. This computation requires an upper
bound on vacuum events, which is derived as follows:

su
n(b,j),0 = p(j)

p(01)
n(e, 01) + δ

(
p(j)
p(01)

n(e, 01), εsec/19
)
. (1.50)

This relation is derived exploiting the fact that when Alice prepares the sequence |01⟩
Bob can only have a detection in the early time-bin if he receives a vacuum state.
Finally, upper bounds on single-photon states are computed as:

su
n(b,j),1 = τ1

µ1 − µ2
(n(b, j)+

µ1
− n(b, j)−

µ2
). (1.51)

1.5.3 Extension to the high-dimensional case
The analysis just presented can be easily adapted to a higher-dimensional case, specif-
ically a 4D one-decoy version of the BB84 protocol. Such a scheme has again the same
structure shown in protocol 2, apart from step 1 when Alice does not pick a random
bit value yi to encode but she can actually choose randomly among four different
symbol values, i.e. 0, 1, 2 and 3. Similarly, when Bob measures the incoming states
in step 2, the possible outcomes he can obtain are 0, 1, 2 and 3 if a detection happens,
a random symbol value if more than one detection takes place and the value empty
if no detection is registered.

A bound for the secret key in this case was obtained in ref. [67], adapting the
analysis for the 2D protocol presented in the previous section. The secret key length
in the 4D scheme is as follows:

l4D ≤ 2sl
Z,0 + sl

Z,1(2 −Hd(ϕZ)) − λEC − 6 log2
19
εsec

− log2
2
εcor

. (1.52)
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A first difference between eqs. (1.42) and (1.52) is the presence of a factor 2 multiplying
both the vacuum and single-photon event contributions in the 4D protocol. This is due
to the information gain log2 d of high-dimensional protocols (in this case log2 4 = 2)
related to the fact that each detection encodes more bits than in 2D protocols. Then,
the d-dimensional entropy is used, which in the 4D case is expressed as Hd(x) =
−x log2(x/3) − (1 − x) log2(1 − x). Finally, the upper bound on vacuum events su

Z,0
is derived considering that in a 4D protocol the error probability due to a vacuum
state is 3/4 (in the 2D case it is 1/2). The relation obtained is as follows:

sZ,0 ≤ su
Z,0 = 4

3
(τ0m

+
Z,k + δ(nZ , εsec/19)). (1.53)

To conclude, the lower bound on vacuum and single-photon events and the phase
error rates are calculated with the same relations presented in the previous sections,
using the new upper bound on vacuum events when needed.

Summary of the chapter
In this chapter, we have firstly outlined the basics of quantum information theory re-
quired for a good understanding of the main topics of this work. We have then given
an overview of quantum cryptography and quantum key distribution protocols, recall-
ing that the idea of basing security on quantum physics laws was firstly introduced
with the BB84 scheme. Later, a strong motivation to this new security paradigm was
given by the development of algorithms for quantum computers that have the ability
to disrupt existing classical cryptographic protocols. Many QKD protocols have been,
and are still, developed to better address eavesdropping strategies, practical equip-
ment features and open challenges that limit or delay the implementation of such a
technology. In particular, relevant examples for this thesis are: the use of the de-
coy method to bound the knowledge an eavesdropper might gain with multi-photon
states; the choice of protocols that require standard telecommunication equipment
with fewer and fewer components, such as the three-state protocol; or again, the im-
plementation of high-dimensional states in DV-QKD schemes to increase the final
secret key generation rates.

In the next chapter, the focus will shift on the experimental tools and methods
implemented in the contributions later presented in this thesis.
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CHAPTER2
Experimental tools

and methods
This chapter is entirely devoted to the experimental tools and methods exploited in
the implementation of the quantum communication systems described in the follow-
ing chapters. All our setups make use of standard telecommunication equipment to
prepare and measure the quantum states. For instance, as we transmit the states
through optical fiber channels, we employ continuous wave lasers in the infrared C
band (defined from 1530 nm to 1565 nm) which are carved with Lithium Niobate
intensity modulators to obtain pulses. These pulses can then be phase modulated,
switched to different paths and intensity modulated to obtain different intensity lev-
els as required by the decoy state method. The modulators and switch are driven
by a field programmable gate array (FPGA) board, which decides the states to be
preapred. Finally, the pulses are attenuated to the desired optical power, to reach the
quantum regime and obtain weak coherent pulses. Once the states get to the receiver,
they are projected into mutually unbiased basis, via time of arrival or interferomet-
ric measures, and photons are detected by single photon detectors, either avalanche
detectors or superconducting nanowires. The counts are thus collected with a time
tagging unit and analyzed real time with a computer interface.

In the following sections, we will present each component following the same order
just given, from the transmitter Alice to the receiver Bob. The last section will give a
brief overview of the two typologies of fibers used in the experiments presented later
in the thesis, i.e. single mode fibers and multicore fibers.

2.1 Alice: generation of states

The transmitter’s role is to choose the states to send towards the receiver, prepare
them and finally transmit them. In our setups, the action of selecting which state to
prepare is carried out by an FPGA board, while the actual state preparation is com-
posed of modulating pulses carved from a continuous wave laser. The FPGA board is
also needed to produce a time reference signal that Bob can use to synchronize with
Alice. A schematic representation of Alice’s building blocks is reported in figure 2.1.
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Figure 2.1. Schematic representation of Alice’s setup. The FPGA outputs a synchronization
signal, directed towards Bob, and driving signals needed to carve pulses from the light
emitted by a continuous wave laser and drive modulators. The variable optical attenuator
is used to reach the quantum regime. Black lines represent electric cables; dark yellow lines
represent fiber optics connections.

In the following, we will go through an overview of the equipment needed to this
scope, and the methods that can help improve the final performance.

2.1.1 The FPGA board

The “brain” of our setups is identified with the FPGA electronic board. In particular,
the model we used is the ALTERA STRATIX V GX board. The 625 MHz reference
clock is exploited to achieve a final clock frequency of 12.5 GHz, the maximum that
can be reached by this board. The internal clock frequency of the board defines the
minimum pulse width that can be generated. In our case, we successfully produce
electrical pulses with a full width at half maximum (FWHM)1 of approximately 100
ps.

The role of the FPGA is dual: generating electrical signals to drive modulators
that prepare the quantum states, and producing a synchronization signal. The elec-
trical driving signals are of two types: an amplitude-carving pattern and a squared
pattern. The three typologies of signals produced by the the FPGA are depicted in
figure 2.2. The carving signal, as the name suggests, is used to carve pulses from the
continuous wave laser emitted light. If a time-bin kind of protocol is used, where the
pulses have different time-bin positions depending on the selected state, this carving
signal reflects the required time pattern. In other words, pulses are carved already
with their time encoding. In all the works presented in this thesis, the time-bin of a
pulse is τ ≈ 840 ps, which leads to a maximum repetition rate of ν = 1/τ ≈ 1.2 GHz
when a full train of pulses is created. The second type of electrical driving signal, the
squared pattern, can be used for multiple purposes: creating two different intensity
levels (required in one-decoy protocols) when it drives another intensity modulator;
encode a phase difference of two levels, 0 and π, when it drives a phase modulator;
switch between two different paths, when it drives a switch. Ideally, when it comes to

1The FWHM measures the time interval between the two intensity values that are equal to half of
the maximum intensity value.
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Figure 2.2. Example of electrical signals generated by the FPGA board. The carving signal,
is composed of short pulses of approximately 100 ps and with minimum period of 840 ps,
that follow a custom pattern. A possible squared signal follows a PRBS-12 with bit period
twice as long as the time bin duration, i.e. 1.68 ns, and defines the synchronization period
as 4095 × 1.68 ns ≈ 6.9 µs.

state preparation, Alice should have a randomness source, such as a quantum random
number generator, to decide on the state to prepare [121–123]. Indeed, such a source
is a necessary component for commercial systems. However, due to the experimental
scope of our works, instead of using a quantum randomness source, we decided to
design the encoding signals such that they followed a pseudorandom binary sequence
(PRBS). A PRBS is a string of bits that are generated recursively, i.e. it is peri-
odic, but it benefits from properties similar to those a purely random bit sequence
exhibits [124]. In our implementations, we mainly use a PRBS-12, which is a PRBS
with period of L = 212 − 1 = 4095 bit. We exploit this periodicity to generate a
convenient synchronization signal: whenever a new period starts, a synchronization
pulse, of duration 10 ns, is produced. Hence, between two such pulses, the encoded
quantum states have a pseudorandom distribution, which then periodically repeats.

The synchronization signal is directly sent to the time tagging unit at Bob’s side,
to use as a reference for the detections’ time tags. The use of periodic signals together
with such a synchronization mechanism, is a very convenient method for the analysis
of the quantum bit error rate. Thanks to the periodicity, we are able to compare
Bob’s measurement results with the fixed expected string of bits generated at Alice’s
side, reducing the complexity of the analysis software which does not need to be
connected with the FPGA board. Indeed, the software (presented in one of the next
sections), only requires the time tags collected with the time tagging unit and can be
run on an independent computer.

2.1.2 Laser, pulse carving and modulation
As briefly mentioned, our setups make use of continuous wave lasers in the infrared
C band. Specifically, we use a COBRITE DX1 laser, whose output wavelength can
be tuned in the whole bandwidth. The spectral linewidth is ensured to be lower
than 100 kHz, which means that the temporal coherence is of at least 10 µs. This
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implies that, to obtain phase randomized states at the typical repetition rates of our
implementations (hundreds of MHz), we would need an active phase randomization
system. This can be avoided by either exploiting pulsed laser sources in the gain-
switched regime that intrinsically emit phase randomized pulses [125] (see for instance
refs. [26, 126]), or by slowing down the repetition rate of the system to exceed the
coherence time of the laser (as done for example in ref. [48]). We did not carry out the
phase randomization in the experimental works presented in this thesis, as it would
not affect the obtained results but it would require the use of an additional phase
modulator for instance driven by a digital-to-analog converter [127].

Pulse carving and modulation are implemented with the use of high-speed Lithium
Niobate crystals modulating the intensity or the phase of the pulses. These kind of
modulators take advantage of the electro-optic effect of Lithium Niobate, which is
used as a waveguide whose refractive index can be changed as a function of the
applied electric field across it. Changes in the refractive index of a waveguide directly
translate into changes of the output phase of a light beam travelling through the
waveguide. Hence, a phase modulator is simply made of a Lithium Niobate crystal
waveguide driven by an electrical signal. An intensity modulator is then made of
a Mach-Zehnder interferometer with a phase modulator in one arm. Indeed, by
modulating the phase on one arm, the intensity of the interference can be modulated.
An optical switch is similar to an intensity modulator, where both outputs of the
Mach-Zehnder interferometer are available. The voltage required to impress a π
phase shift is defined as Vπ, which corresponds to the voltage that produces the
highest extinction ratio in an intensity modulator, and the voltage required to switch
from one output to the other in an optical switch. It is therefore a critical parameter
in Alice’s setup: if the target state to produce requires exactly either 0 or π phase
encoding (usually, a phase difference among different pulses) the electrical square
signal that drives the phase modulator needs to have a peak-to-peak voltage value as
close as possible to Vπ. Similarly, when using path-encoded quantum states obtained
with an optical switch, the modulator driving signal needs to be close to the same
value. The less precise the peak-to-peak voltage of the driving signal is, the more
errors are introduced by Alice in the preparation of the states, which will then be
reflected in the final quantum bit error rate measured on the states detected by Bob.
Concerning pulse carving, to increase the extinction ratio of the pulse waveform, an
efficient method is to cascade two intensity modulators. The two modulators need to
be precisely time aligned, which can be achieved by changing the delay both on the
optical path the light beam sees between the two modulators, and on the electrical
driving signal of the second modulator. It is crucial to maximize the extinction ratio
of the carving process in order to reduce the probability of having remaining photons
out of the pulse shape, important to minimize the errors in the time encoding and
maximize the photons accepted by Bob. Indeed, as it will be discussed later, a time
filtering post processing technique is carried out to reduce the impact of environmental
and detectors’ noise. As a final comment, the role of the voltage bias for intensity
modulators and switches is significant to achieve the required performance of correct
time and path-encoding.
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2.1.2.1 Polarization dependence of modulators

Lithium Niobate crystals have a strong natural birefringence, meaning that the refrac-
tive index depends on the direction considered, with an ordinary axis nx = ny = no

and an extraordinary axis nz = ne. Furthermore, the electro-optic effect on the re-
fractive index depends on the relative orientation of the applied electric field with the
crystal. When the electric field is applied in the ẑ direction, the electro-optic effect
is maximized if the light beam propagates along the x̂ direction and is polarized in
the ẑ direction. Indeed, the induced change in the refractive index is much stronger
on the ẑ than on the ŷ direction. This is expressed by the following equations:

n′
y = no − 1

2
n3

or13Ez,

n′
z = ne − 1

2
n3

er33Ez.

(2.1)

Here, Ez is the applied electric field inducing the refractive indexes n′
y and n′

z in the
ŷ and ẑ direction respectively. The factors r13 and r33 represent the effects of the
external field on the refractive index in the corresponding directions. For Lithium
Niobate crystals, we have r33 ≫ r13.

The dependence on the light beam input polarization of the modulation efficiency,
requires the use of polarization controllers at the input of modulators. If the incom-
ing light beam has a linear polarization parallel to the ẑ direction of the crystal, the
output is efficiently phase or intensity modulated. Concerning phase modulators, if
the input polarization is diagonal with respect to the crystal axis, then only one com-
ponent of the field will be affected by the modulation (the one parallel to the ẑ axis),
experiencing an effective delay compared to the orthogonal component. The output
will then change polarization state, which can rotate up to the orthogonal polariza-
tion, when the retardation between the two components reaches a π shift. Moreover,
in one of the experiments presented later in the thesis, this attribute of Lithium Nio-
bate modulators will be exploited to efficiently modulate one signal (aligned with the
correct polarization) while effectively avoiding modulation of a multiplexed channel
(orthogonally polarized) that must follow the same transmission path.

2.1.3 The quantum regime
Finally, Alice needs to attenuate the light beam optical power in order to produce
weak coherent pulses that have in average less than one photon per pulse. In our
setups, this is done with a variable optical attenuator, where the attenuation is set
to the value required in each specific implementation. This particular device helps
us characterize and test the system, which can be usually done in classical regime
setting the attenuation to 0 dB.

To estimate the average number of photons per pulse µ that Alice is sending
through the communication link, we measure the output optical power Pout and use
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Figure 2.3. Schematic representation of Bob’s setup. Bob receives quantum states from the
communication channel and, through optical processing and single photon detectors, he
performs projective measurements and collects the events that are time tagged using a time
tagging unit. The time tagger is synchronized with Alice with the synchronization signal
she sent to Bob. Time tagged events are analyzed with a computer. Black lines represent
electric cables and USB connections; dark yellow lines represent fiber optics connections.

the following relation:
µ = Pout

Epν
. (2.2)

Here, Ep = hc/λ is the photon energy, h = 6.626 10−34 Js is Planck’s constant,
c = 2.998 108 m/s is the speed of light in vacuum, λ is the photon wavelength and ν
is the repetition rate of the quantum states.

2.2 Bob: state measurement
The goal of the receiver is to carry out projective measurements on the incoming
quantum states. This is achieved by optical processing and detection with single
photon detectors, and the events are time tagged with a time tagging unit that
is synchronized with Alice by the synchronization signal discussed above. Finally,
data is collected and analyzed real-time by a MATLAB software implemented on a
computer. A schematic representation of Bob’s setup is shown in figure 2.3. In the
next sections, we will present the equipment and the methods used at Bob’s side to
measure, collect and analyze the received quantum states.

2.2.1 Optical processing
The measurements carried out by Bob on the incoming quantum states are projections
in one or the other mutually unbiased basis. The states need to be optically processed
before being detected with single photon detectors. This first part depends on the
actual degree of freedom exploited in the protocols. The two typologies of protocols
implemented in the experiments presented in this thesis are time-bin protocols and
path-encoding schemes.

In time-bin protocols, the computational basis is made of states where the encod-
ing is embedded in the time of arrival of pulses. For example, in a d-dimensional
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Figure 2.4. a) Mutually unbiased bases of a two-dimensional time-bin protocol. The segments
underneath the pulses highlight the two time bins composing one state, whereas the difference
between the values shown below indicate the phase relation of the superposition states.
b) Mutually unbiased bases of a two-dimensional path-encoded protocol. The straight lines
represent the possible paths, and the values next to them have the same meaning as in figure
a).

time-bin protocol, the states duration is divided into d time bins and the pulse oc-
cupies only one of these. Thus, states belonging to a MUB are living on a coherent
superposition of all possible time-bins, with different phase relations among them.
Other MUBs can be obtained by changing the computational basis to have, for in-
stance, states that are on a coherent superposition of two time-bins, as will be dis-
cussed in details in the next chapter referring to the work presented in ref. [67]. An
example of a two-dimensional time-bin protocol is shown in figure 2.4 a). To project
on the computational basis, it is enough to measure the time of arrival of photons.
On the contrary, projecting into its MUB generally requires the use of cascaded delay
line Mach-Zehnder interferometers, with different delays and included phase shifts.
Hence, in a time-bin protocol Bob needs to achieve time of arrival and interferomet-
ric measurements between the time bins. In all our setups, the required delay line
interferometers are realized in free-space. A free-space implementation is intrinsically
stable, and allows for high visibility interference, which can be optimized both by ad-
justing the wavelength of the states and, more conveniently, by tuning a piezo-electric
mirror included in the interferometer2. Nevertheless, the cost of a free-space realiza-
tion is the increased insertion loss, mainly due to the free-space to fiber collimators.
A fiber-based implementation would instead be more compact and have much lower
insertion loss, but at the same time it would require an active stabilization of the
random phase drifts among the arms of the interferometers.

In protocols that are based on path-encoding, the computational basis is obtained
with the which-path information. For example, in a d-dimensional path-encoded
scheme there are d possible paths, i.e. waveguides, and a state in the computational
basis is transmitted in one of them. The MUBs are then obtained with superposi-
tion states on all d paths, with different phase relations among them. Similarly to
the time-bin encoding, also in these protocols it is possible to change the choice of
computational basis such that the states in all MUBs live on a superposition of only

2Both methods result into a change of the optical path length experienced by the photons.
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two paths, as will be discussed in the last chapter of this thesis relating to refs. [69].
Figure 2.4 b) shows an example of a two-dimensional path-encoding protocol. To
successfully measure these bases, Bob has to be able to detect the which-path in-
formation and to interfere pulses coming from different paths to derive the phase
relation among them. To realize the first measurement, it is sufficient to put one
detector at each path output, and register which one successfully detects a photon.
The second type of measurement is carried out by using beam splitters (eventually
cascaded) and placing the detectors at their outputs. Since the transmission is done
with fiber channels, in our setups we exploit fiber-based components to realize the
interference. As mentioned before, fiber interferometers are subject to random phase
drifts, but since the whole channel transmission requires stabilization, it is more con-
venient to lower the receiver insertion loss by maintaining a fiber-based scheme. The
stabilization system required in this setup will be extensively discussed in the last
chapter of this thesis.

2.2.2 Single photon detectors
To conclude the projective measurements, after optical processing the quantum states
are detected with single photon detectors. In the experimental works presented in this
thesis we employed both Indium Gallium Arsenide/Indium Phosphide (InGaAs/InP)3

single photon avalanche diodes and superconducting nanowire single photon detectors
(SNSPDs), always with a fiber-based optical input. Later in the thesis, the particular
detectors used and their parameters will be presented for each experimental work in
the corresponding chapters. Here, we briefly introduce the working principles and
characteristics of these two detector typologies.

InGaAs/InP detectors are based on semiconductor p-n junctions, biased with a
reverse voltage above the breakdown voltage such that, when triggered by single
photons, they generate an exponentially growing avalanche of electron carriers that is
sensed and used to produce a standard output signal. The avalanche is quenched by
lowering the bias voltage below the breakdown voltage, and then normal operation
must be restored to detect other photons. The period of time after one detection
event when the diode is off is called dead time. During this period, the diode cannot
generate an avalanche and hence cannot detect an incoming photon, affecting the
maximum achievable count rate. If the incoming photon rate increases and approaches
the maximum value, the detector is said to be working in saturation regime. In the
InGaAs/InP detectors we used in our works, which are ID230 and ID220 models from
ID Quantique, the dead time can be set between 2 µs and 100 µs: while a shorter dead
time allows for higher detection rates, it also induces more noise. One source of noise
is due to afterpulsing: when an avalanche occurs, it can leave trapped electron charges
which can trigger a second avalanche. Another effect leading to noise is related to
thermally-generated carriers, which produce what is called dark count rate. Usually,
3These materials allow detection in the infrared spectrum, from 900 to 1700 nm, thus including the
telecommunication C band.
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InGaAs/InP are cooled down to lower this effect. For instance, the detectors we used
are either cooled to -90◦C or to -50◦C, giving as a result dark count rates in the order
of 100 Hz or 5 kHz respectively. All these parameters, together with the efficiency
(the overall probability that an incoming photon triggers a detection output, usually
between 10% and 25%) and the detection time jitter (statistical fluctuations in the
time between the arrival of a photon and the generated output signal, in the order of
100-200 ps), define the performance of an avalanche single photon detector.

SNSPDs detectors consist of a few nanometers thick and hundreds of nanometers
wide superconducting nanowires with a usual length of hundreds of micrometers and
positioned on a square o circular area on a chip. Such detectors are sensitive at visible
and infrared wavelengths, require cooling to a temperature of a few kelvins but can
achieve much higher efficiencies and count rates than avalanche diodes (up to 90% and
25 MHz respectively) with still very low dark count rates (down to 100 Hz). However,
the detection efficiency highly varies with the incoming photon polarization, from a
maximum when it is parallel with the nanowire to a minimum when it is orthogonal.
The working principle of SNSPDs is summarized in the following. The nanowire is
cooled down to a temperature below its superconducting critical temperature with
an applied bias current just below the superconducting current. In this situation,
an incoming photon breaks up the Cooper pairs in the nanowire, thus decreasing
the superconducting critical current below the applied bias current and producing a
measurable voltage pulse.

To summarize, avalanche single photon detectors have limited count rates and
efficiencies, even though can reach good performance in terms of noise, but do not re-
quire extreme cooling conditions. On the contrary, superconducting nanowires show
improved performances both from the point of view of detection efficiency and achiev-
able count rates, despite a high polarization dependence, but operate at extremely
low temperature that requires the use of cryostats.

2.2.3 Data collection and analysis

The events detected with single photon detectors are then time tagged by a time
tagging unit that is synchronized with Alice. In our setups, we used the quTAG
by quTools, a time tagger that has one start and four stop inputs. The start input
is connected with the synchronization signal sent by Alice, while the single photon
detectors are connected to the stop channels: in this way, the time tagger generates
time tags for each event in a stop channel by reporting the time delay between the
event and the previous synchronization pulse. Each channel can count a maximum
of 25 Mevent, with 1 ps time resolution and less than 10 ps time jitter. The time
tagger is then connected to a computer (via USB connection) where the events are
analyzed.

For data analysis, we implemented a MATLAB user interface. This software
collects an array of time tag-channel pairs and, comparing them with the quantum
states Alice sent, computes and displays the QBER. Furthermore, for system char-



42 2 Experimental tools and methods

acterization and testing, it is often useful to be able to see a histogram of the pulse
shape: our software can compute it from the time tags and display it on the user
interface. We exploit this real-time4 interface to perfectly align the polarization at
the input of modulators, to finely tune the voltage bias of intensity modulators and,
for instance, optimize the visibility of interference at Bob’s side. Other information
displayed by the user interface concerns the detection rates and the estimated mean
photon number per pulse: this last information is useful for decoy states protocol to
set and check the optimal values of intensities that Alice is sending. To estimate the
detection event rates we need a time reference: if not all stop channels are used by
the detectors, one can be connected to a duplicate of the synchronization signal used
in the start channel. In this way, we get the time tags also for the synchronization
signal, which is periodic, and we can derive the time elapsed during the acquisition of
the time tags array and finally the detection rates per detector. This time reference
can also be estimated if the detection rates are approximately one order of magnitude
higher than the synchronization signal rate: in this case, we statistically have at least
one event between every two synchronization events, and we can estimate the total
elapsed time by deriving how many synchronization pulses have happened during the
acquisition of the time tags array. A final comment is on the post-processing time fil-
tering applied on the time tags. As we have hinted before, we only consider time tags
that are inside a temporal filter applied in post-processing by the software. This filter
is usually 200 ps wide, as the optical FWHM of the carved pulses is around 150 ps,
and centered around the pulse peak. Thanks to this, we are able to reduce the QBER,
as we do not consider the noise-counts outside of the filter (residual photons from the
finite extinction ratio of the carving process, stray light from the environment, leakage
from other channels and dark counts).

2.3 Optical fiber channels

The advent of optical fibers as a means to transport lightwave communications is
one of the most important technological revolutions of the last century [128]. Since
the realization that optical fibers could be fabricated to have less than 20 dB/km
of losses [129, 130] and the actual achievement of an optical fiber having 0.2 dB/km
loss at a wavelength of 1550 nm [131], optical fibers have been extensively installed
all around the world, including transcontinental and transatlantic connections, for
an overall length of more than four billion km [33]. This massive network is what
supports nowadays telecommunications, and what future quantum communications
aim to exploit as well. Fiber-based quantum key distribution is indeed developing at
a high speed, and it is the core of the experimental works presented in this thesis.

4The displayed output are computed on an array containing maximum 106 time tags, which is
sampled from the continuous stream of detection events with a rate of approximately a few hertz
depending on the actual detection rates.
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Figure 2.5. a) Single mode fiber schematic cross section and refractive index change through
the fiber diameter. The inner core with higher refractive index n1 is surrounded by the
cladding area, with lower refractive index n2. b) Polarization maintaining fiber cross section,
with two rods in the cladding introducing large birefringence and defining the fiber slow
axis, whereas the fast axis is orthogonal to it. c) Multicore fiber cross-section. Several cores,
similar to the one of a SMF, are packed inside the same cladding area.

In our setups, we investigated both high-dimensional QKD through standard sin-
gle mode fibers (SMFs), and multiplexing and high-dimensional QKD with multicore
fiber (MCF) channels. In the following, we present the main characteristics of these
two types of optical fibers.

2.3.1 Single mode fibers
Optical fibers are typically made of a silica thin cylinder waveguide, called core,
surrounded by a region of silica with lower refractive index, called cladding. They can
be classified depending on the light modes5 they carry, which in turns are determined
by the geometrical and optical properties of the fiber. The number of modes a fiber
can carry, at a given wavelength, is defined by the refractive indexes of core and
cladding and the core radius. Single mode fibers are designed to carry only the
fundamental mode in the telecommunication bandwidth, and have a core radius of 4
µm in a cladding of 125 µm diameter, with core refractive index n1 ≈ 1.45 and the
fractional index change ∆ = (n1 − n2)/n1 ≈ 3 × 10−3. Figure 2.5 a) schematically
represents a SMF cross section and its refractive index profile along the diameter.

The main rationale in using SMFs for communication purposes is that different
optical modes have different group velocities, which cause intermodal dispersion of
a light pulse that excites different modes. While SMFs do not suffer from mode dis-
persion, they are still affected by chromatic dispersion as the group velocity of the
fundamental mode is frequency dependent. The dispersion can cause pulse broad-
ening, and hence it also affects quantum fiber-based communications in the long-
distance regimes, as it accumulates with transmission. However, given a particular
fiber, dispersion is a fixed quantity which can be compensated for using dispersion
compensating fibers, as done for instance in ref. [26] to reach a distance of 421 km.
5Optical modes are solutions of the wave equation, which describes the electromagnetic field propa-
gation through vacuum or a medium (in our case an optical fiber), and whose spatial distribution
does not change throughout propagation [128].
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Furthermore, despite the name, single mode fibers supports two orthogonally po-
larized modes, which are degenerate for an ideal fiber. However, this degeneracy is
broken in real fibers, due to variations in the shape of the core and/or irregular stress
along the fiber length, and the fiber becomes birefringent. Moreover, the magnitude
and direction of birefringence changes randomly along the fiber, implying that a light
pulse linearly polarized at the input soon acquires a random polarization state. It
is possible to design optical fibers that, by having an intentionally large amount of
birefringence, are not affected by random structural changes. These are called polar-
ization maintaining fibers (PMFs), and the one shown in figure 2.5 b) is obtained by
inserting in the cladding two rods of another material. The two main polarization
axes are the ones parallel and orthogonal to the rods plane, and are called slow and
fast axis respectively.

Single mode fibers have found wide application as channels for time-encoded qubits
and qudits, as the time of arrival and the relative phase difference between consecutive
pulses are preserved, or can be easily recovered in the case of chromatic dispersion,
during fiber propagation. Indeed, the first experimental work presented in this thesis
involves the design of an efficient high-dimensional time-bin protocol conceived for
fiber-based transmission [67].

2.3.2 Multicore fibers
Since the beginning of fiber-based communications, several key technologies have en-
abled the exponential growth of data transmission, from optical amplifiers, to the
expansion of the transmission bandwidth, to the improvement of coding techniques.
The latest drive takes advantage of multiplexing information on several transverse spa-
tial modes, and takes the name of space division multiplexing (SDM) [132–134]. To
this end, one approach is to exploit the different optical modes propagating in multi-
mode or few-mode fibers6. However, due to the different group velocities, fluctuations
of structural parameters and environmental factors such as bends, multi-mode fibers
tend to have high inter-mode cross-talk that requires complex multiple-input multiple-
output detection systems in classical communication and which causes important de-
coherence effects in quantum communications that have still to be addressed [135].
Other transverse spatial distributions that can be used are modes carrying orbital an-
gular momentum. This degree of freedom used to be exploited in free-space channels,
but can now be faithfully propagated through special ring-core (or air-core) fibers
both in classical and quantum communications experiments [38,39,98,136].

A second approach is found in multicore fibers, which, as the name suggests, have
more than one core in the same cladding area. An example of MCF is depicted in fig-
ure 2.5 c), where seven cores are arranged in a hexagonal array. The cores can either
be single mode or multi-mode, depending on the core radius. When the cross-talk
between different cores is low, each of them can be used as an independent waveguide
and the fiber is called weakly-coupled MCF. Conversely, strongly-coupled MCFs have
6To be able to carry higher order modes, these fibers have a larger core area than SMFs.
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intentionally high inter-core cross-talk, such that the fiber supports several super-
modes and can hence be considered a type of multi-mode fiber. Weakly-coupled
(single mode) MCFs offer a simple approach to increase the information rate per
fiber, and are thus extensively investigated in classical optical communications [133].
In quantum communications, these fibers have been exploited for high-dimensional
transmission of path-encoded qudits for QKD protocols [47, 48], entanglement distri-
bution [137], and multiplexing with classical optical channels [61–63,65,138].

The cross-talk between cores is defined as the amount of optical power that leaks
from one core to another, as XT = 10 log10(P ′

out/Pout), measured in dB, where Pout

and P ′
out are the output power from the core where the optical power is launched and

the one where the cross-talk is measured, respectively [133]. To reduce the cross-talk
in weakly-coupled MCFs, a first possible approach is to increase the distance between
the cores to typical values of 40 µm. However, this leads to a low maximum core den-
sity, as the fiber cladding diameter cannot be increased to much in order to maintain
structural and mechanical integrity. Possible solutions lie in the use of trench-assisted
MCFs, where regions with refractive index lower than the cladding are used to sepa-
rate the cores, or heterogeneous MCFs, whose cores have different refractive indexes.
The low cross-talk characteristic of these MCFs makes them particularly suited for
quantum communication applications. Moreover, concerning the transmission of path-
encoded quantum states, the fact that the spatial modes propagate through cores that
are surrounded by the same cladding, leads to much slower phase drifts among the
paths than those experienced by completely different SMFs [69]. Nevertheless, these
random drifts, which are caused by changes of the optical path lengths due for in-
stance to random temperature fluctuations, are still present even in MCFs, and must
be stabilized to allow the transmission of superposition states.

In the last two chapters of this thesis, we will present two experimental works
exploiting MCFs as quantum channel. In the first [68], we proposed a scheme for
multiplexing several QKD channels in the cores of a MCF, similar to the SDM tech-
nique of classical communications, to increase the overall secret key rate. Moreover,
we tested our setup with wavelength multiplexed classical channels co-propagating in
the cores. In the second experiment [69], we investigated the propagation of path-
encoded high-dimensional states through a MCF, devising a scheme that is able to
stabilize phase drifts along 2 km of transmission.

Summary of the chapter

In this chapter, we have presented the experimental tools and methods required in the
implementation of the works that will be analyzed in the remaining parts of this thesis.
In particular, all the equipment comes from the optical communication world, apart
from the single photon detectors and time tagger. Since our quantum channels are
either single mode fibers or multicore fibers, Alice’s and Bob’s stations mainly exploits
fiber-based components such as fiber-coupled high-speed modulators to prepare the
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quantum states, and the wavelengths belong to the telecommunication C-band. An
FPGA unit controls the transmitter setup and synchronize it with the receiver, where
an ad hoc software allows a real-time analysis of the system performance.

In the next three chapters, the main contributions of this thesis will be addressed,
starting from an efficient high-dimensional time bin protocol, published in ref. [67].



CHAPTER3
An efficient time-bin

encoding for high-dimensional QKD
In this chapter we are going to present the first experimental work among the three
main contributions of this thesis. The results were published in ref. [67] and were
presented as an oral contribution at QCRYPT 2020, the international conference on
quantum cryptography.

The main idea is to simplify the setup of the high-dimensional time-bin protocol,
designing a scheme that exploits different bases and requires less detectors to realize
the state measurement. In the following, we will firstly discuss the state of the art
for time-bin protocols and the motivations for this work. Secondly, we will present
our new scheme and the setup for practical QKD with efficient detection. Finally, we
will address the results and compare them to the performance of a two-dimensional
similar protocol, implemented with the same setup.

3.1 Time-bin protocols: state of the art and motivations

Quantum communication protocols have greatly benefited from the time-bin and time-
energy degrees of freedom to encode quantum states, as these states are not subjected
to depolarization and other kinds of decoherence happening throughout propagation
in a optical fiber link [26, 34, 35, 97, 126, 127, 139–148]. Specifically, for what con-
cerns fiber-based QKD protocols, several achievements have been reached thanks to
time-bin schemes, such as record distances of 404 km with a measurement device-
independent protocol [34] and of 421 km with a three-state time-bin protocol [26].
Furthermore, a time-bin four-dimensional protocol holds the record for highest secret
key generation rates, reaching a value of 26.2 Mbit/s of key with a 4 dB channel
loss [35].

A time-bin QKD protocol of dimension d defines quantum states on a time period
of d bins, each of duration τ . As already mentioned in the previous chapters, the
typical computational basis is made of states where a pulse occupies only one time
bin. Hence, all the possible mutual unbiased bases present states that live on a
superposition of all d time bins, with different phase relations among them. An
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Figure 3.1. a) 4D MUBs for the conventional time-bin QKD protocol. The numbers below
each time bin in the X basis represent the phase of each pulse relative to a common phase
factor of the whole state. b) 4D MUBs for our efficient time-bin QKD protocol, where all
states are superposition of two time bins with phase difference 0 or π in both bases.

example for a four-dimensional protocol is depicted in figure 3.1 a), and reports the
bases choice made in ref. [35].

However, this conventional choice results into two very unbalanced bases from
the point of view of both preparation and measurement. To prepare the X basis of
figure 3.1 a), Alice needs to be able to set four different levels of phase shifts among
the time bins: 0, π/2, π or 3π/2. To do so, the authors of ref. [35] combine, after
amplification, three electrical signals from an FPGA to create a final step-like signal
of four possible levels. This then drives a phase modulator that imposes the required
phase difference among the time bins. At receiver side, while the Z basis simply
requires a time of arrival measurement, correctly projecting the states into the X
basis is more complex. In the implementation carried out in ref. [35], Bob needs three
delay line interferometers cascaded on two consecutive levels, with different phase
shifts1. Specifically, a first interferometer with delay 2τ is used to detect whether the
states are the first or third (with a 0 phase difference) or the second or fourth (with
a π phase difference) of figure 3.1 a). In the first case, the states are then routed to
a second interferometer with delay τ , that measures either 0 (first state) or π (third
state) phase difference, whereas states coming from the other output of the first
interferometer go through another interferometer, with delay τ and phase difference
π/2 between the two arms, such that the overall phase relation that can be detected
is π/2 or 3π/2 (second and fourth states, respectively). Having three interferometers,
which are also cascaded, requires a constant and conspicuous effort to simultaneously
stabilize all three of them and maximize their visibilities [150]. Overall, at least five
detectors are required, one for the detection of the computational basis and four for
the MUB, but in ref. [35] three more detectors were used to avoid saturation regime
1Different bases choices might lead to even more complex solutions, as discussed in ref. [149].
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in the first basis and allow a much higher final raw rate. Due to their cost compared
to that of the remaining equipment, detectors are a critical resource in a quantum
communication setup. In this sense, many binary-encoding protocols are much more
cost efficient than high-dimensional schemes [26, 151, 152], which is an important
parameter to take into consideration when envisaging a large scale implementation of
a quantum network. It is then convenient to design a system that can take advantage
of the higher information efficiency of high-dimensional protocols and that, at the
same time, requires a setup comparable in complexity and cost to the one needed for
two-dimensional schemes.

3.2 Proposed scheme
The inspiration for our proposed scheme, to lower the receiver complexity, comes
from a previous work of our group on differential phase reference protocols published
in refs. [141, 143]. There, we developed a high-dimensional-like protocol but in the
context of DPR schemes, by merging the two degrees of freedom exploited by the
coherent one-way and the differential phase shifting, i.e. the time of arrival and the
phase difference of consecutive pulses. The protocol, named differential phase-time
shifting, encoded information on concatenated states defined on four consecutive time
bins as the superposition, with a 0 or π phase relation, of two non-consecutive time
bins (distant 2τ from each other). To detect these states, Bob only required one
interferometer with delay 2τ with one detector per output that also measured the
time of arrival of photons.

Hence, we realized that a similar encoding can be used to define an unconventional
basis for a time-bin like protocol. Indeed, if the computational basis states live on a
superposition of two time bins with 0 or π phase shift, then all the possible MUBs
also have a similar structure with superposition states of two time-bins. A visual
representation of two possible such MUBs is given in figure 3.1 b). If we define as
quantum state |k⟩ a state realized with a pulse in the k-th time bin, then the two
MUBs depicted in figure 3.1 b) are expressed as follows:

Z = 1√
2


|1⟩ + |2⟩
|1⟩ − |2⟩
|3⟩ + |4⟩
|3⟩ − |4⟩

 X = 1√
2


|1⟩ + |3⟩
|1⟩ − |3⟩
|2⟩ + |4⟩
|2⟩ − |4⟩

 . (3.1)

Thanks to this, it is straightforward to see that the two sets of states are indeed mu-
tually unbiased, i.e. | ⟨i|j⟩ |2 = 1/4 for all |i⟩ ∈ Z and |j⟩ ∈ X . The states belonging
to the X basis have a similar structure of those of the differential phase-time shift-
ing protocol discussed above2, and hence for their detection one interferometer and
2The main difference with our new proposed scheme is that in the differential phase-time shifting
protocol the states were concatenated with one another and the possible presence of an eavesdropper
was monitored by checking the coherence between pulses, analogously to what is done in the coherent
one-way protocol and in DPR schemes in general.
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Figure 3.2. Schematic representation of the setup used to implement the 4D protocol. IM:
Intensity modulator; PM: phase modulator; VOA: variable optical attenuator; FPGA: field
programmable gate array board; PC: polarization controller; BS: beam splitter; PBS: polar-
izing beam splitter; τ and 2τ : one and two time bins delay, respectively; SPD: single photon
detector. Figure inspired by ref. [67].

two detectors are enough. Specifically, states interfere in a 2τ -delayed interferometer,
and interference events are found on either output of the interferometer depending
on the phase relation 0 or π. Moreover, interference events happen on the third or
fourth time bin, depending on the specific state, and hence a time of arrival measure-
ment is also required on both detectors. Similarly, states from the Z basis can be
detected combining an interferometer with delay τ and time of arrival measurements
at both outputs, to distinguish between interference events on the second or fourth
time bin. Overall, the required optical processing is composed by two independent
(not cascaded) interferometers and four detectors.

A further step towards minimizing the cost of implementation, is nesting the
shorter interferometer, required for the detection of the Z basis, inside the longer
one, required for the X basis. In this way, only two detectors are needed, instead of
four, at the cost of active basis choice at Bob’s side. Indeed, a way for the receiver to
actively decide in which basis to measure is to align the polarization of the incoming
states to either vertical or horizontal, and to use polarizing beam splitters to choose a
delay of τ or 2τ . This nested interferometer scheme is shown in figure 3.2. The active
polarization choice corresponds to a polarization modulation, and can be achieved
using a phase modulator if the incoming light beam is aligned with a diagonal polar-
ization (see chapter 2 for details). However, in our experimental setup we did not
include such phase modulator, instead we substituted it with a polarization controller
to manually adjust the incoming polarization to either the short or long delay line
interferometer. This corresponds to having Bob statically project states only on one
basis. Hence, to estimate the achievable key rate, we repeated the experiment twice:
the first time to have Bob project into the Z basis and measure the QBER; the second
time to have Bob project into the X basis and derive the phase error rate ϕZ .

The complete setup is shown in figure 3.2. From the left, Alice prepares the weak
coherent pulses carving the light from a continuous wave laser at 1550 nm using two
cascaded intensity modulators. A third intensity modulator is used to prepare the
two intensity levels, µ1 and µ2, required for our one-decoy protocol to counteract
Eve’s photon number splitting attack. A phase modulator is then used to encode
the 0 or π phase difference of each state. Finally, the pulses are attenuated to the
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quantum regime using a variable optical attenuator, and sent through the fiber link
towards Bob. All the modulators at Alice’s side are driven with an FPGA board.
The pulse carving signal follows a custom pattern, already including Alice’s state and
basis choice. Given a time bin duration of τ = 840 ps, the state repetition rate is
ν4D = 1/4τ ≈ 297.5 MHz. A PRBS-12 sequence, of length 212 − 1 = 4095 bits, with
a bit duration equivalent to 2τ , is used to generate the synchronization signal. This
is a pulsed electrical signal, where pulses are produced at the beginning of every new
period of the PRBS sequence, hence having a rate of νsync = 1/(4095 × 2τ) ≈ 145.4
kHz. As discussed in the previous chapter, we periodically repeat the sequence of
prepared states in a synchronization period. To produce the squared signal driving
the third intensity modulator generating decoy states, we used a PRBS-7 sequence of
length 27 − 1 = 127 bits, but with bit duration equal to 4τ (i.e. the quantum state
duration), repeated 17 times and cut to fit exactly the synchronization time window.
The last signal is the one used to drive the phase modulator and encode the required
phase relation among pulses. This signal is again derived from a PRBS-12 sequence,
with bit duration τ , and hence it is repeated twice to fit a synchronization period.

After the quantum states are propagated in the fiber link, composed of fiber spools
of various lengths (for an overall channel length of 25, 65, 105 and 145 km), they reach
Bob’s station. Here, as mentioned, they are manually aligned with either horizontal
or vertical polarization with a polarization controller. Then, they go through a free-
space delay line interferometer: a first beam splitter splits the incoming states into the
two arms, independently of the polarization. In the delayed arm, if the polarization
is vertical, at the first polarizing beam splitter the states are reflected and hence a
short delay of length τ is chosen. The second polarizing beam splitters reflects again
the states such that they are directed to the final beam splitter to interfere. This
corresponds to a measurement in the Z basis. If instead the polarization controller
aligns the states with a horizontal polarization, the polarizing beam splitters transmit
them, making them propagate through the long delay of 2τ before interference. This
realizes a measurement in the X basis. The insertion losses of the two interferometers
are 2.3 dB and 2.5 dB for the τ - and 2τ -delayed interferometer respectively, and are
due to imperfect splitting and free space-fiber coupling. The two interference outputs
are then directed to two InGaAs/InP avalanche single photon detectors to complete
the projective measurement with a time of arrival analysis. We set the detectors to
have 20% efficiency and 20 µs dead time, with approximately 150 Hz of dark counts
and 5% after pulse probability each. Finally, the counts are collected by a time
tagging unit synchronized with Alice.

A last comment is on the theoretical bounds used to extrapolate the secret key
rate from the experimentally measured statistics. Since we are implementing a high-
dimensional protocol with weak-coherent pulses and one decoy state, we proposed
a new security analysis fitting our scheme and derived eq. (1.52). This study was
based on previous works on two- and one-decoy finite-key analysis of two-dimensional
protocols, as we have discussed in the last sections of chapter 1.
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Figure 3.3. Schematic representation of the setup used to implement the 2D protocol. IM:
Intensity modulator; VOA: variable optical attenuator; FPGA: field programmable gate
array board; BS: beam splitter; PC: polarization controller; PBS: polarizing beam splitter;
τ : one time bin delay; SPD: single photon detector. Figure inspired by ref. [67].

3.2.1 Comparison with a two-dimensional protocol

The goal of our new scheme is two-fold: to be more efficient and cost-effective than
conventional time-bin high-dimensional protocols, as well as to still achieve higher
secret key generation rates than two-dimensional protocols. In order to demonstrate
this second point, we implemented a binary encoding time-bin protocol that has
similar requirements in terms of setup complexity and costs and analogous security
analysis: the one-decoy three-state time-bin protocol.

The experimental setup is shown in figure 3.3. Only few variations are needed from
the four-dimensional setup: to prepare the states, Alice just requires the two cascaded
intensity modulators to carve pulses out of the light beam from the continuous wave
laser, and a third intensity modulator to choose the decoy intensity level. A phase
modulator is not needed, as in the time-bin three-state protocol the qubits used are
both states from the Z time basis and only the first state from the X phase basis (the
one with 0 phase difference) shown in figure 2.4 a). The variable optical attenuator is
again used to attenuate the average optical power to the quantum regime and obtain
weak coherent pulses. The FPGA has the same synchronization signal of the high-
dimensional protocol, with rate 145.4 kHz. The pulse carving signal is again obtained
from a custom pattern including both Alice’s state and basis choice, and the squared
signal for the decoy states is derived from a PRBS-12 sequence with bit duration 2τ ,
corresponding to the state period. Notice that, in order to give a fair comparison
between protocols, we fixed the pulse bin duration to τ , the same value as in the
high-dimensional protocol. Hence, the state repetition rate is ν2D1/(2τ) ≈ 595 MHz,
twice as fast as in the four-dimensional case.

At receiver’s side, a fiber beam splitter directs photons to either the Z basis
projection, consisting in a time of arrival measurement, or the X basis projection,
where a free-space delay line interferometer with delay τ is used. As discussed in the
last sections of chapter 1, in the three-state protocol Alice prepares the first state
in the X basis while Bob monitors detection events of the orthogonal state. Hence,
only two detectors are required in total: one for the time of arrival measurement,
the other at the π phase difference output of the interferometer. Since we used
the same setup of the high-dimensional protocol, the long arm of the interferometer
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Table 3.1. Parameters experimentally used in the 4D and 2D time-bin protocols. Table
inspired by ref. [67].

Channel length [km] 25 65 105 145
Channel loss [dB] 5.1 14 23 31.5

2D

µ1 [photon/pulse] 0.07 0.12 0.26 0.31
µ2 [photon/pulse] 0.03 0.06 0.14 0.15
pZ,A 0.9 0.9 0.9 0.9
pZ,B 0.5 0.9 0.5 0.5

4D

µ1 [photon/pulse] 0.10 0.20 0.21 0.18
µ2 [photon/pulse] 0.05 0.10 0.10 0.08
pZ,A 0.9 0.9 0.9 0.9
pZ,B 0.7 0.7 0.7 0.5

has polarizing beam splitters instead of mirrors. However, we do not consider this
to be a source of further errors in the measurement procedure, as the input state
polarization is precisely aligned to vertical (such that states are reflected) with the
use of a polarization controller. The two detectors, which are the same units used in
the implementation of the high-dimensional scheme, collect the events and send them
to the time tagger, again synchronized with Alice.

3.3 Results discussion

The first step we carried out for both protocols was the optimization of parameters.
This consists in finding the optimal parameter values that allow us to generate the
maximum achievable key rate under specific conditions. The secret key bounds used
to this end are reported in eqs. (1.52) and (1.42) for the four- and two-dimensional
protocols respectively. The optimization was done over the different possible channel
lengths available for the experiment: we used fiber spools of 25, 65, 105 and 145 km,
corresponding to 5.1, 14, 23 and 31.5 dB of measured loss. Table 3.1 reports the
values obtained with the optimization procedure for both protocols for all considered
channel lengths.

Concerning the three-state protocol, the custom pulse pattern generated by the
FPGA is such that Alice’s choice of Z basis is set at pZ,A = 0.9. At Bob’s side, we
can either use a 3 dB or a 10 dB fiber beam splitter, meaning that his basis choice
could be pZ,B = 0.5 or pZ,B = 0.9, and this choice was optimized. Given that we use
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Table 3.2. QBER, phase error rate and secret key rate experimentally measured and derived
in the 4D and 2D time-bin protocols. Table inspired by ref. [67].

Channel length [km] 25 65 105 145
Channel loss [dB] 5.1 14 23 31.5

2D

QBER 1.1% 1.1% 1.4% 2.3%
ϕZ 6.6% 9.2% 8.9% 13.6%
Rsk [kbit/s] 15 12 5.1 0.53
Rsk/ν2D 2.6e-5 2.0e-5 8.7e-6 8.9e-7

4D

QBER 3.4% 3.4% 4.9% 7.9%
ϕZ 3.9% 4.6% 5.7% 7.2%
Rsk [kbit/s] 37 24 5.5 0.42
Rsk/ν4D 1.2e-4 7.9e-5 1.8e-5 1.4e-6

a PRBS sequence to choose the intensity values µ1 and µ2, by design the probability
of choosing either is fixed at pµ1 = pµ2 = 0.5, whereas the actual intensity values
are optimized. The Z basis block size chosen was nZ = 107 and the secrecy and
correctness parameters were εsec = εcor = 10−9.

In the implementation of the four-dimensional scheme, we tested one basis at a
time, thus Alice’s and Bob’s probabilities of basis choice were both numerically set
during the evaluation of the secret key rate. Similarly to the two-dimensional protocol,
we fixed pZ,A = 0.9 and optimized the value of pZ,B . Regarding the probabilities and
values of state intensity, the procedure is analogous to that described for the binary-
encoding protocol. Finally, block size, secrecy and correctness parameters also take
the same values.

Hence, we experimentally realized both protocols and measured the detection
events and the QBER in the Z basis and in the X basis, to estimate the phase error
rate ϕZ , in all configurations. The values obtained are listed in table 3.2 and shown in
figure 3.4 a) in blue and orange for the two- and four-dimensional protocol respectively.
In both scenarios, the error rates increase with the distance. This behaviour is due to
the growing weight that random noise counts have on the overall detected events, as
we move away from the detectors’ saturation regime. These noise counts come from
different sources: they include detectors’ dark counts, environmental background
light coupled to fibers and detectors (for instance, from the free-space delay line
interferometers at Bob’s side) and modulation errors, due for example to imperfect
carving. The QBER in the Z basis is lower in the 2D protocol than it is in the 4D
scheme. Undeniably, the time of arrival measurement carried out in the 2D protocol is
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Figure 3.4. a) Quantum bit error rate and phase error rate experimentally measured for
various channel lengths. b) Secret key rate obtained with the recorded experimental values.
Figure inspired by ref. [67].

easier to implement than the combined interference-time of arrival projection required
for the Z basis in the 4D protocol, as interferometric measurements require a stable
high-visibility interference and precise 0-π phase modulation. On the other side,
the phase error rate is higher in the 2D than in 4D protocol. Due to the X basis
measurement typologies of both schemes, one would expect the two phase error rates
to be comparable as the main source of errors should be given by the interferometric
projection. However, in the 2D scheme, Bob is only monitoring one output at a time,
the one where destructive interference is happening. Hence, it is more difficult from
the actual implementation point of view, to find the optimal conditions leading to the
maximum interference visibility. Vice versa, in the 4D protocol, both outputs of the
interference are detected by Bob, which allows for a more efficient way to maximize
the visibility, and thus minimize the error rates. It is interesting to note that, the
error rates in the two basis are comparable in the 4D protocol: this is due to the
fact that the states of the two basis have a similar structure, and so they are also
measured with similar procedures and equipment. On the contrary, the two basis
of the 2D protocol are highly unbalanced, which produces a large difference in the
corresponding measured error rates.

From these values, we evaluated the secret key rate Rsk that can be extrapolated
in each scenarios. The values are listed in table 3.2 and are reported in figure 3.4
b), where they are plotted for the different channel lengths tested. The solid lines
are simulations obtained fitting the experimental parameters and optimizing the se-
cret key rate for every channel loss. As can be seen, we demonstrated an improve-
ment of the achievable secret key rate up to 105 km of fiber transmission when the
four-dimensional protocol was implemented. As expected from the analysis of high-
dimensional protocols given in chapter 1, at longer channel lengths the achievable
secret key rate of the 4D protocol decreases more rapidly than the one of the 2D
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scheme. In fact, simulations show that a positive secret key rate can be extrapolated
up to 34 dB of channel loss in the 4D case, whereas we can reach 39 dB with the
2D protocol. This is due to the fact that, in a d-dimensional protocol, random noise
counts contribute to the error rate with probability 1 − 1/d, hence increasing the
error more rapidly for larger d. The gain is instead considerable for shorter distances,
corresponding to regimes where the detectors are strongly saturated. Indeed, the
secret key rate of the 4D protocol is 2.4 times higher at 25 km, and 2 times at 65
km, than in the 2D case. Furthermore, we report in table 3.2 the secret key rate over
the state repetition rate Rsk/ν as well. This value illustrates the fraction of key bits
that we can extrapolate per every sent quantum state, and hence can be viewed as
a measure of the photon information efficiency. Since the state repetition rate of the
4D protocol is actually half of that of the 2D scheme, we can realize that the photon
information efficiency is higher in the high-dimensional case than in the binary case
for all experimental points tested in this work. Therefore, having the chance to pre-
pare qudits as fast as we prepare qubits, we would be able to extrapolate a higher
secret key rate with the four-dimensional protocol in all tested channel lengths.

3.3.1 Future directions

A first future perspective is towards the implementation of Bob’s active basis choice.
The addition of a phase modulator at receiver’s side is not trivial: as any piece of
equipment, it comes with insertion losses that decrease the photon rate reaching
the detectors. Furthermore, it is likely to introduce a new source of errors, due to
imperfect polarization modulation. Characterizing the complete system would be
interesting to determine if there is still a concrete gain in secret key rate from the
use of such a high-dimensional scheme over the more conventional binary-encoding
protocols.

Another step could be to allow changes in Alice’s basis choice and intensity choice
probabilities, to further optimize the secret key rate achievable in all possible scenarios.
To do so, we would have to change the carving and the squared signals used to drive
the intensity modulators, and adapt them to follow the optimal distributions in every
situation.

Another interesting change in the setup would be to exploit fiber-based delay
line interferometers: while it is true that they require active stabilization, we have
already demonstrated in a field-trial QKD experiment implementing the three-state
protocol that the stabilization can be achieved with a phase-locked loop system and a
counter-propagating signal used as reference [127]. As discussed in chapter 2, the use
of fiber-based equipment would drastically decrease Bob’s insertion loss, and hence
allow generation of secret key rate for longer channels for both 2D and 4D protocols,
possibly changing also the maximum distance where the high-dimensional scheme still
outperforms the binary one.

Then, the implementation of our new efficient high-dimensional time-bin protocol
with superconducting nanowire single photon detectors would also be of interest. For
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instance, the overall performance could be compared to the one of the conventional
high-dimensional time-bin protocol, as the one implemented to reach the record of
26.2 Mbit/s of secret key rate [35]. If we could benchmark our proposed scheme in
this sense, we would have a strong argument in favour of the use of our new protocol.

Finally, as in general high-dimensional protocols are expected to be more robust
against noise, it would be interesting to compare our 4D protocol with the three-state
2D scheme with classical data channels co-propagating in the same fiber-link. Such a
study could promote even more the research efforts on high-dimensional quantum key
distribution protocols, and could propose them as a viable option for the integration
in the existing fiber-network.

Summary of the chapter
In this chapter, we have presented the work published in ref. [67]. There, we proposed
a novel scheme for high-dimensional time-bin QKD protocols, which reduces the re-
alization complexity and, thanks to active basis choice at receiver’s side, decreases
the number of expensive equipment required in the implementation. All of this is
achieved by shifting from the conventional paradigm of having the computational
basis encoded only in the time of arrival degree of freedom, to having two balanced
MUBs in terms of preparation and measurement complexity. Furthermore, we have
experimentally demonstrated that such protocol yields higher secret key rates than
those achievable with a two-dimensional scheme implemented with an analogous setup
and the same number of detectors.

In the following chapter, we will present another viable solution to increase the
secret key rate of a QKD system, i.e. by exploiting space division multiplexing in the
cores of a multicore fiber.
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CHAPTER4
Multiplexing QKD
channels in a multicore fiber

In this chapter we are addressing the second main experimental contribution of this
thesis. The results were published in ref. [68] and were presented as a post-deadline
paper at the IEEE Photonics Conference 2018 [153].

The idea supporting this work is to exploit multicore fibers for space division mul-
tiplexing of quantum key distribution channels, similarly to what is done in classical
communications. By having independent QKD links in the different cores of the fiber,
the final multiplexed secret key rate is increased by a factor equal to the number of
channels used, i.e. the number of cores in our case. Moreover, we demonstrated that
classical channels can be integrated in the same fiber link, thanks to wavelength di-
vision multiplexing and a careful power-budget, at the only cost of the insertion loss
of filters at the receiver’s side.

The chapter is organised as follows: after a brief overview of space division multi-
plexing and state of the art, we will discuss the differences between multiplexing and
high-dimensional QKD channels. Hence, we will introduce our proposed schemes, the
particular multicore fiber used in the experiment and we will consider the require-
ments for the integration of classical channels. Finally, we will present the results,
firstly of only the QKD transmission and secondly of the co-propagation of QKD and
classical data rate.

4.1 Space division multiplexing
As we have introduced in chapter 2, space division multiplexing is a technique taking
advantage of various transverse propagation modes to deploy parallel communica-
tion channels [132]. These modes could either be actual optical higher order modes
supported by multi-mode or few-mode fibers, or fundamental modes propagating in
different cores of a multicore fiber, or a combination of the two. The great appeal
of SDM is that the maximum achievable data rate increases by a factor equal to the
number of parallel channels propagating in the communication link, hence offering
a solution to the forecasted capacity crunch of optical networks [132]. To be able
to reach these high data rates, wavelength division multiplexing, polarization mul-
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Figure 4.1. Secret key rate, normalized on the repetition rate, achievable with multiplexed
(solid lines, Mux) and high-dimensional systems (dashed lines, Hi-D) exploiting a multi-
core fiber with N cores as a function of the intrinsic error rate. Simulations implement a
two-decoy BB84 protocol with two mutually unbiased bases of either dimension N, in the
high-dimensional case, or dimension 2 multiplexed N times, in the multiplexing scenarios.
Parameters are: channel loss 3.75 dB; single photon detectors’ efficiency 60% and dark count
rate 30 Hz; receiver’s efficiency 85%. Figure inspired by ref. [68].

tiplexing and high spectral efficiency coding are usually combined with SDM over
(few-mode) multicore fibers. Indeed, such systems have proved the ability to trans-
mit hundreds of Tbit/s of data, reaching the Pbit/s regime [154–160], when the limit
of SMFs is about 100 Tbit/s of data [132].

Concerning QKD systems, the use of SDM fibers enabled on the one side high-
dimensional schemes with space encoding and on the other side multiplexing of a
quantum channel on one mode with several classical channels on the other modes.
In particular, high-dimensional Hilbert spaces can be obtained encoding quantum
states in the path or mode degree of freedom, in multicore or higher order mode
fibers respectively, to potentially increase the achievable secret key rate [38, 47, 48].
In the next chapter we are going to present an experimental work in this context,
implementing a high-dimensional QKD system with path-encoded states over a sta-
bilized multicore fiber [69]. Regarding the issue of integration with classical data
rates, both few-mode fibers and multicore fibers have been used to demonstrate the
transmission compatibility of quantum and classical channels [60–66]. In these works,
the quantum channel was transmitted in one transverse mode with a carrying wave-
length different from that used for the classical channels, which were also propagated
on other modes to improve the isolation between QKD and classical communications.
Multiplexing of several QKD channels, however, was addressed mainly through wave-
length division multiplexing [51–54], while only two co-propagating space-encoded
and space-multiplexed channels were studied in refs. [38, 46]. In both these works,
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high-dimensional systems were compared to SDM schemes, and it was found that
multiplexing schemes can achieve higher rates than high-dimensional ones depending
on the channel characteristics and receiver performances. Indeed, while the informa-
tion gain of d-dimensional systems scales with a factor of log2 d (see chapter 1 for
further details), multiplexed schemes that exploit d transverse modes improve the
rate with a factor of d. However, the other advantage of high-dimensional systems is
that they are more robust against noise, as for instance the error threshold to actually
extract a secret key increases with the dimensionality of the system. This comparison
is shown in figure 4.1, where we have plotted the normalized secret key rate for in-
creasing noise levels, in various scenarios: solid lines represent multiplexing schemes,
whereas dashed lines depict high-dimensional systems. Colors code the number of
transverse modes available, e.g. the number of cores of the particular multicore fiber
that is being used as a channel. In the simulations, we assumed transmission over a
channel with 3.75 dB of loss, and a receiver with 85% efficiency that used supercon-
ducting nanowire single photon detectors with 60% efficiency and 30 Hz of dark count
rate. The protocols implemented are two-decoy schemes in the asymptotic key regime:
in the case of SDM, the same protocol is assumed to run over the N cores indepen-
dently and the overall multiplexed rate is shown. In the case of high-dimensional,
we simulated an N -dimensional protocol that uses space-encoded qudits. As it can
be observed, multiplexing schemes can indeed achieve higher secret key generation
rates if the noise in the channel is low, and this is mainly due to the scaling factor
discussed above. However, as soon as the noise grows beyond the threshold limit for
two-dimensional systems, high-dimensional protocols start to be more convenient, as
they can distill positive secret keys even with high noise levels.

4.2 Proposed protocol and setup

In the experimental work presented in this chapter, we implemented space division
multiplexing of QKD channels in all the cores of a 37-core multicore fiber. Further-
more, we addressed integration with classical channels multiplexed on a different
wavelength on all the cores.

The QKD protocol proposed is the one-decoy three-state time-bin protocol, which
has been previously introduced. Qubits are encoded in the time of arrival in the Z
basis, occupying either the first or second time bin, and the only state prepared by
Alice in the X basis is on a superposition of both time bins with a 0 relative phase
difference. Indeed, to implement this scheme the requirements in terms of equipment
are limited, as to encode the quantum states only intensity modulators are required.
Moreover, the setup is straightforward also at receiver’s side: Bob needs in principle
one detector to measure the time of arrival and another at one output of a delay
line interferometer, to monitor for the potential presence of an eavesdropper. It is
important that the setup is not complex, as it has to be implemented for all the parallel
channels in a multiplexing scheme. For instance, in our case we proposed to use all
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Figure 4.2. Schematic representation of the experimental setup. QC: quantum channel; CC:
classcal channel; IM: intensity modulator; cBS: cascaded beam splitter; WDM: wavelength
division multiplexing filter; PD: photo-diode; BS: beam splitter; DLI: delay line interferom-
eter; SPD: single photon detector. Figure inspired by ref. [68].

the cores of 37-core multicore fiber, which implies that we needed 37 QKD systems
to run in parallel. However, for the scope of our experimental work, we carried out
a proof-of-concept demonstration, where we prepared one stream of quantum states
which we then directed to all the cores with means of cascaded beam splitters. Then,
at receiver’s side, we measured the incoming states from one core at a time. Such a
setup allowed us to simultaneously lit all the cores of the fiber, as would happen in a
complete implementation, so that cross-talk effects are still experimentally accounted
for, but at the same time it relaxes the requirements of having to realize the parallel
channels in our laboratory.

Regarding the integration with classical channels, we realized a 10 Gbit/s on-off
keying1 channel on a different wavelength than the one used for the quantum states. In
this way, we could exploit wavelength division multiplexing and co-propagate both the
quantum and the classical channels in all of the cores of the fiber, for a total classical
data rate of 370 Gbit/s. Again, the same data stream was sent through all the cores,
similarly to the quantum case. At receiver’s side, a wavelength division multiplexing
filter was used to separate the two channels before detection. The optical power of
the classical channel and the extinction ratio of the filer were carefully balanced in
order to minimize the leakage on the QKD system but still have acceptable bit error
rates (in the order of 10−9 or lower) of the classical system.

Figure 4.2 schematically depicts the overall setup used in this proof-of-concept
demonstration. In the following, we are going to present the particular multicore
fiber used in the experiment and then address the power-balance issue of the classical
channel.
1On-off keying is a form of amplitude modulation, where bit values 1 and 0 are coded with the
presence or absence of optical power on the carrier wave, respectively.
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Figure 4.3. a) Multicore fiber cross-section. Dc: cladding diameter; Λ: core-to-core distance;
Tc: cladding thickness. b) Multicore fiber loss per core, including fan-in/fan-out devices.
Cores are numbered as shown in figure 4.2. Figure inspired by ref. [68].

4.2.1 37-core multicore fiber

The multicore fiber used in this experiment played an important role in the achieve-
ment of our results. It was fabricated by Fujikura Ltd., and it benefits from a hetero-
geneous structure which allows for very low cross-talk between its 37 cores, the highest
number of cores at the time of our experiment [161]. The cores are single-mode and
are divided into three types with three different refractive indexes, to achieve the
required heterogeneous alternate arrangement depicted with white, purple and green
colors in figure 4.2. Thanks to this, it was possible to pack the 37 cores, with cross-talk
lower than -20 dB / 1000 km, in a hexagonal structure enclosed in a cladding diame-
ter smaller than 250 µm. It is important that the cladding diameter is not increased
too much in order to avoid mechanical and structural instability of the fiber itself.
Hence, to increase the number of cores usually means that the core-to-core distance,
also called core pitch, has to be decreased. However, this is not trivial, as a smaller
distance generally implies higher inter-core cross-talk, which is a critical parameter
to be minimized for both classical and quantum communications. Further details on
the design can be found in ref. [161]. Figure 4.3 a) shows the multicore fiber cross-
section, where the cores hexagonal arrangement is visible. This fiber exhibits a core
pitch Λ=29.1 µm and an outer cladding thickness Tc=36.8 µm in an overall cladding
diameter Dc=248.3 µm. The length of the fiber is about 7.9 km, with an average
core total loss of 3.75 dB. This value is given by a loss per length of approximately
0.27 dB/km, and an average loss of 1.6 dB due to fan-in/fan-out devices. Notice that
the loss per distance is reasonably comparable to that of standard single mode fibers
(which is around 0.2 dB/km) showing the good level that the fabrication of MCFs has
reached in the last years [162,163]. Figure 4.3 b) reports the measured loss per core,
including fan-in/fan-out devices. The measured cross-talk in the 7.9 km long MCF is
reported in figure 4.4 for all the input/output core pairs. This table plot highlights
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Figure 4.4. Measured multicore fiber inter-core cross-talk. Red cells highlight the input core,
light-yellow colored cells corresponds to neighbouring cores to the input core (see figure 4.2
for the core numbering). Figure inspired by ref. [68].

that neighbouring cores to the input one are affected with higher cross-talk than
cores that are further apart (indicated by the light yellow or blue cells, respectively).
Nevertheless, the experienced cross-talk is always lower than -39 dB, a value that
allowed successful parallel transmission of quantum, and classical, channels.

4.2.2 Integration with classical channels

In all cores, we wavelength-multiplexed to the QKD channel a 10 Gbit/s on-off key-
ing classical data rate. The basic receiver configuration for such a channel is a direct
detection scheme, which is composed of a photo detector connected to an error ana-
lyzer. Since we are multiplexing the classical channel with quantum ones, we aim to



4.2 Proposed protocol and setup 65

Figure 4.5. a) Classical bit error rate (BER) measured changing the optical power at the
receiver. Measured in a back-to-back configuration. b) Quantum bit error rate (QBER) (red
points) and visibility (blue diamonds) measured for various received optical power values in
the classical channel. Data acquired over two minutes, with both quantum and classical
channels sent through core number 37. Figure inspired by ref. [68].

minimize its optical power in order to have as little as possible leakage in the QKD
systems. Hence, our actual receiver implementation includes an optical amplifier fol-
lowed by a bandpass filter to get rid of out-of-band noise before being received by the
photo diode. We firstly characterized the classical bit error rate (BER) achievable
with various classical optical power at the input of the receiver, in a back-to-back
configuration where we tuned the received optical power. The results are reported
in figure 4.5 a). We found that, with this receiver configuration, a received classical
power of -34 dBm was sufficient to have classical BER values lower than 10−9.

Thus, we studied the effects on the quantum channel of the co-propagation with
the classical link. We implemented both systems and sent them through all the
cores of the multicore fiber while monitoring the output at core number 37. The
wavelength division multiplexing filter at receiver side has insertion loss of about
3 dB and extinction ratio between channels of approximately 80 dB. Then, while
measuring the received classical optical power on one side, we measured the QBER in
the Z basis and the visibility of the X basis experienced by our QKD system. For this
goal, we used InGaAs/InP avalanche single photon detectors, with 20% efficiency, 20
µs dead time (leading to a maximum count rate of 50 kHz) and about 150 Hz and 300
ps of dark count rate and time jitter, respectively. Hence, we monitored how QBER
and visibility evolved for increasing classical received power, starting from -34 dBm
and reaching -31 dBm. We found that the QKD system was only slightly affected
by this small increase in optical power. However, -31 dBm is the maximum received
power we can achieve with one continuous wave laser, as its output is modulated, split
in all the 37 cores of the fiber, propagated and filtered before reaching the receiver.
To further analyze the system performance then, we only transmitted quantum and
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classical channels in core number 37. This allowed us to reach a classical received
optical power of -14 dBm, at the cost of neglecting the extra noise coming from
inter-core cross-talk. Nevertheless, as the cross-talk was characterized to be always
lower than -39 dB, we confidently state that the major noise source on each QKD
channel comes from the classical channel that is co-propagating in the same core. The
resulting QBER and visibility measured in this way are reported in figure 4.5 b). The
measurements show an exponential increase of the experienced QBER (decrease in
the case of visibility) as the optical power on the classical channel is increased.

4.3 Results discussion
In this section, we are going to present and discuss the results obtained, divided into
two main experiments: in the first only quantum channels are multiplexed in the
MCF, whereas in the second classical channels are multiplexed as well.

4.3.1 Multiplexing quantum channels
As previously outlined, we implemented the one-decoy three-state time-bin protocol
in our proof-of-concept space division multiplexing demonstration. Specifically, the
setup was composed of a continuous wave laser emitting light at 1550.92 nm (channel
C33 in the 100 GHz wavelength division multiplexing grid), followed by two cascaded
intensity modulators to carve pulses. A third intensity modulator was then used to
change the average intensity, as required by the decoy method. Afterwards, a variable
optical attenuator was used to reach the quantum regime and cascaded beam splitters
simultaneously directed the signal to all the cores of the multicore fiber (one 1×5 and
five 1×8). The two state intensity levels set for the experiment were µ1=0.11 and
µ2=0.07 photon/pulse at the input of each core (after the cascaded beam splitters and
before the fan-in device, which was considered as part of the transmission channel).
The FPGA board at Alice’s side output the driving signals of the intensity modulators,
creating states at a repetition rate of 595 MHz with a custom pattern carving signal
that encoded the bases with fixed probabilities pZ,A=0.81 and pX ,A = 1 − pZ,A and
a squared wave based on a PRBS-12 sequence to change intensity levels, i.e. with
probabilities pµ1 = pµ2 = 0.5. The FPGA also generated the synchronization signal,
at 145.4 kHz.

At Bob’s side, we measured one core at a time, connecting the respective fan-out
output to the receiver equipment. This was composed of a 10 dB beam splitter that
directed photons to either the Z or the X basis projection, hence with probability
pZ,B=0.9. In the computational basis, a time of arrival measurement was required,
and hence one detector was sufficient. However, since we wanted to maximize the
achievable secret key rate, we used a 1×4 beam splitter and four superconducting
nanowire single photon detectors. This was particularly needed in our implementation
due to the saturation regime of the SNSPDs we used [164], which was reached at
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Figure 4.6. a) Measured QBER (blue diamonds) and phase error rate ϕu
Z (yellow triangles)

and extracted secret key rate (red points) per core. b) Multiplexed secret key rate (Rsk)
extracted at the multicore fiber output (red point) and adding further losses (light-blue
points). Figure inspired by ref. [68].

between 5 to 10 Mcount/s. Moreover, we wanted to avoid working in the strong
saturation regime of the detectors, since this affected the error rates experienced by
our system. The projection in the X basis required a delay line interferometer where
one output (corresponding to the state that Alice did not prepare) was monitored
with another SNSPD. The interferometer was implemented in free space, with a piezo-
electric mirror that could be adjusted to maximize the visibility. All the detectors
we used were set to 60% efficiency, and showed a dark count rate of 30 Hz with 300
ps time jitter. Then, the detectors outputs were collected by a time tagging unit and
sent to a computer for analysis, where the received clicks were temporally filtered
to enhance the system performance. The secret key rate bound used was discussed
in the last sections of chapter 1. We set the secrecy and correctness parameters to
εsec = εcor = 10−9 and the block size to nZ=5.67 Gevent, in order to match a 30
second time acquisition window over all 37 cores.

The results are presented in figure 4.6 a). All data points were acquired with a five
minutes measurement, and the average values are plotted in the figure. The measured
QBER in the Z basis is reported with blue diamonds, with a mean value, averaged
over all core results, of 0.67%. Yellow triangles show the upper bound on the phase
error rate ϕu

Z , obtained by measuring the visibility of the delay line interferometer
on the X basis. The average value obtained is of 3.18%. The secret key rate can
then be computed, and the results per core are plotted with red points showing an
average of 2.86 Mbit/s. The variations between different cores are due to both slightly
different channel losses that each core experiences, and small variations in the QBER
and phase error rates measured. The overall secret key rate obtained by multiplexing
all the cores is expected to be 105.7 Mbit/s, and it is reported with a red point in
figure 4.6 b). We also simulated the expected secret key rate for varying channel loss,
which is shown with a solid line in figure 4.6 b). This simulation attests a channel loss
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Table 4.1. Parameters and results of the quantum channels space division multiplexing
experiments. Table inspired by ref. [68]

Channel
loss [dB]

nZ

[Gevent]
tfilter

[ps]
Block
time

QBER ϕu
Z Rsk

[Mbit/s]
3.75 5.67 500 30 sec 0.67% 3.19% 105.7
5.75 5.67 500 31.6 sec 1.02% 3.87% 87.56
15.75 5.67 500 4.9 min 0.73% 3.18% 10.59
25.75 5.67 500 46.1 min 0.75% 4.22% 1.023
35.75 5.67 500 8.1 h 1.10% 6.18% 0.07869
45.75 1 200 23.6 h 2.20% 5.16% 0.004434

limit of about 47 dB, which corresponds to 170 km of propagation with a loss factor
of 0.27 dB/km and fan-in/fan-out devices with fixed loss. Hence, we added a variable
optical attenuator to increase the channel loss of our system, and emulate longer
propagation distances. As stated before, our MCF has an average loss of 3.75 dB, and
the additional loss we considered was from 2 dB (the insertion loss of the attenuator)
up to 42 dB with 10 dB steps. We repeated the experiment for all this channel
loss scenarios (MCF propagation plus attenuator), and we extrapolated the expected
multiplexed secret key rates. The obtained values are reported in figure 4.6 b) with
light blue points and table 4.1 summarizes the parameters used and the performance
obtained for each measurement point. We kept using the same parameters for all
scenarios, except the last with very high channel loss: in that case, we reduced the
block size so that the acquisition time would not exceed 24 hours. Moreover, we also
reduced the filtering time window (tfilter in the table) applied in post-processing, so
that QBER and phase error rate had still limited values. As can be seen, all measured
channel loss points show good agreement with the simulated curve.

4.3.2 Multiplexing quantum and classical channels

In the second part of this experimental demonstration, we addressed the integration
of our space division multiplexed QKD system with classical channels. As briefly men-
tioned before, we wavelength-multiplexed a 10 Gbit/s on-off keying classical channel
to co-propagate in all the cores, together with the quantum signals. The setup to
implement the quantum channels was analogous to that described in the previous
subsection, and so were the parameters used. The only difference lied in the block
size used, in this case nZ=3.58 Gevent, which again corresponded to 30 seconds of
acquisition. To realize the classical data rate, we needed a second continuous wave
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Figure 4.7. a) Measured QBER (blue diamonds), phase error rate ϕZu (yellow upwards
triangles) and classical BER (green downwards triangles) and extracted secret key rate (red
points) per core. b) QBER (blue diamonds), phase error rate (yellow triangles) and secret
key rate (red points) obtained in 30 minutes of continuous acquisition in core number 37.
Figure inspired by ref. [68].

laser emitting light at 1558.98 nm (channel C23 in the 100 GHz wavelength division
multiplexing grid). The output light was modulated with an intensity modulator,
driven by a 10 Gbit/s on-off keying format produced with a bit pattern generator.
Hence, classical and quantum channels were combined with a beam combiner (after
the latter passed through the variable optical attenuator) and then both signals were
multiplexed in all cores of the fiber.

At receiver’s side, the light coming from the fiber was split into the two channels
with a wavelength division multiplexing filter, that had about 80 dB of extinction
ratio and 3 dB of insertion loss. Hence, the classical channel was amplified, filtered
and received with a photo-diode and an error analyzer as explained in one of the
previous sections. The optical power of the classical channel was adjusted at Alice’s
side in order to have -34 dBm before amplification at Bob’s side.

Core by core results are reported in figure 4.7 a). Blue diamonds show the QBER
in the Z basis experienced by our system, each core measured during 5 minutes
acquisition, with an overall average of 0.82%, while yellow upwards triangles depicts
the upper bound on the phase error rate ϕu

Z , acquired with a similar time window,
reporting an average value of 3.57%. As can be noticed, these values are very close
to those experience in the previous experiment, where only quantum channels were
multiplexed in the fiber. This fact demonstrates that our system does not suffer from
leakage, and in general noise, coming from the co-propagation of the classical channel.
In other words, the two channels are well isolated, thanks to the study on the power-
balance previously presented and the use of a high extinction ratio filter. Notice that
here we show lower QBER values than the ones measured in the preliminary study for
the classical channel integration. The reason is that in the channel test we were using
InGaAs/InP detectors that have lower performance than the SNSPDs we used for the
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actual experimental results. The extrapolated secret key rates per core are shown in
figure 4.7 a) with red points, with an average value of 1.7 Mbit/s. The reason why
this value is lower than the one obtained in the previous (only quantum) experimental
scenario, is related to the presence of the filter, which comes with extra insertion loss
at Bob’s side. Indeed, with approximately about 3 dB insertion loss, the number
of photons that actually reached the detectors was almost halved. Hence, given a
lower raw rate, we could generate a lower secret key rate. Nevertheless, the overall
multiplexed rate was still high, reaching 62.8 Mbit/s. This result is further confirmed
if compared to the simulated key rate yielded at 6.75 dB of channel loss, which would
be about 59.7 Mbit/s. Furthermore, figure 4.7 a) also reports the monitored values
of classical BER per core with downwards green triangles. The average value is 2.4
10−10, with all cores experiencing less than 10−9 BER.

Finally, we measured the performance of the system for 30 minutes of continuous
acquisition, and the results are reported in figure 4.7 b). The measurements were
carried out when both quantum and classical channels were sent through all the
cores, but we only monitored core number 37, the core with highest cross-talk. The
figure reports the QBER in the Z basis, the upper bound on the phase error rate
with yellow triangles and the achievable secret key rate with red points. As can be
seen, the system performance was stable during the long period and well related with
the results obtained in the short 5 minutes measurement reported in figure 4.7 a),
with average values 0.88%, 3.57% and 1.52 Mbit/s of QBER, ϕu

Z and secret key rate
respectively. Assuming similar statistics in all other cores, a total of 60 Gbit of secret
key was generated in the 30 minutes measurement. This value is obtained by using
only the events acquired by our real-time analysis system, which collects a set of
events from the time tagger, and stops the acquisition for the analysis of those data
before acquiring a new set. Indeed, with the use of a continuous acquisition software,
we could most likely achieve the expected 1.52 Mbit/s × 37 × 30 min ≈ 101.2 Gbit
of secret key.

4.3.3 Recap and future directions

We have proposed the use of multicore fibers for space division multiplexing of QKD
channels, similarly to what is done in classical optical communications to increase the
overall data rate. With a proof-of-concept implementation, we have demonstrated the
ability of such a system to reach 105.7 Mbit/s of secret key generation rate, surpassing
previous experimental results obtained in high-rate QKD demonstrations [35,97,140,
165]. Furthermore, this result was achieved exploiting a protocol that only requires
few standard equipment components per channel, the one-decoy three-state protocol.
Finally, we also demonstrated that integration with classical channels is possible: we
co-propagated in all the cores a 10 Gbit/s classical data rate (i.e. achieving a total
of 370 Gbit/s) using a different carrier wavelength. We achieved, thanks to a careful
power-budget, successful detection of the classical channels, and similar error rates
on the quantum channels compared to when the fiber only carried the QKD systems.
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However, the final secret key rate was 62.8 Mbit/s, a lower value than in the previous
case because of the extra filter insertion loss at receiver’s side. Nevertheless, this
performance largely exceeded all previous demonstrations of both only QKD systems
and co-propagation of QKD and classical channels [25,61,166–172].

Being a proof-of-concept experiment, we did not realize the complete setup, which
requires 37 times the equipment for the states preparation and measurement, i.e. sev-
eral intensity and phase modulators and single photon detectors. Indeed, multiplexing
different channels (both quantum and classical) requires the equipment to encode in-
dependent and parallel data. This could be achieved by either using conventional
space and wavelength division multiplexing fiber technology or by photonic integra-
tion. In fact, photonic integrated circuits can integrate several devices onto the same
chip, and fast and reliable chips are already commercially available for classical op-
tical communications whereas regarding quantum photonics they are now a rapidly
growing field [43, 47, 173–179]. Concerning the detectors, preliminary demonstration
showed that the integration of receivers on photonic circuits is possible at the cryo-
genic temperatures required for the superconducting detectors [180,181]. As a future
perspective, it would be interesting to design and test integrated transmitters and
receivers able to handle several parallel channels for space division multiplexing. An-
other interesting direction to further increase the key of QKD systems is to multiplex
channels using both different carrier wavelengths and transverse modes, taking inspi-
ration to what has been demonstrated in the classical communications field [154–160].

Summary of the chapter
In this chapter, we have presented the work published in ref. [68]. There, we proposed
the use of multicore fibers for space division multiplexing of several parallel QKD pro-
tocols to increase the overall secret key generation rate. To this goal, we designed
an experiment exploiting a 37-core MCF. We implemented a proof-of-concept demon-
stration, where one QKD system was multiplexed in all of the cores simultaneously,
so that cross-talk effects were not neglected but at the same time it required fewer
components in the setup. The protocol chosen was the one-decoy three-state scheme,
due to its limited requirements in terms of equipment, which is a critical characteris-
tic to take into account for multiplexed systems. Furthermore, we multiplexed with
each quantum channel, a classical data transmission to address the issue of QKD and
classical network integration as well. The results showed that space division multi-
plexing is indeed a viable solution to increase QKD performances, as we reached 105.7
and 62.8 Mbit/s of secret key generation rate in the two scenarios of only quantum
channels and co-propagation with classical data rate, respectively.

In the following chapter, we will present another way to exploit multicore fibers in
quantum communications protocols, i.e. taking advantage of high-dimensional states
encoded in the path degree of freedom.
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CHAPTER5
High-dimensional QKD

in a stabilized multicore fiber
In this chapter we are going to present the last experimental contribution of this
thesis. The first part of the results were published in ref. [69], as a preliminary study
on the topic. The last part of experimental results are going to be included in a second
manuscript, which is under preparation at the time of the writing of the thesis. The
results were presented as an oral contribution at QCRYPT 2020 as well.

The subject under investigation is the feasibility of quantum communications sys-
tems exploiting path-encoded states, transmitted through the cores of a multicore
fiber, which allow to increase the Hilbert space dimension. The main issue to ad-
dress in the transmission of such states is how to maintain a stable phase relation
between wavefronts propagating in different fiber paths. Here, we show how this is
possible by designing a system that allows the faithful propagation of ququarts over a
2 km long multicore fiber. Moreover, we make a step towards real-time quantum key
distribution systems by devising a setup that allows high speed states modulation.

This chapter is organized as follows: we will firstly briefly introduce the mo-
tivations and make an overview of the state of the art of path-encoded quantum
communications. Subsequently, we will present the preliminary work published in
ref. [69], addressing the phase stabilization between cores of a 2 km long multicore
fiber. Finally, we will address the most recent results achieved towards a fast real-
time implementation of a high-dimensional quantum key distribution protocol based
on such system.

5.1 State of the art and motivations
As discussed int the previous chapters of this thesis, the use of high-dimensional states
in quantum communication protocols provides several advantages over qubits [113].
In particular, quantum key distribution protocols benefit from the use of qudits in
terms of the increased robustness against noise and the larger photon information ca-
pacity. For instance, in chapter 3 we presented an efficient time-bin high-dimensional
scheme that is able to overcome the performance of a two-dimensional system [67]
and, at the same time, requires a simpler setup than previous implementations [35].
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In chapter 4, we compared the expected behaviour of multiplexing schemes and high-
dimensional protocols, simulating the achievable secret key rate of several scenarios
and highlighting how high-dimensional QKD systems exhibit higher noise thresh-
olds [68]. Different possible photonic degrees of freedom can be exploited, and com-
bined, to obtain high-dimensional quantum states, such as the orbital angular mo-
mentum, temporal, path and frequency modes [35–50]. Among these, path-encoding
is a promising alternative extensively exploited in silicon photonic integrated circuits,
where N waveguides define an N -dimensional state. Indeed, the use of silicon chips
for quantum technology offers several advantages: its intrinsic stability and preci-
sion [182, 183], highly required to achieve high fidelity applications; the possibility
of dense components integration, which for instance allows the preparation of states
in large Hilbert spaces or the implementation of multi-photon protocols avoiding nu-
merous bulky components [43,184–186]; and its highly repeatable production process,
exploiting the assets of complementary metal-oxide semiconductor technologies [47].

Nevertheless, the reliable transmission of path-encoded quantum states is still an
open challenge: propagating different spatial modes requires a transmission channel
that can support them and that, at the same time, does not hinder the phase relations
among them. In fact, path-encoded states are generally defined as a superposition,
with precise phase relations, of the spatial modes. One possible solution is to map
the path-encoding present on-chip to a different degree of freedom more suitable
to fiber transmission, as for example polarization [187]. This is possible thanks to
two-dimensional grating couplers, used to couple light to and from the fiber at the
transmitter and receiver chips, respectively. However, polarization is intrinsically a
binary degree of freedom, hence this approach does not scale with the dimension of
the states. Another possibility is to use different single mode fibers, one for each
spatial mode. However, with this approach, the different modes would experience
different random phase drifts along transmission, due to temperature changes, bends,
and mechanical stress that each SMF endures. This effect increasingly disrupts the
transmission of superposition states with longer communication channels. If, however,
the different spatial modes experience similar phase drifts, the phase relations can be
maintained for longer propagation distances. This can be achieved exploiting the
cores of a multicore fiber as different propagation modes [135]. Indeed, the different
cores act as distinct SMFs would in terms of propagating spatial modes, but they are
included in the same cladding area and hence they experience similar environmental
conditions. Phase drifts are still present, but they are experienced on a slower time
scale than when using different SMFs [48].

Three previous works have investigated the transmission of high-dimensional path-
encoded states through the cores of multicore fibers [47, 48, 137]. In ref. [137] the
authors used two 30 cm long MCFs to distribute four-dimensional entangled photon
pairs in the path degree of freedom. In this work, given the short propagation distance,
the phase drifts among the spatial modes did not affect the demonstration results.
However, both in ref. [47] and in ref. [48], where a 3 m and a 300 m long MCF were
exploited for a QKD demonstration, phase drifts started affecting the propagation
and, in the second work, required some sort of stabilization system to maintain high
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Figure 5.1. Output optical power of a balanced interferometer with 2 km long arms consisting
of two independent SMFs (pink and purple traces) or two cores of the same MCF (orange
and red traces). Figure inspired by ref. [69].

fidelity over time. The advantage of using MCFs instead of SMFs is nevertheless still
substantial, as it is shown in figure 5.1. In this figure, we compared the phase drifts
experienced in two 2 km long SMFs (pink and purple traces) and two cores of a 2
km long MCF (orange and red traces). This was obtained by creating a balanced
Mach-Zehnder interferometer where the two arms were either the two SMFs or the
two cores of the MCF. Then, attenuated optical power from a continuous wave laser
was launched into the interferometer and the two outputs were monitored with two
InGaAs/InP single photon detectors. The collected counts were then integrated over
a 10 ms time window during an overall 30 s acquisition time. The two acquisitions
were carried out consecutively with spooled fibers in our laboratory, hence we consider
the temperature to be stable and similar for both measurements. As can be observed,
in the SMFs case the output power rapidly switches from maximum to minimum,
indicating that a phase drift of π takes place on a millisecond time scale. Contrariwise,
when a MCF is used, the phase drifts are much slower and happen on a second time
scale. Even though phase drifts are present, given their time scale they are easier
to deal with in a MCF than in SMFs. The first goal of the works presented in this
chapter is indeed to prove the faithful transmission of four-dimensional path-encoded
states through this 2 km long MCF, increasing the distance achieved by previous
works by an order of magnitude.

The second goal of our experimental works is to realize a fast real-time system for
QKD implementations. In previous works, the states were prepared by the transmitter
with spatial light modulators [137], a bulk setup composed of a short piece of MCF
and a deformable mirror [48], or heaters integrated on a silicon chip [47]. Because
of these technologies, the repetition rate at which the states could be prepared and
measured was a maximum of 5 kHz, much lower than the rates achievable with other
degrees of freedom. For instance, time-bin implementations benefit from the use of
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Figure 5.2. Stabilization system concept. VOA: variable optical attenuator; BS: beam splitter;
PS: phase shifter; SPDs: single photon detectors; PLL: phase-locked loop board.

standard telecommunication equipment, hence reaching the GHz range [126]. To make
path-encoded QKD protocols appealing and comparable in terms of performance with
current state of the art systems, we devised a way to incorporate our stabilization
system with a fast real-time state preparation at 595 MHz repetition rate.

5.2 Stabilization of a 2 km transmission
In this section and the following, we will present the experimental work we carried out
to stabilize a 2 km long MCF for the high fidelity transmission of four-dimensional
path-encoded states, published in ref. [69]. We will firstly address the stabilization
system required to this goal, secondly the setup proposed and finally the results
obtained in terms of state fidelity and long term stability.

5.2.1 Phase-locked loop board
Maintaining the phase coherence of path-encoded states throughout fiber propagation
is equivalent to stabilizing the interference of a fiber-based interferometer whose arms
represent the spatial modes of the quantum state. For instance, if the state lives on
a superposition of two spatial modes, it can be transmitted by coupling each mode
to a different core of a multicore fiber. In this case, to maintain a stable relative
phase between the modes means that the interference between the two cores has to
be stabilized. In our works, we implemented this stabilization system with the use
of a phase-locked loop electronic board, designed and produced by our collaborators
at the CNR–INO, the National Institute of Optics in Florence (Italy) [188]. The
working principle of such a system is schematically shown in figure 5.2. Light from
a continuous wave laser, attenuated to not saturate the detectors, is injected on a
fiber-based balanced interferometer. One of the two outputs, monitored with single
photon detectors, is used as a reference signal (RS) for the phase-locked loop board.
The board, based on this reference, generates an electric signal that drives a phase
actuator (in our case a fiber phase shifter) placed in one of the two arms of the
interferometer. The aim is to optically compensate for the phase drifts detected with
the reference signal.
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Figure 5.3. Loss per core and inter-core cross-talk for every pair of cores measured in the
multicore fiber. Figure inspired by ref. [69].

The algorithm implemented on the board that is used to actually stabilize inter-
ference is called locking algorithm and it can be divided into a scanning procedure
and an active locking part. During the former, an analog-to-digital converter of an
ADUC7020 micro-controller measures the reference signal when a linear voltage ramp
is applied to the phase actuator to induce interference fringes. In such a way, the
maximum (M) and the minimum (m) values of the reference signals are identified.
Since shifting between these values corresponds to applying an optical phase differ-
ence of π, it is possible to relate any value of the reference signal to a precise phase
difference (φ̃) following the relation:

RS(φ̃) = M +m

2
+ M −m

2
cos(φ̃). (5.1)

Hence, the active locking procedure takes the desired value of RS(φ̃) as a set (i.e.
locking) point of a proportional-integral-derivative controller, digitally implemented
on the board. During this part of the algorithm, the board continuously monitors the
reference signal and adjusts the voltage directed to the phase actuator to maintain
the reference as close as possible to the set point. In the particular case of our
experimental demonstrations, we found that we could effectively stabilize the 2 km
long MCF channel by integrating in the setup this board and running it at about 3.5
kHz.

5.2.2 Proposed setup
The multicore fiber used in our experimental setup is a homogeneous seven-core fiber
produced by OFS-Fitel (see chapter 2 for an overview of MCF types). All the cores
have a 9 µm diameter, with a core-to-core distance of 46.8 µm, in a cladding of 186.8
µm of diameter. It has fan-in/fan-out devices that couples the light to/from each core
with a single mode fiber, to ease the integration with a fiber-based setup. The length
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Figure 5.4. Experimental setup for the propagation of path-encoded ququarts. Red arrows
represent the quantum signal, blue arrows the stabilization signal, both at 1550 nm. VOA:
variable optical attenuator; IM: intensity modulator; ⟲: circulator (arrows indicate the
direction in which the light is routed); BS: beam splitter; PLL: phase-locked loop board; PS:
phase shifter; D1 to D5: InGaAs/InP single photon detectors. Figure inspired by ref. [69].

is about 2 km, with overall loss per core and cross-talk among the cores reported
in figure 5.3. Cross-talk values for all pairs of cores were characterized to be lower
than -46 dB, with core losses ranging from -2.7 dB to -10 dB. The difference in core
loss is mainly given by the particular fan-in/fan-out devices used with this fiber, and
not by the actual fiber itself. Since our goal is the transmission of four-dimensional
path-encoded states, we need four cores for the actual quantum channel. Because the
cross-talk characteristics are similar for all core pairs, we picked the cores with lower
propagation loss for the realization of the quantum protocol. These are core number 1,
2, 5 and 7, and the maximum loss is about 5.8 dB. Furthermore, as a means to simplify
the stabilization system, we choose to exploit ququarts that lie on a superposition of
two spatial modes in both mutually unbiased basis. Similarly to what we have done
in chapter 3 for the time-bin bases choice, we want to avoid having a computational
basis simple to realize and detect, while its mutually unbiased basis is extremely
complex. The same choice was made also in our previous work implementing chip-
to-chip path-encoded QKD presented at the beginning of this chapter [47]. Hence,
the quantum states realized in this demonstration belong to the following two MUBs
(where state |k⟩ is encoded in the k-th core of the MCF):

Z = 1√
2


|1⟩ + |5⟩
|1⟩ − |5⟩
|7⟩ + |2⟩
|7⟩ − |2⟩

 , X = 1√
2


|1⟩ + |7⟩
|1⟩ − |7⟩
|5⟩ + |2⟩
|5⟩ − |2⟩

 . (5.2)

This choice limits the requirements on the stabilization system in the sense that, to
faithfully propagate any of the states in eq. (5.2), the phase relation only between
two cores (and not four) has to be maintained.

Figure 5.4 schematically depicts the experimental setup that was used in this
preliminary study. The light from a continuous wave laser emitting at 1550 nm
was attenuated to the quantum regime and split to create two different signals: one
propagating from Alice to Bob (red arrows, from left to right in the figure) was
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used as the quantum channel; the other counter-propagating from Bob to Alice (blue
arrows, from right to left) was used as the stabilization channel. Following the red
arrows, the quantum states were prepared by carving pulses with a repetition rate
of about 595 MHz using two cascaded intensity modulators and a beam splitter to
create the required superposition of two spatial modes. One of them passed through
the phase shifter that stabilized interference, and then the modes were coupled to
the two chosen cores of the multicore fiber channel. For instance, to prepare states
1/

√
2(|1⟩ ± |5⟩), the two spatial modes were coupled to cores number 1 and 5. The

required 0 or π phase difference was obtained by locking at different set points with
the phase-locked loop board. At receiver’s side, Bob projected simultaneously into
all states of one basis, and hence the four spatial modes were paired accordingly and
interfered on two fiber-based beam splitters. For instance, if Bob was measuring basis
Z, one beam splitter interfered light coming from cores number 1 and 5, while the
other combined cores number 2 and 7. Photons were collected with four InGaAs/InP
single photon detectors, D1 to D4 in the figure, which were set to 20% efficiency, 20 µs
dead time and experiencing approximately 500 Hz of dark counts. This setup allowed
us to prepare one quantum state at a time, and project into one basis at a time,
thus not allowing a complete implementation of a QKD protocol. However, it was
sufficient for our preliminary proof-of-concept demonstration to effectively stabilize
a 2 km long fiber channel and allow high fidelity ququarts transmission. Similarly
to the experimental setups shown in the previous chapters of this thesis, an FPGA
board drove the intensity modulators and generated a synchronization signal used
to align the time frames between the two users. At Bob’s side, the synchronization
signal and the detectors’ events were collected with a time tagging unit, which sent
the time tagged events to a computer for analysis.

Concerning the stabilization channel, following the blue arrows in figure 5.4, Alice
sent the signal towards Bob via a secondary fiber patch, where Bob further attenuated
it to minimize the leakage on the quantum channel. Hence, the stabilization channel
was integrated in the setup using a circulator (identified with number 2 in the figure),
which had a finite extinction ratio of 55 dB. We realized that, with a launch power
of -81 dBm, at the input of the circulator, the leakage was less than the detector’s
dark counts and hence negligible. After going through the circulator, the counter-
propagating light followed the same optical path through beam splitters, phase shifter
and fiber channel that the quantum states did in the opposite direction. When the
stabilization channel reached Alice, another circulator (number 1 in the figure, with
53 dB of extinction ratio) directed it towards a single photon detector, D5 in figure.
This was another InGaAs/InP photodiode, set with 10% efficiency and 5 µs dead
time. The events collected by this detectors were used as a reference signal for the
phase-locked loop board that stabilized the propagation channel.

The fiber channel mainly consisted of the MCF, but it also included loss and delay
compensation. Indeed, as the beam splitters were not perfect, and, mainly, the fiber
cores exhibited different losses, we needed to compensate the different losses in order
to have high visibility interference. The phase shifter at Alice’s side, thanks to an
all-fiber design, only had 0.1 dB of insertion loss, making it particularly suitable for
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Figure 5.5. Probability distribution of the states belonging to MUB Z on the left and X on
the right. Figure inspired by ref. [69].

our fiber-based setup. Moreover, the cores had slightly different propagation delays,
which we compensated for with short fiber patches and/or delay lines to have a perfect
overlap of the pulses from different spatial modes at the final beam splitters. In the
case of homogeneous MCFs, the average spread in propagation time, also called skew,
is approximately 100 ps/km [189]. Considering the fiber itself and this equipment,
we measured the maximum channel loss value in one spatial mode to be 7 dB, and
hence we added loss to the other modes in order to experience the same attenuation
in all of them. Finally, Bob’s insertion loss was very little, of approximately 2.5 dB,
thanks to all the equipment being fiber-based.

5.3 Preliminary results

The first measurement carried out evaluates the fidelity of the transmission of the
quantum states. To this scope, we prepared one state at a time, with a mean photon
number of ω1=0.0026 photon/pulse to avoid the detectors’ saturation regime. We
transmitted the prepared state through the stabilized MCF and projected it at re-
ceiver’s side on the basis it belongs to. Hence, we collected all the counts from the
four detectors and normalized them, to obtain the probability distribution of the
transmitted states. Each measurement was carried out for 5 minutes. The results
are shown in figure 5.5, where states belonging to the basis Z are indicated with |ψi⟩,
with i = 1, . . . 4 following the order shown in eq. (5.2), whereas |ϕi⟩ specify states
from the basis X , again with i = 1, . . . 4 in the same order reported in eq. (5.2). The
ideal probability distribution matrices are equal to the identity, as ideally we assume
perfect state preparation, transmission and detection. The fidelity Fi for each state
|ψi⟩, and similarly for states |ϕi⟩, is then obtained from the ideal probability distri-
bution, pij , and from the measured one, qij (i-th row in the matrices in figure 5.5),
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Figure 5.6. Time evolution of the error rate experienced in the system when Alice prepared
state |ϕ2⟩ and Bob projected in basis X . Figure inspired by ref. [69].

with the equation:

Fi =

∑
j

√
pijqij

2

. (5.3)

In our case, being pij = 1 for i = j and zero otherwise, this relation reduces to Fi = qii,
i.e. the elements on the main diagonal of the matrices. The average fidelities obtained
for the two MUBs are (97.73±0.04)% and (97.57±0.04)%, with the lowest measured
fidelity being the one of state |ϕ4⟩ at (96.72±0.04)%. The high fidelities experienced
in our system demonstrate that the stabilisation is effective and allows for a faithful
transmission of the ququarts along the 2 km long MCF.

Furthermore, we tested the long term behaviour of such a communication chan-
nel. We prepared state |ϕ2⟩, with average photon number per pulse ω2=0.0052 (higher
than in the previous measurements, but still low enough to avoid strong saturation
effects) and projected it at Bob’s side on the X basis. We monitored the counts
in all four possible outcomes during approximately seven hours of continuous and
free-running acquisition, computing the resulting QBER as the number of events
recorded in the wrong detectors, i.e. those corresponding to the projections on or-
thogonal states, over the total number of detection events. The results are reported
in figure 5.6. The abrupt vertical lines were caused by the loss of locking of the sta-
bilisation system, which was nevertheless instantaneously restored as similar values
of QBER were recovered right away. The slow increase in time was likely due to
temperature changes in the environment and polarization drifts, which affected the
visibility of both the stabilisation signal and the quantum channel itself.

This preliminary experimental work demonstrates that the transmission of high-
dimensional path-encoded states is indeed possible for longer communications chan-
nels than those tested in previous studies. We have shown high fidelity and long term
stability over a 2 km long link, thanks to a secondary counter-propagating stabili-
sation channel and a phase-locked loop board used to estimate and compensate for
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the phase drifts affecting the quantum states transmission. In the next sections we
will focus on a real-time state preparation setup towards a complete QKD protocol
implementation.

5.4 Towards real-time protocols

A complete real-time implementation of a quantum key distribution protocol requires
basis and state choice, including the intensity, at Alice’s side. This should be done
at a considerable repetition rate, to bring the path-encoded option up to pace with
what other degrees of freedom can offer. Similarly, Bob has to be able to project
on both basis, either with an active of passive basis choice. To reach this goal, it is
possible to design a setup exploiting standard telecommunication equipment, such as
phase modulators and optical switches, which allows for GHz repetition rates. The
challenging part is that we also need to integrate the stabilization system, which is
not straightforward as it consists of a second optical channel that needs to travel in
the same optical path of the quantum signal to be effective. Actually, up to now, two
possible typologies of stabilization systems have been approached: the first exploits
the same quantum signal to estimate the phase drifts in the channel and compensate
for them. This implies that the QKD sessions are periodically interrupted to test
the channel, and eventually stabilize it, with a stabilization routine. This is the
approached used for instance in ref. [48]. On the contrary, the second approach, the
one we chose to use in ref. [69] and presented in the previous sections, utilizes an
independent signal to estimate the phase drifts in the channel. This implies that
the QKD sessions run continuously, but it also requires that, to faithfully transmit
the quantum states, stabilization and quantum channels go through the same optical
path meaning that they will both undergo state modulation.

The main issue we face is that when the stabilization signal is phase modulated,
with the 0 or π phase difference required for the preparation of the quantum states at
595 MHz repetition rate, it is overwhelmed by these fast applied phase shifts and we
cannot keep track of the slower random phase drifts of the fiber itself. This is shown in
figure 5.7 a): this plot was obtained by monitoring one output of the 2 km long MCF
interferometer with a phase modulator on one arm. The phase-locked loop board was
constantly inducing interference fringes, however in the first second of the acquisition,
the stabilization signal resulted essentially flat, and no fringes were visible. During
this first part, the phase modulator was turned on and was applying the 0-π phase
modulation. As soon as the phase modulator was turned off, i.e. after the first second,
the monitored signal started to show again the induced fringes. One way to avoid
this problem, would be to separate the quantum and stabilization signals right before
the phase modulator and recombine them right after. However, as we said before,
it is critical for the correct transmission of the quantum states that the two signals
propagate in the same optical path, as we are monitoring the stabilization signal but
the end goal is to preserve the phase relations on the quantum channel. We found
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Figure 5.7. a) Stabilization signal going through a phase modulator, with polarization aligned
to the modulation axis of the crystal. The phase modulator is on for the first second and
it is turned off after. b) Stabilization signal going through a phase modulator, with polar-
ization orthogonal to the modulation axis of the crystal. The phase modulator is on during
all the acquisition time. c) Phase modulation loop designed to maintain the stabilization
and quantum signals on two orthogonal polarizations for correct phase modulation. PBS:
polarizing beam splitter; PC: polarization controller; PM: phase modulator.

that even a few meters of different fiber paths affected the quantum state propagation.
Hence, we opted for a different approach by exploiting the polarization dependence
of the modulators. As discussed in chapter 2, modulators based on Lithium Niobate
crystals effectively modulate an incoming light beam only if its polarization is aligned
with a specific axis of the crystal. Thus, we realized that we could maintain the same
fiber path for both channels while phase modulating the quantum signal, by setting
them on two orthogonal polarizations: the quantum signal aligned with the crystal
axis that is effectively modulated and the stabilization signal orthogonally polarized.
Indeed, figure 5.7 b) shows the monitored stabilization signal in this configuration:
the fringes induced by the board are clearly visible even if the phase modulator is on.

Furthermore, to help maintain the two signals orthogonally polarized, we designed
the phase modulation loop shown in figure 5.7 c). Red arrows indicate the path
followed by the quantum signal, whereas blue arrows illustrate the route followed by
the stabilization channel. Both signals enter the loop from the fiber patch on the
left of the figure, where they are split by a polarizing beam splitter (PBS) as they
lie on two orthogonal polarization, as shown in the fiber cross-section scheme. The
outputs of a fiber-based PBS consist of polarization maintaining fibers, whose slow
axis is aligned with the outcoming polarization axis. In other words: the quantum
channel, vertically polarized before the PBS, was reflected, aligned to the slow axis
of the fiber and directed counterclockwise in the loop towards the phase modulator.
Contrariwise, the stabilization signal, horizontally polarized at the input of the PBS,
was transmitted, aligned to the fiber slow axis and directed clockwise in the loop. The
phase modulator axis was aligned to the slow axis of the polarization maintaining fiber,
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Figure 5.8. Schematic representation of the setup. VOA: variable optical attenuator; IM:
intensity modulator; BS: beam splitter; SWITCH: optical switch; PML: phase modulation
loop; MCF: multicore fiber; PS: phase shifter; PLL: phase-locked loop board; F: wavelength
division multiplexing filter; D1 to D6: single photon detectors.

hence the quantum channel was effectively phase modulated. To avoid modulation
on the stabilization channel we rotated it with a polarization controller to the fast
axis of the fiber before entering the phase modulator. When both signals finished
the loop they were both aligned on the fast axis of the fibers, and hence they were
both directed towards the same secondary input of the fiber-based PBS (on top of
the figure). By integrating such a scheme in our setup we were able to simultaneously
phase modulate the quantum states and stabilize the transmission channel.

5.4.1 Proposed setup
Figure 5.8 shows the experimental setup we used. It is important to notice that with
such a setup we were able to choose in real-time the states belonging to one MUB
of those reported in eq. (5.2). Similarly, at Bob’s side there is no basis choice, as he
can project the incoming state on the four possible outcomes of one basis. Moreover,
while in the preliminary study we were counter-propagating light from the same laser
of the quantum signal to create a stabilization channel, here we decided to multiplex
two light beams at two different wavelengths (from two continuous wave lasers) and
co-propagate the two channels. In this way, Alice’s tasks are to prepare the quantum
states and send them towards Bob together with a stabilization signal. Thus, Bob
has to take care of the projective measurements on the states and the stabilization of
the channel with the phase-locked loop board.

For what concerns the quantum states, at Alice’s side we used a continuous wave
laser, colored in red in the figure, emitting light at 1550.92 nm. The signal went
through a variable optical attenuator, used to reach the quantum regime, and two
cascaded intensity modulators that carved the train of pulses at about 595 MHz
repetition rate. We did not implement a real-time decoy state technique, however this
would simply require the addition of another intensity modulator to choose among
different intensity levels. Then, with an optical switch, the pulses were directed to
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two possible pairs of cores: for instance, when Alice prepares states from the basis
Z, one output of the switch directs the pulses towards cores number 1 and 5, while
the other output towards cores number 2 and 7. At this point, one beam splitter per
output prepared the superposition on the two corresponding cores. One output of
the beam splitter was connected directly to one core while the other was directed to
the phase modulation loop (to imprint the required phase shift) described above and
then was connected with the respective core. At Bob’s side, after having carefully
time aligned and power balanced the light from the pairs of cores, two final beam
splitters were used to close the interference. Wavelength division multiplexing filters
were used to route the light of the quantum channel to four superconductive nanowire
single photon detectors (D1 to D4 in figure), and filter out the stabilization signal.
In fact, Alice prepared the stabilization signal using a second continuous wave laser
centered at 1554.13 nm, attenuated with a variable optical attenuator, and sent it
through all the four cores with a series of beam splitters. Notice that the two beam
splitters that created the superposition in the quantum states were also used to direct
the stabilisation signal through the cores. This is required to make sure that the two
signals propagate in the same exact fiber interferometer. At Bob’s side, one output
for each pairs of cores, after being filtered, was directed to two InGaAs/InP single
photon detectors (D5 and D6 in figure), which were connected to two phase-locked
loop boards, keeping track and compensating for the phase drifts in each pairs of
cores.

By optimizing the equipment with respect to the previous preliminary implemen-
tation, we measured a maximum channel loss in one of the spatial modes to be 5.8 dB.
Hence, as before, we compensated for this by adding losses in the other spatial modes.
Thanks to the fact that every piece of equipment is fiber-based, we measured the re-
ceiver loss to be approximately 2.4 dB. The SNSPDs we used showed 85% detection
efficiency with 100 Hz of dark counts each, while we set the InGaAs/InP detectors
to 15% efficiency and 5 µs dead time. We set the launch optical power of the stabi-
lization signal to be such that the maximum count rate at constructive interference
was about 180 kHz, in order to avoid too strong saturation effects in the avalanche
diodes. In such a configuration, due to the finite extinction ratio of the filters (about
25 dB) and the high efficiency of the SNSPDs, we experienced approximately 35 kHz
of leakage on the quantum channel’s detectors.

5.5 Results discussion

As a first indicator of our setup performance, we measured the time evolution of the
QBER collected in one hour of continuous and free-running acquisition. The results
are reported in red in figure 5.9, with a magnification from minute 20 to 30 reported
in the inset. To obtain this plot, we set the average photon number per pulse at
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Figure 5.9. QBER time evolution over one hour of continuous and free-running acquisition.
Alice prepares states in the X basis, with average intensity ν = 0.24 photon/pulse, and Bob
projects them on the X basis. The inset shows a magnification of the overall QBER in red
from minute 20 to minute 30, and in orange and blue are reported the phase and switch
error contributions, respectively.

ν = 0.241 and let both Alice and Bob in the X basis configuration. Once again, the
sharp vertical lines indicate moments when the locking position was lost by either
board and, as a consequence, the QBER drastically increased. However, the system
was able to rapidly recover stability, reaching similar values of QBER on the quantum
channel to those experienced before. After approximately 40 minutes of acquisition,
a slow increase in the average QBER started to be visible: we believe this was re-
lated to polarization drifts and temperature changes, as discussed in the preliminary
results. The average QBER experienced by the system over the whole one hour time
window was 4.9%. However, this value was determined by a phase and a switch
error contribution, shown in the inset of figure 5.9 in orange and blue respectively.
Indeed, the phase error contribution was 2.8%, a value consistent with the fidelities
obtained in the preliminary results. In general, a phase error is due to either errors
in the preparation of the state, i.e. the phase modulators are not exactly imprinting
a 0 or π phase shift between the spatial modes, or to the imperfect stabilization of
random phase drifts throughout fiber transmission. Since the values obtained in this
configuration were similar to those obtained in the preliminary study, where we did
not actively modulate the phase, we believe that the transmission phase drifts and
the ability of compensating them with the phase locked-loop board constituted the
major source of phase error. The remaining contribution to the overall experienced
QBER was given by the optical switch: with an average over the one hour time win-
dow of 2.1%, this was mainly due to errors in the modulation, i.e. the switch was
not perfectly directing the pulses on one side or the other. In our specific setup, this
was related to the fact that the driving squared signal of the optical switch was not
1Much higher intensity values than in the preliminary study are possible thanks to the presence of
SNSPDs instead of avalanche InGaAs/InP detectors.
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Table 5.1. Parameters experimentally used, measured QBER in all four possible configura-
tions of basis and intensity choice, and obtained secret key rate values.

Channel
loss [dB]

5.8 9.8 13.8 17.8 21.8 25.8

µ1
[photon/pulse]

0.19 0.20 0.22 0.23 0.23 0.22

µ2
[photon/pulse]

0.15 0.16 0.17 0.18 0.18 0.18

pµ1 0.62 0.63 0.63 0.63 0.63 0.64
pZ 0.90 0.90 0.90 0.90 0.90 0.86

QBERZµ1 4.32% 4.66% 4.67% 5.10% 5.84% 6.98%
QBERZµ2 4.10% 4.81% 4.62% 5.08% 5.72% 7.58%
QBERXµ1 4.73% 4.46% 4.99% 5.09% 5.94% 7.48%
QBERXµ2 4.66% 4.83% 4.99% 5.16% 6.28% 8.28%
Rsk [kbit/s] 6308 2585 796 258 116 22

hitting exactly the voltage Vπ of the device. Nevertheless, this is a constant error that
does not drift or increase in time and that could be minimized by better adapting the
driving signal to the optical switch characteristics, for instance by using an electrical
amplifier that is able to reach the exact voltage values.

Hence, we implemented a proof-of-concept QKD protocol, with four-dimensional
path-encoded quantum states propagating through the 2 km long stabilized MCF
and a one-decoy technique. Since with our setup we could send (and receive) one
basis at a time and one intensity at a time, we had to take four measurements to
extrapolate the achievable secret key rate: the two intensities, which we called µ1
and µ2, in the Z and X bases. Before carrying out the actual measurements, we used
the secret key rate equations, derived in the work in ref. [67] and presented in the
last sections of chapter 1, to compute the parameters for the optimal performance.
We set the block size to nZ = 109 bit and the correctness and secrecy parameters to
εcor = εsec = 10−15, and found the values of µ1 and µ2, the probability of sending µ1
(pµ1) and the probability of sending and receiving in the Z basis (pZ). These values
are reported in table 5.1. Thus, we measured in all four configurations, for a period of
5 minutes, and monitored the experienced QBER, whose average values are reported
in table 5.1. Hence, with these values, we estimated the maximum achievable secret
key rate to be about Rsk = 6.3 Mbit/s. Finally, we repeated the process of parameters
optimization, measurements in the four configurations and secret key estimation for
higher channel losses. In order to do this, we used our 2 km long MCF, with 5.8
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Figure 5.10. a) Estimated achievable secret key rate that can be obtained with our exper-
imental setup. b) Experimentally measured QBER for intensity µ1 (upper plot) and µ2
(lower plot), acquired in the Z (yellow squares) and X (light-blue triangles) basis.

dB loss, and added further attenuation with a variable optical attenuator, in steps of
4 dB up to an overall 25.8 dB of channel loss. The parameters and the results are
reported in table 5.1 as well. We collected all our results in terms of expected key
rate and measured QBER in figures 5.10 a) and b) respectively. As it can be seen,
our results match the simulated behaviour, plotted with solid lines in all the graphs.

A first comment can be made on the maximum channel loss that still allows for
positive secret key generation rate: from the simulations, this value is around 29
dB. This limited endurable loss is mainly due to the consistent leakage, from the
stabilization to the quantum channel, of approximately 35 kHz. In our setup, being
the channel loss restricted to a small value, this had no actual effects on the error
rates; however, as soon as the losses increase, the noise coming from leakage starts
to hinder the quantum states propagation. Nevertheless, the amount of leakage can
be easily decreased, allowing for higher channel losses, by using wavelength division
multiplexing filters with a larger extinction ratio. The only caveat to be aware of is
that, usually, filters with larger extinction ratios also have higher insertion loss. It is
then a question of compromising between noise and loss, and the optimal configuration
should be studied in each particular scenario depending on the specific pieces of
equipment available.

A second comment regards the relation between higher channel loss and longer
propagation distances. These two aspects are in general strictly correlated, however,
in our case, we cannot easily say that we demonstrated the performance of our system
for longer distances by adding losses to the channel. Indeed, phase drifts might
become faster for longer MCF transmissions, which is not taken experimentally into
account by simply adding channel attenuation.
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5.5.1 Future directions
In these experimental works, we have presented a setup that faithfully transmits
path-encoded quqarts over 2 km of multicore fiber transmission. This allowed for
a proof-of-concept implementation of a high-dimensional quantum key distribution
protocol based on spatial modes over longer distances than those reached in previous
works and that for the first time allowed fast state preparation and high secret key
generation rates. During the writing of this thesis, we became aware of another work
addressing stabilization and propagation of spatial modes through MCFs [190]. In
this work, the authors accomplished four-dimensional entanglement distribution in
the hybrid spatial-polarization degree of freedom of photons through a 11 km long
multicore fiber. Thanks to a stabilization system similar to the one in our work, they
were able to certify entanglement and measure a state fidelity of (92.1±0.1)%. This
work demonstrates how it is indeed possible to effectively stabilize longer multicore
fiber channels for qudits transmission. However, the repetition and detection rates of
the overall system are still limited to the source speed and the liquid crystals used for
basis projections, i.e. in the kHz range. Therefore, as a future perspective, it would
be interesting to validate our high-speed stabilized path-encoded qudit transmission
system over longer multicore fibers. This would also allow to investigate how the
phase drifts change with the propagation distance.

A second interesting direction of study, is to design a setup for the complete QKD
protocol, allowing for the real-time basis choice as well. This would most likely require
the use of several fiber-based beam splitters and optical switches and at least a third
phase-locked loop board to maintain the phase relations between the two couples of
cores as well. An intriguing option to simplify our fiber-based setup, could be found
in the use of multi-port beam splitters integrated in a multicore fiber structure as
suggested in ref. [191].

The realization of a complete setup for both Alice and Bob appears to be less com-
plex if we take into consideration the option of integrating them on silicon photonic
chips. Indeed, one of the reasons path-encoding is a promising degree of freedom is its
extensive use in photonics integrated circuits in the first place. However, their usual
repetition rates are limited by the slow thermo-optic heaters used for state prepara-
tion and detection (see for instance our previous work in ref. [47]). Therefore, we
believe it would be interesting to design chips that integrate fast components to allow
for high-speed modulation of spatial qudits, similarly to what was shown in ref. [176]
for time-bin qubits.

Summary of the chapter
In this last chapter, we have presented two experimental works on the transmission of
path-encoded high-dimensional quantum states over a stabilized 2 km long multicore
fiber channel. In the first preliminary study, we mainly investigated the feasibility of
the project, and successfully proved high fidelity state transmission of more than 97%
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in average. Hence, we shifted the focus on the integration of our stabilization system
with a real-time state choice, which requires fast state modulation. We designed a
system that is simultaneously able to effectively modulate the states and stabilize the
transmission channel, experiencing QBER as low as 4.5% in average. With such a
system, we demonstrated a proof-of-concept QKD experiment, showing an achievable
secret key generation rate of 6.3 Mbit/s, which is comparable to other state of the
art technologies.

This chapter concludes the series of experimental contributions presented in this
thesis, from the efficient design of a high-dimensional time-bin protocol, to the use of
space division multiplexing in the cores of a multicore fiber, to finally the demonstra-
tion of high-speed path-encoded state transmission in a stabilized fiber-based channel.



Conclusions
This thesis presents the work carried out during my Ph.D. in the past three years.
In particular, we have presented three experimental achievements of our group in
the context of fiber-based quantum key distribution protocols and quantum commu-
nications in general. As introduced at the beginning of this work, we have mainly
investigated how to increase the final secret key generation rate of such systems, using
high-dimensional states as information carriers or multiplexing techniques allowing
the parallel transmission of several independent channels. We have also addressed
the issue of integration with classical channels, again exploiting multiplexing and
optimizing the design of the experimental setup.

Specifically, in Chapter 3 we have presented the work published in ref. [67]. We de-
signed a novel time-bin high-dimensional QKD schemes that still allows for increased
secret key generation rate but at the same time drastically limits the requirements in
terms of equipment and decreases the complexity of the setup. Time-bin protocols are
particularly suited for fiber-based channels, and benefit from standard telecommuni-
cation equipment as well. Indeed, in ref. [35] a four-dimensional time-bin protocol was
used to experimentally demonstrate the actual advantage of using qudits instead of
qubits, by reporting the highest secret key rate of a QKD system up to now. However,
the realization and detection of the X basis required a complex setup and the use of
several single photon detectors, which are a critical resource in quantum communi-
cations systems due to their cost. In our work, we proposed the use of two different
mutually unbiased bases, which have a more balanced structure and hence require a
much easier setup for the realization of the quantum states. Moreover, the detection
requires a less complex setup, which can be further optimized so that the number
of detectors is minimized. With our new protocol, we could demonstrate a secret
key generation rate increased by a factor of 2.4, compared to a two-dimensional time-
bin scheme [119] implemented with a similar setup, at 25 km of fiber transmission.
Furthermore, we experimentally showed a higher rate up to 105 km of channel length.

In chapter 4, we have dealt with space division multiplexing as an alternative
option to increase the overall secret key rate in QKD protocols. In previous works,
SDM was exploited mainly as a way to integrate a quantum channel with classical
communications [60–65]. Instead, our proposed approach, published in ref. [68], made
use of each core of a 37-core fiber as an independent QKD channel. In such a way,
we designed a proof-of-concept experiment to demonstrate a record high multiplexed
secret key generation rate of 105.7 Mbit/s, by implementing at the same time a rather
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simple binary protocol with minimum resources requirements, the one-decoy three-
state time-bin scheme [119]. Moreover, we investigated the possibility of integration
of such a system with classical channels. We wavelength-multiplexed a 10 Gbit/s
classical data stream in all the cores simultaneously, for an overall classical rate of
370 Gbit/s, using beam combiners and wavelength division multiplexing filters. With
a careful power balance in the classical channels that allowed to find an optimal com-
promise between classical error rates and leakage on the quantum channels, we could
demonstrate a multiplexed secret key generation rate as high as 62.8 Mbit/s. This
lower value than in the previous scenario is due to the higher insertion loss at re-
ceiver’s side given the additional presence of the filters, however similar performances
in terms of quantum bit error rates were monitored. Furthermore, up to our knowl-
edge, such value is still higher than any other QKD demonstration to date, both with
or without co-propagation of classical channels.

Finally, in chapter 5 we have addressed the propagation of high-dimensional path-
encoded states through a 2 km long multicore fiber. Part of the results presented
in this chapter were published in ref. [69], and the remaining part is included in a
manuscript that is being prepared at the time of writing of this thesis. The main
reason to investigate path-encoded states is their extensive use in photonic integrated
circuits [43, 182–185], apart from being encoded on a degree of freedom particularly
suited for high-dimensional states. However, their transmission has been investigated
in only few works [46–48,137,190]. The main challenge is to maintain a stable phase
difference between the different spatial modes throughout propagation: for instance,
if the modes are coupled to different single mode fibers, environmental and structural
differences between the fibers generate random phase drifts that accumulate during
transmission. However, if the spatial modes are coupled to the cores of the same
multicore fiber, we showed how the experienced drifts are much slower and hence
easier to stabilize. We then designed a stabilization system that is able to effectively
stabilize the interference over a 2 km long distance, allowing faithful transmission of
four-dimensional quantum states with fidelities in average over 97% and long term
stability. Hence, we integrated the stabilization channel in a setup allowing real-time
high-speed state preparation, devising a wavelength and polarization multiplexing
scheme of stabilization and quantum signals. With this scheme, we experimentally
realized a proof-of-concept high-dimensional QKD protocol that achieves 6.3 Mbit/s
of secret key generation rate, bringing this technology to a competitive level compared
to other more common techniques, such as time-bin protocols, and paving the way to
new approaches and perspectives to quantum key distribution systems.

In conclusion, the experimental results we have presented in this thesis have, on
the one side, shown for the first time how space division multiplexing techniques can
be adopted to increase the final secret key rate of a quantum key distribution sys-
tem, and on the other side, investigated how to optimize existing high-dimensional
protocols. This was achieved by designing a novel scheme taking into account the
setup complexity and the cost, or by studying new ways to stabilize the quantum
channel and at the same time providing high-speed modulation. Moreover, we have
also successfully co-propagated classical data channels, exploiting wavelength division
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multiplexing and carefully optimizing the setup to compromise between classical op-
tical power and low quantum error rates. With the achievements presented in the
thesis, we believe we have made concrete steps towards the actual industrial deploy-
ment of this technology, by investigating new approaches to increase the secret key
rate and integrating quantum and classical channels, both critical challenges pushing
state of the art research in the scientific and industrial communities.
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