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Abstract

Across the global maritime community, vessels, ports, and facilities are al-
ready highly dependent on cyber systems. The Internet of things, the block-
chain technology, electronic certificates, 3-D spare parts printing and many
more innovations could change the face of the global shipping industry, en-
abling smart operations, e-navigation and even automated and unmanned
ships.

However, these developments come with a cost. The increased digital-
ization may prove to be beneficial to the industry in terms of productivity,
efficiency and performance optimization but also, impose serious threats from
from the consistent connection of a ship with the cyber world. This is due
to the ever growing number of illegitimate parties that stand to gain from
manipulation stolen data of the industry’s on-board and onshore systems.

The potential impact of such malicious action can have significant conse-
quences for personnel on board and on shore, as well as, on the environment.
Systems onboard vessels are separated into two main categories, each of them
with its own vulnerabilities and potential consequences, that defines the ap-
proach they need to confrontation and tolerance of the cyber risk.

By analyzing the systems in more detail, this thesis identifies the imposed
threats that render the ship vulnerable to cyber threats. A detailed frame-
work for mitigating cyber risk is proposed and a simulation of an attack is
created in order to evaluate the ease of access and the response performance
in such a scenario.

3





Acknowledgments

Firstly, I would like to thank my supervisor at DTU, Professor Harilaos N.
Psaraftis for his guidance during this thesis project. Thank you for giving
me so many chances to improve my work and helping me gather all the data
I needed to complete this task. I would also like to thank my supervisor in
Greece, Professor Dimitrios B. Lyridis and the National Technical University
of Athens for giving me the opportunity to complete my thesis as an exchange
student in Denmark. This thesis would not be accomplished without the
people who helped me with their insight and data, so I would especially like
to thank Claus Bo Christensen, Marine Application Manager (IT) of Ultragas
ApS and Cris DeWitt, Maritime and Offshore Operational Technology Cyber
Security Advisor in American Bureau of Shipping.

I would also like to personally thank Rishikesh Sahay, Postdoc in DTU
Compute, who offered me guidance in this project and helped me enter into
the information technology world. Thank you for your patience and willing-
ness to help me. Special thanks to Daniel Alberto Sepúlveda Estay, PostDoc
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Acronyms

ACL Access Control List

AIS Automatic Identification System

ARPA Automatic Radar Plotting Aid

BAU Bridge Alarm Unit

BIMCO Baltic and International Maritime Council

BYOD Bring Your Own Device

CCR Cargo Control Room

CD Compact Disk

CSO Company Security Officers

DAU Data Acquisition Unit

DCS Distributed Control Systems

DDoS Distributed Denial of Service

DVD Digital Video Disc

EASA European Aviation Safety Agency

ECDIS Electronic Chart Display Information System

EU European Union
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FAA Federal Aviation Administration

GDPR General Data Protection Regulation

GMDSS Global Maritime Distress Safety System

GNSS Global Navigation Satellite System

GPS Global Positioning System

HCD Human Centered Design

IATA International Air Transport Association

IBS Integrated Bridge System

ICAO International Civil Aviation Organization

ICS Industrial Control Systems

ICT Information and Communication Technology

IMO International Maritime Organization

IoT Internet of Things

IP Internet Protocol

ISM International Security Management Code

ISO International Organization for Standardization

ISPS International Ship and Port Facility Security Code

ISSS Integrated Smart Ship Solution

IT Information Technology

KPI Key Performance Indicators

MMSI Maritime Mobile Service Identity
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MUNIN Maritime Unmanned Navigation through Intelligence in Net-
works

NIST National Institute of Standards and Technology

NTSB National Transportation Safety Board

OCIMF Oil Companies International Marine Forum

OEM Original Equipment Manufacturer

OT Operational Technology

OTA Online Trust Alliance

PC Personal Computer

PLC Programmable Logic Controllers

RADAR Radio Detection and Ranging

RF Radio Frequency

SART Search and Rescue Transponders

SCADA Supervisory Control And Data Acquisition

SDN Software Define Networks

SIU Sensor Interface Unit

TCP Transmission Control Protocol

TIP Technical Implementation Procedures

TMSA Tanker Management and Self Assessment

TP Transition Piece

UN United Nations

USB Universal Serial Bus
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VDR Voyage Data Recorder

VHF Very High Frequency
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Chapter 1

Introduction

Marine safety and security has been one of the main objectives of the In-
ternational Maritime Organization (IMO) during the past years. The Inter-
national Safety Management Code (ISM) and International Ship and Port
Facility Security Code (ISPS) were created to ensure safety in the ship and
harbour operations, as well as the working environment which includes per-
sonnel on shore and on board vessels. Both codes focus on risk identification,
accident prevention and emergency situations that aim to prevent ships from
facing hazardous situations with significant consequences such as loss of life
at sea and environmental disaster.

In today’s world, security concerns are not limited to physical manifesta-
tions of crisis. Historically, once a ship left the port, it was isolated and the
potential risks would only be a matter of human error or mechanical failure.
With the introduction of infrastructure that enables communication with the
shore facilities, ships entered a new and increasingly promising world: the
digital era.

Digitalization has transformed the industry and currently, the decision
making process is highly affected by digital information that is collected along
a voyage and transmitted to shore. However, this emerging opportunity for
shipping does not come without challenges. Increased connectivity introduces
new threats to the maritime environment; such are cyber threats, that entail a
high degree of uncertainty along with lack of understanding of the exposures.
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1.1. OBJECTIVES

Only recently, in 2017, IMO along with other organizations issued guide-
lines and recommendations for protecting the Maritime infrastructure from
cyber threats. As incidents become more frequent, the need for assessment of
risk is vital to avoid irreparable damages to life at sea and to the environment.

The objective of this thesis is to assess the systems on board a vessel and
identify the vulnerabilities arising from their connection to the cyberspace.
An investigation of the most recent and significant cyber incidents in the
shipping but also in the extended supply chain domain is conducted.

Finally, a simulation of a cyber attack on board vessel is demonstrated in
order to examine the effectiveness of implementing a new network technology
on the onboard networks, to evaluate the response of the system in mitigat-
ing the attack, and also to extract some performance indicators related to
system’s resilience.

1.1 Objectives

The main learning objectives of this thesis project are:

• To study the importance and essence of cybersecurity as part of a
holistic approach throughout a ship’s life-cycle.

• To examine the potential impact of cyber-attacks on board a vessel as
well as the reflection they have on shore’s systems.

• To investigate the nature of the systems on board a vessel along with
the significant impacts they can introduce to the Maritime environment
in case of a cyber incident.

• To explore the different threat actors and identify their motives in order
to map the attack landscape and recognize the origin of the attacks.

• To map out the attack surface and identify the specific system assets
that introduce vulnerabilities and impose threats for cyber incidents.

• To identify the main aspects that contribute to the mitigation of the
cyber risk and propose a framework for addressing the exposures.
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CHAPTER 1.

• To introduce a new network technology for the systems on board and
develop a simulation of a cyber attack in order to evaluate the response
performance of the network in mitigating the cyber incident.

1.2 Structure

This thesis deals with two main topics. The first focuses on picturing the
current situation of cyber risk on board vessels by investigating the vulner-
abilities, the responsible subjects along with the threats they pose to the
systems. The second one proposes the required practices for addressing the
threats and simulates a network on board a vessel in order to test the re-
sponse performance of the aforementioned network technology in recovering
from the cyber exploit.

The rest of this thesis is structured as follows:

• Chapter 2: This chapter presents the contribution of digitalization
to the shipping industry and investigates the emerging challenges from
this arising transformation. The recent changes in the regulatory frame-
work that introduce the cybersecurity aspect in the Maritime domain
are also presented.

• Chapter 3: Chapter 3 clarifies the vulnerabilities that render ships
desirable targets for cyber-crime by mapping out the landscape and
infrastructure that can harm their ”cyber health”.

• Chapter 4: This chapter analyzes the types of malicious activity that
is reported so far on ships and investigates which are the individuals
or groups that impose these threats in the Maritime domain.

• Chapter 5: One of the main objectives of this thesis is analyzed in this
chapter. The systems on board vessels are separated and an overview of
all their characteristics that could introduce cyber threats is presented.
Additionally, due to these systems interconnection, an analysis of the
propagation of the exploit is conducted.
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1.2. STRUCTURE

• Chapter 6: Chapter 6 presents the cyber security measures used by
Aviation and analyzes the obstacles of Maritime in terms of adopting
these procedures.

• Chapter 7: This chapter highlights the most significant incidents that
are reported so far in the Shipping industry and the Supply Chain
sector.

• Chapter 8: The scope of this chapter is to propose a framework that
is able to address the cyber risks and eliminate their impacts .

• Chapter 9: On the 9th chapter a computational experiment is con-
ducted. A simulation of an attack on the ship’s network is created and
during the experiment, a new network technology is examined in terms
of attack mitigation, recovery behaviour and system’s resilience.

• Chapter 10: Chapter 10 contains the conclusions of the thesis along
with a section dedicated to the forthcoming aspects of the Maritime
cybersecurity.

18



Chapter 2

Digital Transformation of the
Maritime Industry

Today shipping plays an integral part of the world economy and it moves
close to 80% of world trade by volume. Every country is now interdependent
of trades that are mainly carried out by the sea. Almost 50.000 ships and
one million seafarers participate actively in this worldwide trade[1]. In this
trading context, the digital field has constantly grown the last 25 years on
board commercial vessels. The computing world is nowadays omnipresent on
board. This technology regulates communications as well as the control and
management of the ship’s cargo.

This technological transformation of the commercial ship has deeply changed
the way it is managed. Nowadays exchanges happen daily between the ship,
the company, the port and the Maritime agent. The ship naturally connects
to this planetary web of networks.

Digitalization refers to “the use of digital technologies to change a business
model and provide new revenue and value-producing opportunities” [2] :

By this, it is widely understood that the need of changing and optimizing
different business models nowadays is directly interconnected with the imple-
mentation of new digital technologies that provide automation of processes
and functions on board vessels. This automation can be proved of improving
uptime, safety, asset integrity and the efficiency of the vessel and at the same
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2.1. THE SHIP AS A DATA CENTER

time has an outcome of increasing the opportunities even to the point of the
working personnel having a change in mindset and adopting the mood of
experimentation.

In terms of adopting the digitalization perspective, the company imple-
ments all the different technologies and tries to combine them with the busi-
ness model as well as with new services and products. This embracement
eventually leads to a completely different state of operation. Business is
no longer as usual and that outcome is actually what transformation of the
shipping industry states for.

2.1 The ship as a data center

The Maritime sector is a vital part of the global economy, whether it is car-
rying cargo, passengers or vehicles. Ships are becoming increasingly complex
and dependent on the extensive use of digital and communications tech-
nologies throughout their operational life. Modern ships consist of a lot of
different types of networks that are all relevant to making them operational,
safe and profitable.

Although connectivity, information technology, computers and the Inter-
net benefits businesses for quite a long time, it is now that aspects as digital
revolution and digitalization are becoming more and more popular in the
Maritime world.

The reasons for that increased popularity in terms of cost and functional-
ity are the following:

• Computing power – machines can now operate and perform faster,
commands, mathematical calculations and algorithms are executed within
seconds which leads to a constant flow of information and immediate
answers available to the industry.
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CHAPTER 2. DIGITAL TRANSFORMATION OF THE MARITIME
INDUSTRY

• Data storage – the evolution of on-site storage, hardware and the
Cloud have contributed to the development of affordable and powerful
data storage solutions that benefit companies in handling the exponen-
tial growth of data collection.

• Connectivity – being a new and still developing aspect of vessel’s
operation, the improvement of connectivity benefits the industry by
providing real-time information about ship’s performance hundreds of
miles away from shore.

• Sensors – collecting real-time data regarding components on board
ships such as gas emissions and cargo temperature increases the effi-
ciency of maintenance and safety and at the same time decreases the
operational costs and the risk of failure due to negligence.

The capability and coverage of onboard systems gradually evolved during
the 20th century, and, in the 1990s, the Global Maritime Distress Safety
System (GMDSS) brought the introduction of satellite communications and
simple, yet effective, digital messaging to support distress alerting. Satellite
broadband systems, today, are increasingly used for a variety of operational
commercial purposes, and also for leisure and entertainment[3].

Although “connectivity” has primarily to do with communication, the
term is meaningless unless it also includes the data that is being communi-
cated. There are now vast amounts of a wide variety of data on board a ship
and these are generated from many different sources. Many of the onboard
systems are designed for collecting and presenting data to the company, the
crew, to different vendors and manufacturers as vital aids of the decision
making process during the ship’s daily operation.

As a result of the revolutions within sensors, communication, and data an-
alytics, new vessel architectures arise that enable the implementation of new
applications based on the data now available on board.For example, Hyundai
Heavy Industries in July 2017 announced the development of the Integrated
Smart Ship Solution (ISSS) a collection of information technology systems
aiming to optimize navigation processes by collecting and analysing real-time
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2.2. CURRENT CHALLENGES

information on navigational operations. For this purpose the new architec-
ture uses sensors that capture a variety of data points, including location,
weather, and ocean current data, as well as engine propeller and cargo status
information. The collected data will allow ship owners to explore real-time
and historical fleet information presented through visualisation technology,
to apprehend insights, monitor the status of vessels and make data under-
pinned decisions in real-time. The shipbuilding company claims that the
solution cuts annual operating cost by 6% and has already implemented the
systems to 300 vessels where according to Clarkson Research, about 6,500
ships are to be ordered globally for the next five years[4].

Ship connectivity will act as an enabler for these new applications by
supporting the data analytics from shore through expertise and increased
computational power. Applications may be capable of delivering key benefits,
such as better performance, and improved reliability and safety.

The shipping industry is moving into the world of digitalization. Big
Data analytics, the Internet of things, Cloud computing, Machine learning,
Artificial Intelligence are only some of the aspects that will transform the way
vessels used to operate. Unmanned autonomous ships are already generating
increasing interest in the industry but remote monitoring and control systems
on board is already a reality for many companies around the world.

2.2 Current challenges

The rapid evolution in the use of, and reliance upon, digital and communica-
tion technologies, as well as the advances in automation and the potential for
integration of multiple electronic systems supporting management functions
and business applications, increases the importance of addressing all possible
hidden challenges. This move from paper and voice-based communication to
digital and automated information exchanges creates new requirements to
authentication of document originator, the verifiable integrity of messages
as well as confidentiality when it is needed. Big data quality issues, safety
regulations adjustment and the human contribution in terms of autonomy
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are only some of the challenges that the industry should face before adopting
these promising innovations. Trust is also an important factor in successfully
adopting the fourth industrial revolution. Trusting the sensors that gener-
ate data, trusting people that are handling the data as well as trusting the
algorithms that make sense of the data are needed to maintain and increase
accountability between different parties[5]. Handling the security challenges
that arise from digital technologies is a serious aspect that governments,
companies and third parties should take into consideration.

In conclusion, the growing use of big data, smart ships and the ‘Internet of
Things’ will increase the amount of information available to cyber attackers
and the potential attack surface to cybercriminals. This makes the need for
robust approaches to cybersecurity important both now and in the future.

2.3 Security concerns

As a vast shared and largely ungoverned space, the Maritime domain is
prone to the proliferation of criminal actors that benefit from the porosity of
Maritime borders. Piracy and terrorism at sea, unreported and unregulated
fishing, arms and people trafficking, illegal immigration, marine environment
degradations are only a few of the disruptive activities being held to the vast
extent of the sea.

However, one of the most dangerous risks that digitalization and increased
connectivity derive is cyber security. Nowadays, exchanges happen daily
between the ship, the company, the port and the Maritime agents. The ship
no longer benefits from an “air gap” type digital security level, consisting
in physically isolating it from all digital networks. The ship is naturally
connected to this planetary web of networks and has become a complex
ensemble of industrial systems. The running of systems is unfortunately not
exempt from digital faults. onboard systems can, therefore, be the entry
point for a malicious act.

Cybersecurity and cyber operations have been starting to be a high pri-
ority for the Maritime industry since the 2010 Strategic Defense and Security
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2.3. SECURITY CONCERNS

Review listed cybersecurity as a top tier threat to national security [6].
However, current reliance on digital communication, automation, and the

interconnection of the global economy render cybersecurity not only an issue
of national security but of global concern. Emerging cyber threats including
destructive Malware, cybercrime and data leaks impact governments and
industry alike.

Even though malicious acts against a ship remain confidential and limited
are known to the public eye today, it is a matter of vast importance to protect
it from exploits. Potential compromise of the ship’s systems can lead to
injury and loss of life, physical damage to the environment, to the Maritime
and port infrastructure. Moreover, a cyber breach causes disruption in the
business procedures, financial loss and damage to reputation. Considering all
these, the company is prone to face fine or legal issues as well as the challenge
to recover fast from the incident and operate normally again.

Protecting a ship means preserving the operational and organizational
means of this type of transport. The final goals aim at ensuring that no
malicious act can jeopardize the running and operation of the ship. Ships
are a means of transport among many other, long known as being apart
from the web connections. However, the industry should be aware that is
not immune to the “triangle of motivation” of the cyber threat: money theft,
sensitive data theft, activism/terrorist acts[7].

Cybersecurity is not just about preventing hackers gaining access to sys-
tems and information, potentially resulting in loss of confidentiality and/or
control. It also addresses the maintenance of integrity and availability of
information and systems, ensuring business continuity and the continuing
utility of digital assets and systems. To achieve this, consideration needs to
be given to not only protecting ship systems from physical attack, force ma-
jeure events, etc. but also ensuring the design of the systems and supporting
processes is resilient and that appropriate reversionary modes are available
in the event of a compromise. Personnel security aspects are also important.
The insider threat from shore-based or shipboard individuals who decide to
behave in a malicious or non-malicious manner cannot be ignored. Ship own-
ers and operators need to understand cybersecurity and promote awareness
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of this subject to their stakeholders, including their shipboard personnel.
Cybersecurity can be defined as “the collection of tools, policies, security

concepts, security safeguards, guidelines, risk management approaches, ac-
tions, training, best practices, assurance and technologies that can be used
to protect the cyber environment and organization and user’s assets” [8]

Within this definition, ’cyber environment’ comprises the interconnected
networks of both Information Technology (IT) and cyber-physical systems
utilizing electronic, computer-based and wireless systems, including the infor-
mation, services, social and business functions that exist only in cyberspace.
On a ship, the computer-based systems will comprise a range of informa-
tion technology components (for example, personal computers (PCs), lap-
tops, tablet devices, servers and networking component such as routers and
switches, etc.) and operational technology (for example, control systems,
sensors, actuators, radar, etc.).

The ’organization and user’s assets’ includes connected computing de-
vices, personnel, infrastructure, applications, services, telecommunication
systems, and the totality of transmitted, processed and/or stored data and
information in the cyber environment.

The varied nature of cybersecurity threats means that there is no single
approach capable of addressing all the resultant risks. The rate of change in
technology and the steady flow of serious vulnerabilities in operating systems,
software libraries and applications, mean that any strategy needs to be kept
under regular review. The business change also has a significant impact
on cybersecurity, for example, on the introduction of bring-your-own-device
(BYOD) and on the trend to deliver some assets as services, for example,
remotely manage some service assets by a third party, such as the provision
of power plants/turbines for power or propulsion.

It is yet widely understood that with a large proportion of security breaches
caused by people and poor processes, it is essential that personnel, proce-
dures and physical aspects, related to Maritime systems should be assessed
and appropriate measures should be put in place.
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2.4 Regulatory framework

The rapid adoption of new operational technologies and an increased depen-
dence on networked cyber structures opens the possibility of cyberattacks
that could threaten the economy, crew safety, the environment, or national
security. The prevalent interest on cybersecurity raised the need for issuing a
regulatory framework that addresses the increased challenges in the Maritime
domain. The IMO, the European Union (EU) along with oil major compa-
nies have unacknowledged the threat and proposed a legislative framework
to address the cybersecurity risk.

2.4.1 IMO

The first aspect of shipping regulations is IMO. On the 5th of July 2017
the International Organization issued the MCS-FAL.1/Circ.3 ”Guidelines on
Maritime cyber risk management” that provide recommendations on securing
Shipping from the emerging threat of cyber attacks[9].

By cyber risk management, the organization defines ”the process of iden-
tifying, analyzing, assessing and communicating a cyber-related risk and ac-
cepting, avoiding, transferring or mitigating it to an acceptable level, consid-
ering costs and benefits of actions taken to stakeholders”

IMO amended two of their general security management codes to explic-
itly include cyber security.The International Ship and Port Facility Security
Code (ISPS) and International Security Management Code (ISM) detail how
port and ship operators should conduct risk management processes. By con-
sidering cyber risk as part of these existing safety management systems, the
committee raised the awareness among the Shipping community and forced
the operators to be conscious about cyber risks. According to the regulation,
Member Governments are encouraged to ensure that cyber risks are appro-
priately addressed in safety management systems, no later than the first
annual verification of the company’s Document of Compliance after 1st Jan-
uary 2021. Potential compromise of the systems due to cyber exposure may
cause operational, safety or security failures with hazardous consequences.
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2.4.2 EU

The European Union with the Directive (EU) 2016/1148 is concerning mea-
sures for a high common level of security of network and information systems
across the Union from May 2016. The instructions include EU ports but not
vessels [10].

Furthermore, the General Data Protection Regulation (GDPR) that came
into force on May 2018, includes the Maritime Industry and regulates the pro-
cessing of personal data of EU data subjects, EU residents or EU citizens.
The GDPR is mandatory and has extraterritorial reach, for example, it im-
plies for European crew in international waters as well as shipping companies
dealing with European clients. The fines for not complying can reach the 4%
of annual group turnover or 20 million Euros [11].

Regarding the Shipping Industry the regulation typically affects:

• Human Resources

• Crewing

• Passenger services

• Marketing

• Online services

• Internal operations such as address books and e-mails
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2.4.3 Market demand

In April 2017 the Oil Companies International Marine Forum (OCIMF)
published the 3rd version of the Tanker Management and Self Assessment
(TMSA). Shipping companies operating tankers are forced to comply with
TMSA which is a business requirement for the industry in order to call at
oil major terminals or to get charterers from the oil major. The 3rd version
of TMSA was to be met until the 1st of January 2018 and included two
cybersecurity-related chapters [12].

According to Element 7 (Management of Change) and Element 13 (Mar-
itime Security) operators are required to have:

• procedures on software management

• guidance on how to identify and mitigate cyber threats

• availability of latest guidelines on cyber security from industry and
classification society

• password management procedures

• and a cyber security plan which can be shared with staff to promote
cyber awareness on board
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Investigation of Detailed
Vulnerabilities

To identify threat levels to cybersecurity, it is necessary to understand what
the attacker’s motivation fully entails. As the single greatest motivator for
cybercrime in today’s world is profit, a leading industry as shipping, could
not stay immune to cybercrime.

Most of the reported attacks in the Maritime industry have a financial or
espionage motive such as to sabotage or to disrupt ship operations[13]. The
industry is facing a constant rise of new threats. The last year information
technology experienced a widespread influx of Ransomware. Ransomware is
a form of malicious software that tries to elicit ransom usually by encrypting
files and denying access to data of the company. Orchestrated attacks on
industrial control systems have gained popularity compared as well. In the
past attacks were focused more on the Information Technology systems but
now it is more the Information and Communication Technology (ICT) that
are suffering from malicious complex attacks.
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3.1 Offices onshore

After the Maersk cyber incident in 2017 [14] when the NotPetya attack in-
fected the IT systems and forced the company to shut down all devices and
handle manually all operations, shipping offices onshore have realized that
shipping industry is not immune to cybercrime (for more details see Section
7.1.1). A theoretical attack on an unprepared network could cause confusion
and many days of delay due to malfunction of systems. Unsatisfied charter-
ers, port, and cargo delivery delays, loss of money and reputation are only
some of the effects a cyber-incident onshore is able to cause.

Nowadays, shipping companies make a great number of transactions that
can successfully quench the thirst of criminal syndicates, for financial gain.
Exploiting the office’s transactions could turn into a quite easy target for
cybercriminals. By using unsophisticated technics such as commercial E-
mail, for example, they are able to cause transactional e-theft and fraud.

3.2 Terminals and the Supply Chain

Ports are an integral node of both the Maritime transportation chain and the
land transport chain, and ports rely on information from both shipping lines
and land-side logistics companies. As for the port infrastructure, key systems
may be penetrated – the most well-known example being the penetration
of Antwerp port which enabled the attackers to access the port’s terminal
operating system and traffic drugs (for more details see Section 7.1).

Maritime suppliers, such as maintenance companies, cover a wide range
of Maritime interests. Given their position in the Maritime supply chain,
threats to Maritime suppliers can affect customers within the Maritime sec-
tor. Due to the often complex and transnational nature of shipping oper-
ations, a mix of various suppliers support these operations. Each of these
suppliers poses a potential vulnerability to the supply chain.
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3.3 On board infrastructure

Today’s leading manufacturers and ship operators tend to incorporate in-
novations by using the latest ICT systems and by going beyond traditional
engineering. They want to create efficient ships with enhanced monitoring,
communication and connection capabilities that can be accessed and con-
trolled by remote onshore services.

ICT systems, for example, have the potential to improve safety, reliability
and business performance. However, the risks that need to be identified,
understood and mitigated to make sure that technologies are safely integrated
into the ship’s design and operations are numerous. The marine industry
faces complex and serious challenges when trying to achieve the full benefits
of using ICT, and cybersecurity is one of the most important ones.

3.3.1 Distinction of systems

This widespread adoption of ICT throughout modern ships has led researchers
to focus on safety properties. One question is how security breaches within
the ship’s technologies will affect ship operation and members of the crew.
Within the technologies used to process and control the operations of a ship,
researchers identified the distinction between IT (Information Technologies)
and (OT) Operational Technologies.

While IT is responsible for the systems that collect, transport and process
data that provide information to the business, OT generally comprises the
systems that handle the monitoring and automation of ICT.

According to Gartner’s IT Glossary, OT means “the hardware and soft-
ware that detects or causes a change through the direct monitoring and/or
control of physical devices, processes, and events in the enterprise”, IT is “the
common term for the entire spectrum of technologies for information process-
ing, including software, hardware, communications technologies and related
services and does not include embedded technologies that do not generate
data for enterprise use”. [15]
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A relatively newer definition is that IT is:
”The entire spectrum of technologies for the information processing, in-

cluding software, hardware, communications technologies and related ser-
vices.”

and OT is dened as:
”The hardware and software that detects or causes a change through the

direct monitoring and/or control of physical devices, processes and events in
the enterprise.”

IT and OT have different roles within the organization: OT correlates
more with the physical world, while IT refers to information processing.
More specifically in the Maritime domain:

Table 3.1: Segregation of different systems in a ship’s network

IT OT

IT
Networks

PLCs

E-mail SCADA
Administration,

accounts, crew lists
On board measurement,
control and data loggers

Planned
maintenance

ECDIS

Spares management
and requisitioning

GPS

Electronic
manuals

Remote
support for engines

Electronic
certificates

Engine
& Cargo control

Charter party,
notice of readiness, bill of lading

Dynamic
positioning

Although threats to critical infrastructure have been well documented
for years, OT traditionally was not perceived as a potential threat to the
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infrastructure for several reasons. Initially, due to the primary need for real-
time monitoring, OT systems could not depend on protocols such as the
Ethernet and were simple, isolated point-to-point networks.

However, over time, due to the need for comprehensive control and opti-
mized performance, enterprise networks have replaced proprietary communi-
cation tools with protocols such as the Ethernet and Internet Protocol (IP),
resulting in the erosion of isolation. Threat actors are familiar with manipu-
lating open protocols which eventually lead the shipping industry to lose the
security due to obscurity as well as to demolish the protective “air gap” from
shore, rendering the onboard networks more vulnerable.

In particular, OT and IT systems are mostly interconnected, and even in
situations where the OT is separated from the IT networks with perceived air
gaps, there are access points from one network to the other. Many air-gapped
systems rely on the use of removable media (USB drives, etc.). Additionally,
an organizational policy that permits remote access to company systems
via the Internet creates the threat that unauthorized individuals may gain
access and be able to manipulate data or, worse case scenario, control of
the systems. Compounding this is the fact that one of the most commonly
used attack vectors is spear phishing, in which a seemingly innocuous E-mail
passes through the firewalls/spam filters, ultimately causing the download of
malicious firmware that infects the onboard systems.

3.3.2 Differences among OT and IT

Fundamentally, in many organizations, there is a conflict in manufacturing
environments. OT is focused on the automation of machines, processes,
and systems within a plant, and IT focuses on the business, operations and
enterprise information systems required to support the business.

However, their business objectives are not the only difference between
these two distinct systems divisions. Their employees have different roles,
they frequently report to different executives, and they have different de-
partmental cultures. Their systems are frequently separated both logically
and physically and most notably, their approach to confrontation and toler-
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ance of cyber risk differs.
When trying to assess the risk of a cyber breach to data properties and

information systems it is necessary to define and categorize the possible im-
pacts of an event for the organization. As a general principle, cybersecurity
researchers have adopted the CIA model which defines three security objec-
tives that describe the general trustworthiness of the data.

• Confidentiality

Data confidentiality is the action of preserving authorized restrictions
on information access. It is the property that personal privacy and
proprietary information are not made available or disclosed to unau-
thorized individuals, entities, or processes. This goal of the CIA triad
emphasizes the need for information protection. The value of confiden-
tiality is very important on the limited access to information. For ex-
ample, in the case of proprietary information of a company or people’s
personal activities confidentiality should be highly protected. To guar-
antee confidentiality under the CIA triad, communications channels
must be properly monitored and controlled to prevent unauthorized
access.

• Integrity

Data integrity is the property that defines whether data is correct,
true and unaltered. In information security, securing the integrity of
the data means preserving their accuracy and completeness during all
stages of the production, communication, storage and retrieval of the
data. A potential loss of integrity means unauthorized modification
or destruction of information. In that case, considerations should be
made in order to protect those features that are included at all stages
of the production, communication, storage and retrieval of data.

As a minimum, there is a need for applications to :

– manage the initial compilation of data

– protect the data from unauthorized or unintentional change
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– recognize when such changes have occurred and respond appro-
priately

• Availability

Data availability is the degree to which data is accessible when it is
required. Typically this is a concern when an application is making
use of communications or storage that is provided as a service outside
the direct control of the application. However, availability is also an
issue for more conventional and smaller system architectures where
the communication infrastructure may lack the capacity to manage
maximum loading or is prone to interruption. Loss of availability means
that the system is incapable of providing access to its resources.

From an IT perspective when considering the confidentiality, integrity,
availability (CIA) model, confidentiality is the primary goal and the most
important of the characteristics of the systems that IT is concerned about.
Personal records processes, as well as any other company´s information, must
be kept confidential. Integrity and availability are also factors that the IT
department is aware of protecting, but confidentiality is the highest priority.

On the other hand, from a more control system perspective, OT specialists
typically prioritize availability as the most critical aspect. Systems must
always be viewed, maintained and controlled cyber-safely as a potential loss
can lead to hazardous situations. Data integrity and confidentiality also play
a vital role in protecting the systems on board, but the model here becomes
(AIC) and slightly differs from the IT priorities.

In the Maritime Sector, for example, loss of the ”sensor data” acquired by
the Supervisory Control And Data Acquisition (SCADA) system has a low
impact in confidentiality as sensors are publicly displayed on board. However,
from a safety point of view, it is important that information transmitted by
the sensors are trustworthy fact that increases the potential value of integrity.
It is also a serious safety issue if the collected information cannot be accessed,
which leads to a high potential impact from a loss of availability.

The cybersecurity solutions of secure information have been designed to
address privacy issues as a priority. It is a common practice after a malicious
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attack on the information technology systems to block all suspicious activities
by shutting down the systems.

However, adopting the same approach in regards to the Operational Tech-
nology infrastructure can have hazardous consequences. When addressing
the security of OT, the intrusive solutions applied in IT systems, do not fully
guarantee the safety and continuity of the industrial installation. The judg-
ment of a detection program as either false or positive is able to boost the
mitigation of an attack on IT systems but is most likely to cause significant
errors by shutting down an industrial system.

3.3.3 Convergence of OT and IT

To reduce the potential enterprise risk and adequately protect both sides of
enterprise systems, it is imperative to leverage a holistic program that brings
IT and OT together.

By working together as a cross-functional unit, IT and OT can begin to
understand each other’s systems and increase the overall resilience and the
value of the organisation. Full convergence would indicate that IT and OT
systems are leveraging common standards, risk and governance approaches;
they are managed under one business unit with common objectives, and they
work in conjunction to provide value to the enterprise. This sort of approach
requires employees from IT and OT to be cross-trained.

Both OT and IT cybersecurity professionals bring valuable and unique
perspectives to the table. IT security is not a new topic and, in converged
enterprises, IT security teams can be leveraged to improve OT security as
well. OT professionals are focused on automation and can, therefore, pro-
vide an understanding of the criticality of repeatable processes, preplanned
responses and profound familiarity with the network they are charged with
maintaining.

Both the enterprise and individual business units stand to learn a lot from
each other by working together to achieve common goals.

Among the many benefits of the convergence of OT and IT are:
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• Reduced operating costs through elimination of redundant processes
and resources

• Increased control over distributed operations

• Improved security through an integrated approach to cybersecurity
across both categories of technology

• Consistent risk management across technology domains

• Improved governance and management of systems

• Improved overall plant safety

• A continuous process of assessing, implement, maintain and then repeat

Table 3.2: Differences between IT and OT[16]

Attribute IT OT

Confidentiality (Privacy) High Low
Message Integrity Low-Medium Very High

System Availability Low-Medium High
Authenticate Medium-High High

Non-Repudiation
(Proof of the integrity
and the origin of data)

High Low-Medium

Time Criticality Days Tolerated Critical
System Downtime Tolerated Not Acceptable

Security Skills/ Awareness Usually Good Usually Poor
System Life Cycle 3-5 years 15-25 years
Interoperability Not Critical Critical

Computing Resources Unlimited Very Limited with older
processors

Software Changes Frequent Rare

Worst Case Impacts Frequent Loss of Data Equipment Destruction,
Inquiries
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3.4 Vulnerabilities of industrial systems

OT refers to computing systems that manage industrial systems by moni-
toring and/or controlling physical devices and processes. Industrial Control
Systems (ICS) is a major segment within the operational technology sector.
OT should be considered as the general environment within ICSs function
and is widely used in transportation, power plants, nuclear plants, oil and
gas industry, manufacturing, etc. All systems subjected to OT are typically
mission-critical applications with a high-availability requirement.

Figure 3.1: Segmentation of OT[17]
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ICS is a general term that includes several different types of control sys-
tems such as Supervisory Control And Data Acquisition (SCADA) systems,
Distributed Control Systems (DCS) or other smaller control system configu-
rations such as Programmable Logic Controllers (PLC)[18].

Conventional security of IT systems is not enough to protect against pro-
liferating cyber threats of OT. ICS on OT networks have different operational
requirements that impact the ability to adapt and respond to new cybersecu-
rity threats which eventually, reveals new vulnerabilities. ICS cybersecurity
strategies are specifically designed with asset and operational requirements in
mind to protect critical processes without negatively impacting their critical
use.

3.4.1 Threat landscape

To identify the vulnerabilities arising from ICS systems it is essential to map
the threat landscape that exists for the time being. An accurate accounting
of cyber-attacks on control systems would help to that direction but actual
incidents are difficult to determine. The aforementioned happens because in-
cidents to ICS are almost never reported by companies for fear of reputational
damage.

However, researchers in Kaspersky Lab admitted that these attacks are
increasing in popularity and it is yet time for the industries to change these
statistics. In the second half of 2017, the company’s products blocked at-
tempted infections on 37.8% of ICS protected computers [19].

According to the guidelines for the Protection of Industrial Systems on a
ship published by the Maritime Affairs Directorate [20] the vulnerabilities of
a system can relate to seven domains:

1. Lack of secure development: internal developments, lack of
security integration, unlocked session

2. Low level of access protection: very simple access control
with the user or password management too weak or nonexistent,
no antivirus on workstations and servers, users with Administrator
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privileges

3. The lack of partitioning between management informa-
tion systems and unsecured industrial systems: this prin-
ciple makes it possible to introduce via the computer management
system into the industrial network. This flaw is the target of many
recent attacks. These bridges are used to retrieve information
from production directly into the control systems. This method
of access allows both the collection of information and sabotage

4. The absence of abnormal supervision of the system: al-
though lot of companies collect data of their systems in order to
extract information about their performance there is no dedicated
procedure or trained staff to check systems for abnormal activity

5. Non-up-to-date and weak management protocols used with-
out encryption that open access to log in/password recovery, ille-
gitimate connections to servers

6. Increasing use of uncured standard computer systems:
These shelf-based products enable cost-reduction and interoper-
ability (Transmission Control Protocol TCP / IP protocol, Ether-
net standard or Microsoft Windows or Linux operating systems:
due to their simplicity and generalization, the cost of these tech-
nologies has made them unavoidable). These systems are therefore
prey to malicious software

7. Lack of stakeholder control over industrial systems: mon-
itoring of subcontractors is often insufficient. The consequences
of this non-management can be the loss of data, the deteriora-
tion of equipment, the endangerment of the ship’s crew and the
environment.
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3.4.2 Stuxnet

Stuxnet was a very resourceful and complex attack that targeted a specific
set of Siemens control systems. These Siemens components were used to
control the centrifuges in Iran’s uranium enrichment plant. It was discovered
in 2010 after it had potentially done damage to almost 1000 centrifuges in
the Iranian plant in Natanz[21]. By compromising the Siemens software
Stuxnet managed to gain access to the industrial logic controllers and disrupt
operations. However, it is the replication process that made the worm so
prevalent. It was so invasive that if a USB was plugged into the affected
systems, the worm would infiltrate the device and spread to any subsequent
computing systems that the USB was plugged into[22].

Although Stuxnet was designed to attack a specific system, researchers
like Ralph Langner have pointed out that the Malware could be easily tweaked
to attack other industrial control systems around the world [23]. Stuxnet
virus claimed as the most sophisticated and complex software ever written,
targeted critical infrastructure and revealed that among ICS, the vulnerabil-
ities exist and the threat is real.

3.4.3 The IoT and Big Data

The Internet of Things and the digital era are opening up new capabilities to
the Maritime industry. With ICS connected to the cloud, owners, stakehold-
ers, vendors and manufacturers are able to have a better view of components,
increase their efficiency and collect data in order to continue their research
for performance optimization. By investing in sensors and systems, Maritime
companies benefit from a better profitability of the ship by reducing the cost
of operation and maintenance.

However, the industry needs to rationalize this need for data collection as
the big data hide big data quality issues. According to DNV GL, in 2017 in
the US alone the cost of business of bad data was 3.1 trillion USD[5]. With
bad data, the classification society determines the bad taken decisions due
to wrong data handling practices and wrong data estimation methods.
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Furthermore, this increased connectivity, poses new threats in Maritime
security, making the industry more vulnerable to cyber-attacks. By con-
stantly monitoring the critical infrastructure on board, vendors create many
uncontrolled links between the shore and the sea. With the number of de-
vices being connected to the Cloud constantly increasing many companies
agree that the connection should be not recommended prior putting the ap-
propriate controls in place, as well as adopting obvious safeguards.

In conclusion,the IoT seems to rise quickly in the Maritime domain as it
allows companies take ”data driven decisions” based on their unique business
needs. Through an extensive scientific business survey done by MIT and
IBM, it was detected that top performing companies are more likely to be
sophisticated users of analytics than low performing companies and more
likely to see their analytics use as a competitive differentiator[24].However,
the challenges arising from these innovations should be carefully addressed in
order to increase output and productivity in processes and business practices
and create a highest value for the industry.
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Threat Analysis in the
Maritime Environment

The escalating rise in connectivity has dramatically changed the way the
international community conducts business. This growing reliance upon dig-
ital technology and computer networks exposes the organizations to hidden
dangers on the Internet. In order to raise awareness on the cybersecurity
domain, in 2016 IHS Fairplay in association with BIMCO (Baltic and Inter-
national Maritime Council) conducted a survey to investigate the different
types of threats that the shipping industry is more prone to[25].

Figure 4.1: Investigation of the nature of the attacks in the Maritime domain[25]
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Of the 300 industry responders, 65 had been a victim of a cyber-attack.
The above image describes which was the nature of the attack of those re-
sponding to the survey. Malware seems to be the main attack nature rep-
resented by 77% of responders. Interestingly there was a 57% of Phishing
attacks mainly by E-mail and a more concentrated 23% of Spear phishing
attacks. Spearfishing is dedicated attacks with specific targets. Denial of
service (DDoS) attack is also popular among the industry with 18% of the
attacked responders to have experienced it.

There are different types of threats that exist in the industrial environ-
ment and more specifically in the shipping industry. These can be either in-
tended or accidental (unintentional) and also untargeted (shotgun approach)
or targeted at a specific company, ship or fleet.

More specifically, the categories of cyber-attacks that can affect the Mar-
itime industry are:

• Targeted, where a company or a ship’s systems and data are the in-
tended target.

• Untargeted, where a company or a ship’s systems and data are one of
many potential targets.

• Intentional, where the cyber breach comes from intentional malicious
actions.

• Unintentional, where the breach is an effect of negligence or ignorance.
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Table 4.1: Categorizing the threats

Intentional Unintentional

Targeted

Brute force
Denial of service
Spear-Phishing
Subverting the supply chain
Port scanning

Falling victim to social engineering
Escaped proof-of concept,
runaway pentest

Untargeted

Malware
Phishing
Water holing
Scanning

User Error

4.1 Types of attacks

• Malware: Malware is shorthand for malicious software and designed
to gain access or cause damage to a computer, server or network with-
out the knowledge of the victim. The term is used to determine many
threats in the Internet landscape and contains unique traits and charac-
teristics. Hackers, people who use their knowledge in coding to bypass
security measures and harm a computer, device or network, mostly cre-
ate Malware. The purpose of Malware is to steal resources from a com-
puter and to exploit known deficiencies and problems of the network
(for example, an outdated or unpatched business software). Malware
can be a virus, a trojan horse, ransomware, spyware and worms.

– Virus: Very similar to viral illnesses from which it takes its name
virus is a program that can create a copy of itself and spread to
other connected computers. Viruses often spread to other comput-
ers by attaching themselves to legitimate programs or documents
and executing code when a user launches one of those programs.

– Trojan horse: These bits of Malware hide in what looks like
a harmless software. There are different types of Trojan horses.
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Parts of the most popular are the banking Trojans that is Malware
focusing on bank transactions and can stay on the background of
a machine stealing passwords and creating a fake environment
where the user thinks that is the actual bank environment. There
are also the backdoor Trojans which the main goal is to create a
backdoor on a user’s computer allowing the attacker to access the
machine and take control of it. Last but not least there are the info
stealer Trojans that have one main objective, to steal data from
the infected computer as well as the remote access Trojans that
are designed to give the attacker full control over the computer.

– Ransomware: According to Symantec Internet Security Threat
Report in 2017 alone, there was a 90% rise in business targeted
Ransomware [26]. With Ransomware threat actors can lock up
a computer holding it “hostage”, encrypt files and force users to
pay ransom in order to get their files back.

– Spyware: That type of Malware is designed to hide on a com-
puter and monitor everything the user does. It can track web
activity, access E-mail and even steal usernames and passwords

– Worms: Main goal of a computer worm is to make as many possi-
ble copies of itself in any way possible from computer to computer.
A worm can replicate itself without any human interaction and
does not need to attach itself to a program in order to cause dam-
age. Worms can modify and delete files and even inject additional
Malware into the computer.

• Social engineering: A non-technical practice used by potential cy-
ber attackers to manipulate insider individuals into breaking security
procedures, normally, but not exclusively, through interaction via so-
cial media. This type of attack can either be fake internal notices from
the company either scare tactics that force the user to respond immedi-
ately due to an emergency. Clicking on that link can trigger a malicious
software download.
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• Phishing: Sending E-mails to a large number of potential targets ask-
ing for particular pieces of sensitive information, phishing, is designed
to fool the user and claim confidential data. Such an E-mail may also
ask for that person’s username, password, PIN number or make the
victim visit a fake website by using the provided hyperlink.

• Water holing: This type of attack is created not to get to the user but
for the user to fall victim to the attack. Water holing attacks are the
development of fake websites based on a user’s or personnel’s interests
or a compromise of a genuine website to exploit visitors and gain access
to their data. They are untargeted, intentional attacks.

• Port Scanning: Ports are a software construct that an application
will use to communicate through the host operating system and out
over the Internet. A port scanning attack occurs when an attacker
sends packets to a computer, varying the destination port. The main
goal of that attack is to check which ports the user has opened for
incoming connections.

• Built-in software weaknesses: Vulnerabilities that relate to insuffi-
cient control of users that have access to the systems or wrong sanitizing
of users input before passing them in the database.

• Third party contribution: Having access to the company’s systems,
vendors or service technicians can leave vulnerable backdoors that the
company is unaware of.

• Brute force: An attack trying many passwords with the hope of even-
tually guessing correctly. The attacker systematically checks all possi-
ble passwords until the correct one is found. This practice is the reason
almost all websites require passwords with puzzled combinations of let-
ters and numbers and evaluate their security level.

• Denial of service (DDoS): Distributed denial of service is designed
to prevent legitimate and authorized users from accessing information,
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usually by flooding the target network with a constant flood of traffic
from different sources. A DDoS attack aims to disrupt normal opera-
tion on a specific server or network.

• Spear-phishing: Like phishing, but, individuals are targeted with
personal E-mails, containing malicious software or links.

• Subverting the supply chain: Attacking a company or ship by com-
promising equipment, software or supporting services being delivered
to the company or ship. This type of attack is extremely popular in the
Maritime sector. Due to the real-time connectivity between the mem-
bers of the supply chain, attacking ports or terminals or even other
companies is yet a successful way to manipulate a system.

4.2 Human factor: the weakest link

Increasingly ships are becoming more and more sophisticated and more and
more connected. Vessel communication, today, carry more data ever faster.
In the past years, ships might be considered immune to the idea of hacking
because the data flow was considerably slow and therefore, not attractive to
hackers. However, as the systems, today, are improving the industry becomes
more and more vulnerable.

Even in the most secure systems, there is a vulnerability which cannot be
patched, corrected or rewritten. While people keep interacting with systems
onshore and on board, the human element will still play a significant role in
the majority of cyber security incidents. Educating and raising awareness of
personnel is the first big step the industry should make in order to increase
safety and security. During the Maritime Transport Summit at DTU, the
Head of Maritime Technology Regulation at BIMCO mentioned: “80 per
cent of the cybersecurity incidents could have been prevented if single users
were able to recognize the threat. It is vitally important to educate the crew
on board in order to raise awareness about the vulnerabilities arising from
human error.”
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According to the 2018 Crew Connectivity Survey [27] of over 6,000 crew
members, only 15% had received any form of cyber security training; and a
20% of the seafarers have identified this gap, as they “feel that cybersecurity
training is missing on board”. The survey also showed that 60% of the sea-
farers want more training on cyber resilience and cybersecurity management
and 49% admitted that they are unaware of their employers’ cyber policies.
Most of the crew (41%) thought the responsibility for cybersecurity lies with
the Master of the ship.

Figure 4.2: Who is responsible for cyber security[27]

The survey revealed that 47% of seafarers have sailed on a vessel that had
become a target of cyber attack and 85% of the attacked vessel’s crew hadn’t
received cyber training at all. Just as alarming only 18% of those polled said
the company they last worked for had the policy to change default equipment
passwords on board. Properly resourced seafarers are a formidable line of
defense and given the right tools are capable of protecting the ship and keep
themselves and the wider Maritime ecosystem safe.

In conclusion, the company’s cyber systems and data are prone to be
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compromised by mistake by the personnel on board or on shore. In general,
events like these most of the time are unintentional and caused by a hu-
man error while operating and managing IT and OT systems. The company
should be aware of crew failure to respect technical and procedural protec-
tion measures due to negligence. There is, however, evidence that malicious
actions can be a deliberate attempt to damage the company and the fleet
provoked by a disgruntled employee.

People that can cause a cyber-breach are usually the ones that interact
with the Information or Operational Technology such as:

• Shareholders/Owners

• Management

• Employees

• Business Partners

• Service Providers

• Contractors

• Customers/Clients

The severity and sophistication of the threat is determined by the individual’s
capabilities, for example [28]:

• A negligent and careless employee or partner who does not follow
the appropriate ways to use or implement policies and through error
or omission, compromises the system’s security.

• Non-malicious individuals who are not seeking to investigate weak-
nesses and vulnerabilities in systems and accidentally harm the sys-
tems. These individuals most of the times access the company’s data
without the permission or knowledge of the administrator and may
accidentally The motivation of such agents is generally
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• A disaffected employee or contractor with limited IT skills
– motivations will vary; the intent may be to steal or leak sensitive
information, to sabotage or disrupt ship operations, etc. The amount
of damage they can inflict will depend on their role, system access rights
and the efficacy of cybersecurity measures related to the ship systems
and data.

• A disaffected employee or contractor with significant IT skills
including system administrators – these individuals can do sig-
nificant damage, particularly if they have wide-ranging systems access
with administrative privileges. They may have sufficient knowledge
and ability to bypass controls and protective measures and may be
adept at removing evidence of their activities, for example, deleting or
modifying entries in system logs. For sensitive roles, there is a need
to consider aftercare of disaffected individuals leaving the organisation,
based on an assessment of risk and monitoring of social media feeds.

• Script kiddies – individual hackers with limited knowledge who use
techniques and tools devised and developed by other people. The ready
availability of hacking and denial of service tools on the internet (in
some cases distributed with technical magazines) means that the level
of technical understanding required to launch an attack has been sig-
nificantly reduced.

• Lone wolf – individuals outside of the organisation possessing ad-
vanced technical knowledge. This group may be adept at removing
evidence of their activities, for example deleting or modifying entries
in system logs. They may also have sufficient knowledge and ability
to bypass controls and protective measures. The number of such in-
dividuals is currently small but may expand as a result of increased
awareness of technical systems amongst the general population, or as
members of the nation-state, groups leave government service.

The procedure of attacking relates to the relation these individuals have with
the systems. The work practice or workflow may refer to:
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• Helpdesk/Service Management

• Incident Reporting and Management

• Change Request Process

• Request Fulfilment

• Access Management

• Identity Management

• Service Level/Third-Party Services Management

The tools they use to compromise the systems are usually the different access
point they have to the network:

• Network Infrastructure

• Application Software

• Physical Security

• Access Devices

4.2.1 Bring your own device

Today crew or more specifically the personal devices they bring on board
are the source of many of the cyber intrusions happened at sea. The crew
is allowed to bring their own devices (BYOD) on board to access the ships’
system or network. Although this may be both beneficial and economical
for ships, these devices cannot be completely managed fact that significantly
increases the cyber vulnerabilities and exposures. In order to manage this
threat, policies and procedures, such as network segregation, should be imple-
mented in order to address their control, use, and influence on the vulnerable
business network.

The more devices people bring on board the more open gates are available
for the cybercriminalss to reach the network. At every intersection of the
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crew and the machines connected to the Internet, there is a big possibility
for error, manipulation, coercion or sedition. Social engineering, deception,
identity theft, bribery, and blackmail trouble the industry for a long time. It
is more popular than ever these attacks being held by hackers against private
enterprise or governments around the world for terrorism or financial reasons.

Special attention should be given when there has been no control over
who has access to the onboard systems. This could, for example, happen
during drydocking, layups or when taking over a new or existing ship. In
such cases, it is difficult to know if malicious software has been left in the
onboard systems. It is recommended that sensitive data is removed from the
ship and reinstalled on returning to the ship. Where possible, systems should
be scanned for Malware before prior to use. OT systems should be tested to
check that the functionalities are still intact.

Despite the arising danger, crew communications services are one of the
most desired provisions for the onboard personnel. The 75% of seafarers said
the level of connectivity provided on board did influence which ship operator
they worked for. Furthermore, the 92% said it had a strong or very strong
impact on who they worked for—a rise of 14% since 2015.

4.2.2 Training and Awareness of the crew

Understanding is a crucial aspect of reducing the risk of cyber-attack. There
are cyber issues and potential threats that need to be understood, to gain
the ability to deal with them and respond when the company is in danger.
Every ship regardless of size and trade is potentially vulnerable, and threats
are present and increasing. First of all, to raise the awareness of the crew
on board, all the possible attack vectors should be presented and defined
to eliminate the vulnerabilities caused by the crew negligence. It is of vital
importance that all crew should be aware of the threats they can introduce
onboard

• E-mail - Risks regarding e-mails and phishing scams should be de-
clared, and examples of users clicking on malicious links should be
simulated.
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• Web browsing - having in an unwilling and unsafe manner during
web browsing clicking on suspicious links should be avoided by the
crew. Every member on board should be able to recognise unsecured
sites, prevent and learn to report suspicious or malicious websites.

• Own device usage - devices being brought by the crew on board are
not always connected to a different network than the business one. If
these machines lack of security patches and controls such as antivirus
can transfer the risk to the environment, they are connected.

• Software installing - risks related to installing and maintaining soft-
ware on computer hardware where the infection can be propagated,
starting from infected hardware (removable media) or software (in-
fected package).

• Removable media - Infected USBs can be proven extremely danger-
ous regarding cyber incidents. Today USB sticks are not only used to
transfer data on board but also for updating critical systems such as
the ECDIS system. Incidents of voyage delays due to loss of onboard
maps have been recorded, and this is the reason why companies keep at
least 2 or 3 backups on board[29]. Policies of protecting against service
providers’ removable media before they are allowed to be connected to
the ship’s systems should be placed, and the crew should be capable of
detecting and reporting suspicious actions.

• Infected chargers - According to DNV GL [30] there have been inci-
dents where the onboard crew connected charges in the USB gates on
the business network creating cyber vulnerabilities to the ship

• Handling the media - The power of social networking can be proved
extremely dangerous. Confidential information sharing or cloud-based
file storage where data is less controlled and monitored can reveal valu-
able assets of the ship and make it vulnerable to threats. There are
examples where during a grounding, an oil leak or an accident of a crew
member during the trip, personnel on board instead of dealing with the
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incident posted photos on the Internet damaging the company’s repu-
tation.

• Social engineering - Social engineering is the art of manipulating a
person, or a group of people, into providing information or service they
otherwise would never have given and is divided into two categories
the human-based and the computer-based. Human-based engineering
re requiring physical access to target the victim through interaction in
conversation, E-mail or telephone. The aim of the attack is usually a
password or confidential information sharing to somebody who claims
to be a trustworthy colleague or a network administrator. Examples of
people pretending to be tech support personnel and convince the crew
to grant them access to the business network are quite famous in the
industry. Computer-based attacks are carried out by using a computer
or other data processing device. These include specially crafted pop-
up windows, tricking the user to click through a fake website and false
SMS texts. Social media can be used to gather information to make
the wrong messages to seem more sophisticated and believable.

Risks related to Internet usage including web browsing and social media
should be identified, and appropriate guides should be provided to control
information sharing. Furthermore, it is highly essential the company define
risks related to E-mails and phishing attacks. Examples of scams should be
presented as well as possible consequences of users clicking on a link in a
malicious site.

Anti-virus policies related to the use of own device should not be missing
on cyber-security training. Unpatched and outdated devices with insufficient
Internet controlling measures may transfer the risk to the environment to
which they are connected. Crew and personnel should be aware of installing
and maintaining infected software that can be propagated.
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4.2.3 “Go Phish Campaign”

On February 15, 2018, the Ultraship Company had sent a trick phishing
mail (in form of payroll template) across the fleet to measure the cyber
security awareness of the crew on board [31]. Phishing E-mails — are spam
messages that purport to come from a legitimate source but actually lead to
a fake website. Phishing E-mails are still a surprisingly effective method of
hacking into online accounts in the Transportation industry with 1 in 131
infected E-mails in 2017[26]. As a result, the Ultragas Company has seen
that 37% of the crew were able to open the mail and see its contents. What
is surprising is that out of the 37% who opened the mail, 92% of them have
clicked the link despite the telltale signs describe on the next page. Kindly
note that cybercriminals needed only a single attack (1 crew to click the link)
to penetrate the company’s network and cause destruction.

Figure 4.3: E-mails Opened
Vs Not Opened[31]

Figure 4.4: Clicked Links
Vs Not Clicked[31]

4.2.4 Human factor versus Technology incompetence

On a cyber-enabled ship, ICT informs, assists or even replaces the traditional
seafarer and the shore-based tasks that keep the ship operational and safe and
carry out the business of the owner. In order to embrace these capabilities,
the industry should focus on the ship design to address the human-system
issues that emerge from using ICT. It is not enough to consider the user
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interface of each piece of technology in isolation.
For dependability and reliability, the design, construction and manage-

ment of ICT has to enable both on board and remote operators to work
safely, securely and effectively.

Specifically:

• Design of equipment and systems needs to take into account the changed
expectations placed on the users to operate them and diagnose failures
and other problems.

• The jobs of seafarers and shore staff need to be re-designed to take ac-
count of new or changed responsibilities, including support and main-
tenance of software-intensive systems.

• The cumulative effect of all changes on the safe and effective perfor-
mance of seafarers and shore staff needs to be considered, in terms of
situational awareness and training.

• Ship operations need to be monitored to ensure that the human com-
ponent of the systems is performing safely and effectively and that
adequate maintenance is being carried out.

Addressing these challenges requires a structured, human-centred ap-
proach to system development and operation – defined in ISO 9241-210
Human-Centred Design (HCD) for interactive systems [32]. A ship designed
using HCD is almost certainly a safer and more productive place to work
and live, and this encourages crew retention – an important factor on cyber-
enabled ships because the crew is likely to have had special training to operate
the ship.

HCD for cyber-enabled ships follows these principles:

• Operational concepts are described to match the actual context of use.

• Input from the crew is early, continuing and effective.

• Improvement is continuous and captures lessons learned from experi-
ence, trials or prototypes.
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• Systems are matched to people and tasks, not vice versa.

• Multi-disciplinary teamwork is used to design the ‘user experience’ of
new technology and systems.

In conclusion, it is quite convenient to blame humans for letting hackers
gain unauthorized access to ships networks. However, this is not the whole
truth. IT specialists and systems manufacturers should consider every aspect
and user before designing a structure. Networks should not rely on the human
factor to stay immune and secure, as it is wrong from an engineering aspect
to create a machine that every time depends on the different user. Systems
have to support their users with safety and reliance.

4.3 Threat actors

There are different threat actors or threat actors groups with a variety of
motivations for performing malicious acts against a company. The most
noteworthy is that some groups are motivated by monetization of cybercrime
and some are motivated by political, ideological or religious reasons. The
accomplishment of the attack is depending on the purpose and interest of
those groups [28].

4.3.1 Activists group

Often referred to as hacktivists, these groups comprise ideologically moti-
vated individuals that may form dynamic groups or sub-groups. Their ac-
tions are effectively online protests, which may have the aim of disrupting
systems or acquiring confidential or sensitive information for publication or
dissemination so as to embarrass their targets. The impact of small activist
groups can be significantly magnified when, as some groups have demon-
strated, they recruit or persuade näıve third parties to join in by allowing
the installation of malicious software on the recruits’ computers, creating
backdoors to the systems. Specifically, in the Maritime domain, hacktivists
are seeking publicity or creating pressure on behalf of a specific objective or
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cause, for example, to prevent the handling of specific cargoes or to disrupt
the operation of the ship. The target may be the ship itself, the operator of
a ship or a third party such as the supplier or recipient of the cargo.

4.3.2 Competitors

This group is typically large corporations seeking to create competitive ad-
vantage. They may act directly or through third parties, with the aim of
harming a rival by collecting business intelligence, stealing intellectual prop-
erty, gathering competitive intelligence on bids or disrupting operations to
cause financial or reputational loss. Depending on size, sector, geographic
location and the sophistication of a large corporation’s cyber capabilities
they may be able to perform sophisticated malicious activities to target and
infiltrate their competitors.

4.3.3 Cyber criminals

The cybercriminals utilize advanced methods, tools and software to profit
from their illegal activities [33]. These are highly skilled criminal groups
trying to perpetrate a wide range of resources while using sophisticated tech-
niques. The motivation lies to profit from illegal activities as well as “show-
of-skill”, and their focus has mainly been on fraud and theft. However,
cyber-criminal activities also include blackmail and extortion through use of
Ransomware to encrypt data or threats of denial of service attacks on corpo-
rate websites. The methods and techniques evolve with the advancement in
technology and business, such as e-finance, e-commerce, and e-payment. The
anonymization, encryption and virtual currencies, such as BitCoin, makes
the cybercriminals difficult to identify and their attacks hardly detectable.
In respect of ports, cybercriminals may seek to intercept or access informa-
tion related to cargo shipments or to security arrangements as a precursor to
criminal activities or a physical attack on these premises[28]. Cybercriminals
have created a business around cybercrime as-a-service and can potentially
be involved in espionage-as-a-service [33]. The sophistication of the Malware

59



4.3. THREAT ACTORS

used by these groups is increasing and there is evidence of a cyber-crime
market, where developers, providers and operators create, supply and op-
erate sophisticated Malware and cyber-crime tools on a commercial basis,
making their tools available to third parties [28]. In 2017, Cyber-criminals
remained the most active threat agent group in cyber-space, being responsi-
ble for at least two third of the registered incidents [34].

4.3.4 Terrorists

Cyber Terrorism poses a great risk as a result of the increased dependency
upon information technology by organizations. Terrorists are becoming in-
creasingly IT aware, and seek to distribute propaganda. The objective behind
such an attack is to take control of major IT infrastructure, spread a Malware,
encrypt or steal confidential data, commit fraud, and/or carry out virtually
any act with the aim of damaging IT assets. There are cases where well-
funded groups could take advantage of the service offered by cybercriminals,
seek support from a nation-state or encourage internal members to adopt
these methods of attack [28]. With the widespread use of electronic and
computer-based technologies in the Maritime environment, terrorist groups
could rely on the various toolkits available for download to disrupt or dam-
age ships by attacking ship and/or connected shore-based systems. Terrorists
may also exploit poorly secured ship data to enable remote hostile reconnais-
sance of targets, thus reducing the time they need to spend in or near their
target[28]. A vessel full of gasoline could be a highly attractive target for
cyber terrorists who want to spread fear and cause physical and economic
disruption to a port or to another vessel.

4.3.5 Nation states and state-sponsored threat actors

According to Information Security Forum report [35] “Nation-state–led cyber-
terrorism will be a top threat by 2020 – and every organization should pre-
pare”. It is acknowledged that some nation states are actively involved in
cyber-attacks on a wide range of organizations in order to acquire state se-
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crets or sensitive commercial information. They may also threaten the avail-
ability of critical infrastructure in other nation states. During periods of
heightening international tension and conflict, these activities may include
more widespread attacks as evidenced by Malware such as Stuxnet and Wan-
naCry.

The state-sponsored threat actors effectively have the capacity and so-
phisticated technical support available to a nation-state made available by
the sponsoring nation. This group could include cyber fighters, i.e. groups of
nationally motivated individuals who threaten or attack other groups, busi-
nesses and the infrastructure of other nation states. The cyber fighters may
be seen as a type of hacktivist, but their interest is the support of a nation-
state and as such, they may enjoy significant sophisticated technical support
from that nation-state.

61





Chapter 5

Mapping the Attack Surface

5.1 Components of the ship

In order to handle the current level of threat, it is essential to identify the
systems that are critical to safe operations, and to make sure that they will be
sufficiently resilient and degrade gracefully(i.e. maintain functionality) when
a failure occurs. To achieve that, the fault tolerance and defence control and
monitoring functions needed for the services and systems critical to safety or
the business need to be identified. These can be identified using a risk-based
approach or using standards such as the National Institute of Standards
and Technology (NIST) standard, SP 800-64 Security Considerations in the
System Development Life Cycle [36] or the Baltic and International Maritime
Council (BIMCO) Guidelines on Cyber Security on board Ships[37]

The interconnections of the systems may have changed and this needs
to be considered when identifying the criticalities –for instance, the com-
munications networks on board a ship may have been linked to an Original
Equipment Manufacturer (OEM) via a cloud-based application. Addition-
ally, if commercial products, sub-systems and programs are being used, it
must be ensured that they meet full requirements for the system.
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A typical risk-based approach might look like this:

1. Identify the system or sub-system and its operating mode, including
when electrical/electronic/programmable electronic systems are used
to carry out safety functions in accordance with BS EN 61508[7] se-
ries, Functional Safety of Electrical/Electronic/Programmable Elec-
tronic Safety-Related Systems.

2. Identify potential failure modes and damage situations and their causes.

3. Evaluate the effects on the system of each failure mode and damage
situation.

4. Identify measures for reducing the risks associated with each failure
mode.

5. Identify measures for failure mitigation.

6. Identify trials and testing necessary to prove conclusions.

Figures 5.1 and 5.2 are a generic and simplified representation of the integra-
tion of critical and non-critical components for a generic ship. Those systems
should not be connected to the same network on board. The business net-
work should contain all the critical components whereas the entertainment
network the non-critical. The non-critical entertainment network is more vul-
nerable to cyber-attacks and should be treated separately from the business
network.
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Figure 5.1: Critical infrastructure of a network onboard ship

Figure 5.2: Non-Critical infrastructure of a network onboard ship

5.1.1 Integrated Bridge System (IBS)

The Integrated Bridge System manages all the bridge components. It pro-
vides the centralized access to the information from all the bridge compo-
nents.

65



5.1. COMPONENTS OF THE SHIP

5.1.1.1 Automatic Identification System (AIS)

The Automatic Identification System is a cyber-physical system commonly
used in the Maritime industry for vessels traffic monitoring and assistance.
The system was made mandatory in 2002 including international voyaging
ships of at least 300 gross tonnage and all passenger ships regardless of their
size. AIS works by acquiring the Global Positioning System (GPS) coor-
dinates and exchanging via radio transmissions real-time information be-
tween ships and Maritime authorities. Additionally, AIS data is collected and
transmitted to AIS providers operating all over the Internet (VesselFinder,
MarineTraffic, Aishub etc.). The aforementioned procedure offers visualiza-
tion, monitoring and reporting availability in free or commercial form.

The system is used to help ships avoid collisions, to inform port and
Maritime authorities about their position, to measure the distance from the
surroundings ships and to ensure safety at sea by monitoring the traffic.
Some of the data that AIS device transmits and receives are about the name
and IMO number of the ship, the size, type, the status, GPS positions,
speed, next port and estimated time of arrival. Moreover, some of the AIS
promoted benefits are the accident investigations and the aids to search and
rescue operations as AIS-SARTs (Search And Rescue Transponders) are self-
contained, waterproof devices intended for emergencies, mainly to help the
detection and location of vessels and people in distress, i.e. a man overboard.

The communication is being held over Radio Frequency (RF) and the
system, in general, does not employ authentication or integrity checks. As
incidents reveal anyone with cheap RF receiver can also listen to these mes-
sages. The system is vulnerable to signal interference, to false information
sharing and to Malware as the connection with the AIS providers is being
held through the Internet.

The AIS generalization, also, poses the problem of confidentiality linked
to security: the selection of ships by pirates.
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As shown in Fig. 5.3 even via RF the hackers have 4 attack vectors:

1. AIS Gateway

2. Vessel Traffic Service

3. Vessels

4. Offshore

The identified threats of the systems are multiple. The AIS system can
be used to issue “fabricated” information. The aim of these false messages
(distress signal, false ship location, etc.) is above all to attract attention
and trap targeted ships. Hackers, for example, can send specially crafted
messages that could mimic the location of an existing vessel, or even create a
fake vessel and place it on its own virtual course. This incident is known as
AIS spoofing. With spoofing, attackers can trigger search and rescue alerts in
order to lure a victim ship into navigating to a hostile and attack-controlled
sea space. Attackers can capture and store AIS data and replay spoofed
messages in the specic time frame and bring the ship off course.

Figure 5.3: Attack Vectors for AIS[38]
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Moreover, attackers can modify the AIS data such as the location of po-
sition, port of call, estimated arrival time, etc. Additionally, they are able to
download the data of an existing ship, changing some of the parameters and
submitting it to the AIS service. This action is called hijacking. Furthermore,
as there are no authentication and integrity checks, AIS system is vulnerable
to attack traffic (DDoS attack). Finally, because in open-sea AIS –enabled
distress beacons are used to signal and locate a man overboard identified
threat consists of generating a false distress beacon for people in distress
at coordinates chosen by the attacker. AIS-SARTs are self-contained, wa-
terproof devices intended for emergencies, mainly to help the detection and
location of vessels and people in distress, i.e. a man overboard. Note that
by law a vessel is required to join a rescue operation upon receiving a search
and rescue message.

Figure 5.4: Threat Landscape for AIS[39]

5.1.1.2 Electronic Chart Display Information System (ECDIS)

An Electronic Chart Display Information System is an information and chart
display visualization system that replaced paper maps on board ships. ECDIS
shows the position of the ship in real time on a map displayed on a screen. It
provides the Officers with all information they may need to travel safely such
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as the instantaneous position of the ship (GPS), isobath and obstructions,
nautical almanack (mainly for the sun and the moon), shore lights and bea-
cons. It is also connected to Automatic Radar Plotting Aid (ARPA). The
system is compliant with IMO standards and ships are obliged to be fitted
with one before August 2017 [40].

All ships should maintain nautical charts for route planning and monitor-
ing along with their voyages. The ECDIS is based on a mapping system that
uses an IT system to digitally display nautical charts and the exact location
and tracking of its ship.

The displayed data are related to:

• preplanned safety contours

• hidden dangers (NoGo areas)

• traffic routes

• distance to run

• weather conditions

• latest voyage notices to mariners

The ECDIS system presents a few underlying vulnerabilities regarding
software security that could lead to disastrous results for ships at sea. Due
to the system’s reliance on IT software, ECDIS is vulnerable to Malware at-
tacks. Electronic charts should also are updated before via removable media,
which can be easily infected with viruses. This is a common incident on com-
promising the ECDIS system and can cause from a few hour departure-delay
to all on board system failure.

The vulnerabilities of this system can include:

1. The system update medium: CD/DVD, internet connection/Inmarsat
or USB port
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2. The lack of update of the operating system that corresponds to a work-
ing station generally operating on a Windows type support that has not
been updated.

3. This system is interconnected to the various ship’s sensors: radar, AIS,
speedometer, sounder, anemometer. These sensors are often connected
to a local network on board ships.

IMO considering the dangers arising from ECDIS failure outlined the need
for backup arrangements on board vessels. These backups do not fully offer
the full functionalities of ECDIS, therefore, should be used in accordance with
up-to-date paper charts. A lot of reputable shipping companies to minimize
the risk of failure of ECDIS opt to install a second ECDIS system on board.

5.1.1.3 Voyage Data Recorder (VDR)

The Voyage Data Recorder system or Simplified Voyage Data Recorder is the
ship’s “aeronautical black box”. It is mandatory since 1 July 2002 on all pas-
senger vessels and all cargo ships of 3,000 gross tonnages and upwards. This
device aims to help analyze the circumstances that resulted in an accident,
by examining the recorded data.

The standard settings of a VDR are the following:

1. The Data Acquisition Unit (DAU) is the heart of the marine equip-
ment: Very High Frequency (VHF) input, radar input, hard drive or re-
movable flash disk, autonomous emergency battery, microphones, high
resistance data recording capsule, Bridge Alarm Unit (BAU), Sensor
Interface Unit (SIU) that collects all other data, codify them and send
them to the Data Acquisition Unit (DAU)

2. Data recording: date and time, the ship’s position, surface speed (log),
gyrocompass, magnetic compass, radar image, bridge conversations,
radio communications (emission/reception), water depth (sonar unit),
principal alarms (fire, engine room, etc.), status of watertight doors
and hatches (opened or closed), state of fire doors (opened or closed),
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rudder angle, orders and responses with the machinery space, thrusters,
actual or relative wind speed.

Just like the ECDIS system, this system’s vulnerabilities can include:

1. The system update medium: CD/DVD, by internet connection/Inmarsat
or USB port.

2. The lack of update of the operating system that corresponds to a work-
ing station generally operating on a Windows type support that has not
been updated.

3. This system is interconnected to the ship’s sensors which include com-
promise due to IoT incompetence.

5.1.1.4 Global Navigation Satellite System (GNSS)

The Global Navigation Satellite System, through a set of satellites and a
receiver, displays the position (2D and 3D), the speed, the route and time.
Therefore it enables to orientate and navigate at sea, on land or in the air.
Several GNSS exist in the world today. The system offers worldwide coverage,
and the one that is most used by the general public is the GPS that set up of
24 satellites situated at an altitude of 20.000km shifting in 6 quasi-circular
orbital planes inclined at 55° on the equator. The positioning principle is
based on calculation algorithms of the distance between the GPS receiver and
several satellites. The precision of the GPS can reach 10 meters. Atmospheric
turbulence can impair this precision.

Encryption does not protect the satellite signals. It is, therefore, possible
to intercept and alter them.

The system’s vulnerabilities can include:

1. A weak signal strength – the inherent weakness

2. The possibility of involuntary interference

3. The possibility of intentional jamming

4. Technical deficiency in the satellites constellation
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5.1.1.5 Radio Detection and Ranging (RADAR/ ARPA)

The purpose of the Radio Detection and Ranging is to detect and monitor
the position and speed of an object or an obstacle through the emission and
reception of electromagnetic impulses. The return signal (called radar echo)
is received and analysed by the receiver. The Automatic Radar Plotting Aid
(ARPA) is the equipment associated with the navigation radar that allows
the tracking of echoes and calculates the closest point of approach to help the
watch officer with anti-collision by picturing continuously and automatically
the acquired targets.

The system’s vulnerabilities can include:

1. The possibility of DDoS attacks.

2. The possibility of intentional jamming,

3. The possibility of identity theft by altering the return signal.

5.1.1.6 Global Maritime Distress and Safety System (GMDSS)

The GMDSS aims to ensure rapid and automated alerting in case of Maritime
distress. It transmits and receives the distress and safety messages through
satellite links. Transmitted messages consists of ship’s type, ship’s Maritime
Mobile Service Identity (MMSI) number. The nature of distress message is
generally related to sinking, grounding, flooding, fire explosion etc.

5.1.2 Engine System

The Engine system contains all the systems related to power generation and
propulsion. It gathers the data related to speed, rudder angle, and propeller.
Moreover, it monitors the engine load, fuel consumption, water level in the
ballast compartment. Depending on the information from the bridge control
system it sends the command to propulsion control system to increase or
decrease the speed of the ship. Furthermore, it also sends the command to
increase or decrease the level of water in the ballast compartment depending
on the information from the bridge system. However, the use of digital
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systems to monitor and control on board machinery, propulsion and steering
make such systems vulnerable to cyber-attacks. The vulnerability of these
systems can increase when they are used with navigation and communications
equipment on ships using integrated bridge systems.

5.1.3 Cargo Management System

5.1.3.1 Cargo Control Room (CCR)

Computer systems used for the management and control of cargo may in-
terface with a variety of another system ashore. This system may include
shipment tracking details available to shippers via the Internet. Interfaces of
this kind make cargo management systems and data in cargo vulnerable to
cyber attacks.

5.1.3.2 Ballast Water Management System

It is a compartment within a ship that holds water as ballast to provide
stability. Using water in a tank allows for the easier adjustment of weight. It
also allows for the ballast to be pumped out to temporarily reduce the draft
of the vessel when it is required to enter shallower water.

The system ’s risks are on:

• All ICS networks: sensor and actuator management,

• SCADA: Global network, workstations and ICS software monitoring
the industrial process.

5.1.4 Passenger and Crew System

5.1.4.1 Passenger facing networks

Guest entertainment system and passenger’s Internet access on the ships
are public facing network [37]. If the Internet access to the passengers is
provided through the same channel which controls the critical components
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on the ship then becomes easier for the attackers to attack the control sys-
tems by attacking the guest entertainment system. These systems should be
considered uncontrolled and should be segregated from the network of the
control system.

5.1.4.2 Crew welfare

As it is for the passengers’ entertainment system, the welfare of the crew
is particularly vulnerable when provides internet access and E-mail. It can
be exploited by cyber attackers to gain access to onboard systems and data.
These systems should, also, be considered uncontrolled and not be connected
to any safety critical system on board. The network that is used in terms of
BYOD should be segregated from the Business network on board.

5.1.4.3 Passenger service management system

It consists of the valuable passenger related data such as their personal iden-
tier, transaction details related to the bank etc. Systems which is used to
manage the passenger related data are themselves an attack vector as the
collected data is passed on to another system.

5.1.5 Vulnerabilities and Impacts of Cyber Attack on
Ships

Systems onboard vessels are not isolated. In case of a potential breach, the
network architecture that is implemented on board will guide the threat to
other critical components. After investigating the vulnerabilities arising from
every component individually this section focuses on the dangers emerging
from their in-between integration.

Every ship is designed with a unique network architecture that can change
along their lifecycle. One of the most important aspects when assessing the
cyber security threat is to map the interconnections of the systems onboard
in order to investigate the potential propagation of an incident. By mapping
out the systems on board, the company can create a holistic approach of the
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networks in order to secure the components and to be aware of the impacts
in case of an exploit.

The Figure 5.5 shows a generic topology of the critical infrastructure on
board and the backdoors each one of the components created to the system.

Figure 5.5: Propagation of an attack between the critical components.

The Integrated Bridge System (IBS) manages all the bridge components
that provide the navigational information for the ship. Consisted from differ-
ent components, the IBS once compromised is prone to deliver the attack to
the other components. Due to the direct connection between the IBS and the
Engine System wrong information of AIS can lead to sending wrong control
commands to the Engine and consequently divert the ship to longer routes
and increase or decrease the speed. False information such as the position
and the speed of other ships can also lead to a collision.

If AIS is compromised by an attacker by broadcasting false data, it can
be used to provide fake information related to the ship. A compromised AIS
can either provide false information for other ships or either broadcast wrong
details for the position and condition of itself.

The Radar provides information about the surroundings of the ship.
Radar is vulnerable to jamming and DDoS attack. These devices provide
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wrong information about the object because of the false echoes caused by ex-
traneous radar waves. This false information may cause the collision of the
ship with the object. A collision of a ship with objects can cause delayings
in discharging of cargo materials at the port and it can sink the ship which
can cause the loss of lives and cargo.

Global Maritime Distress System (GMDSS) is used to broadcast the
distress messages related to collision, flooding, sinking, explosion, etc. If
GMDSS is compromised by the attackers then it can be used to broadcast
false distress messages to other ships or to the shore control centre.

Global Navigation Satellite System (GNSS) is also vulnerable to cyber
attacks. Signals and data of GNSS can be spoofed which in consequence can
provide the wrong position of the ship. Spoofing of data from GNSS can
cause the attack on ECDIS system as well. Since the ECDIS system used
GNSS data to upgrades the routes and position.

ECDIS is used as a replacement for the paper chart for the pre-planned
routing of the ship. Computer systems used for the ECDIS is vulnerable
to Malware attacks. Attackers can compromise these devices and replace
the original chart with their own electronic chart. As a consequence, IBS
can issue a control command to Engine system to reroute the ship to longer
or shorter route. Rerouting of the ship to a prohibited area or through
a longer route causes a delay in reaching the destination port, which can
affect the ofoading of the cargo materials. Even, if the ship reaches early to
the destination port it can affect the overall procedure of discharging of the
cargo materials because of the port operation (e,g., people on the port may
be busy in ofoading of other materials). So, in both of the cases, it will affect
the supply chain management. Moreover, it can cause the ship to stop at
different port contrary to what was planned by the crew members.

The general challenges are that these systems are poorly designed at the
protocol and the implementation level. As researched here, this can result
in the hijacking of a ship and/or damaging other ships or structures.As a
consequence, Integrated bridge system can issue control commands to reroute
the ship to other routes and it may lead to collision.

Alternatively, a compromised ship may be guided by a hacker to crash
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into another target either to destroy the ship or another desired target. This
attack is viable against other ships, oil rigs, as well as some bridges and
possible some land-based structures depending on the situation.

The engine system is also vulnerable to cyber attacks. Specically, the
computer systems involved in the Engine system is vulnerable to cyber at-
tacks through Malware. If the Engine system is compromised by the attackers
then it can be used to send the false information related to speed, fuel con-
sumption, engine load, the water level in ballast compartment to Integrated
bridge system. This can cause the AIS and GMDSS system to broadcast the
false information related to shipping.

Moreover, by hacking into the Engine system attacker can issue the con-
trol commands to divert the ship to different routes, to start or stop the main
propulsion system. Moreover, if the engine system is compromised by the
attacker then it can send the false information regarding explosion, flooding,
sinking, collision to Integrated bridge system which provide these alerting
message to be broadcasted by GMDSS.

By issuing the control command to increase or decrease the water level
in the Ballast control system the attacker can even cause the sink of the
ship by diverting the stability data and altering the loading and discharge
configurations of the system. Disrupting normal operations lead to the delay
of the ship’s arrival at the destination port, affect the ofoading of cargo and
consequently cause problems to the general supply chain sector.

The cargo management system is also vulnerable to attackers due to this
interactivity. By getting access to these systems attackers can damage the
data related to rates, loading, cargo number, date and place causing from
environmental damage to financial loss.

It can be seen from the above analysis that, mapping out the network
architecture on board ships plays an integral role in preserving their ”cy-
ber hygiene”. However, companies nowadays are not used in keeping records
when bringing several devices on board. Considering the BYOD the vulner-
abilities rise even more. In order to successfully address the risk of cyber
security companies should start designing the systems topology and record
every new entry in a safe and standardized manner.
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The Aviation Model

There is a lot of conversation related to adopting the successful Aviation
cybersecurity model in the Maritime industry. As well as in the Maritime
world, security of the airline systems can directly impact the operational
safety and efficiency of the industry and indirectly impact the services, rep-
utation and financial health of the company. The global Aviation industry
has many layers overseeing the safety of all the stakeholders involved, from
aircraft manufacturers to the passenger boarding a flight. Overall, these
different actors can be classified into four categories [41]:

• One international organization: the International Civil Aviation Orga-
nization (ICAO), part of the UN. It codifies the rules of investigation
internationally and designs international civil Aviation Standards and
Recommended Practices in collaboration with its member states.

• Governments: national investigation organizations, virtually security
agencies that investigate on behalf of countries involved in the accident..

• Trade organization of airlines: International Air Transport Associa-
tion (IATA) oversees standards at the industry level and is directly in
contact with most of the world’s airlines.

• Manufacturers of aircraft and security systems: many large corpora-
tions such as Boeing, Airbus, etc. They constantly update their systems
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to face new threats with the advice of the different boards described
above.

Because of its complexity and its weight in the economy, breaking the
Aviation industry’s security constitutes a great challenge for hackers and
terrorists. Moreover, this industry relies more and more on information and
ICT. As an industry that is well known for providing one of the safest types
of transportation, it is mandatory for all its stakeholders to understand the
risks and to prevent any malicious events for the good of the industry, the
economy, the population and the environment.

6.1 Transparency in the Aviation Industry

The European Aviation Safety Agency (EASA) and the Federal Aviation
Administration (FAA) signed on 22 September 2017 Revision 6 to the Tech-
nical Implementation Procedures (TIP) for airworthiness and environmental
Certification, during the Certification Management Meeting held in Ottawa
(Canada) [42]. On that revision, both regulators have agreed that when a
cyber-incident occurs automatically it should be reported and open to the
public. This decision aims to protect stakeholders of facing the same sophis-
ticated breaches and also contributes to prevent the companies from being
unprepared when an incident occurs.

The Aviation industry is characterized by few manufacturers and ex-
tremely high standardization. This aspect contributes to almost identical
aircraft and cabin systems that are well examined and protected. Being
aware of the exact structure of the systems helps the IT specialists to iden-
tify the vulnerabilities and to focus on preserving security.
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6.2 Obstacles in adopting the Aviation model
in the Maritime sector

Each ship nowadays is a prototype. It is common for IT personnel not to
be fully aware of all the systems that are implemented on board during a
ship’s lifecycle. With various stakeholders, vendors and regulators investi-
gating the safety of the systems, security can become an unsolved puzzle for
the IT specialists.

The factors that lead to Maritime’s incapability of adopting the Aviation’s
cybersecurity approach are:

• Diversity – Every ship is unique. Even sister ships vary in dimensions
and specific design characteristics. This variation makes it difficult to
create and study a generic model of a cyber-safe ship. Focusing on the
systems implemented on board these can be defined every time by the
different owners of the ship or even the different Masters and Engineers
on board.

• Complexity – Systems on board ships deal with various operational
needs. As size and volume keep increasing the implemented devices face
more difficult tasks. This complexity along with the increased number
of subsystem manufacturers presents significant difficulties when devel-
oping a cyber-model that is representative and capable of being used
for all classes of the ship as it is done in the Aviation Industry.

• Classification societies – The verification of the systems in Aviation
industry is only a matter of State. Involving more people in examining
the networks might be proved tricky as it can lack focus when assessing
the risk. The involvement of classification societies in assessing and
validating the trustworthiness of the systems is only an aspect faced in
the Maritime Industry.
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• Supply chain – Ships are not alone on the sea. Most of the times
they are implicated in a complex supply chain that adds to the already
difficult tasks the systems are already carrying through.

In conclusion, the number of class societies worldwide, the diversity of
ship designs and the number of subsystem manufacturers presents significant
complexity when developing the Maritime cyber model that is representative
and capable of being used for all types of ships. For all these reasons it is
difficult for the Maritime Industry to adopt the Aviation cybersecurity model.

6.3 Maritime cybercrime reporting portal

Airbus Defence and Space is a division of Airbus responsible for defence
and aerospace products and services. The company provides a global cyber
defence approach that incorporates monitoring, attack detection and inves-
tigation, through to incident response. The Airbus Defence protects the
Aviation industry from cyber threats and is rated as the no. 1 industry for
cybersecurity in Europe [43].

Airbus Defence and Space partners with CSO Alliance, a Maritime com-
munity of Company Security Officers (CSOs), to build a secure online report-
ing platform to help counter Maritime crime on a global scale. CSO Alliance
is a global, members-only risk management platform for all shipping sectors
to drive best practice and combat crime. The collaboration of the companies
aims in providing their members with a worldwide, voluntary and anonymous
incident reporting portal for assessing cyber threat activities and the respec-
tive risk levels in order to form the basis for appropriate decision-making and
action-taking procedure.

This database of criminal activity and trends, combined with online brief-
ing routines and continuous assistance will increase awareness in the Maritime
Domain. This development of an effective and collective tool will empower
ship owners and operators, ports, insurers, flag states and classification soci-
eties to improve overall safety and security.
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While more than 30% of cyber incidents remain unreported the need
of creating a platform for informing the members of the current challenges
that threaten the industry was growing [44]. The pilot program has already
received some first anonymous and verified incidents. One of them was a
vessel that after a number of attempted E-mail frauds, the successful breach
forced her to drop anchor. It was a Malware infection that disabled the
navigation systems and made the systems to shut down, the operations to
stop and the crew waited for external assistance. A second one was conducted
on March 13th 2017 when Somali pirates hijacked the Aris 13 oil tanker with
its eight Sri Lankan crew members. The exact location was unclear, and
Airbus tasked their Pleiades satellites to find the vessel. Rapid analysis of
the data was shared with the CSO Alliance community and the military,
and, as the ship was released, the French frigate Courbet provided medical
assistance to the crew and then escorted the Aris 13 to the Somali port of
Bosaso [44].
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Selected Incidents

Cyber incidents, nowadays, have become very popular among newspaper
headlines. A realistic perspective is essential while exploring the severity of
the issue. Is cybersecurity one of the top threats for the Maritime sector or
are the threats being over-exaggerated by security companies who would like
to involve in the shipping business? To answer that question this chapter
studies some of the most significant incidents in the Maritime sector, in the
last few years.

7.1 Port of Antwerp

Between 2011 and 2013, the Belgian port of Antwerp was subject to cyber-
criminals aiming at drug trafficking. Hackers where hired by the traffickers to
breach IT systems that controlled the movement and location of containers.
For over a two-year period, the systems of at least two companies operating
in the port were constantly under control from the hackers. By accessing se-
cure data about the locations and movement of the containers, the attackers
were able to send unauthorized drivers to steal the compromised cargo before
the legitimate owner arrived at the destination. The breach was identified
when entire containers started missing. The crime group sent malicious soft-
ware via E-mail (phishing attack) to the staff, which enabled them to get
remote access to the port’s data. Although this first attempt was identified
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and firewalls were installed to the systems, the hackers managed to break
into the facilities of the port and use keylogging software to the legitimate
computers. In this way, they gained wireless access to keystrokes typed by
staff and captured screenshots from their monitors. The police seized more
than a ton of cocaine, with a street value of 170m USD, and a similar amount
of heroin [45].

7.2 GPS Spoofing

In July 2013, a penetration test was performed by researchers from the De-
partment of Aerospace Engineering and Engineering Mechanics at the Uni-
versity of Texas at Austin. They created false civil GPS signals to gain
control of the GPS receivers of a 213-foot yacht. By creating a custom-made
device, they managed to spoof the GPS receivers and subtly coerce the yacht
off its course. The spoofing device was a blue box about the size of a brief-
case that targeted the ship’s two GPS antennas. 30 miles from land the
researchers transmitted faint counterfeit signals towards the ship’s antennas.
The managed to interfere with the GPS receiver by increasing the power of
the spoofing signals until they were stronger than the satellite signals. Once
in control, the “attackers” initiated a 3-degree turn, which was reported from
the navigation system. Although, the crew on board tried to drive the ship
to her intended route the yacht remained under the researchers’ control[46].

7.3 GPS Jamming

In April 2015, South Korea experienced one of the most significant GPS jam-
ming incidents when over 1000 aircraft and 250 ships were affected. Attacks
on GPS are followed by threats that the ship is in the dangerous position
unable to find her precise location to continue the trip or manoeuvre back
to the port. The incident claimed to come from state-sponsored actors in
North Korea. Jamming is an intentional interference with GPS signals aim-
ing at blocking or stopping and not in altering (spoofing) them. Because
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of this unavailability of data and information and the connectivity with the
AIS, the ECDIS and the VDR devices on board when GPS is “jammed” all
the above devices are affected. Professor David Last, strategic advisor to
the U.K.’s General Lighthouse Authorities which provides navigation aids for
ships, recently ran a series of trials to examine the effect of GPS jamming on
shipping. In one trial, a jammer was operated from a lighthouse and aimed at
ships. ”The effect was profound. It strongly affected GPS receivers on ships
out to sea to the horizon at about 30km” [47]. While the second series of trial
researchers wanted to validate the affection the jammed GPS ha to other de-
vices on board and placed a jammer on a ship. The incident, indeed, caused
multiple systems to fail, including navigation systems, emergency systems,
the clocks and the AIS.

7.4 Danish Maritime Authorities data breach

In 2014, the Danish Maritime Authorities discovered they had been hacked
in 2012 and sensitive Danish business information fell into the hands of state-
sponsored attackers. Although the Danish Broadcasting Corporation (DR)
claimed that the attack was sponsored by China the Chinese Embassy in
Copenhagen denied the incident and consisted they had nothing to do with
the hack. The attack was carried out through the transmission of a PDF
document with an embedded virus via E-mail. When opened by an employee,
hackers were given back-door access to the contents of his computer and the
rest of the Maritime Authority’s network. From there, they were able to
access the Business Ministry’s IT system. Consequently, this was spread
throughout the networks of the organizations and was only confronted when
all systems were shut down for several days before re-open them with new
anti-virus software[48].

87



7.5. GULF OF MEXICO

7.5 Gulf of Mexico

In the Gulf of Mexico, in 2013, the Mobile Offshore Drilling Unit (MODU)
oilrig was driven off. By plugging in smartphones and other personal devices,
the crew of MODU managed to infect the systems with Malware. The mali-
cious software disabled the signals to the dynamic positioning thrust, which
eventually caused the floating unit to drift off[49].

7.6 Saudi Aramco

In 2012, when an employee opened a phishing E-mail and clicked the infected
link at the Saudi Aramco 35.000 computers were partially wiped out or totally
destroyed. The company, which provides 10% of the world’s oil, was forced
to temporarily stopped selling operations and after 17 days, the corporation
started giving oil away for free in order to keep it flowing within Saudi Arabia
[50]

7.7 Pirate Involvement

A shipping company who noticed a change in the way pirates operated con-
tacted the Risk Team of the company Verizon. These pirates attacked tar-
geted vessels and, once on board, they headed for certain cargo containers.
After the investigation, it became apparent that hackers could access the
Content Management System of the shipping inventories, which led them to
get inside information about bills of lading for future shipments [51].

7.8 ECDIS Compromise

It is quite common for ECDIS that viruses are introduced via USB gates dur-
ing chart updated or unauthorized devices being charged. One such incident
is recalled by Brendan Saunders, Maritime technical lead at cyber-security
firm NCC Group. One of the crew of an 80000 tonnes tanker, brought an
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infected USB stick on board and plugged it in the ECDIS system in order to
update the charts before departure. The navigation systems were instantly
infected, and the departure was delayed for further investigation. USB sticks
that are used for updating ECDIS should be scanned before being plugged
in the system and the access points of plugging devices to ECDIS should be
restricted [52].

7.9 Danish Railway Services

On the 13th of May 2018, The Danish Railway Services (DSB) suffered a
DDoS attack which shut down the ticketing systems. The attack disrupted
passengers to purchase tickets via the DSB app, on the website, at ticket
machines and certain kiosks at stations. In a statement to Infosecurity DSB
estimated that around 15,000 customers were affected [53]. “Transportation
companies and other operators of essential services have to invest in proactive
cybersecurity defenses to ensure that their services can stay online and open
for business during a cyber-attack” said Andrew Lloyd, president of Corero
Network Security. From the investigation that followed was clear that DSB
did not have secure DDoS mitigation procedures [54].

7.10 Maersk Incident

On the 27th of June 2017, A.P. Moller – Maersk IT infrastructure was hit by
the NotPetya ransomware attack. With a fleet of more than 600 container
vessels, Maersk is the world’s biggest shipping company with a market share
of around 16 per cent. The company handles around 25 per cent of all
containers shipped on the key Asia-Europe route[55]. According to Møller-
Maersk chairman, Jim Hagemann Snabe during the World Economic Forum
(January 2018), Maersk moves 20 per cent of all world trade in containers
and every 15 minutes an average ship of 15 to 20 thousands containers in
volume enters various ports around the world. With that increased efficiency
in the delivery of goods “infected,”Maersk had to suffer a breakdown of its IT
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systems that affected all business units, including container shipping, port
and tugboat operations, oil and gas production, drilling services, and oil
tankers. Despite the significance of the attack the fleet and crew were not in
danger. During that period the company managed to handle its operations
manually and recover with only a 20 per cent drop in volume for deliveries.

7.10.1 The attack

Maersk was a victim of NotPetya ransomware, a Malware that encrypts all
files in a system and flashes up a screen that requests ransom in form of
BitCoins. NotPetya has the ability to spread on its own like a worm infect-
ing rapidly every device across an organization. Its original infection vector
arrived via a backdoor planted in an update of M.E.Doc [56], an accounting
software package that is used by almost every company in Ukraine. Ac-
cording to Mr Snabe, Chairman of A.P. Møller-Maersk, the company was a
victim of collateral damage, an attack probably designed by a state targeting
Ukraine.

7.10.2 The aftermath

A.P. Moller-Maersk A/S was forced to shut down all systems across its oper-
ations in order to contain the cyber incident. The company, within a period
of 10 days, managed to reinstall 40.000 servers 25.000 PC’s and 2.500 ap-
plications, a procedure that would have last about 6 months according to
Mr Snabe. Only due to the “heroic” human efforts conducted by vendors,
suppliers and employees, the company managed to recover from the incident.
However, the chair of Maersk expressed his warnings that in the near future,
as automation creates near-total reliance on digital systems, the human ef-
fort won’t be able to help such crises. The NotPetya incident cost Maersk a
negative of 200 to 300 million USD [14].
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7.10.3 The lesson

This attack was a really significant wake-up call for a high technology com-
pany like Maersk. Mr Snabe admitted that their company is “basically av-
erage when it comes to cybersecurity” and claims that in the forthcoming
future they want to become cybersecurity innovative and make cybersecurity
their competitive advantage.

It is known that the company chose a very open dialogue around this cyber
incident and shared comprehensive details about the experience they had.
Maersk believes that today due to the increased incidents of cyber-attacks
the recovery will only be accomplished with a deeper understanding of the
situation, with transparency and with collaboration between the shipping
companies.

Moreover, with more than 90% of their orders today coming through the
Internet Maersk believes that in the next few years with the extreme growth
in digitalization, vulnerabilities will increase. There is a radical need for the
improvement of technological infrastructure and the industry cannot depend
on human resilience anymore.

In conclusion, Maersk incident has to offer many lessons in the Maritime
industry. The dangers are arising and no organisation can stay immune
to cyber attacks. There is an urgent need in raising awareness between
the different partners. The industry should agree in moving together to
an improvement of infrastructure and to clear and open discussions about
possible breaches. Only by this, there is a forthcoming re-design of the digital
world that will benefit everyone.
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Addressing the Threats

In the previous chapters, this thesis investigated the different factors that
affect ships cybersecurity and threaten their safety. By identifying which
systems are at risk, by gathering information on potential threats and vul-
nerabilities and by exploring the potential threat actors that target the in-
dustry, a holistic approach of Maritime cybersecurity was built. In order to
reduce the risk of a cyber attack it is inevitable for the companies to map
the attack surface by defining the network topology onboard. This section
is presenting a framework of the recommended procedures in order to assure
that the addressed vulnerabilities and the cyber-attack risk are as low as
possible.

The suggested approach divides the solution aspects in three categories:

1. Human centred approach

2. Systems and Data

3. Network Architecture

93



8.1. HUMAN CENTRED APPROACH

8.1 Human centred approach

Overall, autonomous shipping opens up great opportunities for the Maritime
Industry. However, there are still a lot of steps to be done until the first
commercial unmanned ships are present. Humans still interact with the
systems on board and as shown in chapter 4.2, unaware personnel is one of
the main reasons for the increased cybersecurity incidents.

Therefore, in order to assess the cybersecurity issues on board vessel, it is
a necessity to adopt a human-centred approach that takes into consideration
the interaction between the humans and the implemented systems. ISO (the
International Organization for Standardization) has developed standards in
order to enhance the human contribution throughout the life of computer-
based interactive systems. ISO 9241-210:2010, provides requirements and
recommendations to be used by people who are managing the system design
processes so that both the developed hardware and software used in the
industry, work in respect of the human element[32].

8.1.1 Aim

The aim of the human-centred approach is to provide a structure to mitigate
the risks arising from the human element issues. People that interact with
systems should, firstly, be fully aware of the context of use that reflects their
operational requirements. From an early stage of their hiring in the company,
there should be a detailed description of all the concepts of their work that
demand interaction with the onboard systems as well as detailed training for
completing the task in a secure manner.

However, the industry should take into serious consideration that as tech-
nology develops rapidly there should be a continuous improvement and learn
from experience through regular testing and evaluating of procedures. It
is not enough to educate the staff by training when coming aboard. The
challenge in the Maritime sector is to maintain this culture through con-
stant seminars and tasks that trigger the crew to perceive the importance of
security.
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Moreover, it is of vast importance that for a successful human-centred
approach the company should encompass the user experience by matching
the planned tasks with the appropriate people in order to enhance their
skills. By placing the right people in the right position, specialization and
user experience are strongly promoted, rendering the company able to create
specific plan assessments that address their unique system risks.

8.1.2 Plan

After understanding and accepting the need of enhancing the human contri-
bution in order to assess and mitigate the cybersecurity risk, the industry
should create a contingency plan focusing on the human aspect. Developing
a human-based approach and integrating it into all phases of the systems
lifecycle creates an effective statement of user requirements and the business
objectives of the system.

The human element issues that need to be addressed are:

• The training of the crew and the adoption of a cyber-resilient culture
in the company in respect to people

• The design of equipment and systems need to take into account the
perspective of the users to operate the systems, maintain security and
diagnose failures and other problems

• The jobs of seafarers and shore staff need to be assessed to take account
of new or changed responsibilities of security like having the ability to
support and maintain of software-intensive systems.

• The creation of a digital culture to all stakeholders. Cybersecurity is
not just an issue for the crew on board but also for the office personnel
and third parties logging into the systems.

The operation of the ship needs to be tested through monitoring in order
to ensure that the human component of the systems is performing safely and
effectively and that adequate maintenance is being carried out. Procedures
for protecting human life and critical infrastructure in case of a cyber-attack
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should be created. Drills should be run in case of multiple systems are shut
down or when operators are fed spoofed information.

In addition to these awareness campaigns, appropriate and tailored guid-
ance and training on relevant specific cybersecurity aspects should be devel-
oped and delivered to all stakeholders, from ship crews to port authorities.
The plan for human-centred design shall form part of the overall system de-
velopment project plan. This is expected to increase the overall resilience
of the sector with regards cybersecurity, and it can be successfully applied
by using any prior experience accumulated at other domains such as – e.g.
telecommunications, energy, finance, healthcare, oil and gas etc.

8.1.3 Alert

The primary goal of alert management is to ensure that, in case of emergency,
critical faults and failures are detected and necessary alerts and actions are
instigated to prevent escalation or minimize their impact. In case of system
manipulation, there should be alarms that inform the personnel on board for
the incident. In the Maritime sector, alarms and warnings associated with
machinery and equipment are to be categorized according to the urgency
and type of response required by the crew, as described in the IMO Code on
Alerts and Indicators, 2009

However, the alarm system should not be extensive. A prescriptive spec-
ification is required, demonstrating a usable and safe alert system design.
This is to include and display only the necessary and sufficient pieces of data
in a given operational context of the ship and in a specific operating state of
the machinery. Firstly, a document analysis is required to identify the data
provided by manufacturers. Secondly, the involvement of ship and shore en-
gineers for understanding what their needs are in terms of data is required.
The evidence is to be submitted to demonstrate that the proposed approach
to selection and prioritization has followed this approach.
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8.1.4 Respond

A human-centred design process should include long-term monitoring of the
use of the product, system or service. The criteria and measurements for
long-term monitoring should be sensitive enough to identify system failure
or system problems (for example, security issues) as early as possible.

The evaluation of the human-centred approach should involve:

• The resources for both obtaining early feedback to improve the product,
and later for determining if requirements have been satisfied

• Sufficiently comprehensive tests to give meaningful results for the sys-
tem as a whole by analyzing the results, prioritizing issues and propos-
ing solutions

• Resources for evaluation should be allocated both to obtain early feed-
back with which to improve the product, and, at a later stage, to
validate whether the user requirements have been satisfied.

• Every individual should be educated on how their online presence may
cause a vulnerability and how to identify and react to the cyber threat
in the same way they would to adverse weather or fire at sea.

8.2 Systems and Data

The goal for network and communication systems is to ensure that a service
is provided to the systems on and off a ship that meets the safety, traffic and
security requirements required to operate the vessel in accordance with its
concept of operations. The aim of these communication requirements is to
be an integral part of the system engineering processes by ensuring that the
needs of all networks and communications users are considered.
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These communication requirements should be provided by a sophisticated
network infrastructure that is capable of:

• Providing the capacity to handle the required traffic plus a margin for
expansion and overload.

• Being resilient to failures and damage to the extent necessary for the
criticality of the information that it is carrying.

• Being resistant to unauthorized and unintended usage.

• Being capable to provide information about its performance and sup-
port the data continuity requirements.

• Handling an appropriate network management system which defines
the processes, rules and strategies to monitor, control and manage the
data communications network.

Furthermore, identification of the occurrence of an incident is important
to prevent the spreading of the event or even block it as soon as it is identified.
By monitoring and detecting anomalies and incidents within the systems, the
company is able to activate the cyber-attack mitigation mechanisms and re-
spond to the attack. Details of sensor/monitoring/data system diagnostics,
including particulars to verify and validate (monitor and test) the perfor-
mance of monitoring, diagnostics and data platforms, is to be provided. The
sensor range/ sensitivity/ accuracy/ resolution are to be agreed forehand by
the stakeholders.
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The procedure for identifying the abnormal activities should include:

• The use of analysis processes that are capable of revealing abnormal
conditions.

• The identification of the individual or individuals responsible for cy-
bersecurity; the nomination of a Cyber Security Officer to take over all
the aspects related to the cybersecurity domain of the company[28].

• References of relevant events and historical data, as well as documents
of the outcoming results.

A risk assessment should, also, be organized in terms of systems and
function. The effects of system failures or damage at a stated level and at
higher levels are to be analyzed to determine the effects on the system as a
whole. The risk assessment should also identify the risk reduction measures
and determine the appropriate mitigation actions to be taken.

The risk assessment is to:

• identify the system or sub-system and their modes of operation and the
equipment.

• identify potential failure modes and damage situations and their causes.

• evaluate the effects on the system of each failure mode and damage
situation.

• identify measures for reducing the risks associated with each failure
mode.

• identify measures for failure mitigation.

• identify trials and testing necessary to prove conclusions.
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8.2.1 Data recovery capability

Data recovery capability is the ability to restore a system and/or data from
a secure copy or image thereby allowing the restoration of a clean system.
Essential information and software-adequate backup facilities should be avail-
able to ensure it can be recovered following a cyber incident. Regular backups
should be stored in external media, dedicated to this purpose, and not saved
in the business network. In case of an incident, a back up saved on the
infected computer will be lost or encrypted like every other file. Retention
periods and restore scenarios should be established to prioritise which crit-
ical systems need quick restore capabilities to reduce the impact. Systems
that have high data availability requirements should be made resilient. OT
systems, which are vital to the safe navigation and operation of the ship,
should have backup systems to enable the ship to quickly and safely regain
navigational and operational capabilities after a cyber incident.

8.2.2 Managing User Privileges

Establishment of account management processes and limitation of the num-
ber of privileged accounts as well as the implementation of secure password
policies can reduce the risk of a cyber-incident. By creating and maintaining
a list of people who have access to the network, system configuration should
be done in order to ensure that only appropriate traffic will be allowed to ac-
cess the network. It should be a requirement that routers are secured against
unauthorised access to systems or data and unused network ports should be
closed to prevent attacks.

8.2.3 Configuration of network devices

Some other recommendations related to system configuration are the instal-
lation of protective software such as firewalls and antivirus and the usage of
secure satellite and radio connections. According to BIMCO[37] onboard sys-
tems should not be secured all in the same way. Systems should be attached
to controlled or uncontrolled networks. “Controlled networks are designed to
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prevent any security risks from connected devices by use of firewalls, security
gateways, routers and switches. Uncontrolled networks may pose risks due
to lack of data traffic control and they should be isolated from controlled net-
works, as direct internet connection makes them highly prone to infiltration
by Malware.

Networks, for example, that are critical to the operation of a ship itself
should be controlled. It is imperative that these systems - have a high level
of security. Networks that provide suppliers with remote access to navigation
and other OT system software onboard equipment, should also be controlled.
These networks may be necessary for suppliers to allow upload of system
upgrades or perform remote servicing. Shoreside external access points of
such connections should be secured to prevent unauthorised access. Other
networks, such as guest access networks, may be uncontrolled, for instance,
those related to passenger recreational activities or private internet access for
the crew. Normally, any wireless network should be considered uncontrolled.”

8.2.4 Application software security

Critical safety and security updates should be provided to onboard systems.
These updates or patches should be applied correctly and in a timely manner
to ensure that any flaws in a system are addressed before they are exploited
by a cyber attack. Updates to hardware and software are necessary for main-
taining a cyber-secure situation. By applying patches and maintaining the
secure configuration of all systems during their lifecycle is a very important
factor that contributes to risk mitigation procedure. Especially the ICSs that
have a lifecycle of 20 to 25 years should be treated carefully and be patched
regularly. Patching and upgrading the systems enables the software provider
to implement the latest protection technics to their products.
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8.3 Network Architecture

One central concern when designing a network should be the interconnections
between the different systems on the ship and on land. The main concept in
creating an optimized network topology is by implementing the “Defense-in-
depth” concept that increases the resilience of the network by segmenting its
components. Defence in depth is an information assurance policy that intends
to provide redundancy in the event a security control fails or a vulnerability
is exploited by human or mechanical error.

Traditionally, networks on board had been designed “flats”. A flat net-
work is a computer network design approach that aims to reduce cost, main-
tenance and administration. Flat networks reduce the number of routers and
switches on a computer network by connecting the device to a single instead
of multiple switches.

However, flat networks come together with security concerns because they
don’t have intermediate boundaries that are widely used to segment traffic
and provide defence in depth [57]. By implementing a network segregation
model the designer has the ability to secure every zone individually with fire-
walls and access control lists (ACLs) which provide network filtering controls
and are common secure network parameters.

The security zones illustrated in the Figure 8.1 are a feature of the defence
in depth network architecture applied to a ship’s network. The more critical
systems of the network that need better protection are located deeper in the
topology. By implementing barriers such as firewalls to every zone, accessing
the critical automation systems requires passing through three barriers of
firewalls. Firewalls contain security policies that manage which IP addresses
are allowed or not to access each zone.

As it is explained in chapter 5 critical systems on board vessel are mostly
those that contribute to the propulsion and navigation of the system. A risk
assessment should be conducted individually for every company in order to
define their unique needs for critical system protection.
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Figure 8.1: Defense-in-Depth model for ships network[58]

Although firewalls can be very useful in the protection of the network they
cannot be installed excessively. Firewalls that are not carefully configured
are able to restrict not only the suspicious but also the legitimate traffic and
cause hazardous consequences to the systems. These restrictions can impede
productivity and even prompt users to try to utilize backdoor exploits to
work around the network.

Furthermore, software-based firewalls have the added inconvenience of
lowering the overall performance of a device because they use processor power
and RAM memory to perform. Hardware-based firewalls do not experience
the same issue, however, they are considerably more expensive and they
need trained IT personnel to install, configure and maintain them on board
a vessel.

In conclusion, the detailed set of guidance and cybersecurity good prac-
tices should be aimed at ensuring “security by design” for all critical Maritime
system components. The network architecture is one of the main concerns
for securing the cyber connections of a vessel. The choice of the segmentation
and the implementation of network filters should be designed carefully and
all aspects should be taken into consideration in order to create an optimum
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safe solution.
It is very important that vessels should be cyber secure from their design

point. This means carrying out the architecture with an understanding of
security issues, software in a way that minimizes the risk of bugs introduced
by hostile hackers.
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Computational Experiment

9.1 Introduction

It is yet widely accepted among the shipping industry that “It not a matter
of if, but a matter of when you will be attacked”. In today’s world no or-
ganization, be those international institutions, government agencies or small
businesses can claim that is “cyber immune”. Therefore, when the incursions
seem inevitable the only effective way for preparedness is in form of testing
the resilience of the systems as well as in terms of examining the mitigation
mechanisms for recovering from an attack. This study examines a generic
system on board for the effectiveness in detecting an attack and for the eval-
uation of the response performance when restoring the legitimate traffic of
the network.

The contribution of this experimentation section is to propose a frame-
work for mitigating cyber-attacks against the components of an onboard ship
system and to trigger the proper defence actions to countermeasure the iden-
tified attack. The framework adopts the Software Defined Network (SDN)
technology which enables a dynamic and automatic deployment of defence
mechanism.

The development of an optimum defence network mechanism requires
automation and dynamic response to the attack. Especially, in the Mar-
itime Industry and on networks on board the procedure cannot be assigned
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as a crew job. The ability of the network to handle hazardous situations
that threaten the legitimate access should be an aspect of the system design
process and the application of security policies should be immediate and
effective. To address this challenge, this chapter introduces the SDN tech-
nology that is able to apply the network defence mechanism in an immediate
and automated way.

Furthermore, a network on board should be resilient. Attacks are hard to
predict and impossible to avoid. Therefore, constant testing of the network’s
performance is an action that every company has to take into consideration
in order to be prepared for potential breaches. Resilience on a network on
board ship contains the ability to protect the critical components during an
incident and ensures that the attack recovery process is prompt so that the
ship can return to normal operations immediately.

In addition to those parameters, an optimum network design should not
burden the systems with extra data consumption and computing power. The
aim of the topology should be distinguished and specifically designed accord-
ing to the network’s requirements.

To substantiate these claims, the proposed SDN enabled cyber framework
is designed with all the above parameters and aims in providing an effective
defence mechanism to the networks on board a vessel.

9.2 Tools

9.2.1 Software Defined Networks (SDN)

Software Defined Networks is a new emerging computer network model that
enables open and programmable networks by controlling the forwarding and
routing of data packets. SDN technology provides the researchers with the
ability to develop networks with greater programming capabilities because it
simplifies the control plane of the switches.

In a traditional system, every switch or network router has its unique,
independent and autonomous control plane. This new network control struc-
ture (SDN) allows the user to have a more effective and independent man-

106



CHAPTER 9. COMPUTATIONAL EXPERIMENT

agement of the system as it unifies the controlling process of the switches to a
new component, the controller. SDN Networks preserve the actual structure
of the dedicated programmable switching equipment but at the same time
enable the researchers to implement more sophisticated traffic rules and se-
curity policies to switches that are based on higher abstraction levels than
the traditional model.

SDN Network, due to its flexibility in programming, provides the possi-
bility for dynamic and automated deployment of defence mechanisms in the
controller. This development aims at mitigating the cyber-attacks against on
board ship systems and also triggers the implementation of proper defence
actions to countermeasure the identified attacks.

In today’s world research in the development of SDN technologies is still
in progress and the infrastructure that can support the model is still quite
expensive and small in number. Therefore, researchers have developed new
solutions that adopt virtual network emulators in order to experiment and
test the new features of the SDN technologies at a low financial cost.

The Software Defined Network structure consists of two main complexes
of components:

1. The Data plane components

The data plane components of the ship’s systems consist of the SDN
switches, that are physical implementations authorized to manage the
network on board and of different sensors and physical controllers, that
are used to activate, manage, control and shut down the systems. The
SDN switches in a network contain the Firewall policies and define the
protection layers for Defense-in-Depth.

As mentioned before, traditional switches had to be configured man-
ually and individually. They did not enable the developer to change
their configurations and implement policies in a centralized and auto-
matic way. By implementing the SDN technology the programmable
switching elements are able to provide a holistic management of the
network and also to accelerate service delivery due to their automatic
response.
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2. The Control plane components

The control plane components of the ship’s systems consist of the im-
plemented SDN controllers along with the policies that the developer
has enforced to them. The examined network consists of two SDN
controllers that are software platforms deployed in external entities.
The controllers provide the needed abstractions in order to manage
the network. A central point of control to distribute security and pol-
icy information consistently throughout the network is provided due
to SDN technology. The controllers enable a centralized deployment of
the implemented rules in the switches based on the need when it arises.

The proposed network is developed according to SDN technology and
provides a cross control layer between the critical components of the ship and
the cyber layer of the communication network. By implementing the cross
control layer to the network the physical and cyber defence mechanisms are
integrated in order to provide automatic attack response mechanisms and
improve the general resilience of the system. This study aims to present a
framework that is able to protect the ship’s network by configuring the rules
in the switches dynamically. For this purpose, it adopts the SDN technology
that is able to effectively mitigate the attacks and achieve automation in
response mechanisms.

9.2.2 OpenFlow Protocol

The OpenFlow protocol enables the communication between the programmable
switching elements and the controller. OpenFlow Protocol is a standardized
protocol for interacting with the forwarding behaviours of different switches.
This enables the user to control, monitor and alter the behaviour of the
switch throughout the network dynamically. Open Flow is a key protocol in
many SDN solutions.

In today’s networking technology it is not possible to create an application
that can be installed in networking devices as these are proprietary and users
have no access to the vendors operating system code. The idea behind SDN
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OpenFlow is to create an open interface on networking devices and develop an
abstraction layer to allow for rapid application development. This introduced
abstraction layer or “controller” communicate with the networking devices
using the OpenFlow Protocol.

In traditional protocols, users have to configure the routing table of ev-
ery switch manually and every device runs independently and unaware of
the conditions of the interconnected devices. This complicated procedure is
replaced by OpenFlow protocol that can provide an open interface to the
networking devices and therefore, enables users to manage flow tables and
flow entries in a simpler and faster way.

In conclusion, rather than having to configure every switch in the network
independently with SDN technology and OpenFlow Protocol developers use
a centralized controller that is able to manage the network in a holistic and
centralized way.

9.2.3 Mininet

Mininet is a network simulation software that allows the user to launch a
virtual network with switches hosts and an SDN controller. Mininet boost
scientists with their research as it enables rapid and simplified network pro-
totyping, applicability and ease in extracting results at zero cost [59].

Mininet users can create, customize and configure SDN elements. These
elements are Hosts, Switches and Controllers. By simulating and testing net-
works researchers can optimize the performance of the system, apply policies,
alerts and mitigation technics.

9.2.4 Ryu controller

Ryu Controller is a component-based SDN framework that is applied to the
SDN controller. Ryu provides the software components that make it easy
for developers to manage and control the network. The framework supports
various protocols for managing network devices, such as OpenFlow in order
to manage the control flow and to enable intelligent networking.
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9.2.5 Python

Ryu controller is fully written in Python which is an interpreted high-level
programming language for general-purpose programming. In order to man-
age the Ryu Controller in the current experimentation a code was developed
in Python language.

9.3 Network Performance Metrics

The purpose of this experiment is to evaluate the response performance of
the network in terms of reinstalling the legitimate traffic. Furthermore, this
simulation aims to check the enforced alert rules for their effectiveness as
well as to examine the adopted mitigation policies for their impact. In or-
der achieve the aformentioned, some network metrics that characterize the
general performance of the system are extracted .

1. Jitter: the difference in packet delay between data communication over
a network.

2. Bandwidth: the maximum amount of data sent on given time.

3. Throughput: the real world amount of data sent on given time. Through-
put is defined as the rate of sending and receiving the data by a network.
It is a good measure of the channel capacity of the communication links
on the internet.

9.4 Methods

The generic system in this study consists of three hosts, five SDN switches
and two SDN controllers. The Figure 9.1 shows the way the network is de-
signed as well as the connecting links between the devices. Each of these
systems represents a component of the ship’s network. The following layout
simulates the communication between the Integrated Bridge System con-
troller and the Engine controller.
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Figure 9.1: Generic topology of the examined network

The Integrated Bridge System controller is established as host 1 and pro-
vides information to host 3, the Engine controller. This communication be-
tween those two critical components h1 and h3 is considered the legitimate
traffic of the network. Host 2 is authorized to be the attacker that manages
to penetrate the network and performs an attack.

The examined attack is a DDoS attack. Aforementioned in section 4.1,
DDoS attack is a malicious attempt of disrupting the legitimate traffic of
a network by overwhelming the targeted component with a high flood of
data traffic. This type of attack causes the component to overflow capacity
resulting in denial-of-service to normal and authorized traffic.

After the establishment of the three hosts the switches are introduced
to the topology. The position and interconnection of the switches define
the possible paths that the normal and suspicious traffic will follow to reach
the critical component. In this experiment,the Engine controller (host 3) is
authorized as the server and examined on the impact that the attack has on
traffic sending from the Integrated Bridge System controller to the Engine
controller.

The proposed framework focuses on protecting the critical component
(server) by firstly, identifying and then, mitigating the attack. For this pur-
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pose, two SDN controllers are used in order to manage the network and
to enforce the defence policies. The controllers are authorized to alter the
configurations of the switches to block the malicious attack.

The c0 controller is authorized to execute the mitigation policy and the c1
the alert policy. These high-level policies are Python scripts that due to SDN
technology are translated into OpenFlow rules and enforced to the switches
when the need arises. The c1 controller inspects the data flow arriving at the
critical component (h3) by collecting and analysing the traffic statistics from
switch five. When the traffic is identified as malicious it sends a security alert
information about the identification of the incoming traffic. The c0 controller
is authorized with the mitigation policy. After receiving the alert message
from c1 it enforces the rules to block the malicious traffic from penetrating
the network.

9.4.1 Operational Workflow

In the experiment, the legitimate traffic is launched at a specific traffic rate
of 10 Mbps. After 40 sec the attack traffic starts to penetrate the network in
a higher traffic rate of 200 Mbps in order to simulate the DDoS attack. The
malicious traffic causes congestion to the network and the legitimate, low rate
traffic, is dropped. Network congestion in data networking is a property that
causes a reduced quality of service when a network node or link is carrying
more data that it is able to handle.

When the high rate of traffic reaches the controller c1 the alert policy
is executing. The c1 controller is the attack detector. After 8 seconds of
launching the attack, the c1 controller identifies the malicious data flow and
alerts the c0 controller to enforce the mitigation policy.

The delay in receiving the alert policy and enforcing it as mitigation
policy in the switches is called latency.

After enforcing the mitigation policy of blocking the identified malicious
traffic c0 is authorized to reinstall the legitimate traffic to the network.
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9.5 Results and Discussion
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Figure 9.2: Throughput of the legitimate traffic
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Figure 9.3: Jitter of the legitimate traffic

The Figures 9.2 and 9.3 represent the performance of the legitimate traffic as
it reaches the server h3. In the beginning, the legitimate traffic reaches the
critical component with the enforced throughput of 10 Mbps. The Figure
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9.2 shows that after launching the attack at t=40 sec the throughput of the
network drops due to congestion in the system’s links. After 8 seconds the
c1 controller identifies the malicious traffic and alerts the c0 controller to
enforce the mitigation rules. The mitigation mechanism lasts until t=58.6
sec when as shown in Figure 9.2 the legitimate traffic is reinstalled to the
normal traffic pace.

However, the following increase in the traffic happens due to the systems
configurations. This phenomenon is called ”buffering” and happens due to
the congestion of the legitimate packets in the switch 1 [60]. After the mitiga-
tion policy is finished the overflow of packets causes an instant increase in the
network’s throughput. Figure 9.2 shows that with implementing and man-
aging the SDN technology the system automatically reinstalls the legitimate
traffic (Throughput) to the network.

This study wants to show that the implementation of multiple SDN con-
trollers to system leads to an efficient mitigation a cyber attack. Due to
the collaboration of the controllers,the legitimate traffic was restored in an
automatic way.

On closer inspection of Figure 9.1 the network was designed that way
because it is more efficient to execute the mitigation to c0 controller as its
position to the entry level of the network will protect the other connected
devices that follow the infected links. If the mitigation policy was enforced to
c1, the traffic would have dropped along the whole network and the legitimate
data flow would not be able to be restored as the in-between links would
remain congested.

In the examined case the identification of the malicious attack is being
conducted on the c1 controller. The implemented alert policy contains crite-
ria that if met, sent a message to the c0 controller to launch the mitigation
rules. For the purpose of this study, the criterion consists of a threshold
value that determines the maximum allowable packets that reach the critical
component. That criterion is not complete and only applies to the exam-
ined DDoS attack. The aim of this study is not to examine the different
possible ways of detecting a cyber attack but to evaluate the performance
of the network in recovering from the attack. However, sophisticated detect
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mechanisms can be developed via various machine learning algorithms and
other mechanisms in order to secure a network from more complicated types
of attacks.

9.5.1 Key Performance Indicators of Cyber Resilience

Along with the CyberShip project [61] this study tries to validate the ex-
tracted results with the Key Performance Indicators being proposed by the
project. These Key Performance Indicators (KPI’s) can be applied in or-
der to characterize the cyber resilience on a ship and are divided into be-
havioural, structural and financial indicators. In the context of this study,
the behavioural indicators will be discussed.

Behavioural indicators describe the dynamic response (behaviour over
time) of the system when reacting to a cyber attack. The resilient response
of a system is represented by a ”disruption curve” as can be seen in Figure
9.4 [62]. This curve presents a qualitative analysis of the system and contains
information about the accuracy of the mitigation mechanism and the relia-
bility of the recovery procedure. Figure 9.4 shows that when a cyber-attack
occurs, the performance initially decreases, up to a point where recovery
starts to occur. At this point in the event, the decrease in the performance
stops and a gradually the normal level of performance is reinstalled. The
long-term impacts of the incident are evaluated by the overall time that the
system needs in order to return to the normal operation level.

The identified phases of disruption are [62]:

1. Preparation, present in the cases where the organization can foresee
and prepare for a disruption, to minimize its effects.

2. Disruptive event, when the disruptive events actually take place

3. First response, aimed at controlling the situation, the protection or
safeguarding of life, and shutting down or isolating the affected systems
to prevent further damage
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4. Initial impact represents some of the immediate effects of a disruption.
In the case of cyber attacks, it may be felt as the immediate decrease
in customer service level or machine availability

5. Full impact, represents the medium to long-term effects of a disrup-
tion, such as market effects, or longer effects in the available customer
service, for example.

6. Recovery preparations, these preparations often start with the rst re-
sponse or even before the disruptive event if this has been anticipated.
These may include measures of exibility, the redirection of existing or-
ganizational resources, or redundancy, the involvement of additional
resources such as alternate IT systems, or service suppliers

7. Recovery, representing the process of getting the performance back to
normal levels.

8. Long Term impact, representing the long-term performance levels after
the recovery measures have been implemented.

Figure 9.4: Disruptive curve[61]

116



CHAPTER 9.

In the following Figure 9.5 the different phases as met in the experimen-
tation are presented.
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Figure 9.5: The identified phases on the desruptive curve
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Chapter 10

Conclusions and Future
Discussion

10.1 Conclusions

The shipping industry is moving into the world of digitalization. Big Data
Analytics, systems automation and the Internet of Things are some of the
technological advances that the Maritime Industry is already using in order
to acquire better control of their assets anytime and everywhere in the world.
Along with this evolution of onboard systems, autonomous and unmanned
ships are becoming a reality and several companies are investing in research
projects to assess the challenges arising from these promising innovations.

The aim of this thesis was to conduct a holistic investigation of the Cy-
ber Security risks that arise along with the adoption of those technological
developments. The research revealed that the threat of cyber attacks in the
Maritime domain is real and although many incidents are not publicly known,
the reported cases expose the growing cyber risks. The constant connection
between the ship and cyberspace hinders multiple threats that are able to
harm the company’s infrastructure and cause environmental, operational and
financial damage. For that reason, an investigation of the potential vulner-
abilities that are introduced by the systems on board was conducted. The
assessment of the potential unsafe risks and procedures on board revealed
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the essential parameters that the industry should take into consideration in
order to eliminate the dangers. Lack of access control, misconfigured, obso-
lete and unpatched systems and the absence of safety policies make the ships
vulnerable to cyber-criminals. The study, also, revealed that these threat
actors are prone to take advantage of the lack of cyber security awareness
among a company’s employees on board and onshore and extract confidential
information or gain unauthorized access to the systems.

”Cyber Health” is a daily to daily responsibility and should be maintained
diligently. The appropriate rules that need to be adopted in order to improve
cybersecurity risks are divided into three large categories. A human-centred
approach, comprehensive assessment of systems and data, along with defence-
in-depth in network architecture can significantly eliminate the cyber risks.
By creating response plans, separating critical and non-critical networks on
board a vessel, conducting comprehensive risk assessments along with raising
awareness of the human factor the Maritime domain is making considerable
steps in facing the cyber challenge.

In the context of this study, a simulation of an intrusion in the systems
on board a vessel was demonstrated. The examined network was designed
with SDN technology and was exploited on purpose in order to establish
the attack response mechanisms and the overall performance of recovery to
normal operation. Furthermore, the study showed that by implementing
cross-layer design control and by using network technology that acts in a
centralized and automatic manner the industry can achieve great security
for the onboard systems.

In conclusion, the digital transformation that is overwhelming the Mar-
itime domain brings revolutionary innovations that will change entirely ships
operations. In order to benefit from those assets, the industry should face the
challenges and address potential risks. In the future, the cyber threats will
become more prevalent, rendering cybersecurity a compelling requirement
and a competitive advantage among the industry.
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10.2 Future Discussion

10.2.1 Smart Design

The shipping industry has been relatively slow in adopting the technolog-
ical advances because systems on board are being built to last for over
20 years in a rough and hostile environment. However, the last few years
ships are increasing in automation with companies investing in remotely con-
trolled systems that enable communication and maintenance anywhere and
anytime[63]. It is now that Rolls-Royce envisages a remotely operated local
vessel being in operation by 2020 along with a fully autonomous unmanned
ocean-going vessel that plans to launch in 2035[64].

The EU Maritime Unmanned Navigation through Intelligence in Net-
works (MUNIN) project has also principally proved that a completely au-
tonomous ship is technically feasible. The concept of the autonomous ships
is growing fast and the MUNIN project, on the latest published ”Quantita-
tive assessment”, concluded that most systems in an autonomous ship would
have a positive or in a few cases a neutral impact on safety and security,
except for the issue of cyber-crime, where many subsystems would increase
exposure[65].

It is perceived that there is a greater cyber-attack risk for the unmanned
vessel because its function relies heavily on their increased dependency on
ICT, the high integration of the systems along with the increased connectivity
with the shore’s systems and the Internet. Despite the broad acceptance that
cyber risks are arising from this autonomy, the literature is relatively poor on
this topic. In order to address the forthcoming threats and discuss the issue
in detail, there should be a specific network architecture based on which the
implemented systems will be assessed.

As aforementioned in this thesis, one of the industry’s most severe hand-
icaps is that the ship environment is very complex, being comprised of dif-
ferent vendors with long lifecycle systems and vessels that have little or no
similarities with each other in the network topology viewpoint. Consequently,
it is hard to develop and examine a potential network architecture that will
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create a centralized and holistic approach to the issue. It is highly important
that the industry will manage to face these ”inside” problems in order to be
resilient in the threats coming from the outer cyberspace.

10.2.2 Legal Implications

Insurance of the risk of cyber-attack is not a new phenomenon however it
comprises a completely unrecognized risk for the maritime industry sector. In
marine hull insurance, the risk of cyber attack has been generally excluded by
the Institute Cyber Attack Exclusion Clause (CL380) 10/11/2003 or a variant
on such clause thereby excluding any loss, damage, or liability caused either
directly or indirectly by the use of a computer and its associated systems
and software. In P&I Insurance there is a special pooling facility with a limit
of $30 million USD per ship in the aggregate that may respond to such risk
unless the attack is an act of war or terrorism.

Vessel navigation and propulsion systems, cargo handling and container
tracking systems on board vessels and other automated process have already
been exploited during cyber incidents. As one of the potentially greatest
risks of the unmanned vessel the practice to exclude cyber-risks in the sector
would need to be changed [65].
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