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This issue also contains a paper summarizing 
the important work of CIGRE SC D2 and IEC 
TC 57 on the ever interesting subject of cyber 
security. This is what we consider a invited paper 
from undisputed experts in their field. We plan 
to increase the publication of similar papers from 
other disciplines too, as they will definitely add 
value to our Journal.

This issue is completed by papers on dynamics, 
lightning protection and frequency control of 
wind turbines, smart control in distribution 
grids, calculation of corona losses and last but 
not least by the paper on temperature profiles of 
conductors, which I have already mentioned.

Enjoy browsing and have a great spring (or 
autumn),

Dr. Konstantin O. Papailiou
Chief Editor

konstantin@papailiou.ch

Dear readers,

Today is a good day for CIGRE Science & 
Engineering, as with the February 2018 issue 
you are about to start reading, our Journal 
celebrates a mini-Jubilee: this is the 10th issue in 
its still young but vibrant existence. To make the 
numbers round, we should have 10 papers in this 
issue, but at the last moment, a very interesting 
paper on innovative research work came in from 
my alma mater, ETH Zurich, which I could not 
resist sharing with you.

But, in compliance with our strict review 
procedure, all the other papers are also, of 
excellent quality, and I am confident they will 
spark your curiosity, as they cover a plethora of 
important subjects.

Specifically, and true to our policy of making 
this Journal a forum for the best papers from 
the many CIGRE events around the globe, you 
will find two papers form the 4th International 
Colloquium “Transformer Research and Asset 
Management” by SC A2 and two papers from the 
2017 bi-annual Colloquium of SC D2, both very 
successful and well-attended CIGRE meetings.
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Abstract: 
The value of cyber security is increasing every day and, 
with the progressive role  that information technologies 
are playing in the global economy, its weight will increase 
more and more in the following years. In the focus 
of national  cyber security strategies are the essential 
services for the whole society and the need to implement 
all the actions and measures for their secure operation, 
including the capacity to be resilient to evolving cyber 
threats and to respond to new attacks. A number of cyber 
security standards and regulations have been recently 
issued, that refer to the establishment of processes and 
activities  supporting the public and private cooperation 
for the exchange of critical information and incident/
crisis management. An information security governance 
that aims to meet compliance with those practices must 
develop a combination of capabilities encompassing 
organizational processes and technical cyber security 
solutions. In line with the regulatory frameworks and 
in continuation with previous similar initiatives of the 
Cigré Study Committee D2, this paper is reporting on 
the outcome of the information sharing that has occurred 
between Cigré and IEC working groups addressing the 
cyber security for the power industry.

Nomenclature:

ARP Address Resolution Protocol
CSIRT Security Incident Response Team
DER Distributed Energy Resource
DoS Denial of Service
DNS Domain Name Server
EPU Electric Power Utility
GDPR General Data Protection Regulation
ICS Industrial Control System
ICT Information and Communication Technology
IED Intelligent Electronic Device
HMI Human Machine Interface
IDS Intrusion Detection System
IP Internet Protocol
IT Information Technology
MITM Man In The Middle
NIS Network and Information Security
OT Operational Technology
SCADA Supervisory Control And Data Acquisition
SIEM Security Information and Event Management
TLS Transport Layer Security
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to cyber attacks, since power systems, as essential parts 
of the national critical infrastructures, are  a “first class 
target” for attackers.

From the market perspective, the new market models for 
exploiting available generation and demand flexibilities 
require addressing the security of control architectures that 
interconnect network operators with those of distributed 
generation aggregators and active users from industrial, 
commercial, residential, and domestic sectors.

The growing relevance of cyber security is also confirmed 
by the analysis of related technical publications records in 
the last 20 years from IEEExplore, as shown in Figure 1.

Figure 1 - Trends of cybersecurity publications

As we can see from the graph, while 153 papers published 
in 2006 included the word “Cybersecurity”, by 2016 the 
number of such publications was 20 times greater.

There are multiple new working groups in the IEEE 
Communication and Computer Societies, and the Power 
Engineering Society addressing a wide range of topics 
related to the EPU needs to mitigate cyber threats on 
their critical infrastructure. These IEEE projects focus on 
developing use cases, including EPU-centric use cases,  
to support the technical specifications in their standards, 
recommended practices, or guidelines. 

1. Introduction
The value of cyber security is increasing every day and, 
with the progressive role  that information technologies 
are playing in the global economy, its weight will increase 
more and more in the following years.

In the focus of national  cyber security strategies are the 
essential services for the whole society and the need to 
implement all the actions and measures for their secure 
operation, including the capacity to be resilient to evolving 
cyber threats and to respond to new attacks.

A number of cyber security standards and regulations 
(EU NIS directive [1], EU GDPR regulation [2], NIST 
Cyber Security Framework [3]) have been recently 
issued, that refer to the establishment of processes and 
activities  supporting the public and private cooperation 
for the exchange of critical information and incident/crisis 
management. An information security governance that 
aims to meet compliance with those practices must develop 
a combination of capabilities encompassing organizational 
processes and technical cyber security solutions. 

In line with the regulatory frameworks and in continuation 
with previous similar initiatives of the Cigré Study 
Committee D2, this paper is reporting on the outcome of 
the information sharing that has occurred between Cigré 
and IEC working groups addressing the cyber security for 
the power industry.

This paper gives a brief overview of the identified needs 
from emerging attacks to energy infrastructures, the 
directions of recent cyber security regulations in the 
energy sector, and an updated view of relevant cyber 
security standardization efforts.

2. Comparative analysis of 
emerging attack vectors to 
energy infrastructures and 
lesson learned
In the digitalisation era the increasing dependence of 
power systems on large computer networks is an ongoing 
process that will accelerate along with the smart grid 
development.  It is the increasing dependence on these 
computer networks and the associated cyber assets that 
will make the power systems more and more vulnerable 
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2) Man-in-the-middle (MITM) attack: An attacker can 
utilize the MITM attack to redirect communication 
traffic between the IED and the HMI (Human 
Machine Interface) to the malicious laptop in the 
station layer network. For example, the attacker sends 
malicious remote-control commands to the real IEDs 
by impersonating the monitoring system. The MITM 
attacks may make both the HMI and the IEDs abnormal, 
and even make the grid failure possible.  

3) Configuration tampering: Substation Configuration 
Language files play a significant role in the IEC 61850 
based smart substations. For example, the threat attacker 
has tampered with the configured IED description file in 
the protection relay, and the relay operates incorrectly 
when grid faults occur.

4) Operation system/database attack: The operation 
system and database is exploited using known 
vulnerabilities. For example, VxWorks can be attacked 
via the Wind River debug vulnerability, which is the 
embedded real-time operating system in some IEDs.

5) Malformed packet attack: In this attack, an attacker 
sends malformed packets to IEDs as IEC 61850 servers 
using malicious IEC 61850 client software. These 
malformed packets may interfere with, disrupt, or 
disable  the IEC 61850 protocol stack and result in IED 
communication failure or anomaly, which may threaten 
secure and reliable operation of the smart substation.

6) DoS attack:This attack is launched to occupy all 
the enable report control blocks of IEDs, which are 
instantiated during the configuration of the Logical 
Node. The potential consequence of this attack is that 
the targeted IED cannot respond to normal connection 
requests. 

7) Address resolution protocol (ARP) spoofing attack: 
An ARP spoofing attack could be launched by a laptop 
or computer to broadcast ARP packets with the IP 
address of the HMI in the station layer network. After 
this attack, the IEDs communicate with the attacker’s 
laptop or computer, rather than the HMI host.

The possible impacts of the cyber-attacks on SCADA 
systems in IEC 61850 based substations, as mentioned 
above, are shown in Table I.

Within the Cigré Study Committee SC D2, the work of 
the last three working groups summarising EPU related 
cyber security topics  is reported in their respective 
technical brochures ([4],[5],[6]).

In a previous Cigré paper [7], the 2010 Stuxnet real 
world attack case was used to illustrate how malware 
can successfully propagate and gain access to process 
control networks. With its sophisticated and yet 
seemingly random access methodology, Stuxnet drew 
attention to the anatomy of attacks as time-extended 
processes, composed of a combination of preparation 
and development steps. 

At the end of 2015, another attack case targeting the 
Ukrainian power distribution grids caused a power 
service outage for several hours to hundreds of 
thousands of citizens in the region. The kill chain of this 
case included the development of an application specific 
malicious firmware implementing a SCADA session 
hijacking. 

In both cases, the new challenge for defenders is to 
shorten the time needed to become aware of attackers’ 
malware “tools”, to determine what this malware is or 
could be doing in the given operational environment, 
and to fine-tune and execute adequate countermeasures. 
Industrial control system defenders, in addition, must 
consider how they could hunt for multiple copies of 
such malware tools on different control system hosts and 
assess the threat of pre-set scheduled attacks on multiple 
installations with the concept of “multiple” that is bound 
to explode in an Internet of Things scenario.

From the analysis of ICT architectures deployed by 
EPUs, it is clear that modern power systems are facing 
increasing challenges and risks from cyber vulnerabilities 
and malicious attacks. In [8] the impacts of new attacks 
to SCADA systems in smart substations were analysed 
and a number of cyber-attacks were simulated and 
investigated as follows:

1) Reconnaissance attack: This attack allows an 
attacker to identify potential targets before attacking. 
For instance, the reconnaissance attack is launched by a 
laptop to obtain the IED information such as IP and MAC 
addresses. An attacker could utilize this information to 
launch next attack steps in a kill chain.
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misuse. For example, [9] has proposed and developed 
a hybrid IDS that focuses on the specific physical 
environment and application data of the smart 
substation. This detection mechanism blends physical 
knowledge and behavioural logic of modern power 
systems integrating with emerging IT cyber security 
methods. The proposed new IDS provides a significant 
advancement in protecting modern substations against 
the growing threats.

IDS tools provide useful source of information for wider 
security analysis environments called SIEM (Security 
Information and Event Management). Ongoing 
research activities are targeting the development of 
EPU-specific SIEM tools which are able to analyse and 
correlate IT/OT data sources [10]. The integrated usage 
of monitoring and logging data is also a priority in the 
activity plan within the IEC working group developing 
the IEC 62351 security standards. We will return on 
this topic in section 4.

EPU-related cyber-attacks such as Havex, Stuxnet and 
Ukraine motivate the deployment of network Intrusion 
Detection Systems (IDS) to identify abnormal 
behaviours launched by an attacker who has already 
attained a foothold in SCADA because of an infected 
HMI, engineering laptop, or a similar initial vector. 
Attackers are likely to scan the network, enumerate 
hosts, and gather intelligence about IEDs using the 
reconnaissance attack on the SCADA system. If they 
have not gained enough intelligence from other sources 
they could well attempt fuzzing activity on the SCADA 
network to establish responses from devices of interest. 
If cyber security preventive procedures have failed and 
this cyber-attack has actually occurred, it is critical that 
deep packet detection be used to react to the above-
mentioned intrusion activities in the highly reliable and 
time critical SCADA networks.

An Intrusion Detection System (IDS) for IEC 61850 
based substations is an effective tool to detect both 
external malicious attacks and internal unintended 

             Cyber-attack
Impact

MITM 
attack

Configuration 
tampering

Operation 
system/

database 
attack

Malformed 
packet 
attack

DoS 
attack

ARP 
spoofing 
attack

Failure to tripping protection û û

Unwanted operation of protection û û

Blocking protection û û
Disruption of communication for 
protection û û û û û û

Network disruption within substation û û û

Abnormal or disruption of monitoring 
system û û û û û û

Denial of service from control centre û û û û û û

Misjudgement of dispatchers û
Erroneous post analysis û û

Table I.- The Impacts of Cyber-Attacks on Smart Substations
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unique to the European Union, with a view to achieving 
an elevated level of security of systems, networks and 
information common to all European member states. 
Capacity, cooperation between states, risk management 
and incident reporting are the key areas of recommended 
activities. Among the NIS objectives is the setting up of 
National Computer Security Incident Response Teams 
(CSIRTs) for incident monitoring and a European 
cooperation working group coordinated by the European 
Network and Information Security Agency (ENISA) 
for cyber security and information sharing. The NIS 
Directive mandates the operators of essential services 
to adopt appropriate security measures and to notify 
the appropriate national authorities of serious security 
incidents, including the number of users involved, the 
incident duration and geographical spread. The security 
measures considered include risk prevention, security 
maturity of the systems, networks and information, and 
the ability to manage incidents.

From the data privacy side, CipherCloud published their 
“Global guide to data protection laws” covering privacy 
and compliance requirements in more than 80 countries. 
This 2017 edition has been updated for EU’s General 
Data Protection Regulation (GDPR) [2]. This guide is an 
excellent reference document because for each country 
it summarizes the security requirements, provides the 
local definitions of personal and sensitive personal data 
(personally identifiable information (PII)), data transfer 
& EU approval constraints, and breach notification 
requirements. It is not difficult to see how the GDPR will 
be extended to address all sensitive data. For example, one 
topic of interest is the protection of video data collected by 
surveillance cameras. These cameras are commonly used 
to monitor activities within closed security boundaries 
of EPU facilities. By some definitions the video data is 
considered personal sensitive data and must be protected; 
“personal data means any information relating to an 
identified or identifiable individual (data subject).” 
Furthermore, there are restrictions on processing the video 
data as well as restrictions on information systems used. It 
is becoming clear that such restrictions will have an impact 
on EPU security policies, procedures, and organizational 
directives, including telecom systems. Rulings of the EC 
have clearly stated the restrictions on Information and 
Communication Technology (ICT) processing and data 
storage including telecom communication processing. 

3. Cyber Security Regulations 
for the Energy Sector
From the analysis of real case attacks on energy 
infrastructures we have learned that digital resilience 
of electric infrastructures requires the implementation 
of targeted programs within the organisations and in 
collaboration with governmental institutions.

Governments and public institutions in charge of 
safeguarding the countries, essential service providers, 
particularly operators of large electricity and gas 
infrastructures, equipment suppliers, but also energy 
producers and consumers, must support an adequate 
level of cyber security protecting sensitive data, control 
capabilities, and other essential services from possible 
cyber risks.

In North America, the North American Electric Reliability 
Corporation (NERC) oversees eight regional reliability 
entities and encompasses all of the interconnected power 
systems of the contiguous United States, Canada and a 
portion of Baja California in Mexico. In 2007 NERC 
first developed Critical Infrastructure Protection (CIP) 
security requirements [11] that are mandatory for bulk 
power electric systems (BES), typically encompassing 
transmission systems, bulk power generation, and larger 
distribution system assets (e.g. automated shedding of 
loads > 300 MW). These NERC security requirements, 
which include significant monetary penalties if not met, 
have evolved over time to better meet the increasing 
complex security needs, but still do not yet cover all 
cyber security necessities of the smart grids. For instance, 
although Distributed Energy Resources (DER) are 
increasingly connected to the grids and are providing 
significant energy and ancillary services in aggregate, 
they do not as yet fall under NERC security requirements 
(although often larger DER aggregations attempt to 
meet the NERC requirements in anticipation of future 
NERC CIP expansion). In addition the NERC CIPs do 
not directly address communication network security 
between facilities (between electronic perimeters).

In Europe, the Directive on Network and Information 
Security (NIS Directive (EU) 2016/1148 [1]) has been 
adopted in July 2016 by the European Parliament to 
address the cyber security of essential service providers. 
The NIS Directive is the first set of IT security rules 
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testing for SCADA in substations including HMIs, 
communication protocol gateways, relay protection 
devices, measure and control equipment, and Phase 
Measure Units from the mainstream manufacturers in 
China. The cyber security test items contain operating 
system testing, database testing, communication 
protocol testing, security configuration testing, port 
service testing, abnormal access behaviour testing, and 
vulnerability penetration testing. According to the cyber 
security testing results, numerous cyber vulnerabilities 
have been detected, such as weak password, buffer 
overflow, remote command execution, denial of service, 
information disclosure, unauthorized access, protocol 
stack vulnerabilities, and lack of security audits.  The 
manufacturers have eliminated the vulnerabilities that 
were found through of several rounds of cyber security 
testing, and a vulnerabilities library has been established 
tailored for the electric industry control systems. Before 
the substations are put into operation, cyber security 
testing of secondary equipment will be carried out to 
mitigate the potential cyber threats. Based on the practical 
testing, a cyber security test technical specification has 
been developed to specify security testing of the utilities, 
as well as to guide the security design and R&D of 
products for the manufacturers.

4. Relevance of technical security 
standards
To address the recommendations from the EPU-related 
cyber security regulations, two different types of 
standards are needed for the EPUs. The overall cyber 
security governance of a given enterprise should be 
managed by a mature Information Security Management 
System such as the one specified by the standard ISO/
IEC 27019 (based on ISO/IEC 27002) [12], NISTIR 7628 
[13], and some parts of IEC 62443. Although in different 
states of completion and addressing both procedural/
organizational and functional requirements, several parts 
of the IEC 62443 framework are intended to serve as basis 
certification or assessment activities. To provide an overall 
approach for certified security in industrial automation 
and control systems, the IEC 62443-4-1 [14] targets the 
secure development process and appropriate security 
features for individual components of an automation 
system, while IEC 62443-2-4 [15] and IEC 62443-3-3 
[16] focus on a securely designed system (based on the 

Two IEEE activities, P7002 and P7005, are addressing 
the issues of what is sensitive data and how to classify 
and catalogue these data in accordance with EU’s GDPR. 
A new work item proposal has been submitted to Cigré 
SC D2 to address these governance constraints for EPU 
sensitive data.

Within IETF, IEEE, ISO and ANSI a new approach to 
digital data security is under discussion, defined as an 
information security framework. In this new approach it 
is the responsibility of the data owner to protect his data 
independently and indifferently from a given network 
topography.  In the digital world no one has the complete 
control of any network.  The networks we use are conduits 
of delivery and are focused on speed, bandwidth, stability.  
Each data owner must take the responsibility for the 
protection of his data by dealing with data at the object 
level and creating self- protecting data objects which 
can travel anywhere and be stored anywhere.   The data 
access policy/rule would travel with the object assuring 
the persistent protection of the data throughout its life.

Additional areas of security need further attention. 
Digital risk management programs must implement 
efficient processes involving business and operational 
functions in order to identify new risks, define security 
policies and measures and develop response capabilities 
to cyber incidents. It is of primary importance to invest 
on developing IT/OT monitoring infrastructures which 
support the timely detection of anomalous behaviours. 
Detecting anomalous behaviours associated to attack 
preparatory steps would increase the capability to contrast 
the effectiveness of subsequent, more dangerous, attack 
steps.

Energy infrastructure operators, in cooperation with their 
suppliers, are "on the go": collaborations with national 
security institutions, integrated physical / cyber security 
strategies, organisation changes for building core risk 
management teams merging competences from IT 
(Information Technology ) departments, OT (Operation 
Technology) business divisions and risk management 
staff, training programs and technology development 
are the main actions that are fertilizing the field of cyber 
security in large enterprises.

For instance, in order to identify the vulnerabilities and 
improve the security level of industrial control systems, 
some utilities in China have carried out cyber security 
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Profiles Including TCP/IP. These security standards cover 
those profiles used by:
•	IEC	60870-6	(TASE.2	/	ICCP)
•	IEC	60870-5	Part	104
•	IEEE	1815	(DNP	3)	over	TCP/IP
•	IEC	61850	over	TCP/IP.

IEC 62351-4: Data and Communication Security – 
Profiles Including MMS2. These security standards cover 
those profiles used by:
•	IEC	60870-6	(TASE.2	/	ICCP)	using	MMS
•	IEC	61850-8-1	using	the	MMS	profile	of	data	objects
•	IEC	61850-8-2	using	XML	XSDs	mapped	from	MMS	

data objects.

IEC 62351-5: Data and Communication Security – 
Security for IEC 60870-5 and Derivatives (i.e. DNP 3.0). 
These security standards cover both serial and networked 
profiles used by:
•	IEC	60870-5-7	(security	details	for	IEC	60870-5-101	

and 104)
•	IEEE	1815	(DNP	3).	

IEC 62351-6: Data and Communication Security – 
Security for IEC 61850 Peer-to-Peer Profiles. These 
security standards cover profiles in:
•	IEC	61850	that	do	not	run	over	TCP/IP	–	GOOSE	and	

SV.
Security for profiles including TCP/IP (IEC 62351-3), 
network and system management (IEC 62351-7), key 
management	 (IEC	 62351-9)	 and	 	 security	 for	 XML	
documents (IEC 62351-11) are already available as 
international standards. Parts from 4 to 6 address the 
security of specific communication protocols for smart 
energy systems, and they are currently published as 
technical specifications. WG 15 members are currently 

components covered by the IEC 62443-4-1) and secure 
processes and procedures of solution suppliers for such 
system, or maintenance/upgrade service providers, and 
IEC 62443-2-1 [17]addresses security aspects in secure 
operation, strongly based on the security controls defined 
by ISO/IEC 27019.

The implementation of security controls specified by 
the EPU information security management systems 
is supported by a set of standard security solutions. 
An overview of most EPU-related  security standards 
is presented in [18]. The rest of this section provides a 
synthesis of the security solutions specified by the IEC 
62351 series.

The International Electrotechnical Commission (IEC) 
Technical Committee (TC) 57 Working Group (WG) 
15 has developed the IEC 62351 set of standards [19] to 
provide security for power system data communications 
protocols, such as IEC 60870-6, IEC 61850, IEC 60870-
5, and IEEE 1815 (DNP3). The development of the IEC 
62351 standards has provided the ability to implement 
more secure versions of these communications protocols 
in supervisory control and data acquisition (SCADA) 
systems. Essentially the IEC 62351 standards provide 
well founded specifications of how to protect the ICT 
assets from possible ongoing threats at different layers.

Figure 2 depicts the relationships between the IEC TC57 
communication standards and IEC 62351 parts.  IEC 
62351 parts have reached different maturity levels.

IEC 62351-1, although not recently updated, provides a 
good overview of cyber security requirements. IEC 62351-
2, a glossary of cyber security terms, can be found at http://
std.iec.ch/terms/terms.nsf/ByPub?OpenView&Count=-
1&RestrictToCategory=IEC%2062351-2.

IEC 62351-3:2014 Data and Communication Security – 

Figure 2 - IEC 62351

2	And	possibly	similar	payloads	such	as	XML	XSDs	-	under	discussiuon
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implemented such cyber security in their intelligent 
electronic devices (IEDs). In terms of IEDs and automation 
systems already in operation, it is difficult to apply these 
IEC 62351 solutions because of practical implementation 
restrictions such as the incapacity to take industry control 
systems offline for a long time to upgrade them, or the 
inability to update existing equipment because of limited 
functionality. Legacy systems without the IEC 62351 
standards are likely to be in place for many years without 
updating. However, even new IEDs are being deployed 
nowadays without complying with IEC 62351 [20]. With 
vendors slow to respond, it has become essential that 
utilities are able to fill this security gap to enable them to 
detect and mitigate emerging threats.

5. About cyber security 
maintenance practises matching 
the EPU operational duties
A rigid application of cyber security standards could 
cause some impact in the EPU operational procedures 
and daily routine, specially concerning the maintenance 
duties. Manage strong passwords, update patches, control 
network perimeters, avoid remote access, restrict the use 
of software etc. usually are not part of the routine of usual 
maintenance staff. The dialogue between the security and 
maintenance staff must be encouraged in order to find 
matching solutions.

At this aim, a good approach is to adopt maintenance 
oriented strategies that understand and respect the reality 
of the operational environment. Otherwise the cyber 
security goals will not be reached simply because people 
will not do what must be done. According to this approach 
we can emphasize the following strategies [13]:

•	 Implement application whitelisting: In this way only 
the software validated as secure will run. All the rest 
will be considered suspicious and will be blocked. 
This avoids the problems related with unauthorized 
software installations, sometimes a common practice 
in a non-rigid work environment. But people want 
and like software and will try to install anything they 
think they need. To avoid this threat, the security staff 
must permit great diversity of applications, but after 
checking the confidence of these products.

•	 Ensure proper configuration / patch management: 

working to update these specifications, according to the 
plan they are expected to reach the status of international 
standards in a few years. Parts 90-x and parts 10, 12, 
and 13 are mainly Technical Reports of ongoing work 
providing guidelines, while and parts 100-x are related to 
testing the  conformance with parts -3,-4,-5 and -6.

Various mitigation measures are specified for the 
cyber security of these protocols concerned, including 
authentication, encryption, and role-based access control. 
For example, in terms of IEC 61850 (MMS, GOOSE 
and SV), IEC 62351-4 and IEC 62351-6 specify those 
procedures, protocol extensions, and algorithms for 
securing MMS, GOOSE and SV based applications. 
For TCP/IP based protocol stacks we can utilize TCP/IP 
Transport Layer Security (TLS) encryption as specified 
in  IEC 62351-3 for securing the transmission layer and 
to protect against eavesdropping. This part specifies the 
features of the required implementation of TLS, defined 
in RFC 5246. Both Part 3 and Part 4 require the use of 
encryption keys (symmetrical and asymmetrical) and 
role based access management.  Therefore Part 8 (Role 
Based Access Control) and Part 9 (Key Management) are 
referenced standards as well. In practice, secure enhanced 
Manufacturing Message Specification (MMS) associate 
service is implemented in the layer of Association 
Control Service Element (ACSE) using authentication 
with digital certificates for requests and responses, which 
can be used to protect against man-in-the-middle attacks. 
For application layers based on Generic Object-Oriented 
Substation Event (GOOSE) and Sampled Value (SV), 
reserved fields are used to extend the normal GOOSE and 
SV Protocol Data Units (PDUs) using digital signature for 
protecting against replay attacks. 

Part 7 provides the technical base for the implementation 
of monitoring objects and in the future Part 7 will be 
complemented by Part 14 on security event logging 
specification, which is currently under development. Part 
10 is a technical report providing a system level view 
for the deployment of IEC 62351 parts, and Part 12 is a 
technical report that specifies the security requirements 
and resilience engineering techniques for energy systems 
with DER.

Although the IEC 62351 standards define a framework 
for the provision of cyber security for the communications 
protocols, major manufacturers have not generally 



Cigre Science & Engineering • N°10 February 2018

13

and any anomaly must be checked with a quick phone 
call. A response plan must be ready to a quick start and 
must consider to disconnect all Internet connections 
and reset all passwords. A restoration plan must be 
ready too and must include a complete restoration 
to a known good state. All these duties must be done 
by a expertise staff and must be transparent for all 
maintenance and operational teams.

•	 Implement secure remote access: The remote access 
must be restricted only to the necessary and must be 
operator controlled and time limited. Modems must 
be avoided wherever possible. Avoid schemes where 
a token can be stolen; use a two-factor authentication 
instead.

6. Final Remarks
The paper presented a harmonised view of what are 
recognised by the authors' team as cyber security and 
privacy priorities for the EPUs. From the analysis of ICT 
architectures deployed by EPUs it resulted that there are 
a number of cyber attacks that, if successful, would have 
critical impacts on power system operation. The anatomy 
of real case attacks suggests that the improvement of 
intrusion detection and security management capabilities 
would be beneficial to decrease the probability of attacks 
with most critical impacts. Increasing the security and 
responsibility awareness of most sensitive data owners 
has been recognised as a priority by the cyber security 
regulations in the energy sector. Cyber security testing 
and product certification is another area of cooperation 
between industrial users, product manufacturers, system 
integrators and governmental institutions. A huge effort is 
devoted to the development of cyber security standards for 
the EPUs, covering the overall cyber security governance 
within an organisation, the security requirements for 
systems and components, the cyber security certification 
and assessment activities, and cyber security technologies. 
New generation applications for the digital energy should 
exploit the most advanced cyber security solutions 
when their deployment is technically and economically 
sustainable. Well defined cyber security practices have 
to be agreed between security and maintenance staff to 
guarantee a smooth integration of security solutions in the 
daily power system operation. The ambition is that such 
priorities shall be in the focus of digital energy regulators 
and operators in the upcoming years.

Software and operational systems must stay always 
updated and the patches used must be downloaded 
from vendor-authenticated sites. Non verified sources 
never can be considered as a patch source. The Domain 
Name Servers must have reputation guaranteed; 
otherwise the patch sources could be fraudulent. But 
in case of some difficulties to find the secure patches, 
people could try to obtain patches from other sources. 
In order to avoid this threat the security staff must 
guarantee that the correct patches can be easily find in 
the intranet.

•	 Reduce attack surface area: The sum of all accesses 
to the network is called attack surface area. The larger 
the surface, the more difficult it is to protect it from 
invasion. Therefore try to reduce it is a good goal to 
pursue. Ideally the Industrial Control Systems (ICS) 
should be isolated from untrusted networks. But 
often this scheme is difficult to achieve. In this case, 
all accesses and services that are not in use should 
be disabled. If industrial processes require external 
accesses, they must be done in very controlled ways. 
In general the presence of USB and memory cards 
accesses must be avoided.

•	 Build a defendable environment: The objective 
with this strategy is limiting the damage in case of 
a network perimeter breach. The network must be 
segmented and the host-to-host communications 
must be via restricted paths. When appropriate, 
an approved removable media is preferable than a 
network connection.

•	 Manage authentication: Gain control of high 
privileged accounts is one main objectives of the 
adversaries. With an official access, people can 
exploit vulnerabilities and execute malwares. The 
account privileges must be restricted only to people 
that need to do their duties. People must have 
separated credential for corporate and ICS accesses. A 
biometric or other multi-factor authentication must be 
considered, instead of a strong password policy that 
people will not respect.

•	 Monitor and respond: The network defence requires 
actively monitoring and a quick response. The traffic 
on the boundaries and inside the control network must 
be observed full time looking for suspicious activities. 
Login analysis must be used to detect stolen identities 
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Abstract
Computational Fluid Dynamics (CFD) and Thermal 
Hydraulic Network Models (THNM) are becoming 
indispensable techniques to better understand the cooling 
mechanisms influencing the thermal performance of 
power transformers [1].

For the manufacturers, the use of these modelling 
techniques enables more competitive solutions through 
robust predictions under a wide range of conditions [2] [3] 
[4]. Simultaneously, these methods also represent useful 
tools for the utilities enabling more efficient management 
of their assets  [5].

In 2008, the CIGRE Working Group A2.38 was set up with 
the primary objective of investigating the estimation of 
transformer winding hot-spot temperatures by calculations 
and direct measurements. The state-of-the-art regarding 
transformer thermal modelling has been investigated by 
inviting Working Group members to perform their own 
calculations for a test case [1].

In this scope, different CFD and THNM calculations have 
been performed on a specified disc-type winding geometry 
using known and typical ON boundary conditions. The 
blind comparison of the results revealed variations of 

up to 12 [°C] in the computed hot-spot temperature [1]. 
These variations may derive from countless sources, but 
some of them may derive from different assumptions and 
numerical parameters. In fact, these techniques, although 
settled many years ago in different contexts, are relatively 
recent in power transformer industry. In this sense, it is 
possible, that some of the variations may be a consequence 
of the absence of guidelines for verification and validation 
of these thermal models such as those existing for CFD in 
the aeronautic industry [6].

This work is expected to widen the discussion about 
critical assumptions and numerical parameters that 
may be influencing the numerical accuracy of the most 
advanced thermal modelling techniques being currently 
in use in this industry. Herein, it is exposed how different 
assumptions and numerical parameters can lead identical 
modelling approaches to converge to different results 
even under the same geometric and boundary conditions. 

© 2017 The Authors. Published by Elsevier Ltd.
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results since the referred numerical parameters and 
assumptions are not explicit (i.e. in published articles 
or reports). 

In the recent CIGRé Working Group A2.38, and to open 
this discussion on the accuracy of CFD and THNM 
simulations, worldwide participants have been invited 
to conduct independent CFD and THNM calculations 
using the same core-type winding geometry and 
boundary conditions [1]. For this comparison, only 
the geometry and boundary conditions were specified, 
leaving interpretations and further simplifications to 
the participants. The results obtained using 8 different 
models are summarized in Table 1 for the case of a 
uniform losses distribution.

Table 1. Temperature calculation results using uniform losses [1].

Team Model

Average 
Winding

Temperature 
[°C]

Hot-Spot  
Winding

Temperature 
[°C]

Hot-Spot
Winding  
Location

S1-a THNM 90.8 120.9 Disc 54

S1-b CFD 2D 86.9 115.0 Disc 54

S1-c CFD 3D 89.2 109.3 Disc 62

S2 THNM 92.7 110.1 Disc 61

S4 CFD 3D 94.9 114.7 Disc 72

S6 THNM 87.1 113.0 Disc 74

S7 THNM 94.9 119.8 Disc 54

S9 THNM 92.3 115.2 Disc 71

Table 1 shows maximum variations of 8 [°C] in the 
average winding temperature and 12 [°C] in the hot-
spot temperatures calculated using the different 
models. Moreover, it is also possible to observe that the 
prediction of the hot-spot location also varies between 
the Disc 54 and the Disc 74. 

Complementary, Table 2 summarizes another round of 
calculations for the same geometry but considering a 
non-uniform loss distribution.

1. Introduction
Over the last decade, Computational Fluid Dynamics 
(CFD) and Thermal Hydraulic Network Models 
(THNM) have been in use to evaluate and better 
understand the cooling mechanisms influencing the 
thermal performance of power transformers. Currently 
these numerical techniques are acknowledged to be 
the state-of the-art approaches to model the thermal 
behavior of power transformers (namely its windings). 
Both techniques have their own advantages and 
disadvantages, but both tend to coexist integrated 
in different stages of the product life cycle with 
complementary purposes. In CFD, the principles 
governing the fluid flow and heat transfer in fluid and 
solid domains are described using differential equations 
that can be replaced by algebraic equations and solved 
at discrete points in time and space [7]. For this 
reason, CFD is considered the most accurate numerical 
technique, however is also the most demanding 
technique in terms of computational resources. On the 
other hand, in THNM, the solid domain is treated as 
in CFD, while the same principles in the fluid domain 
are described using simpler algebraic equations that 
rely on analytical and/or empirical coefficients. Even 
though these equations in the THNM are also solved at 
discrete points in time and space, the flow profile is not 
solved as in CFD, and therefore, singular phenomena 
such as hot streaks or flow inversions cannot be easily 
captured. As referred, both CFD and THNM tend to 
coexist, being the THNM more attractive for design 
purposes due to its reduced time-to-solution and due to 
its easier integration with other proprietary algorithms.

Notwithstanding their own merits and demerits both 
CFD and THNM share a common dependence on 
a significant number of numerical parameters and 
assumptions adopted either during its architectural 
stage or during its usage (introduce by the developers 
or by the users, respectively). Some of these numerical 
parameters and assumptions can lead the same 
numerical model to produce significantly different 
results hence affecting what we name here as the 
numerical accuracy. In power transformer industry, the 
use of these numerical techniques can be considered 
relatively immature, and in some cases, it can be 
difficult to criticize the quality of some numerical 
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Table 3. Assumptions and numerical parameters that can influence the results 

produced by CFD and THNM.

CFD THNM

1.  Physical Model
     a. Computational Domain
     b. Boundary Conditions
     c. Material Properties

Yes Yes

2. Numerical parameters
    a. Mesh Discretization
    b. Residuals

Yes Yes

3. Numerical Methods
    a. Finite Element Method (FEM)
    b. Finite Volume Method (FVM)
    c. Finite Difference Methods (FDM)

Yes Yes (1)

4. Numerical Models
    a. Laminar Model
    b. Turbulence Model

Yes N/A

5. Transfer Coefficients
    a. Momentum
    b. Heat

N/A Yes

(1) Solid domain.

In this work, the influence of some of these assumptions 
and numerical parameters are explored using a core-type 
transformer winding under typical ON and OD conditions. 
The CFD results reported have been produced using 
ANSYS-Fluent® and ANSYS-CFX® while the THNM 
results have been produced using proprietary models.

2.1 Influence of the Computational Domain 
considered (CFD and THNM)

When performing thermal analysis on core-type power 
transformer windings, engineers may have to decide 
which computational domain to use. Although 3D 
computational domains are preferable, some of the CFD 
analysis might be conducted under 2D axisymmetric 
computational domains [7], which can have 10 times less 
elements than the equivalent 3D computational domain. 
In this work, this assumption is also evaluated for THNM 
codes. What differs a THNM 3D from a THNM 2D are 
the values of the geometric properties to solve the fluid 
flow and heat transfer (e.g. heat transfer areas, hydraulic 
areas and hydraulic diameters).

Herein, a disc-type winding under ON and OD conditions 
has been used to evaluate the influence of using 3D or 2D 
computational domains, both in CFD and in THNM.

Table 2. Temperature calculation results using non-uniform losses [1]

Team Model

Average 
Winding

Temperature 
[°C]

Hot-Spot 
Winding

Temperature 
[°C]

Hot-Spot
Winding 
Location

S1-a THNM 88.5 132.0 Disc 78

S1-b CFD 2D 84.4 137.4 Disc 78

S1-c CFD 3D 87.9 134.0 Disc 78

S2 THNM 91.3 128.0 Disc 78

S4 CFD 3D 91.4 127.0 Disc 78

S6 THNM 83.2 128.0 Disc 78

S7 THNM 91.8 133.4 Disc 78

S9 THNM 88.9 136.3 Disc 78

In this case, it is possible to observe maximum variations 
of 9 [°C] in the average winding temperature and 10 [°C] 
in the hot-spot temperature. Under these conditions, all 
models predict the hot-spot to be located at the same disc.

These results have been interesting (or not, for those more 
knowledgeable on these techniques) and raise legitimate 
questions about what may be driving the observed 
differences between the results of apparently comparable 
modelling approaches. 

This contribution now intends to begin paving the way 
and intentionally explores potential reasons to explain 
these differences, either isolated or cumulatively. To 
accomplish that, several CFD and THNM simulations 
have been conducted in different geometries to quantify 
the influence of a group of selected assumptions and 
numerical parameters. 

2. Assumptions and numerical 
parameters
The significant variations in the results produced by the 
different models observed in the previous tables might be 
a consequence of a diverse range of circumstances (some 
out of the scope of this work). Nevertheless, a potential 
list of assumptions and numerical parameters influencing 
the numerical accuracy of CFD and THNM results is 
presented in Table 3.
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Each disc is composed by a group of copper conductors 
wrapped in Nomex410®. For the present purpose, 
the disc has been modelled using equivalent thermal 
conductivities. The disc and fluid properties used are 
presented in Table 6.

Table 6. Material properties used for CFD 3D/2D and THNM 3D/2D.

Material Properties

Solid

Radial 
Conductivity [W m-1 K-1] 0.646

Axial 
Conductivity [W m-1 K-1] 3.751

Tangential 
Conductivity [W m-1 K-1] 388.5

Fluid (1)

Density [kg m-3] 868 * (1 - 0.00064 *  
(T [°C] - 20))

Dynamic 
Viscosity [Pa s]

1.43276 * 10-7 * 
Exp(3479.5 / (T [°C]  
+ 273.15))

Specific Heat 
Capacity [J kg-1 K-1] 2030

Thermal 
Conductivity [W m-1 K-1] 0.1278

(1) Naphthenic mineral oil Nynas Taurus®.

Although the computational domain comprises two 
passes, the analysis is focused on the downstream pass. 
The upstream pass is used to minimize the influence of 
the uniform velocity and temperature profiles imposed at 
the oil inlet [8].

Table 5. Boundary conditions for CFD 3D/2D and THNM 3D/2D

Boundary  
Conditions

ON  
Conditions

OD  
Conditions

2D 3D 2D 3D

Inlet 
Temperature [°C] 64.8 64.8 64.8 64.8

Inlet Velocity [cm s-1] 9.61 9.61 24.51 24.51

Mass Flow 
Rate [m3 h-1] 6.05 5.07 15.44 12.95

Heat per Disc [W] 1577.41 1577.41 1577.41 1577.41

Heat Density 
per Disc [W dm-2] 45.16 45.16 45.16 45.16

Table 4. Disc-type winding dimensions and respective 3D and 2D computational domains. 

Computational Domain

Number of Discs 9 – 7 [-] 3D and 2D

Number of Divisions 16 [-] 3D and 2D

Number of Passes 2 [-] 3D and 2D

Number of Oil Inlets 1 [-] 3D and 2D

Number of Oil Outlets 1 [-] 3D and 2D

Internal Diameter of the Disc 784 [mm] 3D and 2D

Length of the Disc 69.3 [mm] 3D and 2D

Height of the Disc 11.4 [mm] 3D and 2D

Width of the Internal Axial Channel 6 [mm] 3D and 2D

Width of the External Axial Channel 6 [mm] 3D and 2D

Height of the Washer 2 [mm] 3D and 2D

Height of the Radial Channels (1) 5 [mm] 3D and 2D

Height of the Radial Channels (2) 3 [mm] 3D and 2D

Width of the Spacers 30 [mm] 3D

Width of the Primary Sticks 19.5 [mm] 3D

Width of the Secondary Sticks 10 [mm] 3D

(1) Height between two discs.
(2) Height between washer and disc.



Cigre Science & Engineering • N°10 February 2018

20

In Table 7, the winding pressure drop, average and hot-
spot winding temperatures, together with the respective 
hot-spot location are presented.

The radial flow distribution, average and maximum disc 
temperatures predicted by CFD and THNM under 3D and 
2D computational domains are presented in Figure 1 (for 
ON conditions) and in Figure 2 (for OD conditions). For 
this purpose, the 2D results have not been extrapolated as 
proposed in [9].

Figure 1 – CFD 3D/2D and THNM 3D/2D results under ON conditions:  
(a) radial flow distribution; (b) average disc temperature; (c) maximum disc temperature.

Figure 2 – CFD 3D/2D and THNM 3D/2D results under OD conditions:  
(a) radial flow distribution; (b) average disc temperature; (c) maximum disc temperature.

Table 7. CFD 3D/2D and THNM 3D/2D results under ON and OD conditions:  
winding pressure drop; average winding temperature; hot-spot temperature and location

Model

ON Conditions OD Conditions

Pressure
Drop [Pa]

Temperature [°C] Hot-Spot
Location

Pressure
Drop [Pa]

Temperature [°C] Hot-Spot
LocationAverage Hot-Spot Average Hot-Spot

CFD 3D 18.5 97.8 107.2 Disc 5 109.3 91.5 109.4 Disc 1

CFD 2D 15.9 93.5 105.5 Disc 2 81.2 88.0 113.8 Disc 1

THNM 3D 17.4 99.7 112.0 Disc 3 81.6 92.4 104.9 Disc 3

THNM 2D 16.7 94.6 105.5 Disc 3 77.0 88.4 99.5 Disc 3

From this comparison, it is possible to observe significant 
variations between both computational domains for both 
numerical techniques:

	CFD 3D and CFD 2D have predicted:
•	 the	average	and	hot-spot	winding	temperatures	with	

maximum variations of 4.3 [°C] and 4.4 [°C];
•	 different	hot-spot	locations;
•	 winding	pressure	drop	with	maximum	variation	of	26	

[%].

	THNM 3D and THNM 2D have predicted:

•	 average	 and	 hot-spot	 winding	 temperatures	 with	
maximum variations of 5.1 [°C] and 6.5 [°C];

•	 same	hot-spot	locations;
•	 winding	pressure	drop	with	maximum	variation	of	5	

[%].
The observed variations occur since in 2D computational 
domains, the sticks and spacers are neglected. 
Consequently, for the same inlet velocity the mass flow 
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Figure 4 – THNM mesh of the CTC (8 elements in the axial direction and 
47 elements in the radial direction): (a) – disc modelled in detail; (b) – disc 

modelled with equivalent thermal conductivities.

Figure 5 – THNM mesh of the PICC (3 elements in the axial direction and 
87 elements in the radial direction): (a) – disc modelled in detail; (b) – disc 

modelled with equivalent thermal conductivities.

The THNM results for the radial flow distribution, average 
and maximum disc temperature are presented in Figure 6 
for a CTC and PICC disc.

rate is higher for the 2D case and this partially explains 
why the discs temperatures are, in average, lower than for 
the corresponding 3D case.

2.2 Influence of the Disc Material Properties 
considered (THNM)

Although, core-type winding discs are composed by several 
insulated conductors, it is possible to find CFD and THNM 
results where the discs are modelled through equivalent 
thermal conductivities [4]. To evaluate its influence, the 
discs of the core-type winding geometry presented in Table 
4 were replaced by two different disc arrangements: CTC 
– Continuously Transposed Conductor and PICC – Paper 
Insulated Copper Conductor (Figure 3).

Figure 3 – Disc arrangements and respective dimensions and materials:  
(a) CTC – Continuously Transposed Conductor;  
(b) PICC –  Paper Insulated Copper Conductor.

The THNM meshes used for this evaluation are presented 
in Figure 4, for the CTC disc, and Figure 5, for the PICC 
disc. To evaluate the effect of using equivalent thermal 
conductivities under ON conditions (Table 5), the same 
discretization was used in both models.

Figure 6 – CFD 3D/2D and THNM 3D/2D results under ON conditions: (a) radial flow distribution; (b) average disc 
temperature; (c) maximum disc temperature.
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of elements, the numerical solution would be exact, 
since the mesh would be continuous. However, since this 
discretization is not achievable in practice, the domain 
must be subdivided into discrete elements where generally 
constant properties are assumed. Although not discussed in 
this work, the same postulate is valid for time-dependent 
problems, for which it is also impossible to solve every 
infinitesimal point in time and thus a time step is needed. 
Generally, the finer the discretization, in space and time, 
the more accurate the numerical solution is. Therefore, it is 
important to conduct mesh independence tests to ensure that 
the obtained numerical solution is sufficiently independent 
of the spatial and temporal discretizations used.

The same core-type winding geometry presented in Table 
4 and the same ON conditions presented in Table 5 were 
herein used to evaluate the influence of the CFD mesh 
discretization (2D computational domain) using the CFD 
code ANSYS-Fluent®. The evaluation was conducted 
with five conformal meshes (see Table 8) generated with 
consecutive refinement and restricted by two numerical 
parameters: (1) Growth Rate – ratio between the size of two 
consecutive elements and (2) First Element Size – size of 
the element adjacent to the wall.

The respective predicted average and hot-spot winding 
temperatures are presented in Figure 7.

From this graph, it is observed that:

•	 CTC	 disc	 –	 with	 the	 equivalent	 thermal	 conductivity	
model the average and hot-spot winding temperature are 
underestimated by 2.5 [°C] and 1.6 [°C], respectively;

•	 PICC	disc	 –	with	 the	 equivalent	 thermal	 conductivity	
model the average and hot-spot winding temperature are 
underestimated by 8.0 [°C] and 7.0 [°C], respectively.

It should be noted that in the present evaluation, the 
equivalent thermal conductivities of the CTC do not include 
the most external insulation, in opposition to the PICC disc, 
where the thermal conductivities represent both the copper 
and the insulation. This may explain why for CTC disc type 
the equivalent thermal conductivity model performs better 
than for PICC disc type.

2.3 Influence of the Mesh Discretization (CFD)

 For very simple geometry and boundary conditions it is 
possible to find the analytical solution for the underlying 
equations of CFD and THNM methods, but in most cases, 
it is only possible to solve them at discrete points in space 
and time. In theory, for a mesh with an infinite number 

Figure 7 – CFD 3D/2D and THNM 3D/2D results under OD conditions:  
(a) radial flow distribution; (b) average disc temperature;  

(c) maximum disc temperature.

Table 8. Growth rate and first element size of the CFD meshes

Mesh Zone Fluid Axial Channel
(Internal and External)

Fluid Radial Channel
(Between Washer and Disc)

Fluid Radial Channel
(Between Discs)

Mesh Direction Transversal Longitudinal Transversal Longitudinal Transversal Longitudinal

Mesh Distance [mm] 6 11.4 3 69.3 5 69.3

Growth Rate

Mesh 0 4.595 4.595 4.595 4.595 4.595 1.575

Mesh 1 2.144 2.144 2.144 2.144 2.144 1.255

Mesh 2 1.464 1.464 1.464 1.464 1.464 1.120

Mesh 3 1.210 1.210 1.210 1.210 1.210 1.058

Mesh 4 1.100 1.100 1.100 1.100 1.100 1.029

First Element
Size [mm]

Mesh 0 0.400 0.400 0.400 0.400 0.400 0.400

Mesh 1 0.200 0.200 0.200 0.200 0.200 0.200

Mesh 2 0.100 0.100 0.100 0.100 0.100 0.100

Mesh 3 0.050 0.050 0.050 0.050 0.050 0.050

Mesh 4 0.025 0.025 0.025 0.025 0.025 0.025
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Table 9. Number of elements of the CFD meshes.

Mesh Zone Fluid Axial Channel
(Internal and External)

Fluid Radial Channel
(Between Washer and Disc)

Fluid Radial Channel
(Between Discs)

Total
Mesh Direction Transversal Longitudinal Transversal Longitudinal Transversal Longitudinal

Mesh Distance [mm] 6 11.4 11.4 3 69.3 69.3

Number of 
Elements

Mesh 0 5 5 4 18 5 18 3 883

Mesh 1 8 10 6 34 7 34 11 160

Mesh 2 15 18 11 67 14 67 40 767

Mesh 3 28 34 21 132 26 132 147 616

Mesh 4 54 67 41 262 51 262 569 022

The number of transversal and longitudinal elements of each fluid channels and the total number of elements of each 
generated CFD mesh is presented in Table 9. 

The Mesh 0 and Mesh 4 are presented in Figure 8.

Figure 8 – CFD meshes of the upstream pass of the winding:  
Mesh 0; Mesh 4.

In Figure 9, the radial flow distribution and the average and maximum disc temperatures are presented for each mesh.

Figure 9 – CFD results under ON conditions for different meshes discretization: (a) radial flow distribution; (b) average disc temperature; (c) maximum disc temperature.
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Table 10. Number of elements of the THNM meshes

Mesh
Number of 
Axial
Disc Elements

Number of 
Radial
Disc Elements

Total  
Number
of Elements

Mesh 1x4 1 4 171

Mesh 2x8 2 8 470

Mesh 4x16 4 16 1 452

Mesh 8x32 8 32 4 952

Mesh 16x64 16 64 18 096

Mesh 32x128 32 128 68 960

The Mesh 1x4 and Mesh 32x128 are presented in Figure 11.

Figure 11 – THNM meshes of the second pass of the winding:  
Mesh 1x4; Mesh 32x128.

In Figure 12, the radial flow distribution and the average 
and maximum disc temperatures are presented to the 
evaluated meshes.

Figure 10 – Influence of the CFD mesh discretization in the winding pressure 
drop and in the average and hot-spot winding temperature.

From Figure 10, it is possible to observe that the influence of 
the CFD mesh discretization in the radial flow distribution is 
quite small, but the winding pressure drop is underestimated 
by 12 [%], when comparing Mesh 0 against Mesh 4. 
Regarding the average and hot-spot winding temperatures, 
variations of 6.4 [°C] and 11.2 [°C] are observed respectively 
between the coarsest and finest mesh.

2.4 Influence of the Mesh Discretization (THNM)

To evaluate the influence of the THNM mesh 
discretization (3D computational domain) in the radial 
flow distribution, winding pressure drop, average and 
hot-spot winding temperatures, the same core-type 
winding geometry presented in Table 4 and the same 
ON conditions presented in Table 5, were used. The 
evaluation was conducted with six conformal meshes 
(Table 10) generated with consecutive refinement and 
restricted by two numerical parameters: (1) Axial Number 
of Elements – number of elements per disc in the axial 
direction (uniformly distributed) and (2) Radial Number 
of Elements – number of elements per disc in the radial 
direction (uniformly distributed).

Figure 12 – THNM results under ON conditions for different mesh discretization: (a) radial flow distribution; (b) 
average disc temperature; (c) maximum disc temperature.
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The corresponding variations observed in the winding 
pressure drop, average and hot-spot winding temperatures 
are summarized in Figure 12.

From Figure 12, it is possible to conclude that under different 
assumptions and numerical parameters, the numerical 
accuracy of CFD and THNM models can be severely 
affected. The maximum variations found in the average 
and hot-spot winding temperatures are respectively 8 [ºC] 
and 11 [ºC], and in the winding pressure drop is 26 [%]. 
Although herein each assumption and numerical parameter 
have been evaluated separately, in some cases they might 
occur simultaneously and with additional factors not 
mentioned here, they may contribute to variations higher 
than the ones reported in the present investigation.

From this study is possible to conclude that results 
from apparently equivalent models (i.e. under the same 
geometric and boundary conditions) cannot be compared 
effectively if all the assumptions and numerical parameters 
considered are not reported.

This work also reinforces the need for clearer guidelines 
for verification and validation of numerical results as well 
as a discussion on best practices concerning CFD and 
THNM simulations in power transformers.
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In Figure 13, the average and hot-spot winding 
temperatures, together with the respective winding 
pressure drop are presented to the evaluated meshes.

Figure 13 – Influence of the THNM mesh discretization in the winding pressure 
drop and in the average and hot-spot winding temperature.

From Figure 12 and Figure 13, it is possible to observe 
that the influence of the THNM mesh discretization in 
the radial flow distribution is negligible and consequently 
its influence in the winding pressure drop is almost 
null. However, in the average and hot-spot winding 
temperatures, variations (between Mesh 0 and Mesh 4) of 
6.1 [°C] and 2.5 [°C] are observed, respectively.

3. Conclusions
In this work, CFD and THNM calculations have been 
evaluated under different assumptions and numerical 
parameters:
•	 2D	and	3D	computational	domain	(CFD	and	THNM);
•	 Disc	material	properties	(THNM);
•	 Mesh	discretization	(CFD	and	THNM).

Figure 14 – Influence of different assumptions and numerical parameters on the numerical accuracy of CFD and THNM models.
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Abstract:
The new Smart Grid landscape requires the development 
of new ICT (Information and Communication 
Technology) enabled functionalities or the reshaping of 
the existing ones. The global control strategies of the 
power grid need information coming from internal, but 
also external, entities, and the consequent establishment 
of new data exchanges. For this reason the cyber 
security of the involved communications becomes a key 
enabler determining the correct operation of the power 
grid. The security issues need to be addressed in order to 
guarantee the availability, integrity and confidentiality 
of the essential information exchanges.
In this paper the focus is on the use of the monitoring 
infrastructure as an instrument to support the response 
capabilities to ICT anomalies and to increase the system 
resilience. The traditional preventive security measures 
(e.g. network segregation, access control, authentication, 
end to end data encryption) are here complemented by a 
smart  monitoring infrastructure. The paper investigates 
the capability of the real time monitoring to highlight 
vulnerabilities and timely respond to the residual risks 
not covered by the preventive measures applied in the 
system. Moreover the outcomes of the monitoring data 
analysis are used as input data for the configuration of  
power control strategies able to adapt the optimization 
function to the real time status of the ICT infrastructure.

The assessment of the security monitoring functionality 
described above is carried out by the setup of a lab 
platform implementing the ICT components of the 
distribution grid domain with standard communication 
modules. The capability of the lab platform to achieve 

the application security requirements is demonstrated by 
means of meaningful attack scenarios.

Nomenclature:
DER Distributed Energy Resource
ICT  Information and Communication Technology
IEC International Electrotechnical Commission
IED Intelligent Electronic Device
IETF Internet Engineering Task Force
IoT Internet of Things
IT Information Technology
MMS Manufacturing Message Specification
NIS Network and Information Security
OT Operational Technology
SNMP Simple Network Management Protocol
UDP User Datagram Protocol

1. Introduction
The cyber security of ICT networks deployed by essential 
service providers is nowadays a priority at institutional 
level and for private operators. The Directive 2016/1148 
on security of network and information systems (the NIS 
Directive) was adopted by the European Parliament on 
6 July 2016. This Directive establishes that all Member 
States shall ensure that operators of essential services, 
including the operators of electricity, oil and gas energy 
subsectors, “take appropriate and proportionate technical 
and organisational measures to manage the risks posed to 
the security of network and information systems which 
they use in their operations” [1]. 

KEYWORDS 
Smart Grid, Cyber Security, Distributed Energy Resource, Monitoring, IEC 61850, IEC 62351

A Monitoring architecture for smart grid 
cyber security

Giovanna Dondossola#ü*, Roberta Terruggia#

#RSE Spa, Ricerca sul Sistema Energetico, T&D Technologies Department, Milan, Italy
üCigré AG D2.02 Cyber Security, Chair

* giovanna.dondossola@rse-web.it

Cigre Science & Engineering • N°10 February 2018

27



Cigre Science & Engineering • N°10 February 2018

28

coming from different sources and are able to correlate and 
perform some sort of analysis for maintenance and security 
purposes. In the scope of smart grids this paradigm needs 
to be expanded in order to involve information coming 
from the IT (Information Technology) world, but also 
values specific of OT (Operation Technology) devices. 
Figure 1 presents a schema of possible information 
sources which could provide useful measures for a wide 
comprehensive analysis.

The smart platform presented in this paper manages 
indicators of different nature, IT as well as OT objects 
in order to perform an integrated IT/OT monitoring. The 
platform allows analysing in detail the key role of the 
monitoring in the attack prevention, detection and effect 
mitigation. The monitoring information coming from 
heterogeneous devices (communication components 
as well as power grid IEDs) need to be collected and 
analysed by a central system correlating data at different 
stack layers in order to recognise the type of occurring 
anomaly (see Figure 2).

Figure 2 Smart Monitoring Conceptual Layout

Specifically the NIS Directive refers to the need that 
energy operators deploy appropriate preventive measures  
and notify, without undue delay, the competent authority 
or the CSIRT (Computer Security Incident Response 
Team) of incidents having a significant impact on their 
service continuity. 

In view of the energy cyber security regulatory picture 
and of the operators’ need to increase their incident 
management capability, the setup of infrastructures 
supporting  the situational awareness of the energy 
networks and information systems is becoming an 
urgent priority. In this paper the focus is on the use of 
the monitoring infrastructure as an instrument to support 
the response capabilities to ICT anomalies and to increase 
the system resilience. The traditional preventive measures 
(e.g. network segregation, access control, authentication, 
end to end data encryption) are here complemented by a 
smart  monitoring infrastructure able to identify existing 
vulnerabilities before they are exploited by targeted 
attacks. Moreover the correlation of the monitoring data 
can provide relevant alerts about on-going attacks. 

In relation with the scenarios presented in [2], [3], this 
paper provides a detailed view of the capability of the real 
time monitoring to highlight vulnerabilities and timely 
respond to the residual risks not covered by the preventive 
measures deployed in the system.

2. Monitoring Framework
The smart monitoring can be performed implementing 
and configuring a Network and Application Security 
Monitoring platform where several monitoring agents 
are installed in key control infrastructure points at 
communication and IED (Intelligent Electronic Device) 
devices, in order to observe and correlate not only the IT 
aspects as the traditional network monitoring frameworks, 
but also power control communication specific events 
addressing for example the objects defined in the IEC 
62351-7 standard [4]. The traditional Security Information 
and Event Management (SIEM) collects IT information 

Figure 1 Data sources for Smart Grid monitoring analysis
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3. Monitoring Platform
The assessment of the security monitoring functionality 
described above is carried out by the setup of a lab 
platform, shown in Figure 4 and physically located at 
RSE premises [5], implementing the ICT components 
of the distribution grid domain with different standard 
communication modules: in this paper the focus is on the 
communications between a DSO (Distribution System 
Operator) primary substation and third party DER 
(Distributed Energy Resources) sites, required for the 
optimization of the medium voltage grid management in 
presence of renewable generation. These communications 
are implemented by MMS (Manufacturing Message 
Specification) information flows, compliant with the IEC 
61850 data model and communication profile [6], and 
secured in compliance with the IEC 62351-4 T-profile [7]. 
The lab platform deploys the monitoring infrastructure 
implementing the monitoring agents (related to ICT and 
IED objects) that provide data to the Security Control 
Center via standard protocols (i.e. SNMP, Syslog). Here 
the information coming from the agents are collected, 
correlated and analysed.

The alerts coming from the analysis of collected data 
can reveal the existence of vulnerabilities or give an 
indication that a given attack process has started.  In the 
first case the data are used in order to identify potential 
threats and address possible corrective actions. In the case 
of detected attacks, the alerts allow performing automatic 
or manual recovery actions. Moreover the outcomes of 
the monitoring data analysis are used as input data for the 
configuration of power control strategies adapted to the 
real time status of the ICT infrastructure.

The ICT monitoring framework presented in the paper is 
based on performance measures specific for the energy 
applications and communication/security protocols. 
In  Figure 3 the framework logical steps are presented. 
Starting from the on line analysis of the network traces 
an Analysis Tool placed at device machine (i.e. substation 
controller) evaluates and extracts the different measures of 
interest. The indicator values are mapped on data objects 
of the IEC 62351-7 standard [4] and transmitted by means 
of the SNMP protocol to the ICT monitoring centre that 
eventually generates security alerts.

Figure 3 Monitoring flow steps

Figure 4 Experimental security assessment – RSE Lab
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Figure 6 SNMP architecture

4. Results
This section provides the combination of performance 
indicators that are meaningful for analysing the behaviour 
of IEC 61850 DER communications under attacks.

In the presented scenarios the remote maintenance 
interface of the substation router in the DER wireless 
network is under a packet flooding attack. Considering the 
whole set of collected indicators it is possible to highlight 
anomalous values for the indicators in the following table.

A dedicated machine at ICT monitoring centre (ICT 
Monitor in Figure 5) receives the measures from the 
different sources (the substation controller, but also devices 
as routers and switches) and plots the main indicators in 
order to allow operators monitoring the values.

The SNMP architecture (see Figure 6) currently 
implements data requests from the monitoring manager 
(proxy) towards the monitoring agents in polling 
operation mode. However in a full scale infrastructure 
the monitoring architecture shall use the most efficient 
implementation mixing monitoring traps from the agents 
towards the manager with data rates of polling requests in 
the opposite communication way.

In order to secure the monitoring information flow and be 
compliant with the IEC 62351-7 standard [4], the SNMP 
version 3 USM (User-based Security Module) security 
profile is implemented to provide authentication and 
encryption for the communications between the Analysis 
Tool and the ICT Monitor.

Figure 5 Smart Monitoring Platform

Source MIB (oBjectS) DeScrIptIon

IEC 62351-7
mMSRtxCnt Number of MMS message retransmissions

mMSRptReceptionDelay MMS report Delay

IETF

UdpInErrors Number of UDP datagrams discarded

UdpNoPorts Number of  UDP datagrams addressed to a not open port

UdpInDatagrams Number of UDP datagrams correctly received

Table I
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the connection drop, so to apply an appropriate mitigation 
action to rapidly recover from the bad performance of the 
control communications.

Figure 8 UdpNoPorts indicator plot

The outcomes of the analyses coming from the monitoring 
platform support also a second level of resilience, i.e. the 
information on the communication status is an input of the 
control algorithm that shall adapt its optimisation function 
to the actually controllable resources and select the most 
appropriate control strategy for maintaining the grid 
stability and operation efficiency. The role of the security 
monitoring in the smart grid resilience is detailed in the 
control scenarios presented in [3].

5. Conclusion
The paper introduced the key role of a smart monitoring 
infrastructure in supporting the detection and response 
capability of cyber incidents to the information systems 
and communication networks deployed in power 
infrastructure operation. The functionality developed 
in the paper specifically address the security incident 
management capabilities identified by the recently 
adopted European NIS Directive [1].  

A laboratory platform that integrates IT and OT monitoring 

The values of monitoring objects are obtained from 
devices of different type (substation IED and router) and 
refers various layers of the communication stack. The IEC 
62351-7 objects in the list, collected from the substation 
IED, are related to IEC 61850 communications, while 
those from the substation router are typical network 
objects of the transport layer.

Figure 7 presents the plot of the end to end transmission 
Delay indicator for 4 DERs (1 DER is wired connected, 
3 DERs communicate by mobile links) and highlights 
the effects of the attack on the communications with the 
different nodes. The top left plot is related to the wired 
DER, that is not involved in the attack process, indeed 
its communications present a normal trace. The others 3 
plots refer the wireless DERs through the wireless router 
in the substation (the target of the attack). As it is possible 
to note the under attack communications are subject to 
delays some orders of  magnitude higher than the wired 
one (the plots use different scales). Another issue is related 
to the capability of the monitoring platform to provide the 
measures coming from the agents to the manager: from 
Figure 7 is clear that some monitoring data are lost, this is 
due to the attack process within the maintenance network.

Only the information coming from the Delay indicator 
are not enough to establish that the bad performance are 
caused by an active attack. Indeed the performances of 
the cellular network are not deterministic and delays may 
occur also in other circumstances related to the status of 
the radio links. Further information are needed in order to 
discriminate the source of the communication anomaly: 
for example observing the IETF UdpNoPorts indicator 
from the substation router (whose values are plotted in 
Figure 8) it is possible to see the value increase signing that 
some malicious activity is running. Correlating the values 
of these two indicators it is possible to promptly detect the 
presence of the anomalies and locate the criticality before 

Figure 7 Delay plots for 4 DERs – 1 wired (top-left), 3 wireless
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[6] International Standard IEC 61850-8-1:2011 “Communication 
networks and systems for power utility automation - Part 8-1: 
Specific communication service mapping (SCSM) - Mappings to 
MMS (ISO 9506-1 and ISO 9506-2) and to ISO/IEC 8802-3”

[7] Technical Specification IEC 62351-4:2007 “Power systems 
management and associated information exchange - Data and 
Communication Security – Part 4: Security for any profiles 
including MMS”
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functions has been used for assessing the monitoring 
capability in concrete cases. The presented scenarios 
showed the necessity of obtaining and correlating 
values coming from various devices and addressing 
types of information at different levels (application, 
communication and host).

As future developments new data sources will be integrated 
in the lab monitoring platform and the achievements 
from the experimental assessment will contribute to the 
publication of guidelines on the deployment of monitoring 
standards for the smart grid cyber security. A further 
possible evolution of the monitoring platform is related 
to the deployment of low cost industrial IoT components 
over cloud based services.
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Abstract
Subject of this paper is verification of the ability of 
transformers to survive the extreme electrodynamic 
stresses during short circuit. 

Two verification methods are practiced today. 

The first one is “design review”, in which third-party 
consultants check calculation results of forces and stresses 
and compare these with critical values based on tests or 
based on internal manufacturer’s rules. Design review is 
based on calculation results of idealized, homogeneous 
structures, it does not cover transient phenomena, it 
excludes a number of key subcomponents and it is not 
embedded in a strict quality surveillance system. Many 
observed failure modes are not covered by design review. 

The second verification method is short-circuit testing, in 
which the complete transformer is subjected to real short-
circuit current and thus to the same stresses as would 
occur in service. Short-circuit testing is the only complete 
verification method of short-circuit withstand capability 
of power transformers. 

The author’s laboratory has short-circuit tested power 
transformers with rated voltage up to 800 kV. 

In spite of the wide application of advanced calculation 
methods, still around 20 – 30% of the transformers, 
submitted to a short-circuit test fail to pass the short-circuit 
test. Mostly, the reason to fail is a reactance increase 
beyond the limit set by the standard, which indicates an 
unacceptable internal deformation. In a number of cases, 
however, unexpected events are triggered by short-circuit 
current which are outside of the “usual” failure modes, 
like breaking of a bushing, oil spill, internal flashover etc.   

Experience is reported on short-circuit testing of large 
power transformers (≥ 25 MVA) during the past 21 years 
by the author’s laboratory. In total, 320 test series were 
analyzed.

A similar analysis was carried out on 5 years short-circuit 
testing of distribution transformers (≤ 2.5 MVA). It was 
observed that in this class, around 20% (of around 250 
tested transformers) fail to pass the test. 

Analyses are presented that show the failure rate per kVA/
MVA class and per voltage class. 

Both for power- as well as for distribution transformers, 
it is observed that the higher ratings (≥ 400 kV for 
power-transformers and 2 - 2.5 MVA for distribution 
transformers) a larger percentage of the test-objects fail 
than the average of their respective populations.  

1. Introduction
The effects of short-circuit currents in transmission and 
distribution networks for electric energy are tremendous, 
both for the equipment and for the stability of the networks. 
Since short circuits are not rare events (as a rule of thumb 
one short circuit per 100 km overhead line per year [1] can 
be expected), short-circuit withstand capability is regarded 
as belonging to the main characteristics of the equipment 
installed. Transformers, like series reactors, have the ability 
to limit the short-circuit currents to values predominantly 
determined by the transformer’s impedance. In this way, 
the design of a power transformer with respect to the short-
circuit current withstand capability is focused towards the 
limitation of short-circuit current. In addition, the control 
of the forces and stresses exerted by the same short-circuit 
currents inside the transformer must be an integral part of 
the design process and quality verification [2]. 
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It is clear that calculation methods are an indispensable 
tool in the design phase of equipment.

Nevertheless, “the test procedure is considered a better 
means of ascertaining the real performance of equipment 
at short-circuit, since such a test demonstrates that both 
construction and design are adequate” [3]. This is recognized 
in an amendment to IEC 60076-5 Annex B that states (for 
transformers > 2.5 MVA): “for the purpose of evaluation the 
unit under consideration may be simultaneously compared 
with a limited number of transformers that have passed the 
short-circuit test successfully and match most - but not all - 
the characteristics considered in Annex A” [5].

Deformation of windings can be detected electrically by 
measurement of the short-circuit reactance. Therefore, a 
change in short-circuit reactance due to short-circuit current 
passage is usually an indication of deformation. Per IEC 
60076-5, for transformers with rated power above 100 
MVA, the short-circuit reactance values evaluated for each 
phase at the end of tests may not differ from the original 
values by more than 1%. 

Complicated, three-dimensional time varying fields and 
forces stressing various non-homogeneous and non-linear 
structures and materials cannot be covered adequately by 
calculation. In addition, natural variations in properties 
of material, quality assurance, workmen’s skills etc., 
especially in the less experienced companies, cannot be 
taken into account fully, nor can any design review reveal 
deficiencies resulting from this [6]. 

Complicated ‘secondary’ physical phenomena like shock 
waves in oil, shocks and vibrations (often leading to 
untimely falling-off of buchholz relays or damage to 
ancillary equipment - bushings, tap-changers etc.) are 
normally not considered in calculation methods. 

The great step forward that calculation methods have 
made in last decades, together with the increased emphasis 
on cost reduction, can lead to a practice of designing 
close to the margin, whereas in the past – due to a greater 
uncertainty and less cost pressure – a larger safety margin 
was built in. This suggests that advanced design methods 
not automatically guarantee a more reliable product.

The highest degree of reliability with respect to short-circuit 
withstand capability is through full-scale short-circuit 
withstand testing in accordance with the international 
standards.

With an increase of the short-circuit power during the 
years, the most severe short-circuit currents will appear 
when the transformer is aged. These short-circuit currents 
have to be withstood without impairing the transformer.

Short-circuit withstand capability should also cover the 
ability to withstand several full asymmetrical short-circuit 
currents in each phase and in each representative tap 
position without impairing the transformer suitability for 
normal service. 

Short-circuit current leads to electro-dynamic forces on 
the windings that cause mechanical stresses in the radial 
direction (pushing the inner turns inwards and the outer 
turns outwards) and in the axial direction (with a pulsating 
compression force) [3]. Radial stresses regularly lead 
to buckling of the winding (see fig. 1), axial and radial 
forces have been observed to result in spiraling and/or 
tilting of turns. Permanent deformation of windings may 
lead to immediate damage or long-term issues because 
of insulation damage, obstruction of oil flow, material 
weakness or loose parts. 

One of the methods for purchasers to assess the short-
circuit current withstand capability of transformer is to 
conduct a design review, based on calculation results only. 
CIGRE issued guidelines on this method [4] that are now 
implemented in the international standard IEC 60076-5, 
annex A [5], now under revision. 

Fig. 1: Buckling of HV winding (upper), resulting in insulation damage and 
internal arc (lower)
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To check that manufacturers ensure short-circuit withstand 
capability as per network requirement/ specification of 
their transformers during design/manufacturing, this 
utility introduces short-circuit withstand test for at least 
one transformer for each manufacturer which will be type 
tested and benchmarked for future projects.

Other major utilities ([13], [14], [15], [16]) insist that 
suppliers pass a learning path towards a successful design 
through full-power short-circuit testing thereby using it as 
an essential and successful tool for quality improvement. 

The considerations above have led to a rapid increase in 
testing of large power transformers in the world’s test 
facilities. In fig. 2, the number of short-circuit tests of 
transformers ≥ 25 MVA is plotted vs. time, performed at 
the author’s laboratory. In this figure, a distinction is made 
between the test results showing no problem at short-
circuit tests and tests that lead to a problem, see chapter 4.

3. Test methods
Short-circuit test laboratories for power transformers 
draw their short-circuit power either directly from the 
power grid (grid supplied lab, see fig. 3, upper) or from 
generators (generator supplied lab, see fig. 3, lower). 
Grid supplied labs have the advantage that very high 
power can be drawn from the grid – provided that the grid 
operator gives permission – but regarding security for the 
transformer under test, generator supplied labs offer lower 
risk because switching occurs at the output voltage level 
of the generator, usually around 15 kV:

	Master breakers (MB in fig. 3), that need to interrupt 

2. Utility policies
Material was presented by CIGRE WG12.19 [7] on the 
failure rate due to poor short-circuit withstand capability. 
It is reported that from the failed transformers, one third 
had passed a design review successfully, whereas none 
of the failed transformers had been submitted to a short-
circuit test.

A recent, extensive survey of about 1000 major transformer 
failures by CIGRE WG A2.37 [8] showed that:

Windings are the most common failure location, 
mechanical failures account for over 20% of all failures 
of substation transformers, external short-circuit is the 
second (after ageing) largest known failure cause. 

Various large utilities have adopted the policy of 
requiring a short-circuit withstand test for each sample of 
transformer purchased within the established procedures. 

A significant and positive influence of short-circuit testing 
on the reduction of the rate of winding faults in a large 
overall system during many decades is reported [9, 10, 
11].

Another major utility’s experience indicates that 
premature failures are occurring due to accelerated 
ageing and/or weakening of short circuit withstand 
capability of transformer due to repeated short circuits 
in the underlying system [12]. The number of through 
faults seen by their transformers is high and has a 
cumulative effect on the mechanical weakening of the 
winding supports and insulation and it increases the 
probability of premature failure of the transformer.  

Fig. 2: Number of power transformer (≥ 25 MVA) short-circuit tests performed 1996-2016 at the author’s 
laboratory. Indicated is the fraction of initially “not OK” and “OK”. 
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phase testing, at each test one phase is subjected to 
the specified (peak) current value, see fig. 4 where 
the asymmetrical peak is applied to the upper phase. 
During later tests the other phases are subjected to the 
required current.

	1.5 phase tests. With the single-phase method, 
known as 1.5 phase method, the phase under test is 
connected in series with the other two phases, which 
are connected in parallel, see fig. 5. The RMS currents 
in the two parallel connected phases are 50% of the 
specified three-phase value. Fig. 4 illustrates this 
condition. The evolving stresses in the two parallel 
connected phases are in this case lower than in the 
case of three-phase tests. At the most critical moment, 
however, at the asymmetrical current peak in the fully 
stressed phase, all currents are momentarily identical 
to the situation of a three-phase test. In this topology 
only half the power is required from the test station 
compared to three-phase testing. Special attention has 
to be given to the neutral of the Y-connected windings, 
which in many other test stations is at a voltage level of 
0.5 pu. In the author’s practice this remains at ground 
potential. 

Fig. 4: 1.5 Phase test method showing that at the moment of maximum stress, 
the current in all phases is identical to a full three-phase condition.

	Single phase tests. In case the test station’s power 
is not enough for using the 1.5 phase method, a real 

current, can be designed to act very fast at this voltage 
level. Very fast interruption of short-circuit current, 
in combination with a special protection system 
prevents major damage to the transformer under test 
in case of an initial failure, like an internal arc. In the 
author’s case, the master breakers can de-energize the 
circuit within a single current loop. In grid supplied 
laboratories, master breakers have to operate at high-
voltage, which implies that breaking times of several 
tens of ms are unavoidable. 

	Making switches (MS in fig. 3) that switch in the 
short-circuit current. Also these switches can be much 
more accurately controlled at medium voltage level. 
When high-voltage breakers are used (HV CB right 
side in fig. 3 upper), the statistical nature of the pre-
strike upon closing makes it difficult to initiate short-
circuit current at the exact voltage zero crossing that 
will result in a full asymmetrical current as required by 
the standard. This may lead to unnecessary trial testing 
with insufficient asymmetry levels. 

Fig. 3: Lay-out of grid- and generator supplied test laboratories. T: laboratory 
transformer, TO: transformer under test; HV CB: high-voltage circuit breaker, 
MB: master breaker, MS: making switch, G: generator, M: motor, L: reactor

A number of circuit topologies have been designed for 
optimum conformity with the service situation:

	Three-phase tests. Three-phase transformers should 
preferably be tested three-phase. In case the voltage 
range is not sufficient or the short-circuit power is not 
enough, the testing authorities may use single-phase 
testing instead of three-phase testing. As in three-
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YY autotransformers. The largest transformers tested are 
334 MVA single-phase and 450 MVA three-phase.

In detail, the test-experience is as follows:

During the past 21 years, in total 320 times a test access 
for a transformer larger than 25 MVA (278 transformers 
from which 42 are re-tested) has been counted:

 In 250 cases, the transformer showed no problem at 
the test-site. These transformers initially passed the 
short-circuit test. The final test-result is not always 
known because there was in a limited number of cases 
inspector’s involvement in the subsequent routine tests 
and the visual inspection. 

 In 70 cases, transformers showed a problem due 
to short-circuit stresses that became immediately 
apparent at the test site. Mostly, this problem was 
an unacceptable increase of short-circuit reactance 
due to the short-circuit stress, but a range of other, 
immediately evident problems also occurred.

 42 Transformers from the latter group had been re-
tested after modification in the factory and most did 
not show a problem at the test site at the re-test.

 In 7 cases, transformers after having experienced no 
problem at the test site, did not pass the routine tests 
and/or visual inspection after the tests.

From these results, an initial failure rate is defined as the 
ratio of tests that resulted in failure to pass the test at first 
access (70 times) and the total tests (320). Thus, the initial 
failure rate is 22%.

This number is in the same order as the experience 
reported by another major test laboratory that reports a 
failure rate of 20 – 25% out of 20 units > 100 MVA [13]. 

Other sources state an overall failure rate of 23% for a 
total of 3934 tests [7] and 21.4% failure (2.5 – 100 MVA), 
41.9% failure (> 100 MVA) [13]. 

In figs. 7 and 8 results are shown, differentiated in both 
power- and voltage class. The results suggest a tendency 
of the highest initial failure rates for the highest ratings: 
the failure rate of the largest transformers (> 400 kV or 
> 200 MVA), around 100 tested, is in the range of 30%.

Commonly, the reason of not passing short-circuit tests 
is because the winding reactance change (usually an 

single-phase method could be applied, like the method 
used for single-phase transformers. In that case the 
terminals of the other phases are open.

Fig. 5: Test-circuit for 1.5 phase short-circuit tests.

If there is still a deficit of power, a step further is to 
test a representative, but smaller, transformer. Through 
comparisons and calculations the outcome of the short 
circuit tests can be transposed to the larger transformer 
[17]. IEC 60076-5 [5] gives possibilities for testing 
representative transformers. 

4. Test results of power 
transformer short-circuit testing 
Having up to 15000 MVA of installed short-circuit 
capacity, the author’s laboratory has tested transformers 
up to very high MVA and kV ratings. 

An evaluation 
has been made of 
short-circuit tests 
performed in the 21 
year period 1996-
2016. The tests 
were performed in 
accordance with 
IEC standard [5] or 
IEEE standards on 
transformers with 
rated power up to 440 
MVA and primary 
voltage up to 765 kV 
(see fig. 6 [18]). 

The population 
includes single-phase 
and three-phase 

transformers, auto-transformers, step-up -, converter-, 
railway-, auxiliary- and three-winding transformers, 16.7, 
50 and 60 Hz transformers, YD-, DY-transformers and 

Fig. 6: Short-circuit test of a 800 kV class 
transformer
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hot gases, evaporated oil, measurement of current to 
enclosure. 

Another item to be mentioned is the behaviour of 
buchholz-relays, as quite often buchholz-relays operate 
unnecessary due to the vibrations that occur during short-
circuit conditions. Therefore, the behaviour of such relays 
is carefully monitored during testing and the observations 
are reported, though undue reaction of the relay is no 
longer reason to refuse certification.

In the cases (the vast majority) that the reactance change is 
within the tolerances set by the standards, it is the author’s 
observation that (visual) inspection sometimes still leads 
to rejection of a certificate. Visual inspection is necessary, 
because deformations and displacements in supporting 
structures, clamping systems, insulating materials, 
winding exit leads, external connections from the coils to 
the tap changer and within the on-load tap changer cannot 
be detected by the reactance measurements only.

In addition, defects to the voltage regulation winding, 
often not detectable by impedance change can only be 
confirmed by visual inspection [20]. 

The authors conclude that the reactance variation is a very 
good tool to assess short-circuit withstand capability right 
after the short-circuit test.

Experience with the short-circuit reactance measurements 
is that for power transformers a variation of more than 
1.0% indicates a large deformation in one or more coils. 
Also a gradually increasing variation during the short-
circuit tests, although in total not more than 0.5% to 1.0%, 
indicates a progressive movement of winding conductors. 
Variations of the reactance values between the short-
circuit tests in an unusual way are an indication of large 
flexibility of the windings.

Although the standards do not require (S)FRA 
measurement, FRA measurements are regularly performed 
before and after short-circuit application. In some cases, 
a significant difference can be observed [21]. Although a 
FRA pattern contains in principle more information than 
a single reactance measurement at a given frequency, 
it appeared difficult to correlate the observed shifts 
in the FRA patterns to visible internal deformations. 

increase) is larger than specified in the standards.

Evidence of damage, as suggested by a measured reactance 
variation is usually confirmed by visual inspection. In 
addition, other, most clearly recognizable defect are 
evident directly at the test site or upon inspection of the 
internal parts. 

A wide variety of defects are revealed such as: 
 Axial clamping system: Looseness of force in axial 

clamping, of axial compression force, of axial 
supporting spacers and of top and bottom insulating 
blocks;

 windings: Axial shift of windings, buckling, spiraling 
of windings (helical or layer winding);

 cable leads: Mechanical movement, for instance from 
tap changer to regulating windings; deformed or 
broken leads, outward displacement and deformation 
of exit leads from inner windings; broken exit leads;

 insulation: Crushed and damaged conductor insulation; 
displacement of vertical 
oil-duct spacers; dielectric 
flashover across HV-winding 
or to the tank; displacement 
of pressboard insulation; 
tank current due to damaged 
conductor insulation;
 bushings: Broken or 
cracked bushings (see fig. 9), 
leading to oil spraying;
 enclosure: Spraying 
of oil (see fig. 10), exhaust of 

Fig. 7: Initial power transformer failure rate for various  
ranges of MVA rating

Fig. 8: Initial power transformer failure rate for various  
ranges of kV (primary) rating

Fig. 9: Breaking of a bushing and oil 
spill

Fig. 10: Oil spill upon short circuit 
application
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The numbers imply that, similar to power transformers, 
slightly less than a quarter of the distribution 
transformers, offered for a short-circuit test does 
not pass the test, with a higher fraction at the high-
end of the power, like with power transformers. 
As in the case of power transformers, unacceptable 
increase of short-circuit reactance is usually related to 
strong deformation of winding.  

7. Discussion
Failures of transformers in service are well-known, but 
the reason for failure is often not clear [7, 8, 14, 22, 23].

One could wonder what causes the high failure rate, 
observed by short-circuit test laboratories worldwide, 
compared to the lower failure in service, found to be 
below 1 % [8, 24], mainly due to defects in windings. 
The main reason of this discrepancy must be the severity 
of the tests, compared to actual service conditions. From 
an enquiry of CIGRE WG 13.08 [1] it can be concluded 
that on a statistical basis, large power transformers have 
to face several full and many small short-circuits during 
their life, more precisely: the 90 percentile was estimated 
to be 4 full short-circuits in 25 years.

Thus, it must be assumed that this actual (full) short-circuit 
current in service is normally smaller than the rated short-
circuit current for which the transformer is designed.

Because of the expected future increase in short-circuit 
power, especially in rapidly developing countries, this 
situation may change and the fact must be faced that during 
the life of the ageing transformer, its withstand against 
short-circuits will be brought to the limit. Moreover, aged 
transformers have been reported to be more prone to 
short-circuit winding deformation because of diminishing 
winding fastening strength due to insulation shrinkage 
and pieces of insulating material disappear or become 
displaced [25].
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6. Test results of distribution 
transformer short-circuit testing
Test failure statistics were also collected after short-
circuit testing of distribution transformers. These 
are always tested in a direct three-phase test-circuit. 
Short-circuit certification always implies passing of 
routine tests before and after the short-circuit test.  
For distribution transformers, the short-circuit reactance 
increase due to short-circuit current passage is allowed 
to be up to 4% or up to 7.5%, depending on the coil 
construction [5]. Distribution transformers are always 
submitted to a visual inspection at the laboratory site. 
 
In order to get an insight into test statistics, a recent 
time period was analyzed in which a population of 250 
transformers were short-circuit tested. The rated power was 
50 – 5000 kVA, with primary voltage 13.8 kV at maximum.  
It was found that in this period 202 transformers 
were certified, implying that not only short-circuit 
test were passed, but also the routine tests and the 
visual inspection. Fig. 11 shows the distribution 
of the transformers, and failure rate, to rated kVA.  
48 Transformers did not pass, for a variety of reasons: 
55% showed too much reactance increase, 20% had 
unacceptable deviations after visual inspections (often 
loose parts), 14% showed current to the tank during short-
circuit test, possibly indicating an internal flashover or 
even an internal arc, and 11% had other serious defects. 

Fig. 11: Test failure statistics of distribution transformers



Cigre Science & Engineering • N°10 February 2018

40

[15] E. Perez-Moreno, J. Gortazar Rubial, "Importance of the Design 
Review and the Short-Circuit Tests in Power Transformers. The 
experience in Gas Natural Fenosa", Advanced Research Workshop 
on Transformers, 2010

[16] M. Fortin, J. Gerth, R. McLaughlin, P. Riffon, "Short-Circuit 
Strength and Short-Circuit Testing of Power and Distribution 
Transformers", IEEE/PES Transformer Committee Meeting, 
Spring 2008

[17] G. Leber, H. Passath, M. Ryadi, P. Huriet, "Short Circuit Verification 
for a single 570 MVA, 420 kV GSU-Transformer by SC-Withstand 
on a Mock-up Unit", CIGRE Conference, paper A2-201, 2014

[18]  http://www.abb.com/cawp/seitp202/91501c5dc544b1bec125808a
002ce059.aspx

[19] M. de Nigris, "Checking the Short-Circuit Withstand of Power 
Transformers: CESI perspective", KEMA Int. Symp. on High Power 
Testing, Nov. 2004

[20] R.P.P. Smeets, L.H. te Paske, "Thirteen years Test Experience with 
Short-Circuit Withstand Capability of Large Power Transformers", 
TrafoTech, session IV paper 5, Mumbai, 2010

[21] R.P.P. Smeets, R. Bruil, K. van der Linden, “Short-circuit test 
experience of power- and distribution transformers”, CIGRE SC 
A2 Colloquium, Shanghai, paper FP0671, 2015

[22] Mengyun Wang, "1995-1999 Fault Statistics & Analysis All 
Transformer Type in China", Electrical Equipment 2(1), 2001

[23] G. Bastos et al., "An Analysis of the Increase on Transformers 
Failure rate and Measures to Improve Transformers Reliability", 
CIGRE Conference, paper A2-101, 2006

[24] CIGRE WG A2.27: "Transformer Reliability Survey: Interim 
report", Electra nr. 261, pp.46-49, 2012

[25] T. Kobayashi, Y. Shirasaka, Y. Ebisawa, H. Murakami: "Expected 
Life and Maintenance Strategy for Transformers", CIGRE 6th 
Southern Africa Regional Conf., paper P102, 2009

Transformers 100 MVA and 123 kV and above", CIGRE Technical 
Brochure 204, August 2002

[5] IEC standard 60076-5: Power Trans¬formers - Part 5: "Ability to 
withstand short-circuit", 2006

[6]  B. Verhoeven, R.P.P. Smeets, “Secure Verification of T&D 
Equipment needs Laboratory Testing”, position paper KEMA 
Laboratories, https://www.dnvgl.com/energy/publications/
download/KEMA_Laboratories_Position_Paper.html, 2015  

[7] G. Bertagnolli: "Results of short-circuit performance of 
transformers", CIGRE Transformer Colloquium, Budapest, Short-
circuit performance; Tests and Failures, report 2, CIGRE TC 12, 
1999

[8]  CIGRE WGA2.37, “Transformer Reliability Survey”, CIGRE 
Technical Brochure 642, December 2015

[9] G. Macor et al., "The Short-Circuit Resistance of Transformers: 
The Feedback in France Based on Tests, Service and Calculation 
Approaches", CIGRE Conference, paper 12-102, 2000

[10] N.V.C. Sastry, H. Gupta, "Short-Circuit Test on EHV Transformers", 
9th Int. Conf. on Short-Circuit Currents in Power Systems, Cracow 
2000

[11] H. Gupta, N.N. Misra, "Concerns about Short-Circuit Tests", 
TrafoTech 2002, pp. 121-25, Mumbai, India, January 2002

[12] V.K. Bhaskar, A. Gupta, G. Agrawal, A. Singh, "Power¬grid 
Experience in Transformer Life Management and Condition 
Assessment", TrafoTech, Session V, paper 6, 2010

[13] L. Bergonzi et al., "Power Transmission Reliability. Technical and 
Economic Issues Relating to the Short-Circuit Performance of 
Power Transformers", CIGRE Conference, paper 12-207, 2000 

[14] Y. He, M. Wang, "The Transformer Short-Circuit Test and the 
High-Power Laboratory in China - the Past, Present and Future", 
IEEE Electrical Insulation Magazine, Jan/Feb. 2004, vol.20 no.1, 
pp 15 - 19



Summary
In this article we define, decompose and describe the basic 
principles of the optimal control synthesis for a microgrid 
(namely three levels of distributed energy resources 
(DER) usage optimization: operational, short- and long-
term). Such strategy allows you to apply coordinated 
management for each DER unit available, reduce fuel 
costs, minimize amount of the necessary external energy 
purchases from the power market; equipment maintenance 
costs can also be reduced. Additionally, increase in 
revenue from energy sales and ancillary services (demand 
response mechanism realization, frequency and voltage 
regulation) can be achieved.

Microgrid consisting of numerous units which generate, 
store, consume and transmit electrical power, has been 
considered. Every such unit has it’s own operational 
cost, tech- nical limitations, and all of them should 
be controlled in a way to provide power balance in 
the system. Microgrid also usually contains several 
renewables, and their power output generally should be 
maximized (thus saving energy resources such as fuel). 
Multi-objective optimization problem arises, as we need 
to simultaneously control slow changing parameters 
like generators’ technical state, perform economical 
optimization with 1-day horizon and constantly enforce 
power balance in the system. The proposed solution is to 
decompose the multi-objective optimization problem into 
three consequently solved smaller problems mentioned 
before: operational, short- and long-term.

Long-term optimization is needed mainly to achieve 

balanced equipment usage, e.g. to ensure that all the 
generators have approximately the same operational 
life hours. Every relevant equipment unit would get a 
”rating”, which should be used when performing lower 
level optimization. The procedure of the long-term 
optimization does not need to be carried out too often, day 
or several days should be enough.

Short-term optimization is the core of the whole microgrid 
control problem. It is essen- tially the unit commitment 
problem (UCP), solved for the 24-hours time horizon 
with the

15-minutes grid step. To solve it we also need to perform
load forecast, renewables output forecast. It is done using
statistical data and regression algorithms. The fact that we
have energy storages and some units can be switched on/
off (for a price) does not allow us to just solve the problem
in every time point, we instead need to solve the problem
as a whole. There is also need to build strategies for the
external network and storages control. This nonlinear
mixed-integer problem has been solved using the dynamic
programming method (DP), also linearized problem has
been solved using branch-and-bound algorithm.

Operational optimization uses the solution of short-term 
optimization as a base and refines it, using the newly 
received measurements data. This allows system to 
adapt to irregular and random events. The second task 
is to perform reactive power optimization (short-term 
optimization only takes active power into account).

The algorithms and methods, described above, have been 
implemented in the AMIGO software solution. Proposed 
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employs a set of different DER - decentralized flexible 
generation equipment, typically located close to the 
consumers. The last, but not least important part of a 
Microgrid is the control system. Because of its isolated 
nature and the existence of local generation of different 
sorts, it could be a problem to make the system just work, 
let alone work efficiently. An example of a Microgrid is 
shown on a figure 1. An incomplete list of equipment to 
deal with goes as follows:
• Backup (Diesel) Generator
• Micro CHP
• Energy Consumer (Controllable Load)
• Wind Turbine
• Solar Panel
• Fuel Cells
• Reciprocating Gas Generator
• Transformer
• Energy Storage
• Inverter
• Switching equipment

Figure 1: Microgrid example

2.2 Economical issues

The main reasons for creating and maintaining a Microgrid 
is because you either simply don’t have a choice (e.g. you 
have a literally islanded system - located on an island) 
or it is economically more proficient. The opportunity for 
optimization comes from the system variety.

Each generaing unit in the system has some cost curve 
assigned to it: how much it costs to keep it working at the 
given power level, usually expressed in the fuel spent but 
ultimately in money.

optimization methods have proven to be effective, energy 
resources economy at the level of 7-12% has been 
achieved.

1. Introduction
One of the main world trends in the electric power industry 
is distance reduction between sources of energy generation 
and consumption, thus creation of local energy systems 
– Microgrids. Microgrids are electricity distribution 
systems containing loads and distributed energy resources 
that can be operated in a controlled, coordinated way 
either while connected to the main power network or 
while islanded. [1]. The first reason for this process is 
the development of small generation, storage systems and 
renewables, which are installed near the consumers and 
built into the local distributed infrastructure. The second 
reason is distributed energy resources (DER) efficiency 
increase. For example, the electrical efficiency of modern 
reciprocating gas generator has reached 40%, which is 
higher than the efficiency of the combined-cycle 800 MW 
units (~35%); also, the cost of the electrochemical energy 
storage has decreased 10 times over the past decade.

For the effective Microgrid operation all of its energy 
resources have to be controlled. Control functions can 
be performed by local control systems of each unit and 
can additionally be provided by operator. However, with 
the number of objects in the Microgrid increasing, it is 
becoming impossible to do without a highly automated 
or automatic con- trol and management system. Such 
systems should implement coordinated and optimal 
control of all DER and provide reduction of fuel 
consumption, payments for the energy from external grid, 
operating costs and get additional revenue from energy 
sales, ancillary services (demand response, frequency and 
voltage regulation).

2. Problem Formulation
2.1 Microgrid definition

In this work we consider a Microgrid: a small-scale 
energy system consisting of power generators, energy 
consumers, transmission equipment and energy storaging 
units. Optionally, a connection to an external utility grid 
can exist, allowing us to buy and sell electrical energy 
when needed. Microgrid is different from a traditional 
distribution network in a way that it is smaller and 
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2.3 Network constraints

When performing economical optimization, which 
is studied in this paper, we suppose that network 
parameters such as complex current injections Ik , voltages  
Vk = |Vk |e

jθk and power injections Sk = Pk + jQk satisfy 
well-known Power Flow equations in each node k:

  (2)

 
 (3)

here, G and B are real and imaginary parts of the system 
admittance matrix Y , M is number of buses, j is a square 
root of −1.

Every generating unit have its own P-Q diagram. It is the 
area on the q −p plane which defines a set of allowable 
values of reactive and active power for this generator. You 
can not set such P and Q values for a generating unit that 
are outside of its P-Q diagram: it would simply refuse or 
even malfunction. Diagram can be just a single point (p 
= p0 , q = q0), line (ap + bq = c) or a convex polygon. 
P-Q diagrams of a Q-controlled diesel generator and an 
inverter are presented below on a figure 2.

(a) Diesel Generator                                        (b) Inverter 

Figure 2: PQ Diagrams examples

Since we are working with energy storaging units, their 
specifics should also be respected, such as maximum 
and minimum amounts of energy stored, P-Q diagram, 
efficiency coefficient η.

Additional constraints to be considered are so-called 
network security constraints:

Cg (P, t) = cost(P, t)                                                        (1)

This characteristic varies from one unit to another, it also 
may depend on time. The simplest is linear characteristic, 
when C = a · P + b. (Here C is the working cost, P is active 
power, a, b are some coefficients.) It is usually associated 
with diesel generators. More complex characteristics also 
exist, for example micro-CHP has non-linear non-convex 
characteristic. The first and most basic task for Microgrid 
optimization is to distribute current demand between 
generation, and do it in the most efficient way, so the 
total expenses are minimized as the result, this problem is 
known as Economic Dispatch (ED).

If the Microgrid is connected to an external utility network, 
electrical energy can be purchased or sold to it. In that 
case the external network should be treated as a generator 
with a price curve derived from the network tariff (if we 
can control power flow from it). Otherwise, if required 
power flow levels have been fixed, we should treat it as 
load (with possibly negative consumption).

Generating units do not only have continuous C(P) 
dependency, but also a discrete state - they can be either 
turned ON or OFF and this transition is not free - some 
fuel is wasted in process and hence some money is. In 
the OFF state a generator has also different cost curve: 
C(P)=const, usually it is C(P)=0 but not always. So every 
such state change should be considered carefully in the 
optimization process, as these decisions affect not only 
the current moment, but also the future. For example, if 
the consumption drops for some short period of time, it 
may be a good idea not to stop the generator and then 
start it again, but instead let it work. Its power output can 
be lowered (even with its efficiency reduced as well) or 
excessive energy can be stored in the energy storage. 
Such problem of planning which generating units to be 
commited at a time is called Unit Commitment problem 
(UC).

Every piece of equipment ages over time, its characteristics 
degrade and scheduled repairs should be done. These 
factors should be considered as well.

A limited form of demand response mechanism realization 
is considered in this paper, namely, some loads can reduce 
their consumption for some percent α < α0, and are re- 
warded for this for r = αP0 (Here r is the amount of reward 
and P0 is their active power at the moment).
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3.2 Long-term optimization

Long-term optimization procedure handles two tasks: 
actual optimization of long-term usage and appropriate 
calculations to correct generators’ parameters because of 
aging. Long-term optimization is carried out using MILP 
method on a discrete time scale with 1 day tick and 1 
year horizon. It creates generators repair schedule. Also it 
ensures the balanced usage of power equipment to avoid 
situations where one of the generators will come out of 
order too soon because of extensive usage (e.g. because 
it is the cheapest one.) It is done by associating a penalty 
coefficient to each generator. Value of a coefficient is 
determined during optimization procedure and generally 
is proportional to the number of hours generator has 
already worked. These penalty coefficients are respected 
by underlying short-term optimization.

3.3 Short-term optimization

Short-term optimization is probably the most important: 
UC and ED problems are simultaneously solved here, on 
a couple of days time period. It is carried out repeatedly, 
using a rolling horizon technique (every 15 minutes re-
optimization is invoked, utilizing new forecast data and 
with the time period shifted).

To formulate the problem more conveniently, we 
introduce the term ’generic generator’. It is the object, 
which is characterized by

its dynamic parameters, like: its static parameters, like:

1. state (ON/OFF), 1. bus number, 

2. active power injection, 2. P-Q diagram,

3. reactive power injection; 3. shutdownAllowed;

also unit’s price characteristic (see (1)), and user-defined 
constraints on the state and power output. The latter are 
some additional limitations, for example:

• Diesel generator can’t be turned off during daytime, 
even if it is not economically efficient.

 • Mini-CHP power output can’t be lowered under 5 MW 
from 10:00 to 16:00.

Most pieces of equipment, including energy consumers, 
are converted to generic generators. Analogously, we 
introduce generic energy storages. In this category along 
with the obvious actual energy storaging units, also 

1. Limits on bus voltages moduli |Vmin | < |V | < |Vmax |

2. Limits on transmission flows |Ikl | < |Ikl |max

2.4 Forecasting issues

In order to synthesize optimal control strategy for 
Microgrid we must know beforehand power consumption 
of system loads and also output power levels of renewable 
generation. So it is important to accurately forecast these 
values. In this work we consider three types of objects 
which power should be forecasted: loads, wind turbines 
and solar panels. For each a special algorithm to be used.

2.5 Composite problem

Taking into account all issues described earlier, we get a 
complex multi-objective problem, moreover, it should be 
solved simultaneously on several time scales

1. Repairs should be scheduled and degrade process of 
the units should be taken in the account

2. Unit commitment and economic dispatch problems 
should be solved, along with energy storaging units 
usage strategy synthesis.

3. System should be ready to correctly respond to some 
random fluctuations in the power network.

Full mathematical formulation consists of a series of 
mathematical models of each equipment type (dynamic 
variables like p,q; constraints like P-Q diagram; cost 
coefficients; technical state), Power Flow equations, 
network constraints, and functional to minimize, which is 
total system cost over some time horizon (several years). 
In this formulation the problem appears to be hardly 
solvable.

3. Proposed Solution
3.1 Three-stage decomposition

In order to tackle the composite problem, we introduce 
the three-stage decomposition. Original problem is 
converted into three successive problems, which we solve 
independently: long-term optimization deals with slow-
varying parameters like technical condition of the units 
and repair scheduling, short-term optimization solves 
UC, ED and creates energy storaging units strategy and 
operative optimization deals with unexpected factors and 
refines control strategy on the go.
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• user-defined constraints on P, Q should be respected:

Pg (t) ≤ P + (g, t), Pg (t) ≥ P −(g, t),                     (10)

Qg (t) ≤ Q+ (g, t), Qg (t) ≥ Q−(g, t), g ∈ , t ∈ 

• Active power flow limitations should not be violated:

|P Lb (t)| ≤ |P Lb |max , b ∈ , t ∈                     (11)

• Voltage moduli limitations should not be violated:

|Vm |min ≤ |Vm (t)| ≤ |Vm |max , m ∈ [1 . . . M ], t ∈ T       (12)

• Generic accumulators’ energy level limits should be 
respected:

≤ ec(t) ≤ , c ∈ , t ∈                     (13)

Finally, the functional to minimize. It is basically the 
total cost of all generators’ working during the period 

 (including start/stop costs) plus total load shedding 
penalty.

                                    
(14)

The problem is nonlinear, non-convex, and includes 
integer-valued variables. Although in the formulation 
above we treated loads consumption and renewables 
generation as known values actually they are not and 
should be forecasted.

3.3.2 Benders’ decomposition

The optimization problem formulated above is still too 
complex to solve it as it is, with the main problem being 
the existence of integer-valued variables. In [2] it was 
proposed to utilize in the SCUC (Security Constrainted 
Unit Commitment) problem a technique named Bender’s 
decomposition. We will follow their scheme, expanding 
it to also take accumulators into account, respect non-
rectangular PQ-diagrams, minimize power losses and 
utilize Microgrid specifics.

There a big problem is divided in two ones: master and 
subproblem. In the master problem we solve original 
optimization problem, while dropping some variables 
and constraints, which are hard to honor. Then, using the 
resulting quasi-solution, we solve the subproblem, thus 

controllable boilers could be put, where energy is stored 
in the form of heat. Now we can mathematically formulate 
the problem.

3.3.1 Strict formulation

Let  be the set of all generic generators,  be the set 
of generic accumulators, M be the number of buses,  is 
the set of all branches. We solve the problem on a set of 
time points t1 , t2, . . . , tT ∈ T . (Note that time scale is not 
necessarily uniform.) The unknowns are:

• P, Q, I = I r + jI j injections and state s of each generic 
generator at every period of time:

Pg (t), Qg (t), Ig (t), sg (t), t ∈ , g ∈                       (4)

• P, Q, I = I r + jI j injections and energy level e of each 
generic accumulator at every period of time:

Pc(t), Qc(t), Ic(t), ec(t), t ∈ , c ∈                       (5)

• voltage modulus V and voltage angle θ at each bus at 
every period of time:

Vm (t), θm (t), t ∈ , m ∈ [1 . . . M ]                       (6)

• Power flows SL = PL + jQL through each branch (in 
both directions)

SLb (t), t ∈ , b ∈                                                  (7)

All of the variables are continuous, except generators’ 
states, which are binary sg (t) ∈ {0, 1}.

Next we have the equality constraints:

• some of the power injections are fixed for each time 
moment (e.g. ones of power consumers or renewables)

Pg0 (t0) = P0(g0, t0), Qg1 (t1) = Q1 (g1 , t1), g0 ∈ 0, g1 ∈ 1 , 
t0 ∈ 0  , t1 ∈ 1                                                                 (8)

• Power Flow equations should be satisfied for each t ∈  
on each bus m ∈  (see (2), (3)).

And inequality constraints:

• P-Q diagrams should be respected at all times:

(Pg (t), Qg (t))∈ PQg , (Pc(t), Qc(t)) ∈ PQc, t ∈ , g ∈ G,  
c ∈ C                                                                            (9)

Note that the P-Q diagram depends on the state of the 
generator, if it is turned off sg(t) = 0, then the diagram 
turns to the (0,0) point.)
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The accumulator MILP subproblem is not even a mixed 
integer and is easily solved by any LP solver.

The catch here is that coefficients λt are unknown. To 
solve the original problem we must now solve simplified 
problem with some fixed λ, then correct λ using subgradient 
technique (see [8]), solve simplified problem again and so 
on, process will eventually converge.

This method allows us to solve master problem for 
considerably sized systems (hundreds of generators/
accumulators). It’s downside is that when you are using 
Lagrangian relax- ation you will face the so-called duality 
gap - it means that solution of modified problem will 
usually be worse than solution of the original - there exists 
a gap between - hence the name. So it is seems not a good 
idea to use this method if grid is small. Moreover, duality 
gap gets smaller with the number of generators increasing.

We also have observed that LR method is having 
difficulties when dealing with large groups of identical 
generators. This issue however have been addressed in 
[5]. Overall, this method seems like an obvious choice for 
a large scale systems, which are not exactly our interest 
in this work.

Another way is to address the problem as a whole, without 
additional simplifications. The most popular method for 
solving MILP problems is branch-and-bound (B&B) 
algo- rithm. It is well known (see [6] for example). Its 
downside is that it scales poorly with the dimension of the 
problem. We observed problems with convergence when 
number of the generators was nearing 100. Nevertheless, 
it is fast enough for medium-sized microgrids and another 
nice property is that on every inner step of the method 
you know maximum possible difference between current 
solution and optimal one, so when it is sufficiently small, 
further calculation could be aborted. For the test model 
shown in the results section we used B&B method to 
solve master problem.

3.3.4 Inner Problem

With the master problem solved, we have the values of 
active power and state of each equipment unit for every 
moment t ∈ . This solution is economically good, but 
probably violates network constraints. To check it we 
would usually solve the power flow equations with the 

determining the rest of the variables and checking if the 
resulting solution is feasible. If it is not, we generate some 
additional constraints for the master problem, so-called 
bender’s cuts, and start again. The process is shown on 
figure 3.

Applying this to our problem, we divide it in this way: 
master problem will account for active powers, ON/OFF 
states and economic optimization. Subproblem will take 
care of all voltages, flows and injections. There we will 
look for violations on transmission flows, reactive power 
limits etc.

3.3.3 Master Problem

While in the master problem we have to deal only with 
active-power related constraints and full-scale power flow 
equations are reduced to the form (l here denotes system 
losses):

         
 (15)

this is still a large-scale mixed-integer problem, but now 
it is at least linear. There are at least two ways to solve it, 
each has its advantages and disadvantages.

The first way is to utilize Lagrangian relaxation (LR) 
technique (see [3]). The idea here is to decompose 
problem even further. Looking at the problem one can see 
that the set of constraints can be divided in two groups:

• constraints which relate only to one of the generators/
accumulators, like its power limits;

• power balance constraint (15), which binds all of the 
generators together but this constraint is not integral : it 
can be separated to many one-at-a-time subconstraints.

So the method here is to remove one of the constraints 
(Power balance) but simultaneously modify objective 
function: add the power equation here, multiplied by 
some set of variables λt , which are called Lagrangian 
coefficients. Now we are to solve much easier problem, 
since with the removal of power balance equation 
problem splits into several independent problems, one 
for each generator/accumulator. Since one generator 
can have just two states ON/OFF, this generator MILP 
(Mixed Integer Linear Program) subproblem is solved 
easily using dynamic programming technique (see [4]). 

Figure 3: Benders’ decomposition concept



Cigre Science & Engineering • N°10 February 2018

47

means that no network constraints are violated, and no 
additional inequalities for master problem are needed (for 
this particular time moment). Otherwise, it is impossible 
to satisfy the network constraints with given generators’ 
states and active power values (and also reactive power 
limits). Therefore, we should form an additional inequality 
for the master problem - a so-called Benders’ cut. When 
solving a LP, simultaneously the Lagrange multipliers of 
the dual problem are determined - one for each equality 
and inequality. They are essentially the numerical measure 
of how much will the functional change when the right 
hand of inequality changes. Using the coefficients from 
PF equations and inequalities on reactive power, we can 
approximate functional value as a function of dPi , dsi :

                                 (21)

Here we also utilize the dependencie 

,obtained from the  
PQ-diagram. Finally, since we want the value of functional 
to be zero, we form an inequality (benders’ cut) for the 
master problem:

,                              (22)

3.3.5 Applying benders’ cuts

After we solved the inner problem for each time moment 
t, and obtained additional inequalities for the master 
problem (if necessary) we are to solve the master problem 
again, but now with these additional constraints and so 
on. Benders’ cuts should be accumulated over iterations, 
not replaced. Another issue that should be addressed is 
power losses. They are determined when we solve inner 
problem, and corrected value should be sent each time to 
the master problem. Along with the losses, we can also 
add losses’ sensitivity to the generators’ power changes. 
This would allow us to work correctly with economically 
effi- cient but poorly located units. The iterative process 
ends when no more cuts have been added in the iteration 
and corrections to the losses were sufficiently small.

As as result of the short-term optimization we have the 
following for each time moment t:

1. Each generator active and reactive power.
2. Each generator state.
3. Each accumulator active and reactive power.
4. Each accumulator charge level.

method of our choice - Newton-Raphson for example, 
but that would give us an answer just to the question: is 
the solution infeasible? It would not help us to generate 
constraints for the master problem in order to prevent 
these violations. Moreover, we have not determined 
reactive power injections in the master problem. So, our 
next task is to distribute reactive power with active power 
fixed, ensuring that network constraints are honored, and 
if it can’t be done, generate an additional constraint for the 
master problem.

To do so, we are going to follow usual canvas of Newton-
Raphson algorithm, but on every step after Jacobian 
calculation we are going to solve the following linear 
program (LP) for the vector x of system state differences:

x = [dV  dθ  dQ  Vsl  PLsl ]
T,                                  (16)

,                        
(17)

,       

(18)

Here, dV, dθ are voltage modulus and angle differences, 
dQ is reactive power generation difference (notice it 
is a variable since we are optimizing it), Vsl , P Lsl are 
slack variables on system voltage and flow limitations. 
Next, JA, JB, JC, JD are the components of Power Flow 
Jacobian, QB is the matrix of reactive power generation 
on-bus distribution, dP, dQ are vectors of current per-bus 
injection imbalance;

              
        (19)

Qmin , Qmax are reactive power limitations, obtained from 
the PQ-diagrams with active power values substituted. 
The functional here is

f = [O   O   O   1   1] x → min,  (20)

the goal is to minimize slack variables sum (they are 
all nonnegative). This LP is solved repeatedly, until dP, 
dQ become sufficiently small. It is important to note 
here, that a careful step-size control is needed here, as 
the solution tends to oscillate and never converge. Then 
we should check the value of the f. If it equals zero, it 
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incorporates algorithms, de- scribed above. The short-
term optimization problem is solved with a 15-minute 
step, and operative optimization is applied every minute. 
It has been tested in real-time simulation with the network 
model emulating small Virtual Power Plant (VPP). We 
have used the DIgSILENT PowerFactory as a simulation 
environment.

4.1 Model Overview

The principal scheme of the model used is given on the 
figure 5.

Figure 5: VPP model

It is a 10-bus system including variety of generators. It has 
wind turbine (8 units), PV arrays (10 units), conventional 
diesel generator (2 units) and a mini-CHP (with 5 
subgenerators). It has several transmission lines that could 
be overloaded, and buses are electrically distant enough 
to allow occasional over- and undervoltage. The system 
has an external network connection which we treat here 
as an infinite power bus, hence its voltage is considered 
fixed (It still has some during-day fluctuation has to be 
forecasted).

3.4 Operative Optimization

Although we have already calculated active and reactive 
powers for each generator and accumulator, there always 
will be forecast errors. In order to cope with them, in 
addition to the short-term optimization which is carried 
out every 15 minutes, we introduce operative optimization 
procedure, that should be performed every minute. 
During this process states of all equipment units are fixed, 
so the problem becomes nonlinear continuous. Operative 
optimization takes as input equipment states and desired 
energy levels in accumulators, while generators’ active 
and reactive power levels to be constantly reoptimized.

The main steps of operative optimization are:

• Firstly, a set of PID regulators determine desired active 
power for each accumulator, correcting current energy 
level deviations.

• A modified SCOPF (Security Constrained Optimal 
Power Flow) problem is solved, using Jacobian 
linearization, as described in [7]. The generators’ 
active and reactive power are to be determined, while 
accumulators’ active power was calculated above. It is 
not completely fixed though: we modify the problem 
by adding slack variables for the accumulators’ active 
power equations - their power levels can be violated 
if needed. These slack variables are also added to 
the functional with high penalty coefficients. In this 
way the solution would respect desired accumulator 
powers, but only if it is achievable.

The principal scheme of the operative optimization is 
shown below on figure (4).

Figure 4: Operative optimization

4. Numerical Results
We have implemented a software solution AMIGO, which 
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We present here optimization results for two cases:

1. All bus voltages have to be between 0.95 and 1.05 p.u.
2. All bus voltages have to be between 0.95 and 1.05 p.u. 

and all load voltages have to be between 0.98 and 1.0 p.u.
Here is the comparison of two results:

4.2 Experiment 1: islanded mode

At first, we consider our model with transformers 
connecting to the External Grid (EG) turned off. On the 
figure 6 you can see power consumption of the system 
loads during 24 hour interval.

 (a) load 1 (b) load 2 (c) load 3 
Figure 6: system loads

 (a) case 1 (b) case 2  
Figure 7: voltages

On the figure 7 we can clearly see that in both cases 
optimization managed to keep voltages in bounds (load 
voltages are thicker lines on the plots). Let’s see how 

it has done it. On the figure 8 active output of the free 
renewable generation on the wind turbine WG2 (three 
units) is shown.

 (a) case 1 (b) case 2  
Figure 8: WG2 power output
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also displayed, when their value changes it means that one 
of the subgenerators of the Mini-CHP is turned either ON 
or OFF.

We can see that in the case two it was necessary to discard 
some of the free energy in order to keep voltages in line. 
Instead, Mini-CHP generation was increased, as shown 
on figure 9. On these figure Pmin and Pmax levels are 

 (a) case 1 (b) case 2  
Figure 9: mini-CHP power output

And finally, on the figure 10 you can see Energy Storage 
power output and energy level. For the purposes of clearer 
understanding optimization was carried out with the time 

horizon 24h, so it is optimal to completely empty the 
Energy Storage at the end of the day. In the real situation 
a longer time horizon should be set.

4.3 Experiment 2: VPP
Here we increase all renewable generation by 50% and 
turn on the transformers, allowing system to sell electrical 
energy to the external grid. We again consider two cases, 

The first case optimization was completed in 6 iterations 
and achieved 932.01 total system cost. The second case 
took 10 iterations to converge and has total cost 1210.50, 
since some of the renewable energy was discarded.

 (a) case 1 (b) case 2  
Figure 10: Energy Storage power output
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limited to 3.9 MW. First, let’s see if the optimization 
indeed succeeded; on the figure 11 power flows in all 
branches are shown.

one is normal operation and other emulates network 
contingency due to the line fault. Power flow through 
the line BB1 MG1 connecting Mini-CHP and EG is then 

We can see that in the case 1, even without the contingency, 
transmission line between buses 8 and 9 reaches its limit. 
None of the renewable generation is wasted however, 
because as shown on the figure 13 extra energy is stored 

in the Energy Storage and sold later. In the case 2, the fault 
line is on its limit almost constantly. Let’s see Mini-CHP 
and Energy Storage power outputs (figures 12,13).

 (a) case 1 (b) case 2  
Figure 11: Power flows

 (a) case 1 (b) case 2  
Figure 12: Mini-CHP power output
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to reroute active power differently, (it is indeed possible 
since we have ring-shaped network) controlling voltages 
through reactive power generation, hence these reactive 
power spikes.

Mini-CHP generation is reduced, but optimizer manages 
not to decrease renewable generation in both cases. 
Another interesting thing is reactive power generation. 
When a transmission line comes to its limit optimizer tries 

 (a) case 1 (b) case 2  
Figure 13: Energy Storage power output

The first case optimization was completed in 4 iterations 
and achieved 420.45 revenue

(system cost -420.45). The second case took 11 iterations 
and achieved 282.11 revenue.

 5. Conclusion
The Energy System optimization problem proves to 
be not an easy one, considering all nonlinearities and 
discrete variables. Addition of energy storage devices 
also complicates inner active power distribution problem 
and decreases overall convergence speed, unless specific 

algorithm modifications applied. Nonetheless, using the 
algorithmic framework described here, we successfully 
implemented a software solution. It was shown that 
for tested network models algorithm converges in a 
reasonable time. Numerical experiments also revealed 
some interesting effects in the generated solutions (like 
reactive power re- routing in the ring-shaped network). 
Generated solutions were feasible as required and satisfied 
power flow equations.

We see the inner integer programming power allocation 
problem as our next focus of research, since it is the most 

 (a) case 1 (b) case 2  
Figure 14: External grid power output
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power quality (frequency and voltage). His interests also 
include economic technical modeling of Microgrid on 
design or operation stages.
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computationally intensive part of the algorithm. Some 
Lagrangian Relaxation based approach can be proved 
useful, although we also should utilize the specifics of the 
problem: it is of small to medium scale, so straitforward 
application of the LR would lead us to the poor solutions 
with large duality gap. On the other hand, smaller scale 
allows us to use some other otherwise unapplicable 
techniques.

Also, more research is needed to strictly prove convergence 
or find necessary conditions for it, determine numerical 
stability.
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Abstract:
Off-the shelf wireless communication technologies reduce 
infrastructure deployment costs and are thus attractive 
for distribution system control. Wireless communication 
however may lead to variable network performance. 
Hence the impact of this variability on overall distribution 
system control behavior needs to be analyzed within the 
full system context. This paper considers two prominent 
families of wireless communication technologies: cellular 
2G to 4G systems and IEEE 802.11 WiFi. Selected 
results on network performance and its impact on two 
distribution system control use-cases are presented. The 
main focus is on the impact of varying cross-traffic levels, 
different deployment and propagation scenarios, as well 
as malicious attacks. A full communication protocol 
stack, ranging from bare socket interfaces to full-scale 
IEC61850 implementations with security features, is used 
within physical testbeds as well as model-based analysis.
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of preliminary results is available in Reference [5] and the 
detailed project deliverables referenced in there.

These two control use-cases share a common hierarchical 
control architecture. This distribution grid control 
structure, mapped over a real grid, is introduced in Section 
2, so that the suitability of wireless ICT on this domain 
can be assessed. Subsequently, the control use-cases are 
explained and an analysis of selected communication 
technologies is performed when those are used for 
interaction through the hierarchical layers. The control 
use-case of energy-balancing is detailed and analyzed in 
Section 3, while Section 4 covers voltage control in the 
medium voltage grids. Both sections provide insights into 
the benefits of applying such control in distribution grids 
and subsequently study how wireless communication 
technologies and ICT faults/threats scenarios impact the 
operation of these distribution grid control use-cases. 
Different communication technologies are investigated in 
these two sections in order to provide the reader with a full 
overview: Section 3 looks mainly at Wi-Fi technology, 
impact of varying cross-traffic levels, different transport 
protocols, and large-scale deployment scenarios. Section 
4 in turn addresses cellular 2G-4G technologies, the 
impact on the IEC61850 application protocol with IEC 
62351 security protocols, and attack scenarios.

In contrast to other existing literature, e.g., [6], that 
focused on communication network performance metrics 
of different technologies for data exchange, this paper 
looks at relevant specific instances of distribution grid 
control. These control loops are executed in intervals 
of every few minutes and delays or losses of asset 
information or set-points can directly impact grid 
behavior.  Energy balancing has been investigated so far 
mainly with the target to design controllers for different 
types of assets while assuming ideal communication 
networks: [7] has investigated controllers for thermostatic 
loads, [8] the usage of electric vehicles in a vehicle-to 
grid scenario, and [9] investigates the control of storage 
for the balancing purposes. Regarding voltage control, 
the connection of Distributed Energy Resources (DERs) 
to medium voltage grids can influence the state of the 
power grid, affecting the capacity of the DSO to comply 
with the terms contracted with the Transmission System 
Operator (TSO) and can have an impact on the quality of 
service of their neighbor grids. In order to maintain stable 

1. Introduction 
Stability and cost-efficient operation of power distribution 
grids are the main targets of novel, information-rich demand 
and generation control. However, adding intelligence to 
the power grid requires communication and computation 
infrastructures, with consequent requirements for 
additional investments. To be cost efficient, it is therefore 
essential to enable intelligent power grid operation 
leveraging existing communication infrastructures. 
Wireless Information and Communication Technology 
(ICT) solutions are thereby particularly relevant as they 
allow deployments with a minimum of costly cabling. 
However, the variability of wireless communication, 
especially via shared, public ICT infrastructures, can 
pose challenges on achievable end-to-end performance 
and overall system availability. This variability can have 
different causes: the use of multiple communication 
technologies in heterogeneous architectures; resource 
sharing with fluctuating (cross-) traffic loads; shifting 
propagation environments; accidental faults and 
malicious attacks on the ICT infrastructure. To understand 
and counter the dynamics introduced into energy grid 
operation by such factors, relevant communication 
technologies need to be investigated in the overall system 
context. Furthermore, the actually deployed control 
applications have to be considered, as they determine 
communication traffic patterns and can be sensitive to 
delay, loss, and outages of communication. 

Therefore, this article considers two relevant distribution 
system control use-cases, energy balancing and voltage 
control, and it analyzes the communication performance 
and its impact on the distribution grid, when these 
control scenarios are executed over different off-the-shelf 
wireless technologies. The paper reviews and puts into 
a joint perspective results that have been published in 
isolation or for in parts slightly different scenarios so far in 
References [1,2,3,4]; the paper discusses the implication 
of these results onto the joint control architecture that is 
common to both use-cases and it summarizes the insights 
on the impact of different communication technologies 
across a large set of deployment and operation scenarios 
for these two smart grid use-cases. The paper therefore 
uses an evaluation approach that combines simulations, 
Hardware-in-the-Loop testbed measurements, and 
stochastic modeling for the analysis. A more detailed set 
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Figure 1. Control Architecture within the Danish reference grid: energy 
balancing considers the interplay of the control loops in LV and MV grid, 

voltage control in this paper focuses on MV grid only.  The green dashed lines 
show the remote communications to controllable assets (highlighted green).

Set-points generated by the MVGC and LVGC can target 
different control objectives. The two relevant use-cases 
considered subsequently in Sections 3 and 4 are: (1) The 
objective of energy balancing is that the total power intake 
or generation of a medium-voltage grid follows a given 
reference. Here the full hierarchical control structure is 
considered, i.e. the MVGC generates set-points, among 
which is also the reference communicated to the next level 
energy-balancing control on the relevant LVGCs. (2) The 
objective of voltage control is to keep the voltage on all 
connection points of the grid within defined boundaries; 
the scope of voltage control in this paper is delimited to 
the MV grid; see [12] for the analysis of voltage control 
to the LV grid.

voltages in the distribution grids a Voltage Control (VC) 
function has been designed [10] to monitor the grid status 
acquiring field measurements and to compute optimized 
set points for the available flexible assets such as DERs, 
flexible loads and power equipment deployed in HV/
MV substations. Regarding evaluation tools for smart 
grid use-cases, Reference [11] provides an overview of 
existing tools.

2. Distribution grid control 
architecture
We consider a hierarchical control architecture for the 
active operation of Distributed Energy Resources of 
DERs located in medium and low voltage distribution 
grids. This architecture is shown in an example grid in 
Figure 1: Medium Voltage Grid Controllers (MVGCs) are 
located at Primary Substations (HV/MV) and have the 
responsibility of managing all MV grid elements and the 
assets within the associated part of the MV grid. Their 
actions have a local and wide area scope, interacting with 
Primary Substations and other systems connected to it, i.e. 
DERs (MV) and Secondary Substations. Low Voltage Grid 
Controllers (LVGC) are located at Secondary Substations 
(MV/LV) and interact with low-voltage devices and other 
systems connected to the Secondary Substation, namely 
customer installations and LV DERs. This hierarchical 
structure provides the potential for decentralized fast-
reacting control solutions, autonomous control domains 
as well as minimization of communication needs.

The MVGC communicates bi-directionally with DERs 
in its medium voltage grid and with the low-voltage grid 
controllers placed on the secondary substations via an ICT 
infrastructure. Analogously, the LVGC communicates bi-
directionally with a subset of controllable assets in its 
LV grid.  The basic traffic flows are identical for both 
controllers: they receive information about asset status in 
upstream direction (sent towards the controller) and send 
set-points to the assets, e.g. for applying curtailment of 
generation. While such ICT infrastructures are mainly 
private and protected from external access in Bulk 
Generation and Transmission domains, Smart Distribution 
Grids extend device communication to, till now, partially 
(MV) or fully (LV) unobserved areas. Therefore, this 
paper investigates the suitability of wireless ICT, i.e. 
public cellular and WiFi, in this domain.
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assets’ status in order to calculate new set-points. The 
controller is assumed to detect and ignore out-of-order 
messages via sequence numbers.

The MVGC consists of both feedback and feedforward 
controls, in addition to a dispatch algorithm that aims to 
minimize active power losses in the MV grid [13]. To 
follow the power reference, the controller implements 
a dispatcher by solving a simple convex optimization 
problem that divides the calculated power reference 
into individual set-points to assets in the MV grid. The 
calculation and distribution of set-points in the MV grid is 
repeated periodically every 2 min.

For the LVGC, the energy balancing control is based on 
a consensus seeking algorithm [14]. This algorithm is 
designed such that its stability is robust to communication 
delays up to a pre-determined value. Information 
about minimum, maximum and current power states 
(consumption and productions) are sent from the assets 
to the LVGC, which then decides and dispatches the set-
points for the assets to follow. In differentiation to the 
MVGC control where loss minimization is in focus, the 
LVGC focuses on fairness of sharing the control effort 
to achieve the energy balancing objective. The LVGC 
calculates and sends set-points periodically with a 2 min 
period.

Figure 2 shows an example of the control system’s ability 
to track and follow a power reference signal by utilizing 
the assets in the MV/LV grid under ideal communication 
conditions; the results have been obtained in a Hardware-
in-the-Loop testbed [15,1,5]. Later in Section 3.2, we study 
the case for non-ideal communication and its impact. The 
upper graph of Figure 2 shows the behavior of the full MV 
grid, for an example reference, which is a step-function 
between 8:00h and 17:00h. The lower graph shows the 
resulting reference that the MVGC communicates to the 
LVGC and the response of the LV grid. The situation just 
after 16:00h, when the reference is not followed by the 
MV grid in the upper graph, is a result of the controllable 
assets’ limitations that cannot fulfill the required set-point. 
This is reflected also in the LV grid that in this instance is 
pushed to its limits in order to support the MV grid. Here 
communication networks are assumed to be ideal, i.e. the 
controllers have the latest asset status, and calculated set-
points are instantaneously received by assets.

The next two sections provide more details on these 
control use-cases, show the impact of control when using 
ideal (i.e. free of delay and packet loss) communication 
networks, and finally investigate the impact of delay and 
losses on the selected control use-cases, when utilizing 
off-the-shelf wireless communication technologies for 
interaction of LVGC and LV assets, or MVGC and MV 
assets, respectively. A concrete instance of a distribution 
grid, called the reference grid, is used for assessment. This 
reference grid is obtained from a Danish DSO as a typical 
example of a small town grid, covering both residential 
and commercial areas; a supermarket, 133 households, 2 
larger industrial buildings, 4 commercial buildings and 
3 farms covering an area of approximately 200km2. The 
complete grid includes 9 MV busses and 42 LV busses 
illustrated in Figure 1. In addition to the existing elements, 
additional renewable generation are added to the grid. 
Note that only a subset of assets, marked green in the 
figure, are assumed to be controllable by the DSO, e.g., 
when the DSO has set up specific agreements for their 
remote control.

The assessment of the use-cases, with control realized 
over various wireless communication technologies, is 
performed via a combination of two major approaches: 
i) model-based analysis, and ii) test beds. A two-
step approach is used. First measurements of the real 
communication technologies in small-scale testbeds 
are used to investigate the behavior of the controllers in 
small setups. Finally, use-case scenarios are scaled up 
via simulations to a scenario implementing the Danish 
reference grid.

3. Energy balancing 
The goal of energy balancing is enabling LV and MV grids 
to follow a power reference via the control of distribution 
system assets (DERs and grid elements). Such control 
can reduce grid (over-)load situations and reduce losses. 
Further it is an enabler of future services such as partially 
autonomous micro-grid operation.  

3.1 Control Scenario and Communication Flows

The energy balancing algorithm calculates and sends 
set-points to assets in the MV grid as well as to LVGCs 
connected to the MV grid. Each LVGC in turn sends set-
points to assets in its LV grid. Both controllers thereby 
use the latest received information about the controllable 
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and set-points messages (downstream) caused by the real 
communication links is investigated on the grid behavior 
in a real-time emulation [15].

In order to quantify the quality of the energy balancing 
control in the LV grid, we define the Tracking Error 
(TrE) as the normalized root mean square error of the 
difference between actual consumed power and the given 
reference signal, which the LVGC has received from 
the MVGC. Normalization is applied with respect to an 
ideal communication network with zero delay and zero 
packet loss where assets send information just before the 
LVGC’s controller computation. The TrE metric therefore 
shows the degradation of the LVGC’s ability to follow 
the reference compared to ideal asset information with 
infinitely fast set-point distribution.

Under lab conditions when asset information and control 
messages are transported via bare Layer-4 UDP sockets 
[2], the scenario with WiFi showed round-trip times with 
average 3.7 ms (max 7.8 ms), while cellular networks 
are ranging between averages of 46.5 ms (3G – HSPA, 
max 761 ms) and 391.8 ms (EDGE, max 2.36 s). Packet 
loss could not be observed in these lab measurements on 
Layer-3, as Layer-2 mechanisms mitigated errors fully. The 
TrE metric is slightly affected only in the case of EDGE, so 
WiFi and 3G under these conditions show identical control 
performance as an ideal communication network with 
zero delay and zero packet loss. In case of EDGE, the TrE 
degradation is only marginal (less than 3%).
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 Figure 2. Reference tracking of the MVGC and the LVGC when using ideal 
communication, obtained from a Hardware-in-the-Loop testbed [1,5].

3.2 Impact of wireless communication solution

The LVGC has the faster control rate so we start with the 
analysis of communication impact for that control loop. 
The controller is designed to be stable up to a deterministic 
upper limit. However, wireless communication networks 
are inherently stochastic. In order to understand the 
impact of this stochastic behavior, a low-voltage grid 
control scenario of Figure 1 with three controllable assets 
is set up in a lab using Wi-Fi 802.11g technology in line of 
sight condition and cellular 2G and 3G communication. 
In order to investigate future, challenging control 
scenarios, the control period is reduced to 10 seconds and 
the impact of delayed or lost asset information (upstream) 

Cross-traffic level WiFi Baseline 
Performance

Additional 3.5 Mpbs 
(bidirectionally)

Additional 3.6 Mpbs 
(bidirectionally)

Additional 3.7 Mpbs 
(bidirectionally)

Additional 3.8 Mpbs 
(bidirectionally)

Network performance

Mean RTT delay 3.7 ms 117 ms 1614 ms 1630 ms 1647 ms

Max RTT delay 7.8 ms 182 ms 1913 ms 2654 ms 2097 ms

Layer-3 packet 
loss 0 % 2 % 25 % 40 % 70 %

Normalized Tracking error 

Control over UDP 1 1.38 1.51 1.87 2.83

Control over TCP 1 1.19 1.70 2.29 4.11

Table 1. Network performance and tracking error degradation for energy balancing running at a 10 sec. interval,  
when operating over a WiFi link with increasing cross-traffic, results summarized from [2]
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Figure 3. Energy balancing robustness to packet loss when using UDP transport 
– the dashed lines show the 95% confidence intervals of the simulation estimate 

of the mean tracking error [1,5]

Other simulations in [1] show that the controller is 
relatively robust to delayed information: only when 
information updates or set-points are delayed more 
than several control cycles, the control performance 
significantly decreases. Packet drops for UDP effectively 
lead to a reduced information update rate hereby lowering 
the control performance, TCP implements a retransmission 
mechanism, so is able to compensate losses at the price of 
increased delay. However, TCP transmissions may lead 
to bursty delivery of multiple status updates or multiple 
set-points, out of which only the last one is used by the 
controller or asset, respectively. 

3.3 Extrapolation to large scale scenarios 

The analysis in Section 3.2 looked at a small-scale 
scenario with three communicating assets in the LV grid 
using UDP/TCP protocols. In order to show the behavior 
when moving to large scenarios, realistic propagation 
environments and more extensive protocol stacks are 
required to replicate real-world behavior. Therefore, we 
analyze a Medium-Voltage energy-balancing scenario 
with an extremely high number of assets via sophisticated 
simulation. The scenario simulates 600 DER on the 
medium voltage level connected to the MV part of the 
grid. The main communication flows have cycles of 15 
minutes, and DERs communicate via the IEC 61850 
protocol with MVGCs. End-to-end message delay on 
application-layer, i.e. the time relevant for control and 
monitoring functionalities, is used as key performance 

As the behavior of the different communication links is 
influenced by additional cross-traffic, the next experiment 
adds artificial cross-traffic to the communication links. 
Table 1 [2] investigates the impact for the two most 
commonly used Layer-4 protocols, while we use the 
two most commonly used Layer-4 protocols for IP-
based networks, User Datagram Protocol (UDP) and 
Transmission Control Protocol (TCP) over a WiFi mesh 
network to carry asset information and set-points. The 
cross-traffic levels are thereby chosen such that they 
overload the WiFi links, leading to packet loss ratios 
between 2% and 70%. Average round-trip time delays 
increase, while maximum round-trip time samples 
start saturating at over 2 seconds, showing statistical 
fluctuations commonly seen in extreme value statistics.

The use of reliable TCP-based connections, as opposed to 
UDP connections, adds overhead while it assures a reliable 
end-to-end transmission. The results in Table 1 show that 
the energy-balancing controller in the LV grid can benefit 
from the reliability provided by TCP in parameter regimes 
of low packet loss below 25%. In scenarios of higher 
packet loss caused by large amount of cross-traffic, the 
TCP retransmission mechanism is not effective any more 
as it delivers outdated measurements and necessary TCP 
connection re-establishment degrades performance.

Since the increase of cross-traffic, in the UDP based 
case of Table 1, affects both delay and packet loss we 
complement the experiments with a study [1,5] utilizing a 
network emulator to vary the packet loss (while keeping 
small delays) and investigate its impact on a balancing 
controller when running in its expected periodic cycle of 
1min. The results, including 95% confidence intervals, 
obtained from repeated experiments are presented in 
Figure 3 and show a remarkably robust performance: A 
statistically significant degradation of control performance 
is only observed from packet losses starting from around 
70%. The fluctuation observed at higher packet losses is 
caused by the stochastic simulation study; the right end of 
the curve at packet loss 100% corresponds to a scenario 
without energy balancing control.
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stochastic production of the renewable sources. In order 
to maintain stable voltages in the distribution grids, 
an advanced Voltage Control (VC) function can be 
introduced. In medium voltage grids the VC function 
optimizes the voltage profiles and power flows to maintain 
a stable voltage at customer site in a defined area of the 
distribution grid with distributed generators, flexible 
loads and other deployed power equipment. Optimization 
of the voltage profile is acquired by controlling reactive 
and active power injection by distributed generators 
and energy storage equipment, and setting OLTCs and 
switched capacitor banks. Costs of control actions and 
load/generation forecasts in the area have to be taken into 
account to select the appropriate control strategy.

The optimization function is performed by a MVGC in the 
HV/MV substation control network. In order to pursue the 
VC objective, the controller calculates in a coordinated 
manner the optimal states of the controllable devices 
across the substation area. From the operation standpoint, 
the control loop is triggered by critical events (e.g. 
under/over voltage events, TSO requests, grid topology 
changes). In absence of criticalities, the VC function is 
executed on a periodic base (e.g. every 15 minutes) for 
optimization purposes. The total response time of its 
closed control loop, from the start of the elaboration to the 
end of the set-point actuation, depends on actuation time 
constants of OLTC and DER power electronics.

To compute the optimal power values, a model-
based evaluation framework using Stochastic Activity 
Networks (SANs) has been developed and exploited 
[3]. Through this framework, power-related as well as 
dependability and performance related indicators can 
be analyzed and quantitatively assessed in a variety of 
scenarios. In general, the results obtained from this kind 
of analysis can be exploited to understand the dynamics 
of failures, accounting for dependencies between grid 
and control infrastructures, and to identify potential 
system vulnerabilities, against which appropriate 
countermeasures need to be developed.

Figure 4 shows the voltage values at representative 
connection points of the reference MV grid from Figure 
1, as computed by the SAN framework; similar results 
in slightly different settings have been described in [3]. 
Under ideal communications, actions performed by the 
voltage control function are able to maintain the voltage 

indicator. In this large-scaled simulation scenario [16,17], 
transmissions via cellular 2G take on average 2.24 
sec with maxima of up to nearly 13 sec. When using 
3G-HSPA (a higher performance version of 3G wireless 
communication), delays are significantly reduced with a 
maximum of 5 sec and an average of just below 1 sec. 
4G LTE improves upon this with maximal delays around 
1.1 sec and an average of 369 ms. WiFi (IEEE 802.11g), 
with an average delay of 88 ms, is faster than cellular 
technologies, but maximum delays (~2,4 sec) are higher 
than LTE. Note that the WiFi scenario requires more base 
stations (access points) to achieve coverage of all devices 
in the analyzed area. These results are in line with an 
analytic study performed in the same context [18].

3.4 Controller Robustness

As presented in Section 3.2, the energy balancing control 
applications can be affected by high packet loss or long 
delays. Different optimizations are possible: (1) An 
intelligent scheduling of update messages from the assets 
can improve the controller’s view of the asset status in 
such poorer network scenarios [19]. (2) Adapting the 
controller gain can be an option to adapt control over 
changing network condition [20]. (3) Optimizations of 
communication traffic, e.g. trading off loss versus delay 
can be applied, but requires a careful analysis of the joint 
impact on control performance, as demonstrated above in 
Section 3.2.

4. Voltage control in medium-
voltage grids 
For any electrical power system to function properly, the 
voltage levels at all busses must be kept within technical 
constraints. Increased voltage variations may lead to 
system instability and life-time degradation or even 
destruction of grid connected equipment. Therefore, the 
distribution system operators are imposed by legislation 
to ensure that voltages in all the distribution points are 
within ±10% of the rated value as a 10 min average value. 
However, with the increasing penetration of renewable 
production units on all levels of the power grid, technical 
voltage ranges are challenging to meet.

4.1 Control Scenario and Communication Flows

Voltage profiles and power flows in active distribution 
grids change dynamically, mainly because of the 
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communication performances compared to the inclusion 
of the standard security. Comparing the end-to-end 
report Round Trip Time (on application layer) for the 
three wireless technologies, the measured values range 
from an order of 100 ms for 4G, some hundred ms for 
3G and some thousands ms for 2G. Similarly, the mean 
total handshake time for establishing a secure session in 
4G tests, with an order of some hundred ms, increases 
to different thousand ms in 3G tests and reaches the 
highest value of tens of thousands ms in 2G tests. All 
graphs show the average over the 3 DERs. It is easy to 
spot the worsening of the indicators moving from the 4G 
technology to the 3G till the least performing 2G. With 
2G, the establishment of the communication (initial 
handshake) can take between a maximum of 40 sec 
and a minimum of 15 sec, see top of Figure 5, whereas 
the experienced worst handshake delay for 3G is 7 sec. 
Analyzing the end-to-end report time indicator (bottom 
of Figure 5), the situation is the same: the best 2G case 
measure is 1.5 sec, which is significantly worse than the 
worst 3G measure at 0.75 sec. Moreover, the application 
implements a recovery mechanism when the connection 
drops, but if the connection remains unavailable for 
too long, the application closes itself. With 2G, several 
application terminations are experienced during the tests. 
Therefore, it can be concluded that, the introduction of 
IEC62351 stack in IEC 61850-8-1 protocols is compatible 
with the voltage control response times in 3G as well as 4G 
connectivity, provided that the reconnections involving 
a new transport handshake are rare or, in other words, 
the connection is stable. However, the dependency of 
the performance indicators on the packet size is clearly 
visible by comparing the time values of the 2G vs 3G vs 
4G technologies. The security profile configuration (e.g. 
authentication type, digital certificate size, certificate 
revocation policy) influences the transport handshake 
times, and the influence is stronger with the low speed 
links. The performance fluctuations observable during 
the exchange of small size application data transporting 
field measurements are mainly ascribable to the fact that 
mobile networks are not deterministic in time due to 
cross traffic and cell conditions, and also in space due to 
the variability of the radio signal quality in the various 
DER geographical locations.

values in the range of +/- 10% (curves labeled B11, 
B4 and B3). However, occurrence of communication 
delay may result in out of voltage values, as shown in 
the figure for bus B11 (at around time 12:00h), when a 
delay of 10 min is experienced. Such large delays may 
for instance result from malicious attacks, as discussed 
later in this section.
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Figure 4. Voltage behavior of different buses in the MV grid when applying 
voltage control with ideal communication (dotted and dashed lines) and 

when experiencing a long communication delay of 10 minutes (solid line).

The loss or corruption of the measurements and set-
points may cause cascading effects with serious impact 
on the power grid [21]. A malicious attack to one of 
the VC communication links may cause either the loss 
of input data or the introduction of faked input values 
or output set-points. The impact of malicious attacks 
that affect the timing behavior of underlying cellular 
communication links is discussed further in Section 4.3.

4.2 Impact of wireless communication solution

The performance of the substation-DER communications 
is assessed in the Medium Voltage Control testbed, which 
executes real implementations of the communication 
protocols stacks over cellular and Ethernet technologies 
[4]. In this section, the results of selected technology 
tests for different mobile radio technologies 4G, 3G and 
2G are discussed. Figure 5 shows selected performance 
indicators for the mobile technology tests of standard 
IEC 61850-8-1 communications secured with the 
Transport Layer Security (TLS) profile in the IEC 
62351-3 standard, collected on three wireless DERs 
and on one DER connected via Ethernet. The condition 
of the cellular network has a much stronger impact on 
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to receive updated DER measurements and to perform 
reliable control actions.

As a counter-measure, we introduce adaptiveness of the 
voltage controller, implementing a sub optimal control: 
given that the controller can be made aware which DERs 
are not reachable, it can adapt the optimization algorithm 
such that only the reachable DERs are taken into account.

In addition, an ICT monitoring infrastructure based on 
the SNMP protocol is implemented to detect and mitigate 
the attack effect [24]. The monitoring data are provided 
to a Fault Management function that relies on special 
Event Stream Processing techniques for processing 
large volumes of messages or events in real time, and 
the Statistical Predictor and Safety Margin algorithm to 
detect anomalous indicators values, which characterize 
attack scenarios. The Fault Management is able to 
analyze pre-defined indicator values, detect attacks and 
trigger the specific recovery. More specifically, the Fault 
Management correlates end-to-end report RTT values that 
exceed the statistical threshold and the presence of UDP 
datagrams that could not be delivered to a specific port 
coming from the monitoring infrastructure. The presence 
of these two events triggers the detection of a flooding 
attack and an appropriate recovery action. Depending on 
fault-management reactivity, the recovery action may not 
be performed in time to block the attack effect, leading 
to voltages beyond the technical range. Model-based 
evaluation results in Figure 4 showed a degradation of 
voltage quality when reactivity and recovery times exceed 
a few minutes.

Analog to Section 3.3, the communication performance 
in the voltage control scenario has been extrapolated in 
simulation models [16] to extremely large scale scenarios, 
to understand the impact on the deployed communication 
technologies. The results confirm observations and 
conclusions from the small-scale scenarios. 

4.3 Voltage Control robustness enhancements in 
fault/attack scenarios

The deployment of standard preventive security 
measures within wireless end-to-end substation-DER 
communications, as assessed in the previous section, 
allows protecting the control infrastructure from certain 
classes of attacks compromising the reliable delivery of 
power data and commands [22]. However, preventive 
security measures have to be complemented by 
continuous ICT monitoring and detection tools allowing 
timely reaction to residual risks [23,24]. The effects of 
flooding and reset attack scenarios on voltage control 
communications are evaluated together with graded 
mitigation strategies, ranging from the adoption of a 
communication-aware MVGC to the implementation 
of a communication monitoring and fault management 
infrastructure. In this section, selected scenarios of the 
detection and recovery capabilities to attack scenarios for 
IEC 61850 communications are described.

The flooding attack is performed by means of the 
emission of spurious UDP packets targeting the 
maintenance interface of the LTE router in the substation 
network. Increasing the number of malicious flooding 
traffic, eventually the end-to-end report time increases 
and reports are lost impacting the substation’s ability 

Figure 5. Total Handshake Time and Report RTT for voltage control communication in the MV grid [4]
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benefit from cooperation of telecommunication providers 
and grid operators.

In addition to the communication network performance, 
which is analyzed in this paper, there are further key 
aspects that need to be taken into the SLAs between 
DSO and communication network provider. Power 
autonomy of the communication network is a key issue 
in order to assure the continuity of the communication 
services during situations when the distribution grid 
is affected by faults. The second aspect is that the 
communication network operator should coordinate 
planned communication outages due to maintenance with 
the power system operation. For critical applications, the 
DSO may therefore consider to deploy an independent 
fall-back communication channel. 
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Abstract
Conductor temperatures at the wedge tension clamp are 
significantly lower than in the free-span. In this paper, 
the reasons for the lower temperatures due to the clamp 
are investigated. The increased convective and emissive 
cooling power as well as the decreased power losses at 
the clamp are causing the lower conductor temperatures. 
A numerical model is developed and described, which 
enables to accurately predict axial and radial temperature 
profiles of the conductor inside and close to the clamp. 
Experimental measurements of electric resistance, 
magnetic flux and temperature are used to verify the 
presented model. This developed numerical tool uses 
adapted material characteristics that allow to model the 
conductor as a simplified bulk cylinder. The tool can be 
adapted to other clamps and applications to analyze and 
optimize them.

1. Introduction
Demand for electric power transmission is increasing but 
the opposition to building new overhead-lines persists 
or intensifies. Improving the efficient operation of the 
existing and future overhead lines is desired. Precise 
weather dependent dynamic line rating can enhance 
capacity, safety and reliability of the transmission grid. 
This can result in close to limit operation of the lines. Thus, 
the thermal limit of the line has to be well understood in 
order to guarantee a safe and reliable operation.

Models for overhead line conductor ratings are established, 
presented, and proved in [1] [2] [3] and other publications. 
These investigations as well as [4] and [5] describe the 
conductor rating in the free-span without analyzing the 
situation near clamps or other fittings. For short term sag 
and rating calculations, the thermal behavior near fittings 

are of lower significance, but might be beneficial for 
lifetime predictions of conductors.

The lifetime of all-aluminum-alloy conductors (AAAC) 
and other conductors is significantly influenced by 
temperature and mechanical stress. As the stress and strain 
is locally enhanced at clamps and other fittings, knowing 
the thermal behavior is of special interest to determine 
creep and deterioration of the material at these locations. 
As shown in [6] [7] [8] [9] and other references, lower 
temperatures are beneficial for the conductor lifetime. 
Therefore, a study about the thermal impact of a wedge 
tension clamp on the conductor is conducted.

First measurements showed that this clamp is cooling 
the conductor significantly [10]. It was assumed that the 
lower conductor temperature was achieved by enhanced 
convective cooling and decreased heating. As presented 
in [10], the axial temperature profile can be approximated 
when the temperature in the free-span and at the clamp 
are known.

The hypotheses for causing the lower conductor temper- 
atures are investigated in this study. Therefore, a numerical 
model with a conductor simplified as a bulk cylinder 
with modified material characteristics was developed. 
Different contact configurations in the clamp can be taken 
into account for identifying the physical mechanisms that 
are responsible for the conductor cooling. This validated 
numerical tool can predict the temperature profiles of 
AAAC near clamps for the presented example. This tool 
shall help to predict the temperature profiles of other 
cases with the presented numerical approaches without 
the necessity to perform expensive tests.

To validate the model and the hypotheses, the electrical 
resistance, the magnetic flux as well as at the radial and 
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low friction coating as provided from the manufacturer is 
applied on the sliding surfaces. This coating is insulating 
as well but can crack or break at locations with high 
contact pressure. Therefore, the low friction coating 
contact configuration is not entirely electrically insulating 
the contact between the wedges and the body. The 
cleaned surface in configuration (c) represents the lack or 
degradation of low friction coating and should provide the 
best electrical contact.

2.1.2 Electromagnetic-thermal Impact

To determine the electromagnetic-thermal consequences 
of the different contact configurations, the following 
quantities are measured and simulated:

• Electrical resistance
• Magnetic flux
• Radial and axial temperature profile

2.2. Experimental Setup

2.2.1 Test Rig

The experiment is installed in an air conditioned 
laboratory at 21°C and 50 % relative humidity. The 
conductor is supported by a wedge tension clamp at each 
end of an approximately 7.5 m span as shown in Fig. 1. 
Alternating current (ac) is used to heat the conductor. For 
this study, the root mean square (rms) of the ac current is 
chosen to be Irms = 500, 700 or 900 A. The tensile force 
F can be controlled and is applied by a motor driven 
jack-screw and is measured by a load cell. To make the 
experiments comparable, all presented measurements are 
performed at F = 15 kN. On the same test-rig and with the 
same conductor, it was found that the tensile force has a 
negligible influence on the axial temperature profile [10]. 
Though, the radial thermal conductivity of the conductor 
is decreased at small tensile forces. This effect becomes 
significant below 10 kN [11]. The highest force at which 
no rupture of the thin insulating Teflon foil occurs is  
15 kN. Thus, this tensile force was chosen.

2.2.2 Conductor and Clamp

An AAAC with a conductive cross-section of  
550 mm2  is used for this study. All wires are made of 
the AlMgSi alloy. Four wire layers are stranded crosswise 
on the core wire. All wires have the same diameter of  
d = 3.39 mm which results in an outer conductor diameter of  
D = 30.51 mm.

axial temperature profiles of an AAAC near a wedge 
tension clamp are measured and simulated.

The manuscript is structured as follows: The approach, 
the assumptions as well as the experimental and numerical 
methods are presented in section 2. The achieved results 
are divided in Ohmic losses in section 3, magnetic flux 
profiles in section 4 and the temperature profiles in 
section 5. Finally, these results are discussed in section 6 
and concluded in section 7.

2. Methods
2.1. Methodology

The temperature of the conductor in the free-span can be 
determined with models summarized in [1], which take 
ambient and load conditions into account. It was shown 
in [10] that the tension clamp influences the conductor 
temperature significantly. The following steps shall 
determine, how such a clamp can influence the conductor 
temperature in axial and radial direction. It was assumed 
in [10] that lower conductor temperatures at the clamp are 
caused by increased convective cooling power due to the 
larger surface area per unit length and the decreased Joule 
heating due to enlarged conductive cross-section.

2.1.1 Electrical Contact

To investigate the hypothesis of decreased heating in 
more detail, the conductive cross-section was varied by 
modifying the electrical contact between the two wedges 
and the outer body of the clamp as represented by the 
green dashed line in Fig. 2. The electrical contact between 
the conductor and the wedges is assumed to be ideal, as 
the grooved surface of the wedges provide a form fit with 
the conductor surface in order to achieve the necessary 
friction forces. Hence, the oxide layer of conductor and 
wedge surface is cracked.

To investigate the influence of the contact between the two 
wedges and the outer body, the following three contact 
configurations are chosen:

(a) Teflon foil insulation
(b) Low friction coating 
(c) Cleaned surface

The Teflon foil in configuration (a) is 0.3 mm thin and 
provides similar gliding properties as the low friction 
coating. This foil electrically insulates the outer body 
completely from the wedges. For configuration (b), a new 
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2.3. Thermocouples

T-type thermocouples were used to measure the axial 
and radial temperature profiles of the conductor as well 
as the temperature of the clamp and the ambient air. The 
air temperature was measured near the conductor as 
described in [3] [11] [12]. 

To measure the temperature of the conductor wires and 
the clamp, holes of 1 mm depth and diameter are drilled 
into the part, into which each thermocouple is glued. 
Each thermocouple cable is guided in close contact to the 
measured region for at least 1 m of cable length to ensure 
that the cable is at the same temperature as the sensor. 
Thus, the thermocouple is not cooled down due to the 
good axial thermal conductivity of the sensor cable.

Eleven thermocouples are inserted on the outermost layer 
of the conductor in the free-span over a length of 162.5 cm.
The first six of them are positioned with a spacing of  
 10 cm and the rest with a spacing of approximately 20 cm. 
Within the clamped zone, four thermocouples are installed 
on the side of the outermost wire layer at the positions of  
z =−0.5, −2.1, −4.6 and −6.7 cm.

The radial temperature profile was measured in three 
cross-sections at the locations z =−4.6, −0.5 cm and in 
the middle of the span. The thermocouples are placed in 
all wire layers by manually opening the conductor and 
inserting the sensors individually in one wire of each layer.

The clamp temperature was measured at z =−5.5 cm on 
the top and side of the clamp body as well as on the under 
surface of the lower wedge as illustrated by the three red 
circles in Fig. 2.

2.4. Hall Probe

The magnetic flux Bx in x-direction is measured with 
transversal Hall-probes1 on the conductor surface and on 
the clamp surface on three paths a, b and c as illustrated in 
Fig. 2. Bx is measured at a distance of rprobe = 2 ± 0.1 mm 
to the specific surface. This length rprobe is the distance 
between the point of measurement and the front face of 
the probe.

2.5. Modeling

The finite element modeling was performed in COMSOL. 

The wedge tension clamp is made of forged aluminum 
alloy AlMgSiF32 (EN AW 6082). The upper wedge is 
straight whereas the lower wedge is beveled by an angle 
of 5° as it can be seen on the top of Fig. 2. Both wedge 
surfaces in contact with the conductor are grooved. Low 
friction coating is applied by the manufacturer on wedge 
surfaces in contact with the outer body. The outer body 
is connected via steel straps with the tension string. To 
eliminate the influence of those steel straps on the magnetic 
field near the clamp, experiments and simulations are 
performed with textile belts. The back-end of the lower 
wedge is not illustrated in Fig. 2 and is not modeled. This 
back end is tilted by 45° to guide the conductor.

Fig. 1. Sketch of experimental arrangement. The continuation of the conductor 
at both clamps and the electric circuit to heat the conductor are not shown.

Fig. 2. Simplified clamp assembly sketch. On the top, the cross-section along 
the symmetry yz-plane is shown. The paths a, b and c for measuring the 
magnetic flux are illustrated in dotted blue lines and sliding faces with different 
contact configurations are presented as dashed green lines. Path a and b are in 
the yz-plane. Path c is shifted by x = 30 mm to the yz-plane. The z-axis points 
towards the free-span and its origin is located at the ultimate point of full contact 
with the both clamp wedges. The red circles illustrate the locations of the three 
thermocouples to measure the clamp temperatures at z = −55 mm.

1 HS-TGB5 for FH54 from Magnet Physics Inc.
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(3)

which reduces the electrical and thermal conductivity of 
the bulk conductor model in axial direction.

The conductivity in axial direction has to be reduced 
furthermore, as the wires on different layers are of 
different length per unit length of the stranded conductor. 
Therefore, the uncoiled length for each wire is taken into 
account and averaged over all wires. Thus, the length 
correction factor Clength is the ratio between one unit of 
conductor length and the averaged uncoiled length of 
each wire with lay angle γi of each layer i. 

                          
(4)

In radial direction thermal and electrical conductivity 
are significantly reduced due to the limited contact by 
inter-layer points. This reduction is expressed by the 
radial correction factor Cradial and is the ratio between the 
measured radial thermal conductivity λr,measured and the 
thermal conductivity λ of the material. λr,measured can be 
derived from the temperature difference between core and 
outermost layer ∆Tr , the electric current I and the electric 
resistance Rel as presented in [4].

                                                      
(5)

                                        
(6)

Cradial = 0.0157 is kept constant in the free-span and the 
clamped zone, resulting from the averaged thermal radial 
conductivity λr,measured = 3.43 W/(m K) in the free-span (see 
section 5.3).

The material characteristics for the aluminum-alloy  
E- AlMgSi of the conductor and AlMgSiF32 of the clamp 
are listed in Table I.

The electrical conductivity κ is temperature dependent 
and can be determined with the temperature coefficient α.

                                                    
(7)

This model shall help to better understand the distribution 
of the electric current within the clamped region and shall 
serve to predict the temperature profiles in similar cases 
without measurements.

2.5.1 Geometry

The three parts of the wedge tension clamp were 
modeled from blueprints provided by the manufacturer. 
Simplifications are the neglected tilted back-end of the 
lower wedge as well as the steel straps. Various edge radii 
are not precisely modeled like the real clamp parts.

The major simplification of the model is the conductor 
geometry. It is modeled as a squeezed bulk cylinder with 
the same cross-section including air-gaps as the real 
conductor. But it is squeezed from the top and bottom 
in the vertical direction y to achieve the same indent in 
z-direction of the wedges into the outer body, as it is in the 
experiment when tensile force is applied. To model the 
properties of the bulk squeezed conductor as it would be a 
stranded one, the material characteristics are corrected to 
the new geometry.

2.5.2 Material Properties

The corrected conductor material properties of the 
aluminum alloy AlMgSi are the thermal conductivity  
λ = 218 W/(m K) and electrical conductivity  
κ = 3.227e7 S/m. Both of these characteristics are corrected 
in the same manner. To correct for the bulk cross-section, 
the total cross-section Atot is compared to the conductive 
cross-section Acond of the stranded conductor. The total 
cross-section is calculated by the outer diameter D of the 
conductor including all air-gaps.

                                             
 (1)

The total conductive cross-section Acond is the sum of the 
cross-sections of wires ni per layer i with corresponding 
diameter di over all layers m. In our case, all 61 wires have 
the same diameter d = 3.39 mm.

                                     
(2)

The ratio between conductive and total cross-section 
result in the section correction factor Csection of
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                                        (11)

                                                                     (12)

                                                        (13)

The convective heat transfer coefficient h is implemented 
in the simulation to determine the convective heat transfer. 
For the conductor, hcond is calculated by the following 
formulas suggested from [5]:

                                 (14)

                                 
 (15)

                                  (16)

                                  (17)

                                  
(18)

                                 
(19)

                                 (20)
                                 (21)

                                  
(22)

For calculating the natural convection heat transfer 
coefficient hclamp on the clamp surface, the clamp is 
approximated by a long horizontal cylinder, with a 
constant diameter Dclamp = 70 mm. The coefficient hclamp 
is applied on all outer body surfaces and lower surface of 
the bottom wedge and is calculated as suggested by [19]:

 

(23)

                  
(24)

2.5.5 Emission

It is assumed that all walls, the ceiling and floor are at 
ambient temperature. As suggested by [1], the emissivity 
ε for new conductor is between 0.2 and 0.3. The conductor 
used for this experiment is the same as in [3], where the 
the emissivity was assumed to be ε = 0.28. As the surface 
of the conductor is aged and not as shiny as new, a slightly 
higher emissivity of ε = 0.4 is assumed to calculate the 
emissive cooling power per length P 'e :

Table I

Material characteristics of the aluminum alloy E-AlMgSi of the conductor and 
AlMgSiF32 of the clamp parts

These corrections enable to model the conductor as one 
bulk volume with the modified material characteristics λ 
and κ .

                  
(8)

                    
(9)

These corrections enable to model the conductor as one 
bulk volume.

2.5.3 Thermal Equilibrium

Convective Pc  and emissive Pe heat transfer power are 
cooling the conductor, whereas the electric losses Pj heat 
the conductor. As the experiment was performed indoors, 
the radiative heating Pr is neglected.

Pj = Pc + Pe                                                                  (10)

2.5.4 Convection

All measurements are conducted inside in an air 
conditioned laboratory at an ambient temperature of 
Tamb = 21  ± 0.7 °C. In the closed laboratory, zero wind 
conditions are assumed. Thus, only natural convection 
cools the conductor and clamp. To model the convective 
heat transfer, the formulations of [5] are applied as it 
was proven suitable for this setup by [3]. The convective 
cooling power P'c per unit length is dependant on the 
thermal conductivity of air λf at film temperature Tf and 
the Nusselt number .
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configuration [10]. In the free-span, the same result was 
achieved. The resistance of the conductor in the clamp 
with low friction coating was slightly higher at 34 µΩ/m.

In all observed cases, the electrical resistance decreases 
with improved electrical contact between clamp wedges 
and body. This results from the increased conductive 
cross-section. In case of dc, the reduced ohmic resistance 
is directly linked to decreased Joule heating. For ac, the 
skin effect could have an impact, as the clamp is increasing 
the cross-section significantly.

4. Magnetic Flux
To understand how this variation of electrical contact 
between the wedges and the body influences the electrical 
losses and thus the Joule heating, the current density 
profiles are investigated. It is not possible to directly 
measure how the current is flowing through the clamp and 
conductor. Thus, the magnetic flux B is used to infer the 
current density in nearby locations. If the current paths 
change, the magnetic field is varying as well. The Bx - 
component of the field is measured at different locations 
in the three configurations as explained.

4.1. Free-Span

The situation in the free-span is used to confirm, if the 
measured and simulated magnetic field agree with analytic 
models. The analytic value can be derived from the law of 
Biot-Savart. B generated by a cylindrical conductor can 
be calculated by the magnetic constant µ0, the electric 
current I and the distance Rcenter = R + rprobe to the center 
of the conductor, which is the radius of the conductor  
R = D/2 = 15.26 mm plus rprobe.

Table III
Magnetic field Bx in the free-span tangential  

to conductor surface at distance Rcenter

                            (26)

The results of the magnetic flux component in the free-
span are summarized in Tab. III.

                                      (25)

3. Ohmic Losses and dc Resistance
To assess the Ohmic loss reduction due to the clamp, a 
micro-Ohm meter was used to measure the dc resistance 
of the conductor in the free-span and within the wedge 
tension clamp. Therefore, the conductor was detached from 
the transformer and the micro-Ohm meter was attached. A 
dc current of 200 A was applied in both directions by the 
measurement device, which measures simultaneously the 
voltage drop between the potential probes. To measure the 
dc resistance of the conductor in the clamp, the potential 
probes are mounted on the conductor just in front of the 
bottom wedge and behind the top wedge. The results are 
summarized in Tab. II.

Table II
Measured and simulated dc resistance of the conductor in the free-span  

and in the clamp assembly

The measured resistance in the free-span of 58 µΩ/m is 
conform with the calculated value of R21 = 57.85 µΩ/m at 
ambient temperature of 21 °C and R20 = 57.64 µΩ/m at a 
temperature of 20 °C [1] [10].

By comparing the values between the electrical resistance 
of the conductor in the free-span and the clamp it can be 
seen that the clamp reduces the resistance significantly. 
If only the wedges are contributing to the enlarged cross-
section in configuration (a) with the Teflon foil insulation, 
the resistance is reduced by 40 %. The low friction coating 
is insulating the clamp body to the wedges as well. But 
at the beginning and endings of the sliding surfaces, the 
coating cracks and breaks. At these locations, there is an 
electrical contact established and the body contributes to the 
conductive cross-section. Thus, the resistance is reduced 
furthermore. If all insulating material is removed as in 
contact configuration (c), the electrical contact between 
the wedges and body is improved. This results in an even 
lower resistance, which is measured to be decreased by  
48 % compared to the resistance in the free-span.

The same measurements were performed on the same test 
rig for the free-span and the low friction coating contact 
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Fig. 4. Magnetic field component Bx below wedge along path b at 900 A. The 
lack of values between z = −4 and z = 1 cm is due to the reinforcement of the 

lower wedge, visible on the top of Fig.2

Fig. 5. Magnetic field component Bx on the ridge of the clamp body along path 
c at 900 A. Contact configuration (a) with Teflon in red and  

(c) with cleaned contacts in blue.

contact to the outer clamp body between z  = −17 cm 
and z = 3 cm. As the conductive cross-section geometry 
is changing most in this zone near path b, the current 
paths are substantially influencing the magnetic flux in 
the contact zone. In the region between z = −25 cm and  
z = −17 cm, the clamp body is not in contact with the 
wedges in any configuration. Therefore, Bx is not 
influenced by the contact configuration in this region.

The three different approaches to determine the magnetic 
field component Bx are consistent. Thus, this measurement 
method can be used to verify the B-field in the simulation.

4.2. At the Clamp

The magnetic flux Bx is measured at the clamp on the 
paths a, b, and c as shown in Fig. 2. The measured field 
and values taken from the simulation are presented in Fig. 
3, 4, and 5. To simplify the illustrations, the B-field for 
all three currents is only shown for path a in Fig. 3. In 
this figure it can be seen that the B-field depends linearly 
on the different currents, as assumed from equation (26). 
This is the case for the other paths as well. Therefore, the 
B-field for path b and c is only shown for 900 A in Fig. 4 
and 5, respectively. In almost all situations, the measured 
values are smaller than the simulated ones. Except for 
path b below the wedge with the contact configuration 
(b) with cleaned contacts, the measured and the simulated 
values agree well.

For path a, the contact configuration has no significant 
influence on the simulated and the measured values of Bx. 
The measured magnetic flux is lower for all positions on 
this path. Towards the positive direction of the z-axis, the 
Bx -values are increasing due to the inclination of path a.

Along path b, the most significant influence of the contact 
configuration can be observed. Both clamp wedges are in

Fig. 3. Magnetic field component Bx on top of the clamp body along path a. Bx 
for all three currents of 500, 700 and 900 A and contact configuration (a) with 

Teflon in red and (c) with cleaned contacts in blue.
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configuration (a) with insulation between the wedges and 
body. As the simulations show the same tendency as the 
measurements, the thermal insulation by the thin Teflon 
foil can be excluded from reasoning for the increased 
temperature. The difference in temperature between 
different contact configurations is very small in all cases.

The thermal transition zone and the thermal characteristic 
length  l̂   can be approximated for all cases as shown in 
[10]. The disadvantage of this approach is the required 
temperature Tcond (0) at the clamp to determine the constant 
C2.

                            
(27)

                                                       
(28)

The best agreement of axial temperature profiles between 
measurement and simulation is observed for the case of 
900 A. For 700 and 500 A, measured temperatures are 
between 1 and 4° C lower than simulated ones.

 

 

Fig. 6. Axial temperature for all three currents and the two contact 
configurations (a) and (c)

For path c, the contact configuration has an impact on the 
magnetic flux on all locations except from z = 3 cm on, 
where the clamp body is no longer in contact to the wedges.

5. Temperature Profiles
To quantify the impact of the different contact 
configurations, the resulting temperature profiles are 
measured and simulated. The conductor temperature is 
significantly decreased near the wedge tension clamp, as 
already shown in [10].

5.1. Clamp Temperature

The temperature of the clamp is in all cases approximately 
0 to 3 °C lower than the temperature of the conductor in 
the clamp. This temperature variation is larger at higher 
currents and better electric insulation. In all cases, the 
smallest temperature difference is the one between 
conductor and lower wedge, which is maximum 1.3 °C. 
The temperatures on the top and side of the outer body are 
the same within the measurement tolerances of 0.2 °C.

As these described temperature differences are 
insignificant and very similar for all analyzed cases, 
the clamp temperatures are not illustrated but briefly 
discussed here.

The smaller difference between the lower wedge and the 
conductor in the clamp can be explained by the distance 
and contact conditions. The lower wedge is in direct 
contact with the conductor and the distance from the 
conductor to the surface of the lower wedge is the shortest, 
compared to the other measurement locations at the outer 
body. The outer body is in contact with both wedges but 
not with the conductor. In general, these low temperature 
differences between the conductor and the clamp can be 
explained by the very good thermal conductivity of the 
solid aluminum parts.

5.2. Axial Temperature Profile

For all three measured electric currents and contact 
configurations, the axial temperature profile is of 
equivalent shape (see Fig. 6). By increasing the current, 
the temperature is higher at all points. The conductor 
temperature in the free-span is not influenced by the 
contact configuration.

Except for the measurement at 700 A, the conductor 
temperature within the clamp is higher for contact 
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reasonably be taken into account in the simulation, as the 
occurring minuscule variations of air flow can significantly 
influence convective cooling at wind speeds below 0.5 m/s. 
This sensitivity of cooling power to small wind speeds is 
more relevant at low conductor temperatures because 
natural convection is more dominant at higher conductor 
temperatures. Thus, this slight variations of forced 
convective cooling is more relevant at lower temperatures 
and can change the cooling power by several watts per 
meter. This effect can cause the deviation between our 
measured and simulated conductor temperatures at low 
conductor temperatures. A similar application is illustrated 
and explained for a Drake conductor at 100 °C in [1]. A high 
sensitivity of cooling power as a function of wind speed is 
shown in that case for a similar range of wind speeds.

6.1.2 Cooling Effect of the Clamp:

For the 900 A case (see Table V), the increased conductive 
cross-section due to the clamp wedges and body 
decreases the Ohmic heating by 27 to 39 %. Furthermore, 
conductor temperatures at the clamp are lowered by 
increased convective and emissive cooling power of 
37 to 45 % compared to the cooling power in the free-
span. Even though the temperature and thus the cooling 
power is lowered at the clamp, the total cooling power is 
enhanced by the much larger surface area. In both contact 
configurations at 900 A, the net power per length at the 
clamp is approximately −40 W/m.

6.1.3 Different Contact Configuration:

The temperature differences at varied contact 
configurations are very small in all investigated cases. In 
Fig. 6, only contact configurations (a) and (c) are shown, 
which both are rather extreme cases. The real case would 
lay in between, at which the body is in electric contact 
with the wedges, but not as well as with cleaned surfaces 
as in configuration (c). When comparing the electrical 
resistance for dc Rdc in Table II, the averaged resistance 
per unit length is compared to the free-span approximately 
8 % lower for case (c) than for case (a). For 900 A ac, the 
difference in heating power for the same comparison is  
12 %, as shown in Table V. The net power for this example 
is approximately 2 W/m lower for the cleaned contact, 
which explains the slightly lower temperatures.

6.2. Radial Temperature Profile

The radial thermal conductivity λr,measured in the free-span 

Table IV
Measured thermal radial conductivity λr,measured in the free-span, calculated 

according to equation (5)

5.3. Radial Temperature Profile

The radial temperature profiles of the conductor are 
measured in the middle of the span and in two sections 
within the clamp. To compare the radial temperature 
differences with existing literature, the radial thermal 
conductivity λr,measured (see equation (5)) is used to compare 
the different cases. In the free-span, averaged for each 
current, λr,measured is between 3.0 and 3.7 W/(mK) as shown 
in Table IV.

Within the clamped zone, λr,measured can not reasonably 
be determined. On the one hand, the electric resistance 
is significantly influenced by the contact configuration. 
On the other hand, the radial temperature difference ∆Tr 
of the clamped conductor is measured to be within the 
measurement error and is therefore negligible.
 Table V

Simulated cooling and heating power per unit length at 900 A. At the clamp, 
the total power is divided by the length of the clamp to derive the averaged 
power per length. The net power  is the difference 

between heating and cooling.

6. Discussion
6.1. Axial Temperature Profile
6.1.1 Different Electric Currents:

For the investigated case of 900 A, the simulation is in 
accordance to the measured case. For the case of 700 and 
500 A, the simulated temperatures are higher than the 
measured ones. This could be caused by the zero wind 
assumptions in the simulations. Only natural convection 
and emission is cooling the conductor in the numerical 
model. But as the laboratory is air-conditioned, air is 
slightly flowing along the conductor with an attack 
angle of approximately 0° . This small air flow can not 
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the sides of the clamp body. But for contact configuration 
(a) the current paths are further away from path c. 
Therefore, the magnitude of Bx is higher for cleaned 
surfaces.

7. Conclusion
The developed numerical tool with a stranded AAAC 
modeled as a bulk cylinder with modified characteristics 
can predict conductor temperature in the free-span and 
in the clamp. The model is validated by measuring the 
main objective parameter temperature as well as the 
measured Ohmic losses and magnetic flux B. Measured 
and simulated values of all three parameters are in good 
agreement.

Thus, this tool serves to investigate the causes for 
the significant cooling effect of the clamp. The lower 
conductor temperatures result from the increased cooling 
and the decreased heating power of the clamp.

The developed tool could be adapted to investigate other 
conductors and clamps. Therefore, it can be used to optimize 
the thermal impact of clamps or fittings on conductors. 
Furthermore, the conductor temperature near clamps can 
be determined without performing expensive tests.

The main results of the study are summarized in the 
following list:

• The axial temperature profile in the thermal transient 
zone between the clamp and the free-span is of similar 
shape in all measured and simulated cases. With 
increasing currents, temperatures are higher at all 
locations.

• The temperature rise after three times the characteristic 
length l̂  can be neglected. Thus, the thermal transient 
distance is approximately 120 cm in all studied cases.

• The significant lower conductor temperature at the 
clamp can be explained by the decreased power losses 
of approximately 27 to 39 % and the increased cooling 
power of approximately 37 to 45 %, both compared to 
the free-span for case (a) and (c) at 900 A ac.

• Within the clamp, the radial temperature difference 
between the core and the outermost layer of the 
conductor can be neglected. The surface temperature 
of the clamp is by 0 to 3 °C lower than the conductor 
temperature within the clamp.

is between 3.0 and 3.7 W/(mK) well in accordance with 
[2] [20] [4]. Compared to previous measurements on the 
same conductor [11], the radial thermal conductivity is 
increased. This can be caused by the improved thermal 
contact conditions due to operation time and loading 
cycles.

Within the clamp the radial thermal conductivity is 
larger than in the free-span as temperature difference 
between core and outer-most layer is negligible. This 
can be explained by the compressing force caused by 
the clamp. This enhances the inter-layer contact forces 
and increases the contact area between conductor layers, 
which influences the thermal conductivity.

6.3. Magnetic Flux B

As the current density can not be measured, the magnetic 
flux serves as a reference to verify the simulation 
results. The shape of measured and simulated magnetic 
flux profiles are in agreement with each other. At most 
compared locations, there is a slight offset between the 
measured and simulated case. This can be caused by 
the change of direction of the magnetic flux. To ensure 
a constant measuring, the magnetic flux was always 
measured in horizontal x-direction. Thus, if the direction 
of the magnetic flux field is slightly different in the 
simulation compared to reality, the simulated projection 
to the x-axis is varied by a certain offset.

The contact configuration has only a minor impact on 
B-field on path a, because the distance to the center of 
current flux is not changing much. This effect is different 
for path b and c.

The largest deviation between measured and simulated 
magnetic flux can be observed between z = −17 cm and  
z  = 3 cm on path b, where the clamp body can be in electric 
contact with the wedges. The contact configuration 
drastically influences the magnetic flux in this zone. In 
case of cleaned contact surfaces (c), current can flow 
beside and underneath path b through the sides of the 
clamp body. In case of electric insulation (a), current 
flows mostly above path b. Thus, the direction and 
magnitude of the B-field in this region is very sensitive 
to little variations in geometry and contact configuration.

Similar to path b, the B-field on path c is influenced if 
current flows through the sides of the clamp body. For 
cleaned contact surfaces (c), the current can flow through 
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Abstract: 
Corona losses on overhead line conductors due to 
hoarfrost lead to highest corona losses in comparison 
to other weather conditions (e.g. dry weather or rain). 
A promising methodology for the identification and 
calculation of corona losses induced by hoarfrost using 
operational measurements is proposed. It comprises of 
a useful and practical simplified procedure including 
measurements of the total line losses, subtraction of 
resistive losses, evaluation and subtracting of a measuring 
error from operational data. The methodology is 
applicable to the analysis of large volumes of measuring 
data obtained from service. The hoarfrost events predicted 
by this methodology were confirmed by comprehensive 
analysis of weather data. The future development of 
this methodology is foreseen as prediction of incoming 
hoarfrost events and expected levels of corona losses in 
order to take possible countermeasures.

1. Introduction
Hoarfrost events on the conductors of overhead lines 
do not occur as often as rain, but result in much higher 
corona losses levels and may exist longer than other 
weather-related events. Extensive studies on test spans 
at STRI, Sweden [1], measurements on test lines at 
NIIPT, Russia [2]-[3] and at Russian overhead lines in 
service [4]-[7] have revealed that corona losses induced 
by hoarfrost can be very high during certain specific 
winter conditions. Unfortunately, a large volume of 
earlier obtained results [2]-[6] was never published 
internationally. Hoarfrost on conductors is a reason 
for high power losses due to corona discharge activity 

from the hoarfrost needles (Fig.1). The discharges are 
generated by the enhanced electric field on the surface 
of conductors due to the formation of hoarfrost needles. 
Fig.1 shows that the visual appearance of the hoarfrost 
on the energized conductors is different depending on 
ambient temperatures [1]. At lower temperatures, the 
hoarfrost needles have a thinner structure. 

Fig. 1 - Different visual appearance of hoarfrost grown on the energized 
conductors at different ambient temperatures. 

The levels of corona losses for Scandinavian weather 
conditions (measured at 400 kV line in Sweden) can 
be estimated from [8] as up to 84 kW/km. As corona 
losses increase exponentially with voltage it may be 
profitable to decrease the system voltage, apply different 
de-icing techniques (e.g. ice melting) or even to switch 
off the lines affected by high corona losses. The latter 
countermeasure is described in [8]. 

However, before the application of any countermeasures, 
prediction of hoarfrost events and reliable estimation 
of corona losses based on analysis of operational data 
is needed. This is a challenge due to the high demand 
on the precision of both measuring equipment and the 
calculation of the varying transmission losses. This 
challenge was the driving force for this investigation 
intended to establish a practical methodology applicable 
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parameters are further referred as operational data. In 
Fig. 2 a simplified schematic diagram for measuring and 
processing of operational data is presented. Substations 
1 and 2 represent the ends of a line, where instrument 
transformers, registration and data processing systems 
were installed.

3.2. Basic principle for calculation of corona losses 
from operational measurements

The basic principle used was that corona losses are 
determined by subtracting resistive losses from the total 
active losses calculated as the difference between the 
values of active power measured at both ends of a line. 
The actual total instantaneous active power P at each 
end of a line is calculated by a data processing system 
as the sum of the measured active powers in each phase  
(1, 2 and 3) as follows:

 (1)

where U and I are the measured phase-to-ground voltage 
and measured phase current respectively. Both of these 
parameters should be synchronously sampled at both 
ends of a line. The total active losses along a line P12  are 
calculated as:

 (2)

where P1, P2 is the active power measured at both line 
ends.

The first step in the development of the new 
methodology was to evaluate possible measuring errors 
and uncertainties, which may affect the calculations. For 
this case, a shorter period of measured operational data, 
i.e. April-May 2017 has been studied. The total active 
losses for this period were calculated using equation (2) 
and are presented in Fig. 3 together with resistive losses 

for identification of hoarfrost events and calculation of 
respective hoarfrost corona losses. In this investigation 
data obtained from Norwegian TSO Statnett has been 
used. 

2. Volume of operational data
Statnett is responsible for the 300-420 kV national grid 
and some interconnections to neighbouring countries. 
For this study, two overhead lines with maximum 
operating voltages of 300 and 420 kV have been chosen 
based on preliminary analysis of weather data (some 
hoarfrost events were considered as possible at these 
lines). A 300 kV simplex transmission line has a length 
of 142 km and is equipped with Parrot conductor with 
diameter of 38.3 mm. A 420 kV duplex transmission line 
has a length of 114.5 km and is equipped with Pheasant 
conductor with diameter of 35.1 mm. The measuring 
data was collected by Statnett during more than a 2-years 
period from January 2015 to June 2017 (more than 20 
mln. measuring points). The respective weather data was 
collected at the appropriate meteorological stations. 

3. Methodology for calculation 
of corona losses from 
operational measurements
The proposed procedure is described below step-by-step 
and in principle is applicable for any overhead line. In 
this paper the detailed calculations are presented as an 
example only for one specific 420 kV overhead line.

3.1. Measured operational data

For both evaluated transmission lines active power 
(MW), reactive power (MVAr), operating bus bar voltage 
(kV) and load current (A) in rms values were measured 
at both ends of lines with 1 minute interval. These 

Fig. 2 - Schematic diagram of measuring and processing of operational data.
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Fig. 4 - Line resistance calculated from measurements of load current  
and ambient temperature.

3.3. Practical approach for the estimation of 
measuring errors 

The main idea of the proposed approach is that the 
measuring errors can be relatively easily assessed during 
the periods with fair weather conditions when corona 
losses are at their minimum, and can be calculated using 
Tihodeev’s equation from [3]. The actual procedure 
for the estimation of measuring errors comprises the 
following four steps:

•	 Identification	of	a	reference	day	with	fair	weather
•	 Calculation	 of	 corona	 losses	 for	 the	 identified	

reference day with fair weather
•	 Estimation	of	measuring	errors
•	 Evaluation	of	systematic	and	random	components	of	

a measuring error. 

3.3.1. Identification of a reference day with fair weather 

It is proposed to apply two criteria simultaneously to 
select a proper reference day with fair weather: firstly, 
the measured corona losses should not exceed the value 
calculated by Tihodeev’s equation [3] for such weather 
conditions; secondly, fair weather conditions are 
represented by relative humidity less than 85%, without 
fog, dew, rime, hoarfrost or icing on conductors. In other 
words, a day with fair weather is a day when a conductor 
is dry and frost-free, and due to this the corona losses 
are close to their minimum for a properly designed line. 
Using these criteria the date of the 9th of April 2017 
has been identified as a reference day with fair weather 
conditions. 

calculated as . It can be observed that the active 
power for this line during the investigated period is more 
than 30 times higher than the active losses: i.e. for 680 
MW transmitted active power (phase current 970 A) the 
total active losses are only about 20 MW (less than 3%). 
This shows that the results of the calculation of losses 
are very sensitive to any measuring error and this error 
should be carefully estimated and excluded. 

Taking into account the presence of measuring error the 
corona losses can be calculated as follows:

 (3)

where – three-phase resistive losses, R – line 
resistance; I2– load current measured at one of the line 
ends; Pk – corona losses; δ – measuring error consisting 
of systematic and stochastic (random) components. 

Line resistance R can be calculated as follows [9]:

 
(4)

where R0 –resistance of conductor bundle at 20°C, Ohm; 
Tamb – measured ambient temperature, °C; j – current 
density calculated from operational measurements,  
A/mm2; F – cross-section area of conductor bundle, mm2. 
For illustration purposes, the calculated line resistance is 
shown in Fig. 4. 

Fig. 3 - Losses calculated from measurements on 420 kV transmission line.
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Fig. 5 - Corona losses during the identified reference day with fair weather (the 
9th of April 2017).

3.3.3. Estimation of measuring errors

For the identified reference day with fair weather a 
measuring error is obtained using equation (3) as follows:

 (7)

where PkO is calculated according to (5). 

For our illustration case considering the specific 420 
kV line, the measuring error is calculated using the 
operating parameters P1, P2, I2, U2 and is illustrated in 
Fig. 6, a. It can be concluded that the absolute value of 
the measuring error is relatively high and also the error 

3.3.2. Calculation of corona losses for the identified 
reference day with fair weather

Three-phase corona losses for the identified day with 
fair weather conditions Pk0 are calculated according to 
Tihodeev’s equation from [3], in kW/km:

 (5 ) 
where U – measured phase-to-earth voltage, kVrms;  
U0 – corona inception voltage dependent in general on 
conductor configuration and line design, kVrms; B = 9.1; 
A – weather dependent coefficient, A = 0.5 (fair weather). 

Thus, in our case, corona losses during fair weather 
conditions during the 9th of April 2017 are as follows, 
MW:

 (6)

where the length of the line L=114.5 km; A = 0.5; B 
= 9.1; U0=327 kV; Umeas– measured operating voltage 
at one of the line ends during the 9th of April, kV. 
Calculated according to (6) corona losses are shown in 
Fig. 5. The average value of corona losses is 0.155 MW. 
This simplified calculation assumed the uniform voltage 
distribution along a line. If the actual phase voltage 
along a line is available, more accurate calculation of 
corona losses by the integration of the losses section by 
section would be feasible. 

 a) before filtering process b) After filtering process 

Fig. 6 Measuring error during the identified fair weather day.
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Fig. 7 Transmitted active power measured in the fair weather day.

For practical cases a systematic error can be considered 
as linearly dependent on active power as follows [4], [6]: 

 (9)

where P1 is a transmitted active power; a, b are constants 
calculated from the regression analysis. It should be 
noted that the equation (9) even being a simplified 
approximation, was successfully used for many practical 
cases [4], [6].

Using the proposed linear approximation, the systematic 
error for our case is calculated as shown in equation (10) 
below and is visualized in Fig. 8:

 (10)

The random (stochastic) component of a measuring error 
can	be	characterized	by	the	standard	deviation	σ	as	follows: 

 (11)

where N is a number of measurements per day, i.e. 
N=1440.	In	our	case	the	standard	deviation	σ	was	2.46	
MW. 

The	standard	deviation	σ	plays	a	central	role	in	further	
development of the methodology, because it will be 
used to identify the time intervals when corona losses 
increase significantly most probably due to change of 
weather conditions. 

is changing during the day.  Some disturbances with 
high amplitude peaks (both positive and negative) are 
explained by not fully synchronized measurements at 
line ends. The application of classical data processing 
techniques (filtering) smoothes out the high-frequency 
fluctuations and the data can be presented in more 
convenient way. This was achieved by using a 25 point 
moving average filter. In general, the smoothing action 
of the moving average filter decreases the amplitude 
of the random noise due to any uncertainties in 
measurements. The finally obtained measuring error is 
presented in (Fig. 6, b).
3.3.4. Evaluation of systematic and random 
components of a measuring error

Measuring errors can always be divided into two 
components: systematic error and random error. 
Systematic errors are associated with measuring 
instruments or environmental interference. The random 
error is an intrinsic feature of any measurement. In our 
case it is caused by inherent fluctuations in the readings 
due to not fully synchronized measurements, i.e. when 
the time difference between the measurements at the 
line ends is not zero, but differs by a few seconds. 
The measuring precision for field measurements can 
be increased by removing random errors using the 
appropriate statistical method. 

The systematic error for a reference day with fair 
weather can be calculated using (7) as follows:

 (8)

where the equation members are averaged during 
the day (number of individual measurements per day 
N=1440). Thus, the averaged systematic error  during 
the 9th of April 2017 is 4.6 MW. The next step is to 
find a correlation between the systematic error and 
transmitted active power (the active power is presented 
in Fig. 7). 
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Fig. 9 Corona losses calculated from measurements excluding a systematic error.

The data presented in Fig. 9 are used further for the final 
identification of periods with hoarfrost corona losses.

3.5. Final identification of events with high corona 
losses 

Knowing	the	standard	deviation	σ	and	the	value	of	corona	
losses in a reference day with fair weather, corona losses 
calculated by equation (12) can be evaluated as [4]-[6]:

 (13)

where PkO are corona losses calculated during the 
identified	reference	day	with	fair	weather;	σ	is	a	standard	
deviation specified for the measuring error calculated 
for the same day. 

Using the values PkO	and	σ	calculated	for	the	reference	
fair weather day (the 9th of April) the calculation using 
(13) provides:

Fig. 8 Systematic error identified at fair weather conditions.

3.4. Calculation of corona losses excluding a 
systematic error 

After estimation of the systematic and random 
components of measuring errors the corona losses for 
the whole measuring period are calculated as follows:

 (12)

It should be noted, however, that the corona losses 
calculated by (12) actually are distributed statistically, 
and include the random component characterized by 
standard	 deviation	 σ.	 Therefore,	 the	 results	 can	 be	
presented as a “band”, i.e. [PkO	–	σ;PkO+	σ],	shown	in	
Fig. 9. A number of disturbances presented in Fig. 9 are 
due to switching operations in the network, which were 
identified from operational data at the dates when both 
voltage and current dips to zero. Corresponding periods 
with switching operations identified from operational 
data are highlighted in Fig. 10. 

Fig. 10 Periods with switching operations identified from operational data.
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Using the established criterion, the expression (13) can 
be modified as follows:

 (17)

where k is a coefficient related to the type of weather 
affecting the corona losses: the proposal is to use  
k = 1 for rain/wet snow conditions; and k = 2 for 
hoarfrost conditions. 

For further illustrations, we excluded data from May 
2017, because the condition (17) is not fulfilled for 
corona losses calculated from measurements in May 
2017	 (due	 to	 large	 σ	 and	 low	 level	 of	 actual	 corona	
losses). Thus, only data from April 2017 were used, and 
the hoarfrost events are marked by red circles in Fig. 11.

Excluding several switching events in April the identified 
dates for hoarfrost events are: the 11th of April, the 12th 

of April 2017, the 15th –16th of April 2017 and the 23th 

of April 2017. The levels of corona losses calculated for 
these dates (2.6–5.1 MW) are well correlated with the 
measurements from earlier long-term observations on 
transmission lines of approximately the same operating 
voltage and similar climatic conditions [5], [6]. Similar 
approach was also used with success for calculation of 
corona losses on about 50 transmission lines in Russia 
using operational data [4]. 

4. Verification of identified 
hoarfrost events by weather 
records
4.1. Available weather data

Available weather records included ambient and dew 
point temperatures, relative humidity, precipitation 

 (14)

This level of losses (Pk > PkO	 +	 σ)	 corresponds	
approximately to corona losses at wet snow conditions, 
if using Tihodeev’s equation [3], MW:

(15)

where for our case: the line length L=114.5 km; A = 6.3; 
B = 9.1; U0=327 kV; Umeas – operating voltage measured 
at one of the line ends during evaluated measuring 
period, kV. This formula provides 2.04 MW.

In case of hoarfrost conditions according to [3], the 
losses are, MW:

(16)

where the line length L=114.5 km; A = 17.5; B = 9.1; 
U0=327 kV; Umeas – operating voltage measured at one 
of the line ends during evaluated measuring period, kV. 
This formula provides 5.67 MW. In Fig. 11 the hoarfrost 
corona losses calculated from (16) are presented as a 
brown colored curve (with average value of 5.67 MW) 
together with another green curve corresponding to the 
level of PkO+2.σ	=	5.1	MW. Using the standard deviation 
σ	 two	 power	 loss	 levels	 corresponding	 to	PkO–	 σ	 and	
PkO–2.σ	 are	 also	 shown	 in	 Fig.	 11.	 It	 is	 clearly	 seen	
that the corona losses corresponding to the hoarfrost 
conditions and calculated by using the equation (16) 
are approximately at the same level as calculated using 
PkO+2.σ	and	this	is	valid	for	the	whole	measuring	period.	
This observation is treated as the most important finding 
from the analysis and it is proposed to use this criterion 
(losses higher than PkO+2.σ)	further	to	identify	the	events	
with hoarfrost corona.

Fig. 11 Identified periods with hoarfrost corona losses.
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2) Conductor temperature between -20°C and -15°C:
•	 dewpoint	temperature	between	-28°C	and	-25°C;
•	 relative	humidity	85%;
•	 low	wind	speed	(below	1	m/s);
•	 precipitation	intensity	below	0.2	mm/hour.

The first set of weather parameters is related to the 
combination of wet snow and hoarfrost conditions (both 
granular hoarfrost or rime ice and crystalline hoarfrost). 
The second set of weather parameters is related to the 
formation of long needles of frost on the conductor 
surface (crystalline hoarfrost).

4.3. Correlation between the identified events with 
hoarfrost corona losses and weather parameters  

Weather parameters were extracted from the weather 
database. In Fig. 12 this data is presented for each 
weather parameter separately and the events identified 
as possible hoarfrost events are marked by red circles 
(the 11th –12th of April 2017, the 15th –16th of April 2017 
and the 23th of April 2017). It is clearly seen that the 
correlation with the weather parameters typical for the 
hoarfrost events (Section 4.2) and the events identified 
using the proposed methodology (Section 3) is high. 
All probable hoarfrost events are within the first set of 
weather parameters described in Section 4.2. This finding 
allowed application of the proposed methodology for the 
extended measuring period from the 1st of January 2015 
to the 17th of June 2017 (i.e. more than 2 years). 

The simplified flow-chart summarizing the described 
step-by-step procedure is presented in Fig. 13. 

intensity and wind speed. These weather records were 
obtained from weather stations located nearby both ends 
of the transmission line in question (stored in databases 
with hourly sample rate). The averaged values of weather 
parameters were used for the analysis, however to 
increase the accuracy further, the weather profile along 
a line based on high resolution data would be desirable. 
Fast development of modern weather measurements and 
modelling would allow this in the near future. 

4.2. Weather parameters typical for the events with 
hoarfrost corona losses 

Based on earlier laboratory and field investigations 
two ambient temperature intervals, when the hoarfrost 
crystals are grown on conductors, were identified as: 
-3°C to -5°C and -15°C to -20°C. It is important to note 
that the corona losses do not depend on the conductor 
temperature but upon the type of ice on the surface of the 
conductor (accreted glaze or rime ice, hoarfrost, snow, 
etc.). The complete set of weather conditions related to 
the highest corona losses have been discussed in details 
in [8].  

According to [8] the highest corona losses can be 
expected during two sets of weather parameters:

1) Conductor temperature between -4°C and + 2°C:
•	 dewpoint	temperature	between	-9°C	and	0°C;
•	 relative	humidity	94-97%;	
•	 low	wind	speed	(below	3	m/s);
•	 precipitation	intensity	below	0.6	mm/h;

Fig. 12 Available weather parameters measured during April 2017:  
a) dewpoint temperature; b) relative humidity; c) precipitation intensity; d) wind speed.
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5. Main findings from calculations 
of hoarfrost corona losses from 
2-years operating measurements
A summary of findings is presented in Table 1. 

The maximum level of corona losses identified for 
the specific 420 kV transmission line during 2 years 
measurement period is about 12 MW. Assuming uniform 
distribution of these losses along the 114 km line, the 
maximum intensity is 104 kW/km for three phases 
together. Actual corona losses identified at the most 
probable hoarfrost conditions during the analyzed period of 
measurements vary between 6 MW and 12 MW resulting 
in intensity variation between 52 kW/km and 104 kW/km. 
These values are in good agreement with STRI’s earlier 
measurements at 400 kV outdoor test span, where the 
maximum intensity about 100 kW/km was observed [8]. 

The maximum level of corona losses identified for 
the specific 300 kV transmission line during 2 years 
measurement period is about 6 MW. Assuming uniform 
distribution of these losses along the 142 km line, the 
maximum intensity is 42 kW/km for three phases together. 
Corona losses identified at the most probable hoarfrost 
during the analyzed period of measurements vary between 
3 MW and 6 MW resulting in intensity variation between 
23 kW/km and 42 kW/km. 

Fig. 13 Flow-chart diagram describing the step-by-step application of the 
proposed methodology. 

Table 1: Summary of results obtained from calculations of the corona losses related to hoarfrost events

Transmission Line Year Month Day(s)
Maximum level of  

corona losses
Monthly energy losses 

due to corona
Monthly  

transmitted energy

MW kW/km GWh GWh
420 kV 2015 November 17, 29 8 70 0.68 338

December 4, 27 11 96 0.80 352

2016 January 8, 23 7 62 0.75 470

February 7, 8 8 69 0.83 378

November 4, 17, 18, 19, 20 ,22 12 104 0.95 350

December 10 6 52 0.65 395

2017 February 1, 2, 3, 5, 6, 21, 22, 27, 28 8 70 0.82 377

April 11, 12, 15,16, 23 7 60 0.18 104

300 kV 2015 December 16, 27, 30 3.3 23 0.22 56

2016 January 21, 23, 25, 27, 28 3.6 25 0.25 37

February 6-10, 14-15, 17, 20-21, 23 5.7 40 0.36 39

March 2, 6, 26-29 5 35 0.31 53

November 3-5, 9, 11,18-21, 27, 29 5.7 40 0.28 45
December 4, 6, 9, 24, 27 4 28 0.31 36
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All hoarfrost events identified using the proposed 
methodology based on operational data were well 
correlated with the weather sets typical for hoarfrost, 
thus confirming that the methodology works well for 
large volumes of data. 

6. Conclusion
A promising methodology for the calculation of 
corona losses from operating measurements at the 
both ends of transmission lines was developed on 
step-by-step basis. Using the developed methodology 
it was possible to reveal the events, when the high 
corona losses occur due to the hoarfrost. 

The levels of corona losses obtained using the 
proposed methodology are quite in line with the results 
from previous studies made at STRI at the test span 
and with international experience using operational 
data (mainly from Sweden and Russia). The proposed 
methodology was first verified using a 2 month data 
period and later using 2 years of operational data from 
two transmission lines (300 and 420 kV). The next 
step of development is seen as detailed analysis of the 
hoarfrost events and respective weather parameters 
in order to create a prediction system for hoarfrost 
events and relevant countermeasure procedures. 
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Abstract
Previous studies conducted by the authors on the 
aerodynamic performance of turbine blades have shown 
unfavourable effects of externally mounted lightning 
down conductors. Owing to this, one could ask whether 
or not externally mounted lightning down conductors 
could linearly affect the power performance of the whole 
wind turbine as well. Therefore, this paper presents a 
study of the power performance of one wind turbine with 
an externally mounted lightning down conductor. An 
untwisted blade profile of NACA 4418 with and without 
external conductor was used on the full wind turbine 
model. Numerical simulations were carried out on turbine 
power output derived from Blade Element Momentum 
(BEM) theory. The results are compared and discussed. 
The preliminary results indicate that degradation in power 
performance may not be significant.

Nomenclature

a Axial induction factor  σ' Local solidity
a’ Angular induction factor θ Tangential coordinate
B Number of blades Ω Blade rotational speed
c Aerofoil chord length ω Wake rotational speed
CL Lift coefficient γ Aerofoil inlet angle
CD Drag coefficient p Pressure
CP Power coefficient P Power
D Drag force ρ Density
Fx Axial force R Blade tip radius
Fθ Tangential force T Torque
L Lift force, angular moment V Absolute velocity
Q Tip loss correction factor W Relative velocity
r Radius and radial direction x Axial coordinate
β Relative flow angle λr Local Tip speed ratio 
 onto blades
λ Tip speed ratio 

1. Introduction
There are three essential elements in a lightning protection 
system (LPS) for a wind turbine, which are; lightning 
receptors (also called air termination points), lightning 
down conductors (runs through the blade) and grounding 
in the soil [1, 2], as depicted in Fig. 1. 

Fig. 1 Typical Lightning Protection System for Wind Turbine – adapted from [3]

According to the standards [1], [2], the lightning down 
conductor may be installed either on the internal or 
external side of the blade. Despite the choices available, 
manufacturers have opted to install the down-conductors on 
the internal side of a blade surface in order to preserve the 
aerodynamic performance of the blades’ surfaces (referred 
to as aerofoil surfaces by  aerodynamicists) [1], [2], as 
illustrated in Fig. 2. However, by having an internal down 
conductor, other problems occur (e.g. blade disintegration, 
burn) due to the impact of lightning strikes [1].
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2.1 Blade Element Momentum (BEM) Theory – 
Brief Concept 

The blade element momentum (BEM) theory is commonly 
used to analyse the aerodynamic performance of the 
whole wind turbine and also blade design. BEM theory 
is a combination of blade element and blade momentum 
theories. In short, blade element theory analyses the 
aerodynamic forces generated by lift and drag coefficients 
at various aerofoil sections (i.e. elements) along the 
blade whereas blade momentum theory examines the 
momentum balance on a rotating annular stream tube 
passing through a turbine. The latter is briefly explained 
below followed by the former.

2.1.1 Blade Momentum Theory

In general, the wind flow field interacts with the wind 
turbine rotor as it passes through it and thus transfers 
energy from the wind to the rotor. This behaviour may 
conveniently be analysed by introducing the actuator disc 
concept which is based on blade momentum theory. This 
concept in relation to wind turbine is to replace the real 
turbine (i.e. rotor) with an imaginary permeable disc as 
illustrated in Fig. 3. Fig. 3 shows four points involved in 
this concept.

The basic idea of this concept is governed by the balance 
of mass and momentum conservation (i.e. axial and 
tangential momenta) as a result of rotational movement 
(i.e. turbine rotor) and the changes of the wind flow field 
when it passes through the turbine. In other words, it is an 
interaction between the wind and the rotor from upstream 
to downstream. Furthermore, this concept comes with the 
following assumptions:
•	Homogenous,	inviscid	and	incompressible	flow
•	Uniform	force	and	pressure	over	the	disc	or	rotor	area.
•	No	obstruction	in	the	wind	flow	field	either	upstream	

(afore rotor) or downstream (abaft rotor).
•	A	non-rotating	flow.
•	An	infinite	number	of	blades.

At the moment, the authors have not found any literature 
in the public domain that quantifies the effect of having 
external down conductor on a wind turbine blade especially 
on aerodynamics and power performance. The authors 
have therefore performed aerodynamic performance 
studies on a single wind turbine blade with an externally 
mounted lightning down conductor. Previous studies have 
shown that this causes unfavourable aerodynamic effects 
[4]-[8]. 

However, the effect on the power performance, of the whole 
wind turbine, of externally mounted down conductors 
has yet to be investigated. The aim of this paper is to 
investigate whether or not the reduction of aerodynamic 
performance of a blade and power performance of a full 
turbine are linearly related. 

In the following sections, this paper will provide a concise 
background on Blade Element Momentum (BEM) 
Theory where the power performance of a wind turbine 
(the whole turbine) will be derived from it. The paper 
then discusses the numerical modelling methodology. A 
study	conducted	on	a	clean	blade	is	first	presented.	Using	
a similar numerical modelling methodology, simulations 
have been extended and investigated on aerofoils fitted 
with protrusions (i.e. down conductors) at 1m from the 
leading edge of the aerofoil. The results are discussed and 
conclusions are drawn.

2. Concise background on Blade 
Element Momentum (BEM) 
Theory
The fundamental description concerning blade element 
momentum theory and wind turbine power outputs 
are concisely presented in this section so as to provide 
an overview of the subject under investigation. Further 
information on the above-mentioned sub-topics is widely 
available in textbooks [9]-[18].

Fig. 2 Typical Lightning Receptors and Internal Down Conductor System Installation – 2D view (i.e. a, 
a’) from blade’s root, adapted from [1], [2]
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                                         (5)

2.2 Blade Element Theory

Up	to	this	point,	the	momentum	theory	is	explained	briefly	
as applied to a horizontal wind turbine blade. However, the 
effects of the blade geometry characteristics have yet to be 
considered. To account for the blade geometry blade element 
theory is introduced. This involves dividing up the blade 
into sections (i.e. elements) along the length of the blade 
(usually between ten and twenty elements) and calculating 
the aerodynamics characteristics at each one. Since the 
blade is divided into elements, each element experiences 
slightly different rotational speed, different chord length 
and a different twist angle. These are illustrated in Fig. 4 
and Fig. 5 respectively. The aerodynamics performance 
of all of the individual elements is then determined by 
numerical integration along the blade span. This theory is 
based on the following assumptions:
•	No	aerodynamic	 interaction	between	different	blade	

elements.
•	The	forces	on	the	blade	elements	are	solely	determined	

by lift and drag coefficients.

Fig. 4 The Blade Element Model

Fig. 5 Rotating Annular Stream Tube: notation

Fig. 3 Actuator Disc Concept

Equations (1) and (2) are the equations for axial and 
tangential force from blade momentum theory.

a) Axial force

                                     (1)

b) Tangential force

                                           (2)

2.1.1.1 Tip Loss Correction

In actuator disc theory, as previously explained, the flow 
is assumed to be radially uniform. However, in practice 
where there are a finite number of blades, there are flow 
discontinuities (i.e. wind flow field losses) between before 
and after the disc (i.e. blades). Owing to this, the losses 
can be accounted for by means of a correction factor Q 
where the ratio varies between 0 and 1 and characterises 
the reduction in forces along the blade. 

                            

(3)

The Eq. (1) and (2) are rewritten to include this factor and 
are given in equations (4) and (5):

                                        (4)
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2.3 Equations for Blade Element Momentum (BEM) 
Theory

As mentioned earlier, BEM theory is a combination 
of both momentum and elements theories. Therefore, 
equations (4) and (5) are equated with equations (6) and 
(7). Hence, the following useful relationships arise:

                                    
(11)

                                    
(12)

3. Numerical and modelling 
techniques
The numerical technique utilised in this investigation 
is explained in this section. Furthermore, the modelling 
technique of the investigation is also presented. 

3.1 Numerical Technique - Q-Blade Software

The Q-Blade software [19]-[21] has been developed by 
the	 Technical	 University	 of	 Berlin.	 It	 is	 developed	 as	
open source software for the simulation and design of 
wind turbines; hence, it is freely distributed under general 
public license (GPL) in order to facilitate research on 
wind turbines worldwide. It utilises BEM theory for the 
simulation of horizontal axis wind turbines (HAWT) and 
a double multiple stream tube (DMS) theory for vertical 
axis wind turbines (VAWT). One of the advantages of this 
software is that it comprises all the functionality required 
for analyse of the aerodynamic performance of the whole 
wind turbine and also blade design without the need to 
import, convert or process data from other sources. The 
functionality of this software includes the following 
modules:

•	Aerofoil	design	and	analysis
•	Lift	and	drag	polar	extrapolation
•	Blade	design	and	optimisation
•	Turbine	analysis

3.2 Modelling Technique

3.2.1 Modelling Configuration 

In Q-Blade software, modelling is configured as shown 
in Fig. 7. The arrows between the modules show the 
dependencies among them. Any available aerofoil 

2.2.1 Relative Flow

The data for lift and drag coefficients for various aerofoils 
are readily available from wind tunnel testing where most 
of the tests are done with the aerofoil stationary. However, 
to obtain a more accurate and practical estimate of the 
aerofoil performance the flow, as in practice, is slightly 
turned as it passes over the aerofoil as depicted in Fig. 6.

Fig. 6 Flows and forces on the turbine blade

The equations for the blade element method as listed in 
equations (6) and (7)

a) Axial force

          
(6)

b) Tangential force

       
 (7)

Where	σ’	is	called	the	local	solidity	and	is	defined	as:

                                                                        
(8)

Furthermore, using Eq. (7), the power coefficient Cp can 
be obtained directly from equations (9) and (10)

                                               
 (9)

                 
(10)
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and without protrusions with respect to wind speed). The 
design was based on a theoretical design incorporating 
a single aerofoil throughout and it was not intended to 
replicate actual turbine blade design. It was designed 
in order to investigate the overall power performance 
of a wind turbine with and without protrusion not as an 
exercise in efficient turbine design. The results of power 
performance were then used for comparison with a model 
with protrusions (i.e. with down conductors). 

3.2.1.1 Model with protrusions – Protruded Aerofoil Surfaces

A turbine, of the same specification, was used for power 
performance modelling with protrusions on the aerofoil 
surface. The protrusion’s (i.e. down conductor) dimension 
was configured to comply with the typical cross section 
(i.e. 50 mm2) as recommended by IEC 61400-24 [1]. This 
was easily achieved by configuring it as a rectangular 
shape of 1 mm height and 50 mm width (i.e. no bevelling 
at the edge of the rectangle). This ensured that the worst 
scenario was considered. The protrusion was configured 
at 1m from leading edge in the span wise direction for 
the upper and lower aerofoil surfaces and is referred to as 
‘Single Conductor’ whereas the former model is referred 
to as ‘Clean’ (i.e. without protrusion).

4. Simulation results and 
discussions 
For space economy, the most significant results only are 
presented in this paper. The variation of power coefficient 
as a function of wind speed for both cases of ‘Single 
Conductor’ and ‘Clean’ are as plotted in Fig. 8 Power 
Coefficients of Wind Turbine with (i.e. Single Conductor) 
and without protrusions with respect to wind speed. The 
result indicates that power performance of the ‘Single 
Conductor’ started to decrease as the wind speed reaches 
between 6m/s and 13m/s (nominal wind speed for the 
designed turbine, see Fig. 9 Power Performance Curves 
of Wind Turbine with (i.e. Single Conductor) and without 
protrusions with respect to wind speed) due to a reduction 
in the lift to drag ratio. This reduction was anticipated 
since the presence of protrusions at 1m from the leading 
edge which causes an increase in turbulence. Despite this 
adverse effect, both ‘Clean’ and ‘Single Conductor’ are in 
good agreement in the low wind speed region. 

The variation of the wind power performance curve as a 

profile can be modelled. When the chosen aerofoil is 
modelled, it will first be simulated to find its aerodynamic 
characteristics (i.e. Lift and Drag Coefficients). During 
operation an HAWT can experience stall at very low and 
high angles of attack, hence, the results of lift and drag 
coefficients	will	be	extrapolated	through	360˚.	Then	the	
wind turbine rotor is configured in blade design where it 
allows modifications to chord length, twist angle, edgewise 
or flapwise blade curvature, azimuthal angle and the twist 
axis of each individual aerofoil section at different radial 
locations. In addition, the type of power regulation (i.e. 
stall, pitch, prescribed) and rotational speed (i.e. single, 
two steps, variable) need to be defined. Furthermore, 
additional parameters such as cut in and cut out velocity 
and generator efficiency also need to be defined. When 
the parameters have been defined, all simulation results 
are analysed in post processing. The results are visualised 
in terms of the power performance over a range of wind 
speed and also the annual energy production for a given 
Weibull wind speed distribution is produced. 

Fig. 7 General overview of modules in Q-Blade software

 

3.2.1.1 Model without protrusions – Clean Aerofoil Surfaces

An NACA 4418 aerofoil profile was selected [10] for 
all simulation cases (i.e. with and without protrusions). 
In addition to the modelling of the complete turbine 
configuration simulation was of the clean aerofoil was 
carried out. The results (i.e. lift and drag coefficients) 
for both simulation and experiment [10] were compared 
for validation and verification purposes. It was found 
that both were in good agreement. Then, a fictitious 
wind turbine (with three blades) was configured for 
3MW power output, pitch regulated, with 50m blades. 
For simplicity the blades were designed untwisted. The 
chord lengths were varied from 5m (near the root of the 
blade) to 1m (at the tip of the blade). This turbine was 
designed to operate at a nominal 10rpm and design wind 
speed of 13m/s. It’s cut in and out wind speed were 3m/s 
and 20m/s respectively (see Fig. 9 Power Performance 
Curves of Wind Turbine with (i.e. Single Conductor) 
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blade may be required to fine tune power performance of 
the wind turbine whilst safeguarding it from disastrous 
lightning impact.
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function of wind speed for both cases of Single Conductor 
and Clean is as plotted in Fig. 9 Power Performance 
Curves of Wind Turbine with (i.e. Single Conductor) and 
without protrusions with respect to wind speed. It can 
be seen that the power performance curve of the ‘Single 
Conductor’ started to reduce when the speed reaches 6m/s. 
Under	normal	operation	at	a	moderate	wind	site	(Weibull	
parameters	of	k	(scale)	=	2,	A	(shape)	=	6.2)	in	the	UK,	
the ‘Clean’ wind turbine produces an annual yield of 
approximately 5325 MWh. With a current Feed-in Tariff 
(as of September 2017) [22] for an installed wind capacity 
exceeding 1.5MW of £0.81/kWh, hence, this turbine 
generates revenue roughly £4.3million a year. On the other 
hand the ‘Single Conductor’ wind turbine produces an 
annual yield of approximately 5092 MWh and therefore 
generates around £200k less revenue in comparison to 
the ‘Clean’ turbine. Previous work carried out by the 
authors [4]-[8] shows that there is approximately 30% 
reduction in the aerodynamic performance of a similar 
setup (i.e. Single Conductor). Despite this large reduction 
in the aerodynamic performance there is only about 4.3% 
reduction in the power performance. 

5. Conclusions
A study on the power performance of an external 
lightning protection system for wind turbine blades has 
been presented by considering clean and single conductor 
arrangements.

A turbine fitted with a single conductor had very minimal 
change in power performance when compared to the 
power performance of a clean wind turbine. Hence, this 
minute reduction may not be significant in comparison 
to the maintenance cost and downtime that are needed 
for blades damaged by lightning impact.  Furthermore, it 
is worth noting that the results achieved are on a blade 
which is untwisted with a single aerofoil profile and 
constrained by the assumptions of BEM theory. Hence, 
further investigation is required on blade designs where 
blade twisting and different aerofoil profiles along the 

Fig. 8 Power Coefficients of Wind Turbine with (i.e. Single Conductor)  
and without protrusions with respect to wind speed

Fig. 9 Power Performance Curves of Wind Turbine with (i.e. Single Conductor)  
and without protrusions with respect to wind speed
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Abstract:
This paper presents two methods for frequency control 
of onshore AC grids from offshore wind power plants 
(OWPPs) connected to a multi-terminal DC (MTDC) 
grid. The first method is based on communicating the 
onshore frequency to the OWPP and the other voltage 
source converters (VSCs) in the MTDC grid. The second 
method is based on a coordinated strategy between the 
VSCs in the MTDC grid, where the onshore frequency 
is replicated at the offshore grid using additional control 
blocks implemented locally at the VSCs of the MTDC 
grid. The proposed control methods are first verified 
through simulations on a test set up with an OWPP 
connected to a three-terminal DC grid using DIgSILENT 
PowerFactory and then validated experimentally on a 
laboratory scaled three-terminal DC grid. The simulation 
and experimental results prove that, with the proposed 
control strategies, OWPPs and the VSCs in the MTDC 
grid can participate in frequency control and support the 
onshore grid frequency stability. 

1. Introduction
During recent years, there has been increased penetration 
of offshore wind power plants (OWPPs) into the power 
system, and this trend is expected to continue in the 
near future [1]. Traditionally, the power output from 
offshore wind power plants (OWPPs) is transmitted to the 
shore using AC transmission system. High voltage AC 
transmission system provides better availability with the 

long technical track record and low failure rates. However, 
there are restrictions on the use of this technology for 
power transmission between different synchronous areas. 
Furthermore, charging current limits the length of AC 
cable without reactive power compensations. Considering 
these limitations, the voltage source converter (VSC) 
based high voltage DC (HVDC) technology system could 
be a better solution to transmit power between different 
synchronous areas and for OWPPs integration as it offers 
the advantages of transmitting higher power over long 
distances with full controllability [2],[3]. Moreover, VSC 
HVDC system is also being used to interconnect two 
different synchronous areas [3]. The trend is also growing 
to interconnect OWPPs with different synchronous areas 
and OWPPs using VSCs to form a multi-terminal DC 
(MTDC) grid [3].

Some of the MTDC grid projects with overlaying AC grids 
have been developed in the past few years. The examples 
of such systems are Hydro-Quebec-New England MTDC 
project in Canada and North-East project in India based 
on Line Commutated Converter (LCC) technology [4]. 
In 2013, the first pilot project on VSC based 3-terminal 
DC grid was implemented in China integrating the wind 
power plants (WPPs) in Nan’ao Island (100 and 50 MW) 
to the mainland AC grid at Scheng station (200 MW) in 
China [5]. In 2014, a 5- terminal Zhoushan DC grid with 
converters rated at 500 MW, 300 WM and three converters 
of 100 MW capacity was implemented in China [6]. 
Another interesting MTDC grid is being planned in the 
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effective inertia of the power systems and that may lead 
to a lower frequency nadir point, or load shedding, for 
a significant infeed/generation loss in power systems. 
Therefore, along with the primary frequency control, fast 
primary frequency control reserves, which act faster than 
primary frequency control reserves and provide service 
for few seconds after the frequency event (providing 
inertia), are needed to limit the frequency nadir [14].

Fig. 1. Three-terminal HVDC grid layout

Another challenge with the OWPPs in the HVDC/MTDC 
system is that they do not respond to the frequency events 
in the associated onshore AC grid due to the power 
electronic interfaces. Hence, there are two methods 
proposed in the literature which make the OWPPs 
participate in frequency control [15]-[18]. The first method 
is called ‘communication-based frequency control,’ where 
the OWPP and HVDC converters in the MTDC system 
participate in the frequency control based on the frequency 
signals received through communication channels from 
the affected onshore AC grid [15]. In general, the onshore 
frequency is communicated either to the offshore HVDC 
converter or OWPP. In the present work, the onshore 
frequency is communicated to OWPP. The method 
presented in [15] is limited to two terminal HVDC system 
and to under frequency events; therefore the impact 
of frequency control on DC grid cannot be identified. 
However, the reliability of communication-based method 
can be bit challenging when the DC grid has more terminals 
with onshore converters and OWPPs; hence a need arises 
to look for alternative options. Furthermore, a controller 
based exclusively on communication limits the reliability. 
The second method is called ‘coordinated frequency 
control’ which in this paper is based on a communication-

United States, called as Atlantic Wind Connection (AWC) 
which aims to transmit the offshore wind energy along 
the coast of the mid-Atlantic region beginning in northern 
New Jersey and extending until southern Virginia to 
the onshore AC grid in the respective areas. The AWC 
projects would enable up to transmission of 7000 MW 
offshore wind power to the onshore AC grid [7]. In China, 
A 4-terminal Zhangbei DC Grid in Bi-pole configuration 
with 3000 MW, +/- 500kV is planned to be commissioned 
by 2021 to transmit wind, solar and hydropower from 
Zhangbei, Kangbau, and Fengning to the load center 
at Beijing [8]. Later, the DC Grid will be upgraded to 
7-terminals. In Europe, there was a plan for 3 –terminal 
DC grid, called South-West Link, with two terminals 
in Sweden and one terminal in Norway. However, the 
planned DC link between Sweden and Norway has been 
cancelled by Norway; therefore, the project is restricted to 
two terminals in Sweden [9]. The initial plan for Krieger’s 
Flak Combined Grid Solution [10] was interconnection 
of Krieger’s Flak OWPPs into the AC grids of Denmark 
and Germany which are two different synchronous grids 
forming 3-terminal DC grid, somewhat analogous to 
the configuration shown in Fig.1, so that power from 
the OWPPs can be transmitted to either Denmark or 
Germany. Also, the DC interconnector between Denmark 
and Germany can be used for power transmission, in 
case of low/no power from OWPPs. However, due to 
economic reasons, the plan has been turned down, and 
the AC transmission solution, with back to back HVDC 
connection in Germany, has been chosen. Similarly, there 
have been studies performed analyzing the possibility for 
MTDC grid to integrate OWPPs at Dogger Bank to Great 
Britain electricity network using 4-terminal DC grid [11]. 
Moreover, the MTDC grids which interconnect OWPPs 
and different AC grids are being planned and expected to 
be installed in near future. In this regard, CIGRE working 
group B4-55 is formed and provided useful guidelines 
for point to point and MTDC grid connection of OWPPs 
including the suggestions on frequency control from 
OWPPs and other grid code requirements [12]. 

However, increased penetration of wind power plants 
(WPPs) into the power system poses several challenges 
to its operation and stability [3], [13]. Among them, 
frequency control is one of the crucial concerns for the 
transmission system operators (TSOs) [13]. In particular, 
increased penetration of OWPPs leads to the reduced 
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AC grids, shown in Fig. 1 below, is used to for the study. 
Root mean square (RMS) models for WPP, HVDC 
converters, cables, and transformers have been used 
for the investigation and implemented in DIgSILENT 
PowerFactory [22]. In this work, an attempt is made to 
prove that frequency control is possible with the two 
frequency control methods. In case of coordinated control, 
the frequency event in one AC grid is replicated at other 
AC grid through the DC grid voltage imbalance. In case of 
communication-based frequency control, the converters 
of the DC grid exchange frequency information of their 
associated AC grid using the dedicated communication 
channels, as shown in Fig.1. For the coordinated frequency 
control, additional controls at the HVDC converters are 
used instead of these communication channels. In the 
following subsections, a brief description of the onshore 
and offshore HVDC converter control, OWPP control, 
and required additional controls needed for frequency 
control are given. 

The type of DC grid connection arrangement shown 
in Fig.1 can be called as Delta connection, as there is a 
separate transmission system between each converter 
station of the DC grid. Although the Delta connection has 
more reliability, sometimes it is not economically feasible. 
In such conditions, a T-connection between the three 
converters may be preferred, where the cable from OWPP 
(Conv-2) is connected to the cable between the other two 
AC grids (Conv-1 and Conv-3). The performance of the 
controllers is not very sensitive to the DC grid connection 
type.

2.1 Onshore HVDC Converter Control

The Conv-1 and Conv-3, in Fig.1, are the onshore 
HVDC converters connected to the AC grid-1 and grid-3, 
respectively. VSCs can control active and reactive powers 
independently [23]. For active power control, the droop 
method is used to share the responsibility among the two 
onshore VSCs in maintaining the active power balance in 
the DC grid. Hence, they operate in active power control 
with a DC voltage droop, whose value is set by the  
“Vde ─ P droop controller” and these controllers are shown 
in Fig.2 below. Similarly, the ‘Reactive Power Control 
Loop’ in Fig.2 controls the reactive power output of the 
converter. The converter also has additional control loops 
to accommodate frequency control, and the corresponding 
details are explained in Section 3. 

less scheme, where the onshore frequency is replicated at 
the offshore grid through supplementary control blocks 
implemented locally at the VSCs in the MTDC system 
[16]-[18], instead of using the communication channels 
within the MTDC grid. The coordinated frequency 
control from a wind power plant (WPP) in a two-terminal 
HVDC system has been validated experimentally using a 
laboratory scale test set up in [19]. However, these tests 
are limited to under frequency events and to a point to 
point HVDC system. A simple power-voltage droop test 
on a three-terminal HVDC system has been performed 
on an experimental test set up in [20], [21]. However, 
the WPP model and frequency control issues were not 
discussed in these papers. Also, very little literature is 
presenting comparisons between communication-based 
and coordinated frequency control methods in MTDC 
grids.

The focus in this paper is therefore on these two frequency 
control methods, which are studied and compared by 
performing the frequency control test on an OWPP 
connected through a three-terminal HVDC system. The 
main objective is to analyze these two methods and to 
validate the use of DC voltage as an indicator for system 
imbalance in the AC grid. The frequency control methods 
are tested both for under and over frequency events created 
in the test power system with the help of time domain 
simulations using DIgSILIENT PowerFactory. Moreover, 
the simulation results are validated experimentally by 
performing the frequency control tests on a laboratory 
scale three-terminal DC grid test set up. The paper is 
organized as follows: Section 2 describes the traditional 
control methods for the MTDC system with OWPPs. 
The proposed methods for frequency control from 
OWPPs in the MTDC grid are described in Section 3. 
The description of the laboratory scale MTDC test set 
up and the implementation of the proposed frequency 
control methods are given in Section 4. The simulation 
results and experimental validation for both frequency 
control methods are presented in Section 5, followed by 
concluding remarks provided in Section 6.

2. MTDC Grid for the Study and 
its Control
The three-terminal HVDC grid interconnecting two 
onshore (AC grid-1 and AC grid-3) and one offshore 
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include the dynamic features, such as aerodynamic model, 
pitch control, and active power control, relevant for the 
study of the frequency control from WPPs [26]. The active 
power reference generation part of the WT active power 
controller is shown in Fig.4 below. The maximum power 
point tracking (MPPT) table generates optimal power 
reference  for the WT power controller in normal 
operating conditions. This power reference is adjusted to 
be frequency initiated power reference , which is 
higher or lower than  depending on under or over 
frequency events.  mainly depends on the modulated 
power reference  generated by the frequency 
controller depending on the selected method of the 
frequency control and base power . The selection of 

 depends on the duration of active power support for 
frequency control, which is further explained in section 3.2.

2.2 Offshore HVDC Converter Control

The Conv-2, in Fig.1, is the offshore VSC connected 
to offshore AC grid (i.e., AC grid-2). This converter 
exchanges the power generated by OWPP to the DC grid 
by controlling the offshore AC voltage and frequency, as 
shown in Fig.3 below. The converter has additional control 
loops to assist frequency control as explained in Section 3.

2.3 Offshore Wind Power Plant Model

The OWPP is modelled as an aggregated IEC Type-4 wind 
turbine (WT) based on the aggregation method given in 
[24]. The Type-4 WT model used in this study is based 
on the generic approach proposed by the IEC Committee 
in IEC 61400-27-1 [25] for the short-term power system 
stability studies. Additionally, this model is extended to 

Fig. 2. Onshore HVDC converter control

Fig. 3. Offshore HVDC converter Control
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3.1 Communication based Frequency Control

In this method, the HVDC converters in the MTDC grid 
exchange the measured frequency signal of its own AC 
grid with each other, using the dedicated communication 
channels depicted in Fig.1. Any frequency event at AC 
grid-1 is thus communicated to both Conv-3 at AC 
grid-3 and OWPP at offshore AC grid, respectively. 
The “Communication-based Frequency Control Loop” 
depicted in Fig.2 and Fig.4 for Conv-3 and OWPP 
generates additional power references,  and 

, respectively, based on the received frequency 
signal of onshore AC grid-1. The sequence of events of 
communication-based frequency control, for an under-
frequency event at AC Grid-1, is shown in Fig.5. The AC 
grid-1 frequency is communicated to Conv-3 and OWPP 
through the communication channels (step 2 &3). Once 
the detection of an under frequency, the “Communication-
based Frequency Control Loop” depicted in Fig.2 at 
Conv-3 sends additional active power reference to the 
Conv-3, which in turn supplies more power to DC grid 
(step 3) if the initial power direction of Conv-3 is from 
AC to DC (step 4). If the initial power direction is from 
DC to AC, then its magnitude will be reduced compared 
to steady state power flow. Similarly, the OWPP also 
supplies additional power to the DC grid once it detects 
the change in frequency of the AC grid-1 (step-5). This 
additional power in the DC grid will be shared by Conv-1 
and Conv-3 according to their DC voltage droops, 
in Fig.2. Therefore, some portion of this excess power is 
supplied to the AC grid-1 by Conv-1, thereby participating 
in the frequency control.

3. Frequency Control Methods
The communication-based and coordinated frequency 
control methods are explained in this section. The sequence 
of events for an under-frequency event at AC grid-1 for 
communication-based and coordinated frequency control 
methods, shown in Fig. 5 and Fig. 6 respectively, are 
explained in the following sub-sections.

Fig.5. Sequence of events for communication-based frequency control

Fig.6 Sequence of events for coordinated frequency control

Fig. 4. Active power reference generation for WT power controller
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to the DC voltage variation measured at its terminals 
as given in (2) and (3), where  is the offshore 
frequency during normal conditions and  is the 
offshore reference frequency considering DC grid voltage 
variation. 

                                                             (2)

                                                                 (3)

The power reference of the WT power controller  , 
hence OWPP, is then updated with the contribution 

from the “Coordinated Frequency Control 
Loop” shown in Fig.4, according to (4).

                                                     (4)

The  is called as OWPP’s base power and can be 
obtained in two different ways depending on the operating 
scenario of the OWPP. In general, for applications of 
extended active power support from OWPPs, i.e., for 
primary frequency control applications (time frame is 
from few seconds to minutes), the OWPP is operated 
with certain power reserve so as to utilize this power in 
case of under frequency events. This type of operation 
is called down-regulation mode or curtailed operation 
mode. In that case,  is equal to the curtailed value 
of the . In this work, a 10% curtailment is chosen; 
therefore the value of the [D] in Fig.4 is equal to 0.9. 
However, for applications where extended active power 
support from OWPPs is not required, for example, fast 
primary frequency control or inertia support, the OWPP is 
required to provide the active power support only for few 
seconds and do not require extended support. Therefore, 
the magnitude of curtailment can be reduced, or OWPP can 
be operated at its optimal power without the curtailment 
depending on the wind speed. In such cases  
is equal to  and the WPP is overloaded above its 
optimal operating point for the duration of inertia control 
period by utilizing the kinetic energy of the WTs. In case 
of above-rated wind speeds, the additional aerodynamic 
energy in the wind can be utilized by changing the pitch 
angle to provide the fixed amount of overloading power; 
therefore, the OWPP reaches to its pre-operating point 
quickly once the overload is released [27]. However, at 
below-rated wind speeds, overloading the WTs results 
in a drop in the speed of the WTs due to the difference 
in mechanical power input and electrical power output; 

3.2 Coordinated Frequency Control

In coordinated frequency control method, the onshore AC 
grid frequency (of AC grid-1 and grid-3) is replicated at 
offshore AC grid according to the DC voltage variation. 
The sequence of events of coordinated frequency control 
method, for an under-frequency event at AC grid-1, is 
given in Fig.6. Once the under-frequency event is detected 
at AC grid-1 (step 2), an additional power reference is sent 
to the Conv-1 by its coordinated frequency controller (step 
3); therefore the power supplied by Conv-1 is changed. 
This process, in turn, results in the decrease of DC grid 
voltage (step 4). Thus, the power output by the Conv-2 is 
changed due to the natural action of its DC voltage droop 
controller (step 5). However, the OWPP cannot detect this 
change inherently; hence, the frequency of the offshore 
AC grid is changed by the Conv-2 by following the DC 
voltage change (step 6), and the active power output of 
OWPP adjusted according to the change in offshore AC 
grid frequency (step 7). Finally, the excess/deficit power 
in the DC grid is shared by the Conv-1 and Conv-3 
according to their DC voltage droops. The consolidated 
active power output of Conv-1 control the frequency of 
AC grid-1.

For example, in case of frequency event at the onshore 
converter, the “ P droop controller” of the 
“Coordinated Frequency Control Loop,” shown in Fig.2, 
provides an additional active power reference 
to the onshore HVDC converter. This power reference 
is according to the measured frequency deviation at 
the associated onshore AC grid, as given in (1), where 

and  are the reference and measured 
frequency at the onshore AC grid. 

                                        (1)

This change in power reference leads to a deviation in the 
DC grid voltage from its initial value. Therefore, the other 
onshore HVDC converters in the MTDC grid inherently 
modulate its active power reference due to “Vde ─ P droop 
controller” action, participating in frequency control. 
However, the OWPP does not detect the frequency event; 
hence mirroring onshore frequency deviation in the 
offshore AC network frequency is needed. The offshore 
HVDC converter detects this through the DC voltage 
variation at Conv-2. Therefore, the “Vde ─ foff P droop 
controller” at offshore HVDC converter, shown in Fig.3, 
modifies the offshore AC grid frequency proportional 
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that receives data from the DC grid and sends the power 
reference to be injected by Conv-2 in the DC grid. The 
frequency event in the AC grid of Conv-1 is emulated 
considering a model of a virtual test AC grid implemented 
in the DSP of the control board of Conv-1.

In actual practice, the AC grid-1 and AC grid-3 are two 
different AC grids, and Conv-1 and Conv-3 are integrated 
to them respectively. However, in the laboratory, there 
was no possibility to integrate them to two different 
AC grids at the time of the experiment. Hence, they 
are integrated into the same AC grid (i.e., to the utility 
grid). Also, it is impossible and not permitted to create 
frequency events in the utility grid using a laboratory set 
up. Therefore, to test the proposed control strategies, a 
test AC grid is emulated inside the DSP of Conv-1 and 
the frequency events are created in that test AC grid, and 
the impact of participation of HVDC converters on the 
frequency control is studied using the model of that test 
AC grid. In case of communication-based frequency 
control, the test AC grid frequency is communicated to 
Conv-3 and OWPP model, and they respond (increase/
decrease active power) based on the received frequency 
signal. In case of coordinated frequency control, the test 
AC grid frequency is sent to the ‘coordinated frequency 
control loop’ of Conv-1, where it sends additional active 
power reference to the Conv-1, which leads to change 
in the DC grid voltage. According to the change in DC 
voltage measured at its terminals, the DC voltage droop 
controller at Conv-3 modifies the active power reference 
to Conv-3. Similarly, the ‘coordinated frequency control 
loop” at Conv-2 generates new frequency reference to 
the OWPP according to change in DC voltage, based on 
that OWPP makes additional power reference to Conv-2. 
In both frequency control methods, the change in active 
power output of Conv-1 from its initial value is sent to the 
test AC grid, which in turn changes its frequency. In this 
way, using the experimental test set up, both frequency 
control methods are tested. In both methods, the Conv-1 
and Conv-3 are in DC voltage droop control mode whose 
power flow and droop settings are given in Table1-3 in 
the appendix. 

hence, the actual power output of WTs also decreases 
quickly during the overloading period. The decrease in 
generator speed further decreases the WT output power, 
hit the lower speed limit and in worst cases may even lead 
to the shutdown of the wind power plant. In this work, it is 
assumed that there is enough power reserve from OWPP 
to participate in frequency control; therefore, the active 
power support from OWPP do not significantly impact the 
dynamics of the WTs during the frequency control period. 
One case is presented for the participation of OWPP in 
coordinated frequency control when it is operating at its 
optimal power before the under-frequency event, and the 
results are discussed in section 5.2.2.

4. Laboratory scaled MTDC test 
set up
A frequency control test is performed on a three-terminal 
DC grid laboratory scaled test set up whose single line 
diagram is shown in Fig. 7 below. The primary objective 
of performing this test is to compare the two frequency 
control methods and to validate the use of DC grid voltage 
as an equivalent AC grid frequency indicator. The three-
terminal DC grid laboratory scaled test set up is composed 
of three cabinets, as shown in Fig. 8 below, and a physical 
emulation of the DC cables. The DC lines (1-2, 1-3 and 
2-3) are modelled using the PI equivalent cable, with the 
values of resistance (R) and inductance (L) illustrated in 
Table 1 below. The cable capacitance is included in the 
VSC capacitance. Each cabinet contains a three-phase 
12.5 kVA transformer, the VSC, the control board and 
the measuring boards. The VSCs are two-level converters 
based on insulated-gate bipolar transistors (IGBTs) with 
a nominal power of 5.7 kVA. The nominal AC RMS 
voltage is 230 V phase to phase. The switching frequency 
of each converter is 20 kHz and it is controlled using a 
control board based on a digital signal processor (DSP) 
F28M35 of Texas Instruments (TI). All the converters 
are physically connected to the same AC grid of the 
laboratory, which is 230 V phase-to-phase. The behaviour 
of the OWPP in the AC side of Conv-2 is emulated using a 
model implemented in LabVIEW in an external controller 

Fig. 7. Three Terminal test set up to perform frequency control test
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controller (refer Fig. 2), which then provides the additional 
active power reference  to the onshore HVDC 
converter. In case of communication-based control, 
is communicated to Conv-3 and OWPP model with a 
communication delay of 100 ms. In both methods, the 
measured change in active power output of Conv-1 due to 
the frequency control  is sent to the test AC grid 
model, thereby participating in the frequency control of 
test AC grid, as given in (6). 

                                      
 (6)

Fig. 9. AC Grid equivalent with dynamic frequency model

4.2 Implementation of OWPP Model and Control of 
HVDC Converter-2

The Conv-1 and Conv-3 operate in active power control 
with a DC voltage droop, maintaining the power balance 
in the DC grid, as explained in section 2.2. Nonetheless, 
the Conv-2 connected to OWPP operates in active and 
reactive power (P-Q) control mode instead of AC voltage, 
and frequency control mode  explained in 
section 2.2. However, the equivalent control delays which 
involved in  control mode, in case of coordinated 
frequency control, are implemented in OWPP model 
as shown in Fig. 10 below, to make the experimental 
implementation equivalent to its simulation setup. 

The HVDC Conv-2 sends the DC voltage measurement 
 to the OWPP model. The “Vde ─ foff P droop 

controller” changes its frequency based on the change 
in the DC voltage and sends the reference to the 
“Coordinated Frequency Control Loop”, which then 
generates  according to the frequency change. 
In case of communication-based frequency control, the 
frequency controller of OWPP generates  

A SCADA system is implemented in LabVIEW using 
the cRIO 9024 controller of National Instruments (NI) 
to monitor the variables of the MTDC grid, and it also 
includes the emulation of the OWPP of Conv 2. The 
OWPP emulation in the cRIO 9024 is communicated 
with Conv 2 via the Digital to Analog Converter (DAC) 
and the Analog to Digital Converter (ADC) of its control 
board and is described in section 4.2. The emulation of 
the frequency event of AC grid of Conv 1 is implemented 
by software in the DSP of Conv. 1 as described in Section 
4.1. The communication between converters in the case of 
the communication-based frequency control is achieved 
using a Controller Area Network (CAN) bus with a period 
of 100 ms.

Fig. 8. Picture of three-terminal DC grid experimental test set up

4.1 AC Grid Equivalent to create Frequency Event

As it is not possible to change the frequency of the 
laboratory AC grid, an AC grid equivalent emulation with 
a dynamic frequency model (test AC grid) based on the 
swing equation [28], shown in Fig. 9 below, is implemented 
inside the DSP of Conv-1. The change in frequency  
is zero as long as there is a balance between change in 
mechanical power input  and electrical power 
output  of the grid. The corresponding relation 
between  and  is shown in (5), where 
[H] is the inertia of the test AC grid.

                                                        (5)

A frequency event in the test AC grid can be created by 
perturbing the . In case of coordinated frequency 
control,  is sent to the onshore HVDC Conv-1 
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The frequency of the test AC grid is communicated to 
Conv-3 and OWPP with a communication delay of 100 
ms. Participation of OWPP and the other converters in 
the MTDC grid in the frequency control is studied. The 
power flow and droop parameters of the 3 terminal test 
set up (Fig.7) used in this experiment are given in Table 
2 below. In normal conditions, the OWPP, hence the 
offshore converter (Conv-2) transfers power to DC grid 
whereas the onshore converters (Conv-1 and Conv-3) 
receive power from DC grid. The positive sign of power 
flow indicates power flow from DC to AC grid and vice 
versa for the negative sign.
5.1.1 Under Frequency Event at the Test AC Grid:

The simulation results of communication-based frequency 
control for an under-frequency event at the test AC grid, 
created at time t = 6 s, is shown in Fig. 11 below. The 
test AC grid frequency, the DC voltage and active power 
of all three converters are presented. The corresponding 
experimental results are given in Fig. 12 below. It can 
be observed from these results that the participation of 
OWPP improves the frequency of test AC grid (light 
solid line) compared to No support from OWPP (Conv-
2) and Conv-3 (dashed-dotted line). It should be noticed 
that the increased active power support by OWPP (Conv-
2) into the DC grid, because of the frequency control 
action, is shared by Conv-1 and Conv-3 according to their  
“ ” constants. The increased power supply 
into the DC grid also leads to an increase in the DC grid 
voltage. The participation of Conv-3 together with OWPP 
(dark solid line) further improves the frequency response 
of the test AC grid. In this case, Conv-3 participates in 
frequency control by reducing its power export from 
the DC grid due to the action of its “fon_remote P droop 
controller.” However, Conv-3 participation together with 
OWPP further increases the DC grid voltage. 

based on the test AC grid frequency, received through 
CAN communication channels. Finally, the OWPP model 
sends the active power reference to Conv-2, thereby, 
emulating the combined behaviour of offshore HVDC 
converter and OWPP control, shown in Fig.3 and Fig.4. 

5. Simulation and experimental 
validation
The simulations of frequency control in a three-terminal 
DC grid, shown in Fig.7, have been performed using 
DIgSILIENT PowerFactory with both communication 
based and coordinated frequency control methods. The 
frequency control test is performed both for under and 
over frequency events created in the test AC grid, shown 
in Fig 9, by modifying its electrical power output . 
The simulation results are validated with the experimental 
test results, performed on a three-terminal test set up 
shown Fig 8. The results of communication-based and 
coordinated frequency control methods are discussed 
in Section 5.1 and 5.2 respectively. In both cases, an 
under-frequency event in the test AC grid is created by 
applying = 0.15 pu and an over frequency event with 

= -0.15 pu at time t = 6s. For all cases (except the case 
given in section 5.2.2), it is assumed that there is enough 
power reserve from OWPP to participate in frequency 
control either by operating the WPP in downregulation 
or curtailed mode or the wind speed is above rated speed 
hence the aerodynamic power can be utilized to generate 
additional power for frequency control.

5.1 Communication-based Frequency Control 
Method

The simulation and experimental results of 
communication-based frequency control, both for under 
and over frequency events, are presented in this section. 

Fig. 10. OWPP model implemented in in LabVIEW (only active power reference  
generation part is shown here)
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the experimental results are aligned with the simulation 
results, both for under and over frequency events while 
using the communication-based frequency control.

5.2 Coordinated Frequency Control Method

In this section, the simulation and experimental results 
of the coordinated frequency control (under and over 
frequency) from OWPPs and the HVDC converters of 
the three-terminal test DC grid are presented. A frequency 
event is created at test AC grid at time t = 6 s. The 
converters and OWPP participate in frequency control 
without depending on the communication channels in the 
DC grid. The power flow and droop parameters of the 
three-terminal set up (Fig. 7) used in this test are given in 
Table 3 given below, otherwise specified.

5.1.2 Over Frequency Event at the Test AC grid

The simulation and experimental results of the 
communication-based method for over frequency event 
are given in Fig. 13 and Fig. 14 below respectively. From 
these figures, it can be observed that the participation 
of OWPP (Conv-2) and Conv-3 improve the frequency 
of test AC grid (dark solid line) compared to two other 
cases, i.e., the participation of OWPP alone (light solid 
line) and No Support (dashed-dotted line). In this case, 
OWPP (Conv-2) reduces its power input to DC grid 
whereas Conv-3 increases its power export from DC grid 
to participate in frequency control. This power change 
causes a slight reduction in DC grid voltage as can be 
observed from Fig.13 and 14. It can be thus concluded that 

Fig. 11. Communication-based frequency control - Under frequency- Simulation Results

Fig.12. Communication-based frequency control-Under frequency- Experimental validation of simulation 
results given Fig.9
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at the test AC grid modifies the active power reference 
to Conv-1, and consequently also changes the DC grid 
voltage. The Conv-3 alters its power output due to the 
natural action of “Vdc- P droop controller,” participating 
in frequency control, whereas the OWPP modulates its 
power output based on the measured change in frequency 
at OWPP model, which is modified according to DC grid 
voltage received from Conv-2. Figs. 15 and 16 show 
that the frequency of the test AC grid is improved with 
the combined participation of Conv-3 and OWPP (dark 
solid line) compared to the other two cases, i.e., the 

5.2.1 Under Frequency event at the test AC grid

In normal conditions, the OWPP, hence the offshore 
converter (Conv-2) supplies power to the DC grid, 
whereas the onshore converters (Conv-1 and Conv-3) 
receive power from the DC grid. The simulation and 
experimental results of the coordinated frequency control 
from OWPP (Conv-2) and Conv-3, for an under-frequency 
event created at test AC grid, is shown in Fig. 15 and 16 
below respectively. 

As explained in Section 3.2, the change in frequency 

Fig. 13. Communication-based frequency control- Over frequency- Simulation Results

Fig. 14. Communication-based frequency control- Over Frequency- Experimental validation of simulation results 
given in Fig. 13
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its optimal operating point by utilizing the kinetic energy 
of the rotor for specified duration only. Due to this reason, 
the OWPP cannot participate in frequency control for a 
more extended period (e.g., primary frequency control) 
and support is limited to provide inertia based support only. 
For overloading the WT, wind speed plays a critical role 
in deciding the magnitude and duration of the overload 
and also for the recovery of the WTs after the release of 
overload [27]. Hence, for an under-frequency event at the 
test AC grid, the experimental results of overloading the 
WT for just below rated wind speed (0.93 pu) is shown in 
the Fig.17 and 18 below. Please note that the initial power 
flow at Conv-2 and Conv-3 is from AC to DC and vice 
versa at Conv-1. The WT Overloading is initiated around 
time t=6s, after detecting the under-frequency event, lasted 
until t= 16s. From Fig.17 it can be observed that, during the 
overloading period, the actual WT active power output [Pout 

participation of Conv-3 (light solid line) alone and No 
support (dashed-dotted line). Also, the participation of 
OWPP in the frequency control relieves the active power 
burden on Conv-3 by sharing the responsibility. It is 
also evident that there is a slight decrease in the DC grid 
voltage due to the coordinated frequency control action 
for under frequency events. However, the participation of 
the OWPP together with the Conv-3 in frequency control 
minimizes the reduction in DC grid voltage.
5.2.2 Under Frequency event at the test AC grid when the 
OWPP is operating at optimal power before the frequency 
event.

This scenario can be realized by keeping the “Curtailment 
Selector” switch position upward in Fig.4. In this case, as 
the WTs are operating at their optimal power output, there 
is no power reserve to participate in the frequency control. 
Therefore, the only option is to overload the WT above 

Fig. 15 Coordinated frequency control- Under frequency- Simulation results

Fig. 16 Coordinated frequency control- Under frequency- Experimental validation of simulation results 
given in Fig.15
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other onshore converter (Conv-1) receives power from 
the DC grid. The simulation and experimental results of 
the coordinated control method, for over frequency at test 
AC grid are given in Fig. 19 and 20 respectively. Similar 
to the previous case, the participation of the OWPP along 
with Conv-3 improves the response of the test AC grid 
frequency while relieving the burden on Conv-3 by sharing 
the active power support during frequency control. Also, 
the combined participation of the OWPP and the Conv-
3 minimizes the rise in the DC voltage due to frequency 
control compared to the case when Conv-3 is participating 
alone. In case of the coordinated control method also, the 
experimental results are in align with simulation results, 
both for under and over frequency events.

] is higher than its optimal power output [Popt ] to participate 
in frequency control, resulting in the decrease of WT speed 
and aerodynamic power. Once the overload is released 
the [Pout ] suddenly drops, and WT starts recovering after 
that. This sudden power drop and recovery period create 
a significant impact on the DC grid voltage and AC grid 
frequency (secondary dips in DC voltage and frequency) as 
can be observed from Fig. 18. Therefore, it is safe to have 
specific power reserves when the OWPP is expected to 
participates in frequency control for a longer duration.

5.2.3 Over Frequency event at the test AC grid

In normal conditions, the OWPP, hence the offshore 
converter (Conv-2) and one of the onshore converter 
(Conv-3) transfers power to the DC grid whereas the 

Fig. 17. Impact of overloading the WT on coordinated frequency control- Under frequency- Experimental results of WT 
Dynamics (WT operating with optimal power output) 

Fig. 18. Impact of overloading the WT on Coordinated frequency control- Under frequency- Experimental 
results of frequency (WT operating with optimal power output) 
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the number of converters participating in the frequency 
control can increase the over/under voltage in the DC grid 
due to frequency control action, depending on the under/
over frequency event, during the frequency control period, 
as observed from Fig. 11 to 14 and this tendency may be 
more for an increase in the size of DC grid. However, in 
case of coordinated frequency control, the increase in the 
number of converters participating in frequency control can 
minimize the over/under voltage resulted due to frequency 
control, as observed from Fig. 15 to 20. Please note that the 
change in DC voltage due to either of the control methods 
is still in the safe operating range of the voltage of DC grid; 
hence, this will not be a serious concern. However, the 
converters operating in DC voltage droop control (Conv-3 

5.3 Comparison between Frequency Control 
Methods

Based on the simulation results and experimental validations 
using the communication-based and coordinated frequency 
control methods, the following points are worth to consider.

For communication-based frequency control, there must be 
dedicated communication channels between each converter 
in the DC grid, which raises concerns about the reliability. 
The coordinated control, which relies on the communication-
less scheme, minimizes this risk. However, coordinated 
control increases the control complexity, particularly for 
frequency control of the offshore wind power plants. In 
case of the communication-based method, the increase in 

Fig. 19. Coordinated frequency control- Over frequency- Simulation results

Fig. 20 .Coordinated frequency control- Over frequency-  
Experimental validation of simulation results given in Fig.19
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ensures decrease of power input to DC side. In the same 
way, these controllers at the HVDC converters of onshore 
AC grid and OWPP will assist the DC grid operation by 
changing the power flow even for a fault at the converter 
supplying power to DC grid (from AC to DC ). Moreover, 
there will be signal filters at the inputs of the droop 
controllers of the converters which ensures that they don’t 
react for the fast transients in the DC grid.

6. Conclusions
Two methods for the fast primary frequency control, 
which are namely communication-based control and 
coordinated control, from offshore wind power plants in 
multi-terminal DC grid are presented in this paper. These 
control concepts are tested by performing simulations on 
an OWPP integrated to a three-terminal DC grid using 
DIgSILENT PowerFactory. Also, the simulation results 
are validated with experimental results, utilizing a three-
terminal laboratory scaled DC grid platform. The proposed 
frequency control methods are tested for both under and 
over frequency events with different power flows in 
the DC grid. It has been observed that the experimental 
results are in align with the simulation results, proving 
that the OWPP and HVDC converters in an MTDC grid 
can participate in onshore AC grid frequency control. In 
both methods, DC voltage acts a medium of imbalance in 
the associated AC grids. If the size of the DC link is small 
(2 or 3 converters, for example), the communication-
based frequency control can be preferred. However, for 
larger DC grids with more number of converters, the 
coordinated control can be preferred over communication-
based method, considering the natural participation in the 
frequency control from the converters operating in DC 
voltage droop control.
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Table 3 : Parameters of coordinated frequency control

Parameter Unit Under 
Frequency

Over 
Frequency

Base Parameters
Power flow, Conv-1
Power flow, Conv-2
Power flow, Conv-3
Vdc - P droop gain (kp) - 
Conv-1 /Conv-3
fon_local - P droop gain              
fof f -P gain  (OWPP) 

  As
pu
pu
pu

pu/pu

pu/pu

pu/pu

per Table II
0.23
-0.5
0.25
5/2.2

10

15

0.7
-0.5
-0.22
5/2.2

10

15

Table 4 : Description of Contoller variables
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Abstract
The paper addresses modeling of off-grid power systems. 
An off-grid system with a standard set of generators (gas, 
wind turbine plants, solar panels) and consumers with 
linear and nonlinear characteristics is taken as a basis. 
The greatest contribution to generation is made by wind 
generating plants. Consideration is given to an approach to 
the description of dynamic characteristics, using a section 
of Volterra integro-power series. The inputs are represented 
by a change in the wind speed and attack angle of wind 
turbine. The output is a generator shaft angular velocity. 
The previously implemented modeling algorithm was 
based on a specified combination of Heaviside functions. 
The real form of the signal differs greatly from the above 
signals. Particularly, any real physical signal has a rising 
edge and a falling edge. Consequently, we considered an 
algorithm to identify one dimensional transfer function on 
the basis of inputs that are the closest to real disturbances.

1. Introduction
The paper focuses on testing of the methods for modeling 
the dynamic operating conditions of intelligent power 
systems, based on the Volterra integral polynomials. A wide 
adoption of active-adaptive components in electric power 
systems that make it possible to control the parameters of 
the systems on-line require new mathematical algorithms. 
These algorithms are necessary for an adaptive control 
of the electric power system components. The existing 
approaches are based on linearization of nonlinear 
differential equations around an operation point and do 
not allow us to obtain a correct description of operating 
conditions other than rated ones. This is associated with 

the fact that a change in the operating conditions causes 
the need to calculate optimal coefficients of tuning the 
regulators, which is necessary due to fast operation of 
the control system. This makes it impossible to optimally 
construct a control system that could operate in the entire 
range of change in the operating characteristics of electric 
power systems.

We suggest applying the Volterra integro-power series 
to describe the output characteristics of active-adaptive 
components of the power system. This tool can be applied 
to nonlinear dynamic systems whose output continuously 
depends on the input disturbances. The universality of this 
tool lies in the fact that it allows representation of such 
a nonlinear dynamic system as a “black box”, which is 
particularly relevant in the case where it is impossible to 
state the problem by other mathematical methods. 

In this research consideration is given to an off-grid 
power system consisting of a set of various generating 
sources (gas turbine, solar panels and wind turbines). It 
is obvious that the most important for the operation of 
such systems is providing the required quality of electric 
power in the system. Therefore, the improvement of the 
system parameters requires the use of active-adaptive 
components (STATCOM).

By analogy with the previously developed algorithm  
[1-3], the Volterra integral model is constructed at the point 
of supposed connection of static compensator depending 
on the change in the load curve of consumer. 

In the paper the inputs with rising and falling edges are 
used as test signals. This makes their form approximated 
to the form of real signals.
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Fig. 2 - Flow chart for  a single-shaft gas turbine plant (UE – excitation voltage, 
V, U – voltage at the generator outlet, V, f – network frequency, Hz, P – air 

pressure at the compressor inlet, Pa, ω - angular velocity, Pi – pressure at the 
compressor outlet, Pa, F – fuel supplied to the combustion chamber, G – gas 
flow rate, MCC – gas turbine shaft resistance torque created by compressor,  

N·m , MCG – turbine shaft resistance torque created by electric generator, N·m, 
MT – turbine shaft resistance torque)

The flow chart for the solar panel is demonstrated in Fig. 
3. The flow chart for the wind turbine plant is shown in 
Fig. 4. 

Fig. 3 - Flow chart for solar panel (ES – solar energy, U1 – voltage at the solar 
panel outlet, V, f – network frequency, Hz).

Fig. 4 - Flow chart for the wind turbine plant (V- wind speed, m/s, b – attack 
angle, deg, MT - engine torque, created by wind turbine, N·m, w - angular 

velocity, rad/s, MG – turbine shaft resistance torque created by electric generator, 
N·m , UE – excitation  voltage, V, U – voltage at the generator outlet, V)

Each of the generators has their specific features to 
be taken into account to design the automated control 
system. For example, gas turbine plant makes it possible 
to completely control input parameters but has quite high 
inertia. Generation from solar panels is deterministic due 
to the lack of inertia. 

Generation from wind turbine plants is a vivid example 
of stochastic operation of generators. At the same time, 
apart from the random change in the input data such a 
generation is subject to inertia.

To this end we developed a simulation model of the 
off-grid power system. This simulation model makes 
it possible to model a change in the operation of power 
consumers and a change in the operation of generating 
devices.  Also it allows an analysis of static and dynamic 
operating conditions of the system. Owing to the modeling 
we received the curves of transient processes of a change 
in the current; total, active and reactive power.

2. Statement of the problem
The issues dealing with the selection of operating 
conditions, network configuration (in terms of sites for 
placement of generators), and reliability assessment are 
considered by us in [4, 5].

The facilities to be considered as generators are: gas 
turbine plants, wind turbines and solar panels. Also, 
consideration is given to energy storage devices, since 
the renewable energy output is stochastic, their use is 
necessary to provide the required reliability of electricity 
supply to consumers of the off-grid systems. We consider 
an isolated (off-grid) system scheme presented in Fig. 
1.The experience gained in operating the gas turbine plant 
reveals some serious problems when tuning the automatic 
control loops, namely:

1. Lack of a comprehensive approach, because power 
systems are considered separately from one another.

2. The problem of obtaining common algorithms for the 
power system control, which is related to the complexity 
of traditional mathematical tools.

Fig.1 - A scheme of an isolated (off-grid) system

We suggest the following approach to solve the above 
problems. The electricity generating systems are defined 
by the external structural input-output schemes. The flow 
chart for the gas turbine plant is presented in Fig. 2.
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Traditionally, the theory of modelling the control systems 
employs differential equations with constant coefficients. 
These equations are obtained by linearizing the nonlinear 
differential equations with variable coefficients of the most 
typical operating conditions of a certain system [10, 11]. 
This is explained by the presence of a nondeterministic 
system with distributed parameters.

In practice, the initial data are known with some error. In 
this case, as a rule, solutions to the inverse problem turn 
out to be unstable with respect to an error in the initial 
data. Therefore, to construct stable methods we use the 
theory of ill-posed problems [12].

Thus, all traditional methods are convenient for the 
research and analysis of power system operation but are 
hardly suitable for the implementation of an adaptive 
response of a control system to the real-time disturbances.

Also, such systems can be described by the system of 
linear differential equations in the neighbourhood of 
operation point [13, 14] and by the system of differential 
equations written in the normal Cauchy form (steady-
state) [15-17].

We believe that the study can involve a known 
mathematical modelling approach in which any dynamic 
system is represented as a “black box” (Fig.6). In the case, 
where the output   continuously depends  on inputs , the 
model of nonlinear dynamic system can be represented by 
Volterra integro-power series [18].

Fig. 6: The “input-output” system

Apparatus Volterra series attracted many authors [19-
23], because it can interact with a wide class of technical 
objects of type "input-output".

The studies show that wind turbine plant has the greatest 
impact on the output value y(t). And the larger the share 
of wind generation in the off-grid system, the greater this 
impact is. In this study, scalar input signals are considered. 
Generally speaking, an object of form (1) has a vector 
input consisting of two components: wind speed and 
blade angle. The larger the share of  wind generation in the 
off-grid systems, the greater the input which corresponds 
to the scalar input with a fixed blade angle b=20 (deg). 

Fig. 5 presents a subsystem of the wind turbine module 
which is described by a system of algebraic equations, 
where the input signals are represented by wind speed 
V, attack angle of turbine blade b, current coordinate 
of angular velocity ω depending on the shaft resistance 
torque.

Inertia of the rotating parts in the wind turbine is taken 
into account by the equation of dynamics  

 (1)

where MT - turbine generator shaft torque, N·m,  
MC - resistive torque created by generator, N·m , JΣ - 
total inertia torque, t - time. Generally speaking, the 
analysis of dynamic characteristics of wind power unit 
is based on the methods using differential equations. 
Most of the researches are devoted to the specification 
of characteristics of individual components of wind 
turbine [6, 7], specification of various coefficients [8] or 
consideration of a mechanical part of the turbine as an 
N-mass system [9]. 

Fig. 5: A subsystem of the wind turbine scheme (Cm - torque coefficient, ρ - air 
density, kg·m2 , V - wind speed, m/s; S - blade-swept area, m2,  R - wind wheel 
radius, m, 

 
- coefficient of wind energy use, 

 
– specific speed, 

MT  - engine torque, created by wind turbine, N·m, b – attack angle, deg, ω - 
angular velocity)
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Fig. 8. A graph of the Heaviside function 

                       
(3)

Where i is the order of the Volterra integral equation, the 
determination of kernels Ki is reduced to solving special 
first kind Volterra integral equations that allow the use 
of explicit inverse formulae [24]. To identify kernels Ki 
we will generate to the system two signals of the form: 
x+(t)=+e(t),x-(t)=-e(t), then at n=2 (2) for these signals 
will be written as:

                                      
(4)

                                                 
(5)

where y+(t), y-(t) are system output to the signals of form 
+e(t), -e(t). Considering  the input form, equations (4), (5)  
will be rewritten as follows:

                 
(6)

Qualitative character of this impact is demonstrated in 
Fig.7. Here it was assumed that gas turbine plant and solar 
panels share the rest of generation in halves.

Fig. 7. The qualitative character of the impact

Thus, it is reasonable to consider the problem of the off-
grid system modelling on the example of a wind turbine 
plant (1).

3. Volterra series for 
construction of nonlinear 
dynamic system models
To model wind turbines most effectively we suggest 
considering a method of constructing mathematical 
models of nonlinear dynamic systems. The method is 
based on representation of the system output y(t) to the 
input x(t) in the form of a functional Volterra series. This 
approach allows modeling of any dynamic object, in 
which case physical description of the real object  is of 
no importance.

We replace the approximately nonlinear dynamic system 
with the final section of the Volterra series:  

                             
 (2)

The input x(t) and output y(t) signals are the deviations 
from the stationary values x0 and y0.

Kernels of integral operators  are transient 
responses of an object and subject to preliminary 
identification by the known system outputs y(t) to the 
specified set of inputs x(t).

If to use as test inputs x(t) the Heaviside function 
combinations 
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. We find kernel K2 by 

solving equation (9):

The difference analogues of the explicit inversion formula 
(9) that are constructed on a uniform grid with the help of 
quadratures of right and middle rectangles are presented 
in the survey paper [24].

4. Identification of Volterra 
kernels in the case of smoothed 
input
In practice real physical signals have rising and falling 
edges. Consequently, it is reasonable to develop an 
algorithm for the restoration of transient responses of 
nonlinear dynamic system for new forms of signals that 
differ from form (3) and are more typical of the studied 
objects. By generating a smoothed signal we thus 
complicate the problem, since now x(0) = 0 and only the 
derivative x' (0) ≠ 0,  undergoing discontinuity, allows us 
to obtain the well-posed problem on the pair (C,C2).

Attack angle 
 

                                   

 (10)

Fig. 10.A graph of the  in (10)

              
(7)

The difference (6), (7) will result in the relationship:

 

Suppose that kernel K1 is found. Then the restoration 
problem of kernel K2 is reduced to two-dimensional first 
kind Volterra integral equation:

              
(8)

where 

Assume for test inputs x(t) a signal of form:  
x(t)=e(t)-e(t-ω) (formula (3) at (i=2).

Fig. 9. A graph of the   

Considering the form x(t), equation  (8) will be rewritten 
as  follows:

                             (9)

where 

is a discrepancy between the system output yω(t) and 
linear model: 
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Differentiate (15) with respect to parameter t twice:

 
From which 

(16)

K(t), a solution to equation (14) at, t∈[t1,T-t1] depends 
on the previously obtained solution K(t-t1). Considering 
(13), (16), we can write:

,                                           (17)

where
 .

 If , 

 we have: 

                                                        

(18)

Replace the variable of integrations s1 = t - s, ds1= - ds:  

Table II. Limits equation

s 0 t1 2t1 … N t1 t 

 t–s  t  t– t1
 t– 
2t1

… t– 
Nt1 

0

Then (18) will take the form:

                                                 

(19)

Find solution K(t) to equation (19), by differentiating both 
sides with respect to parameter t.

This form of the input signal is a test one and it is designed  
to identify transient characteristics of the object under 
study. In reality, the input signals may differ from the test 
signals and have an arbitrary form. Testing of the integral 
model constructed for inputs of an arbitrary form is given 
in [25].

Then the system output y(t) to the input x(t) with respect 
to (10) will take the form:

                                       

(11)

In the case where t∈[0,t1] equation (11), considering x(t) 
and y(t), will be written as:

                                               
(12)

Find a solution to equation (12). For this purpose it is 
necessary to find a derivative with respect to parameter

t:  and then, by 

differentiating again with respect to parameter t, we will 
obtain:

        (13)

If  then the integral in equation (13) is 

represented as a sum of two integrals:

                    
 (14)

We will replace the variable of integration. Let s1 = t - s, 
then ds1 = -ds and

Table I. Limits equation

s 0 t1 t 

 t–s t  t– t1 0

Equation (14), taking in to account the replacement, will 
take the form: 

(15)



Cigre Science & Engineering • N°10 February 2018

119

7. References 
[1] K. V. Suslov, D. O. Gerasimov, S.V. Solodusha, “Smart Grid: 

Algorithms for Control of Active- Adaptive Network Components”, 
PowerTech, 2015.

[2] S. V. Solodusha, K. V. Suslov, D. O. Gerasimov, “A New Algorithm 
for Construction of Quadratic Volterra Model for a Non-Stationary 
Dynamic“. System, IFAC- Papers Online, vol. 48, No. 11, 2015, pp. 
982-987.

[3] D. O. Gerasimov, K. V. Suslov, “A simulation model of a horizontal-
axis wind turbine”. (State registration certificate for the computer 
software No.2016610203, 2016).

[4] N.I. Voropai, K.V. Suslov, T.V. Sokolnikova, Z.A. Styczynski, P. 
Lombardi, “Development of power supply to isolated territories in 
Russia on the basis of microgrid concept”, in Proc., IEEE Power 
and Energy Society General Meeting, 2012.

[5] K.V. Suslov, “Development of isolated systems in Russia” in Proc., 
IEEE PowerTech, 2013.

[6] Z. He, J. Xu, W. Xiaoyu, “The dynamic characteristics numerical 
simulation of the wind turbine generators tower based on the 
turbulence model”, in Proc., IEEE Conference on Industrial 
Electronics and Applications (ICIEA), 2009 4th.

[7] J. Li, J. Chen, X. Chen, “Dynamic Characteristics Analysis of the 
Offshore Wind Turbine Blades”, Journal Marine Sci., vol.10, 2011, 
pp. 82-87.

[8] A. W. Manyonge, R.M. Ochieng, F.N. Onyango, J.M. Shichikha, 
“Mathematical Modelling of Wind Turbine in a Wind Energy 
Conversion System: Power Coefficient Analysis”, Applied 
Mathematical Sciences, vol.6. No. 91, 2012, pp. 4527-4536.

[9] B. Bhandari, S. Poudel, K. Lee, S. Ahn, “Mathematical Modelling 
of Hybrid Renewable Energy System: A Review on Small Hydro-
Solar-Wind Power Generation”, International Journal of Precision 
Engineering and Manufacturing-Green Technology, vol.1, No. 2, 
2014, pp.157-173.

[10] H. Saadat. “Power System Analysis”, 2nd Edition, The McGraw-
Hill Primis, pp. 528-562. New York, 2010.

[11] K. Ogata. “Modern Control Systems”, 5th Edition, Prentice Hall 
Publications, pp. 669-674. United States, 2010.

[12] S. I. Kabanikhin, “Inverse and Ill-posed problems”, Theory and 
applications, De Gruyter. German, 2011.

[13] J.M. Salamanca, O. O. Rodriguez, “LMI's control using a system of 
three power generators based on differential algebraic model”, in 
Proc.,IEEE ANDESCON, 2010.

[14] L. Chenx, J.N. Jiang, Y. T. Choon, T. Runolfsson, “A study on the 
impact of control on PV curve associated with doubly fed induction 
generators”, in Proc., IEEE PES Power Systems Conference and 
Exposition (PSCE), 2011.

[15] S. A. Al-Jufout. “Differential-algebraic model of ring electric 
power systems for simulation of both transient and steady-state 
conditions”, in Proc., 15th IEEE MELECON, 2010.

[16] X. Wang, H. D. Chiang, “Quasi steady-state model for power 
system stability: Limitations, analysis and a remedy”, in Proc., 
Power Systems Computation Conference (PSCC), 2014.

[17] X. Z. Wang, H. D. Chiang, “Analytical Studies of Quasi Steady-
State Model in Power System Long-term Stability Analysis”, IEEE 
Transactions on Circuits and Systems I: Regular Papers, 2013.

Summary, we have:

                                

(20)

Thus, in the case where signal x(t)) is found by the formula 
(10), solution K(t) to the Volterra integral equation of the 
first kind has a recursive form:

                                       

(21)

Thus, if to deliver input x(t) that has a rising edge and 
a falling edge as a disturbance, the identification of  
transient responses gets complicated. Nevertheless, such 
inputs are typical of some physical systems, including 
those considered in the paper.

The method for identifying the dynamic characteristics of 
distributed generation (including gas turbine plants) that 
involves  input signals in the form of linear combinations 
of Heaviside functions is  described in [1,2].

5. Conclusions
The paper considers an isolated electric power system, 
which contains several electricity sources, and the 
shunt- and series-connected devices (active elements) 
that allow an on-line change in the energy parameters 
of the system represent an off-grid system in which the 
greatest contribution to the generation is made by wind 
turbine plants. A reference object was represented by a 
model of horizontal-axis wind turbine. An approach to 
the description of dynamic characteristics is considered 
using a section of the Volterra integro-power series. An 
algorithm for the identification of a one- dimensional 
transfer function is developed on the basis of inputs that 
are the closest to the real disturbances.
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