
Oral presentation 

 

When major accidents are no longer accidental: The emergence of 

destructive cyber-attacks 
Nelson H. Carreras Guzman 1, 2, Igor Kozine 1 
1Engineering Systems Design Group, Technical University of Denmark (DTU); 2Department of 

Mechanical and Industrial Engineering. Norwegian University of Science and Technology (NTNU) 

 
Industrial systems and production processes incorporating and interconnecting new digital technologies 

possess well-known benefits in terms of efficiency, comfort and sustainability. Seemingly, these 

technological innovations should also prove useful to prevent major accidents. However, evidence from 

experimental research and real incident bulletins show how emerging risks could provoke – and already 

have provoked – serious physical damages. These new risks include unintentional errors such as software 

design flaws, conflicts between higher levels of process automation and the role of humans as 

supervisors, among others. Yet arguably, some of the most critical emerging risks stem from cyber-

security vulnerabilities and their potential to cascade into serious physical damages. Examples include 

the cyber-attack to the Maroochy wastewater treatment facility in Australia in 2000, the Baku-Tbilisi-

Ceyhan (BTC) pipeline cyber-attack in Turkey in 2008, the Stuxnet worm affecting an Iranian nuclear 

facility in 2010, the German Steel Mill cyber-attack in 2014, and the TRITON attack against the safety-

critical systems of a petrochemical plant in Saudi Arabia in 2017. In the maritime context, Nordic 

recommended practices recognize now vulnerabilities of highest criticality, where hackers could 

potentially take remote control of ships navigating at sea and disrupt their navigation systems [1]. 

Hence, the question arises: Could non-accidental sources of risks from the cyber domain lead to the 

serious physical damages usually associated to major accidents? The answer seems affirmative. These 

are maliciously intended cyber-physical attacks leading to serious physical damages. In the Danish 

Defence Intelligence Service, they are also known as destructive cyber-attacks [2]. Although these 

incidents have safety implications, safety analysts tend to neglect them in their traditional analysis 

methods. Due to the malicious intent that characterizes these cyber-physical attacks, safety analysts tend 

to regard them as the domain of cyber-security. However, the domain of cyber-security has traditionally 

aimed at the confidentiality, integrity and availability of information technologies (IT), not at the safety 

of humans and physical systems. In fact, the domain of IT security and the domain of cyber-physical 

safety and security require different knowledge fields and different strategies to mitigate the particular 

risks. Therefore, the need for safety and security require an integration of concepts and tools to address 

these emerging risks. 

This presentation will illustrate a new hazard scenario builder, named Cyber-Physical Harm Analysis 

for Safety and Security (CyPHASS). Building on the concept of Uncontrolled Flows of Information and 

Energy (UFoI-E) [3], the builder is a practical tool for risk identification that incorporates lessons from 

recent cyber-physical attacks. Furthermore, CyPHASS provides generic diagrams inspired by the bow-

tie model to assist the process of identifying emerging hazards from the interactions between the cyber 

and the physical domains. Using CyPHASS, safety and security risk analysts will be able to identify 

both unintentional and malicious sources of risk, assess their interactions, and recommend suitable safety 

and security barriers to prevent and mitigate the potentially serious damages. 
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