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Abstract

The nature of cyber risks is distinctively different in several dimensions from

other risks in shipping and transport. This article explores these differences and

describes the results of a research process to categorize published literature about

cyber-risks in supply chain and shipping, through a framework called the Wave

Analogy of Resilience. By using this wave analogy, this article describes a way

of organizing this categorization, and describes how it can be used to understand

both how a shipping system failure results in a cyber-attack, and how this cyber-

attack will increasingly affect areas in the shipping system, from operational to

strategic, until the attack is stopped.
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1. The new risks

The presence of IT systems in shipping operations has become ever more rel-

evant. This follows a trend known as the fourth industrial revolution or Industry

4.0, which marks a radical shift in the way that industry operates by bringing

digitization and the Internet to most parts of a shipping operations value chain.

From this perspective, a ship is understood as a Cyber-Physical System (CPS)

this is the combination of software and physical production assets, integrating
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elements like higher automation, Industrial Internet of Things (IIoT), data shar-

ing, and cloud computing with other ships and operations through internet [1],

[2], [3].

Competitive pressures require that shipping companies make use of advances

in information technologies and connectivity to adapt their supply chains in a

global economy [1], [4]. As a result, companies are required to have the ability

to identify and respond faster to changes in the external environment (i.e. cus-

tomer preferences), through automating processes using cyber-physical systems

(CPS), implementing digitally-based management systems, and the reduction

of inventory such as container positions by means of just-in-time production-to-

order systems [5], [1].

However, higher IT automation and integration with cyber-technologies in

shipping also is resulting in new risks. Advanced shipping systems are not secure

in the same way as traditional shipping operations were, since cyber risks differ

from traditional risks in at least 7 dimensions, as indicated in Table 1 (based

on [6]):

It is therefore becoming increasingly clear that the abilities to avoid and

detect cyber-attacks (cyber-security) and to react efficiently once cyber-attacks

have been detected (cyber-resilience) have become critical for the success of

smart shipping operations. IoT enabled cyber-physical systems are regularly

threatened by a broad range of potential cyber-attacks coming from criminals,

terrorists or hacktivists [7]. Cyber-attackers use any available channel to ex-

ploit poorly-secured systems for different purposes, giving way to threats like

harassment, corporate espionage, extortion, stock market manipulation, or the

planning and carrying out of terrorist activities. In parallel, there is the risk that

failing to ensure continuous IT systems may also cause disruptions in operations

[8], and consequent challenges for mission assurance of the enterprise [9]. Rand

has estimated that the global cost of cyber-crime can range from US$799 billion

to over US$2 trillion[10] and, as recent examples like the Wannacry and Petya

viruses have shown, effects include not only disruption of industrial operations,

but also lives put at risk.
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Figure 1: Dimensions where traditional and cyber-risks differ for shipping operations

The modern shipping industry thus faces cyber-risks associated with their

own data and control systems, and also to their supply chains [7], as processes

connected both with suppliers and customers through the internet form part of

a shared network. As a result, cyber-attackers access and impact actors sharing

a common network and gaining access to IT systems through the weakest link

in the supply network [7], [4].

Considering their effects and the urgency of a problem that is continuing

to unfold, it is sensible to ask how should risks derived from the use of IT

systems be managed in shipping operations to increase detection and reaction

to cyber-attacks.

2. A framework to understand resilience

An answer this question was put forward by Guerra&Sepulveda [11] in 2018,

who performed a structured literature review (SLR), a documented process to
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collect and structure existing knowledge to answer the question of How should

cyber-risks be managed along the supply chain?. This work initially considered

supply chains as the unit of analysis, and this work uses the framework to reflect

its application to the shipping industry.

The twelve most recurrent themes found in the analysis by Guerra&Sepulveda

[11] and when applied to shipping operations, are the following:

1. Compliance, understood as the identification of, and conformance of

shipping operations to, legislation affecting cyber risks and to the stan-

dards that have been developed for cyber-risk prevention, mitigation and

response.

2. Situational Awareness, which involves the identification of cyber threats,

vulnerabilities and risks in shipping operations, and the assessment of the

probability and impacts of occurrence of cyber-risk events.

3. Governance, which defines who, where and how decisions affecting IT

are made. [12].

4. Pre-Event Knowledge Management, understood as making the best

use of the knowledge available to achieve resilience (response to disrup-

tions) and the improvement of this knowledge, through practices such as

education, training, and the creation of a resilience/risk management cul-

ture.

5. Cyber-Security, which refers to the protection of the assets and systems

(physical or digital) involved with the storing and processing of informa-

tion in digital format, and involving proactive measures and techniques,

focusing on the protection of the confidentiality, integrity and availability

of information [1].

6. Agility, defined as ”the ability to respond rapidly to unpredictable changes

in demand or supply” [13], through visibility and velocity. Visibility refers

to the awareness about the current status of operational assets and envi-

ronment [14], [15], so as to be able to detect cyber-risk events. Velocity

refers to how quick is the reaction when cyber-events happen [13].
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7. Ability to Adapt, understood as the ability to manage critical resources

and shipping operations, and to adjust them in response to challenges and

opportunities [14], through flexibility and redundancy. Flexibility is the

capability of doing processes and using resources in different ways, ac-

cording to the specific situation. Redundancy is building and maintaining

excess capacity as a mechanism to adapt to disruptive events.

8. Recovery Management, which considers identifying vulnerabilities and

risks that are critical, developing contingency plans, planning for the avail-

ability of resources needed during post-disruption plans, and executing

those plans when needed.

9. Market Position and Financial Strength, which refers to the status

of an organization and/or its products in particular markets, and the

capacity of the shipping business to absorb variations in cash flow [15],

required for the recovery from severe operational disruptions [14]. Some

sub-factors in this theme include market share, product differentiation

and customer loyalty for market position, and financial reserves, liquidity,

portfolio diversification and insurance position for financial strength [11].

10. Post-Event Knowledge Management, understood as the ability of

learning from past events through post-event feedback, education and

training, and gathering of cost/benefit knowledge [14], in order to improve

reaction plans and resilience mechanisms [16].

11. Social Capital, which reflects the network of existing relationships with

suppliers and customers as a source of advantage [17], and in the form of

information, trust, and norms of reciprocity, as a strategy to absorb and

adapt in the presence of a cyber-event [18], and as the ability to learn

among supply chain partners [14].

Based on these themes, Guerra&Sepulveda [11] propose a framework to ar-

range them with respect to the occurrence of a cyber-event. This framework

proposes a dynamic (time-related) approach for the relative ”positions” of each

of the themes identified previously, along a timeline. The relative position of

5



each is related to the time when each element’s presence is more relevant, and

this relevance is characterized as both 1) their influence on the prevention of,

response to, and recovery from cyber risk events, and their 2) short, medium or

long-term effects. As a result, the themes located further away from the time of

the event are more strategic in nature, while those closer to the event are more

tactical, and thus with a more immediate effect on operations. This is reflected

in Figure-2.

Figure 2: Strategic versus Operational themes[11]

The Analogy is extended by Guerra&Sepulveda through its use to explain

the effects of a cyber-event before and after its occurrence. What is located to

the left of the cyber-event, also called the ”point of impact”, is the reflection

of the ”defensive mechanisms” that would have to fail for a cyber-event to

materialize.

This approach, although similar to causal models like the Swiss Cheese model

of risk, has substantial differences with these. The Wave Analogy 1) identifies

levels of defense that range from strategic to tactical, 2) considers these levels

in a specific sequence, 3) the cyber-event is not restricted to a specific set of

sequential events, one of the main criticisms to the Swiss Cheese model [19], but

rather reflects a series of levels of conditions.

The wave analogy goes on to represent the effects of a cyber-event after its

occurrence. This is represented by what lies to the right of the point to impact,
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where the mitigation mechanisms are indicated. The strength of the attack’s

impact is represented as the extent to which a ”wave” from the the point of

impact can advance or propagate. The stronger the impact of the attack, the

more the strategic aspects will be affected. This can be seen in Figure-3.

Figure 3: Arrangement of themes showing the wave effect of a cyber-attack[11]

3. The wave analogy for shipping resilience

The applicability of this framework for shipping operations can be explored

by using it to identify the elements present pre- and post-event, in the case of a

cyber-attack to a shipping company such as the NotPetya attack, which affected

the shipping company AP Moller-Maersk (Maersk) in 2017 [20]. This attack,

despite having the initial appearance of being a Ransomware, resulted to be a

Wiper [21], where no data recovery was possible, even if the required Bitcoin

payment was carried out.

The Wave Analogy framework themes, as applied to the facts of the NotPetya

attack, result in the following analysis, supported by journalistic data [22].

1. Compliance: Norms and regulations in the shipping industry include

Global norms like ISO 27000 [23], NIST SP-800-53 [24], industry-related

norms like the Danish Cyber and Information Security Strategy for the

Maritime Sector [25], the BIMCO Guidelines on cyber security on board
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ships [26], the IMO Guidelines on maritime cyber risk management [27],

as well as any internal guidelines of the company.

2. Situational Awareness: NotPetya made use of a then recently discov-

ered Windows vulnerability (known as EternalBlue) which allowed to ex-

tract passwords when combined with another tool known as Mimikatz.

Earlier in 2017, EternalBlue was known to the public after a breach of

NSA files, and some time later Windows released a patch to EternalBlue’s

vulnerability. Although it has been reported that issues such as network

segmentation - which contributed to the company-wide outreach of Not-

Petya - had been internally pointed out before [22], it seems reasonable

to think that the risk of a cataclysmic cyber-event spanning their entire

IT infrastructure was underestimated by Maersk, considered as either not

probable or even feasible in the short-term as to prompt immediate, sub-

sequent action.

3. Governance: Maersk has had a Chief Information Security Officer since

the year 2015, and it was one of the first major shipping companies to do

so, based on its digitalization strategy. Maersk has therefore a hierarchy for

the decision-making process of its IT infrastructure, located in England

and overseeing the digital needs of the almost 80.000 employees at the

company. Therefore, even though Maersk had resources to manage this

governance structure, an incorrect situational awareness did not seem to

trigger enough actions to prevent and mitigate the risk of a global IT

meltdown.

4. Pre-Event Knowledge Management: The vulnerability-exploiting ap-

plication EternalBlue and Mimikatz were known, but the first one was

relatively recent, and a combined use of both was not widely observed

before. Because of this, there was no initial knowledge on how to prevent

or deal with this specific threat until it was reverse-engineered some time

afterwards.

5. Cyber-Security: it might have been possible to prevent or reduce the

impact of NotPetya from a more technical perspective, had Maersk had in
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place elements such as more thorough software patching policies, up-to-

date operating systems and network segmentation [22]. Nonetheless, the

lack of awareness regarding this specifc threat made it arguably more dif-

ficult to be prepared against it. For example, Maersk reportedly managed

around 150 domain controllers (servers that work as maps of the network

at Maersk, and which store and communicate the rules regarding which

users can access what systems) before NotPetya, which were supposed to

act as a backup for each other. Nonetheless, this did not seem to foresee

the scenario in which all of them were taken down simultaneously [22].

6. Agility: It took two hours to disconnect Maersk’s systems from the net-

work. The recovery team at Maidenhead using clean equipment, searched

for backup images of servers and domain controllers. The only unaltered

(not been affected by NotPetya) copy image of this domain controller

was found in a server in Ghana, due to a fortuitous power outage. This

fortunate discovery was regarded as a key piece in the relatively quick

reconstruction of Maersk IT infrastructure.

7. Ability to Adapt: Before the reconstruction brought the IT infrastru-

ture back online, orders were reportedly being taken through improvised

channels like Whatsapp, and kept track via written notes or spreadsheets

instead of the previous systems used. However, without IT systems many

employees were left without any means to carry out their jobs, as there

was no ”analogical” alternative to carry out their tasks. Moreover, many

ships could not continue operations as there was no readily available way

to manage the cargo. Therefore, this cyber-event severely impacted and

disrupted Maersk’s operations.

8. Recovery Management: While the NotPetya attack left Maersk’s IT

systems unavailable for business, there did not seem to be backup plans

for alternate processes to maintain business activities without these IT

systems. In order to deal with this new situation, the Group Infrastructure

Services building in Maidenhead, UK, was transformed into an emergency

center with a very clear purpose: rebuilding Maersks global network as a
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result of the actions of the NotPetya attack.

9. Market Position and Financial Strength: Customers and public im-

age were affected by this attack. Maersk estimates the costs brought by

NotPetya to be valued over US$300 million. Nonetheless, their ability to

survive this event can be at least partly explained thanks to their sheer

size. Maersk made in 2017 a net profit of US$517 million, and their activ-

ity accounts for over 17% of the world share in container transportation,

making it the biggest sea freight provider in the world.

10. Post-Event Knowledge Management: The mechanics of the attack

became clear, as it was found that NotPetya used two system vulnerabil-

ities, both known at the time of the attack. Maersk CEO indicated that

cybersecurity is viewed by the company, and after the NotPetya attack,

as a competitive advantage. IT makeover is still underway. For example,

Some servers in the company are still running the unsupported operative

system Windows 2000. Incentives are not all aligned either. For exam-

ple, IT makeover has not been carried out completely as it has not been

aligned to IT executive’s pay.

11. Social Capital: Customers and public image was affected by this at-

tack. Some containers became lost in the system for over 3 months due to

the attack and subsequent recovery process. The online Maersk reserva-

tion and status monitoring system for customers was out for several days,

and the ports recovered an acceptable level of operation after more than

a week from the attack. Maersk reportedly tried to reinforce customer

relationships by covering at least part of the additional costs carried by

their disrupted business [22]. However, not all stakeholders were treated

equally as collateral damage from Maersk’s disrupted operations spanned

broadly.
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4. Conclusions

In general, the ripple effect of the NotPetya attack to Maersk can be clearly

drawn out from the perspective of this framework, where it can be observed how

the elements preceding the cyber-event were not adequately aligned to face the

incoming threat, while an intensive use of resources was necessary to absorb the

impact of that event on Maersk. Moreover, this analysis presents the following

advantages:

• The data about a cyber-attack is organized into the different themes,

providing a structure.

• This framework structure organizes the knowledge about a company and

the attack into aspects that range from tactical to strategic.

• By following the framework from the point of attack towards the outer

mitigation levels, it is possible to understand the progression of an attack.

For example, market position was fundamental to their survival because

of ineffective ”ability to adapt” in the short term, and to support the

extensive Recovery Management measures for this scenario.

• By identifying measures in each level, a record of best and worst practices

can be created.

11



References

[1] H. Boyes, Cybersecurity and cyber-resilient supply chains, Technology Innovation

Management Review 5 (4) (2015) 28.

[2] A. Jayaram, Lean six sigma approach for global supply chain management using

industry 4.0 and iiot, in: 2016 2nd International Conference on Contemporary

Computing and Informatics (IC3I), IEEE, 2016, pp. 89–94.

[3] J. Manners-Bell, Supply chain risk management: understanding emerging threats

to global supply chains, Kogan Page Publishers, 2017.

[4] O. Khan, D. A. S. Estay, Supply chain cyber-resilience: Creating an agenda for

future research, Technology Innovation Management Review (April) (2015) 6–12.

[5] B. Tjahjono, C. Esplugues, E. Ares, G. Pelaez, What does industry 4.0 mean to

supply chain?, Procedia Manufacturing 13 (2017) 1175–1182.
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