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Abstract. For the simulation of the accidental course
of events in industrial process plants, a model is needed
of operators' response to the cues presented by the system.
A model is proposed, based on the simplifications which
can be made when restricting attention to the operator
functions having significants for a probabilistic risk
analysis, and to only skill and rule based performance,
i.e., to responses in the early phase of an accident.
The model 1is based on Brunswik’'s lens model, a model of
the normal task repertoire, and on a taxonomy of human
errors.

To bring the model 1in perspective, a review of the state
of the art of cognitive models of human behaviour is included.
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INRTRODUCTION

Development of a model which allows a realistic simulation of
operator responses to complex accident scenarios in nuclear power
plants is a very ambitious undertaking and will only be possible
at present if all the simplifying assumptions are taken into
consideration which this specific aim of the simulation makes
feasible. The simulation model considered in this report is
intended for incorporation in an integrated simulation model
which can support a systematic identification of the accidental
courses of events which have to be considered in an exhaustive
probabilistic risk analysis. One of the fundamental problems in
such analyses is at present explicitly to formulate the search
strategy applied to define the relevant scenarios, and thus to
delimit the coverage (Rasmussen, 1982). One approach to this
problem will be to have a simulation model which is capable, in a
systematic way, of generating system responses to all relevant
component faults and their combinations. For this to be effective
in risk management, a well defined coverage determined by
explicitly described principles for the search is more important
than to seek the widest possible coverage by use of ad hoc expert
intuition and imagination. Well defined coverage is important in
order to make it possible to decide a posteriori whether a given
accidental event was in fact included (Rasmussen and Pedersen,
1984).

For the technical part of an industrial process plant, the DYLAM
simulation program (Reina and Amenda, 1981; Amendola, 1984) can
systematically identify the accidental courses of events ¢to
consider. This is done by defining the relevant fault modes for
all components, and by a complete search through all these modes
and their combinations to the order defined by the analyst. A
similar exhaustive search for all possible erroneous human acts
is clearly not possible, and a set of delimiting assumptions and
principles have to be chosen. Such principles are proposed in the
next section, and are intended to add up to an evolutionary
approach in which a model is developed in sequential stages of



refinement together with a program for concurrent testing of the
assumptions.

BASIC PRINCIPLES AND ASSUMPTIONS

" The requirements from risk analysis. Important simplifications
can be drawn from the intended application of identifying the
sources of events to include in risk analysis jin additjon to
those having their oriqgin in technical faults. In the first

approximation, the model is only intended to identify the
relevant scenarios to analyze, not to supply gquantitative
probability figures. Therefore, failure modes having effects
identical with those of technical components need not ¢to be
considered; only modes of human errors adding branches to the
fault tree already defined by the DYLAM program will have to be
considered. As we will see, this in fact means that we do not
have to consider simple, separate human errors affecting
component performance, only those adding causal coupling between
otherwise independent events. Even when quantitative predictions
are not intended as in this first approximation, it should,
however, be noted that a stop rule for the search for which error
modes to include will in fact imply a ranking according to
frequencies as well as the consideration of a probability cut-off
limit.

Another simplifying principle can be drawn from the present
application. The basic requirement is not to have, in the first
approximation, a reliable simulation of operator performance, but
a simulation generating an envelope includina the relevant
responses, based on explicitly known principles. The resulting
fault <tree can be screened for irrelevant responses during the
subsequent quantification of probabilities.



Aspects of human adaptation. Another set of simplifying
principles can be based on the adaptive features of human
behavior. Highly skilled human operators have successfully
adapted to the control requirements of the particular plant
during all operatingy conditions normally met. During such
circumstances, their behavior will only reflect characteristics
of the plant, not of their cognitive mechanisms. As Simon

phrased it: "A man, viewed as a behaving system, is quite simple.
The apparent complexity of his behavior over time is largely a

reflection of the complexity of th2 environment in which he finds
himself. =~--- A thinking human is an adaptive system --. To the
extent he 1is effectively adaptive, his behavior will reflect
characteristics iargely of the outer environment (in the light of
his goals) and will reveal only a few limitir+ properties of his
inner environment - of the physiological maci:inery that enables
him to think." (Simon 1969, p.25).

A el of successful operato erformance dur W
pituations can, therefore, be considered a model of tLe

requirements of the work environment, considering his immediate

goals. To make it a model of human performance, it will then be
necessary to add the mechanisms that come into play when

adaptation breaks down, 1i.e., a _model of relevant human_ _error
mechanisms.

A _model of human error mechanisms appears to be feasible for the
present application where the focus will be on those error modes
which will tend to introduce systematic or 1likely coupling
between otherwise independ2nt events or acts. Previous analyses
of events including human errors (Rasmussen, 1981; Rasmussen et
al., 1981) tend to show that a wide variety of observable errors
during unfamiliar work situations can in fact be explained by a
fairly low number of psychological mechanisms related to human
adaptability (Rasmussen, 1985), and can be seen as the
manifestation of interference in performance during infrequent
plant disturbances from the vast repertoire of more or less
automated routines. This is in good accordance with recent
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findings in psychological research indicating that fundamental
principles such as striving for similarity matching and choosing
the path of least effort are underlying the most significant
systematic error mechanisms (Reason, 1985a,b). Consequently, a
model of the behavior of skilled operators, including a
representation of error mechanisms, will as a basic ingredient

include a representation of the total task repertojre including
in particular the highly automated daily routines.

In this way, the simulation model will serve to identify
systematically the triggers for these systematic human error
mechanisms which may inadvertently be designed, instructed, or
trained into an industrial process system.

From these arguments, it will be realized that the basic
ingredients of a model of operator performance will be a model of
the total task repertoire representing the "perfect operator"
together with a model of the learning and error mechanisms which
add the human perspective.

A model of the task repertoire will, consequently, be a major
part of the development required. Different approaches to this
part of the project seem to be possible, and will require further
analysis. The traditional approach will be a classical tagk
analysis, which has, in fact, been made for nuclear power plants.
It will, however, be a major task to obtain all the necessary
data, in particular since it is not the formal but the actual
procedures which are needed, even for daily routines. It may be
argued that the collection of descriptions of operator <task
sequences and related error data is as important for quantitative
risk analysis as the collection of data on component
specifications and fault modes.

Another approach worth a closer look will be to generate the task
repertojire from a systematic analysis of the plant control
requirements. To makxe this approach feasible, a systematic
representation of the control requirements in terms of a means-
end hierarchy including the basic intentions behind design
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decisions will be needed. This approach requires a data
collection program which would, however, be needed also for the
design of advanced operator decision support systems. Derivation
from control requirements will identify required task sequences
with many degrees of freedom with respect to operator's choice of
the order of acts in parts of the tasks, and should be
supplemented by heuristic rules related to human adaptation, or
derived from interviews of operating staffs.

Finally, the possibility of identifying relevant task information
from stematic jinterrogat [o) ors should be carefully
considered, using recently developed methods for expert knowledge
acquisition. Again some basic assumptions about human adaptation
may serve to simplify the modelling. The mechanisms underlying
errors in terms of interference from frequently encountered tasks
or concepts seem to be closely related to the mechanisms of
memory access and may be accessible by means of metacognitive
judgments when usec for systematic interrogation (Reason, 1985b).

Finally, the model should be compatible w the 8

concept. Simulation of a process plant is usually structured in a
set of differential equations derived from balance considerations
related to the system performance at the level of thermodynamic
relations. In that case, mapping of physical changes will be
rather complicated. Simulation models can also be based on a
library of component models representing component functions
including a set of component failure functions, as is the case in
the JRC DYLAM program. The latter gives a simple mapping of
changes caused by component failures, and can systematically
generate a complete set of possible event trees. Relevant
accident scenarios are found by selection. In this case, the
system is decomposed into physical components for which
operational states -ve defined according to fault modes. The
possible failed system states are then generated by weans of
scanning through the standard component states and sorting out
the relevant system consequences.
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ANATOMY of an ACCIDENT
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Figure 1. Structure of accidental course of
events in a process plant design according
to the "def:nse in depth'" philosophy.
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In order to do the same for the operator performance, operator
behavior should be decomposed into task elements or actions,
which may be erroneous due to basic human error modes. 1In that
case, operator performance should be modelled by a representation
of the proper task sequence, and erroneous responses generated by
a systematic search through a library of relevant error modes.
The model approach suggested above, therefore, appears to be
immediately applicable in the DYLAM framework.

S8ELECTION OF TASKS TO INCLUDE IN THE MODEL

In order to simplify the model of emergency responses, it will be
important to formulate the requirements from the present specific
application of the model. The operator activities to include in
the causal simulation structure can be identified with reference
to the anatomy of a typical accident, see Figure 1, and the
internal structure of a probabilistic risk analysis (PRA) which
are in turn the prerequisites for the DYLAM simulation approach.

The rationale of a PRA for systems with extreme safety require-
ments such as nuclear installations, depends on the system design
concept applied for such plants, 1leading to a well structured
pattern of propagation of accidents. In consequence of the design
philosophy applied, the relevant accident scenarios can be
grouped and studied collectively, and safety measures can be
related ¢to the individual groups by use of a feed back control
principle. In addition, accident propagation can be considered to
occur in several subsequent phases subject ¢to control by
countermeasures based on different physical principles. This
"defence-in-depth"” design philoscphy makes it possible to achieve
in a realistic very low probability of an accident with moderate
requirements to the probability of the events related to the

individual phases of the course of events, diven the assumption
of mutual jindependence.
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With reference to such general features of an accident sequence,
the categories of human activities which should be included in a
simulation model can be identified using the consideration that
only such activities should be included that will add new
branches to the resulting fault and event trees. Activities will
not be included if they are merely contributing to the frequency
or probability of chains of events which already found from
consideration of technical faults. For example, simple errors
during human activities in terms of omission of acts or acts that
otherwise influence only the reliability of the intended outcome
of the task, need not be considered since their consequences will
be identical with a 1lack of response of the technical part
involved in the acts. What should in particular be included are
human errors which have effects adding coupling and cross 1links
to the physical, causal structure. Such links will introduce
coincidence between events related to parts of the physical
system which are otherwise functionally independent.

Two categories of such causal links should, in particular, be
considered:

One 1is the systematic source of common mode faults which may be
introduced when a basic human error mechanism may lead to oper-
ation on a wrong component. 1In such a case, the lack of a proper
act on one component will be coupled to an erroneous act on
another. Identification of such links between components which
may be functionally unrelated will serve to avoid the combina-
torial run-away which will result from purely combinatorial
search for relevant common-mode failures.

Typically, this category will result in couplings within one
phase of the accident sequence. The category will probably be
most important for activities during maintenance, test, and
calibration, including activities Aduring work planning and
scheduling for such activities, in particular related to
redundant protection systems. Characteristically, such activities
are of the rule-based domain. The work conditions and,
consequently, the related typical error mechanisms will be de-~
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coupled from the dynamics of a particular accidental chain of
events. Therefore, a reasonable amount of general empirical
evidence will be available, and it will be possible to take
account of the influence in fault tree construction, without
including the activities in a dynamic simulation.

Another source of causal cross-links is more important for
consideration in dynamic simulation, namely the possibility of
causal links between the phases of the accidental sequence, i.e.,
between the initiation of an accidental sequence and the
performance of the protective systems. Protective systems are
basically feed back control systems serving to maintain the
operational state of a system within the acceptable, safe domain.
In all systems based on feedback principles, the performance is
very sensitive to disturbances of the feed back path. In the
present context, operator interaction with the safety systems
during accidental chains of events is, therefore, of prime
importance. The operator-plant interaction will be very situation
specific, and the relevant error mechanisms can only be
identified from a joint, dynamic simulation of operator and plant
behaviour. Two categories of human activities will be important
in this respect. One is the protective tasks which are directly
allocated the operatina staff, such as control of emergency
cooling systems, standby equipment, etc. Another will be the
erence with automatic safet c due to
misunderstanding of the observed functioning. Such interference
may be due to errors during unrelated activities caused by, in
itself correct, use of a procedure which, however, owing ¢to
particular circumstances is counterproductive. The identification
of activities to consider can be approached from different points
of view. The starting point can be analysis of a task sequence,
searching for the effect of human errors (error mode and effect
analysis). Another can be search for tasks which may influence a
given system component, identified by the fault tree analysis.

In conclusion, for a first approximation, focus should be on
modelling the operator interaction with the protective systems of
the plant, automatically as well as manually controlled, and only
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for those error modes that will give rise to additional couplings
in the causal structure, in particular across phases in the
accidental course of events.

MODEL OF THE TASK REPERTOIRE

It follows from the discussion so far that an irportant part of
the model will be a representation of the operator's task
repertoire, not only the tasks directly related to the emergency
response scenarios, but also all the frequent, normal work
routines which may be the source of interference during non-
normal situations. Depending upon the search heuristics applied
to guide the scanning of error modes, operator tasks will have to
be represented in one of two different ways in the data base of
the simulation model:

1. Tasks which are directly involved in the course of events that
are simulated. These tasks will be selected from the point of
view of their possible contribution of new branches to the fault
trees which are the ultimate outcome of the DYLAM system. It will
not be necessary to include tasks which merely change the
frequency, or probability of events in the simulation. Together
with the automatic functions, these tasks will be the potential
targets of errors and interference.

2. Tasks which can be the potential sources of interference with
the protective functions and tasks included in the simulated
scenarios. This set includes a representation of the total task
repertoire, in particular the "overtrained" daily routines. It
should, however, be considered whether the selection of tasks to

include can be made by considering only tasks which have action
gequence elements or action objects having close relation to the

sengsitive targets.
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For both categories, criteria for the selection of tasks to be
included in the model framework are similar to the completeness
criteria for risk analysis: It is more important to Xknow the
boundaries than it is to have a complete model.

Different approaches to the problem of representing the task
repertoire should be considered: The classical approach to task
analysis, the systematic derivation from the control requirements
of the plant, and interrogation of operating staffs.

Task analysis. This approach will involve a ccnsiderable amount
of work. A recent report (Burgy et al., 1983) describes a major
effort to analyze the task repertoire of operating crews. The
result has been a computerized data base including 45 operating
sequences, with 1062 tasks, including 15,378 task elements. Data
are collected from eight nuclear plants, seven simulators, one
actual control room, and one mock-up. The data have been col~-
lected by operations personnel and human factors specialists, but
are limited to observable task characteristics.

The task analysis is based cn Miller's (1963) development. A task
is defined as the human performance needed to accomplish required
system functions independent of the individual who performs it.
The entire "single thread" analysis can be considered as a set of
links sequentially connected with little, if any, interaction or
branching in the link structure.

A controlled vocabulary is used for the analysis. A top-down job
function analysis is used to identify and interrelate the de-
tailed task sequences. A task may be performed on different
occasions in support of different subfunctions, an operating
sequence i3 a collection of tasks supporting a specific
subfunction. Several operating sequences may be performed
simultaneously by different crew mebers. Criteria for task
selection have been: frequency, criticality, NRC interest, and
usability in a "NUREG 0700" review.
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Data collection includes analysis of operating procedures,
rehearsal of procedure with plant crew to clarify and identify
personnel roles, and finally on-site observation.

Task descriptions include:
“Operating sequence overviews" for each sequence to be studied.

"Task sequence charts" identifying the individual elements. The
table entries are: sequence no., task and purpose, cue, procedure
name and number, and system name.

"Task data forms" identifies: person, 1location, <time, function
(behavior element), object of action with state and action, means
(cue), and communication link.

A '"supplementary task data form" identifies: task difficulty,
consequence of error, and criticality of timing; all by qualita-
tive ranking. The data base is extensive and retrieval by com-
puter search is possible, for instance for automatic "link
analyses”. Unfortunately, however, for the present purpose, the
data recorded are not specific enough. The information used to
activate task performance ("cues"), for instance, 1is stated in
very general terms, like: "instrument", "procedure", or "verbal".
The report will be useful in organizing a suitable data
collection, to estimate the amount of resources required, and as
a basic structure for collecting the procedures. Therefore, a
realistic simulation model of human performance during emergency
situations will require a substantial task analysis, not only in
terme of formal procedures, but in fact all the normally
acceptable variations of procedures in the work repertoire along
the lines proposed by Pedersen (1985). This task data collection
should, however, also be carefully planned with respect to
obtaining task frequency data, etc., when planning the simulation
of the '"cue scanning strategy" of operators discussed in the
human error section below.
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In the general context of data banks for risk and reliability

analysis, it should be considered whether the data banks in-
cluding technical component descriptions, their fault modes and
frequencies, should also include operator task descriptions in
terms of subroutines with activation cues, in order to have a
meaningful basis for including systematic human errors in the
analysis of response to unfamiliar task requirements.

Derivation from control requirements. Since successful task
performance in fact reflects successful adaptation to the control

requirements of the process plant in question, another
possibility of modelling the performance of the "“perfect oper-
ator" will be the systematic derivation of the control sequences
required to meet the operating goals, e.g., to maintain a
specified state or to transfer the plant from one specified state
to another. Such a systematic control sequence derivation must be
based on a consistent representation of the demands and resources
in terms of the purpose / function / process / equipment mapping
of a means-end hierarchy.

In general, a procedure is a set of rules which describe how
actions on the plant should be made if a certain system goal
should be accomplished. The sequencing of actions depend on plant
structure and functional properties, on the nature of the control
task considercd, and on the operating constraint, e.g., with
respect to safety requirements.

In principle, an operating procedure can be systematically
identified by a decomposition of the goal and constraint set of
the operating mode considered, top-down through the means-end
hierarchy. The result will be a logically consistent specifi-
cation of a set of concurrent and sequential actions on physical
components of the plant. The decomposition will be controlled by
the causal topology of the plant at the various levels, and a
systematic tool for this derivation can be the multi-level flow
model proposed by Lind (1981, 1982), based on a consistent
representation of the mass, energy, and information flow
topology.
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In the operation of a process plant, a distinction can be drawn
between two categories of control which are related to different
aspects of the coordination of plant functions. These categories
are important for the discussion of task structures.

The first category includes the control functions provided for
optimization and for maintaining plant integrity during
transients caused by external aisturbances or by programmed
changes 1in the operating conditions as, e.g., changes of set-
points. Characteristic of this type of control functions is that
they are provided for a certain operating regime, i.e., they are
not applicable if the operating regime is changed. In material
and energy processing plants, such as nuclear power plants, this
category of control functions performs a coordination of the
redistribution of mass and energy stored in plant components, and
such coordination problems are related to plant operations where
structural changes do not occur.

The secord category of controls includes coordination problems
related to changes in plant functional structure. This occurs
when an integrated process must be established from a set of
hitherto functionally unrelated plant components, as for instance
during startup, or when establishing ad hoc safety functions. In
order to allow process components to be connected, operational
conditions for the separate components must be equalized. (A
boiler must be filled, heated, and produce steam before it can be
connected to the turbine. The turbine must be at correct speed
before it can be synchronized with the grid, etc.).

The division of a control task into subtasks according to the
categories above leads to a decomposition of the associated goal
and procedure into subgoals and subprocedures. Furthermore, to
each task a plant subsystem corresponds which again is divided
into subsubsystems by the task decomposition. However, plant
subsystems obtained in this way will in general be overlapping,
i.e., they will share components because the goal decomposition
is based on the functional requiremeits and not on the physical
structure. Therefore, a systematic framework is necessary in
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order to consider all goals and constraints (also related to
possible latent fault conditions) in the procedure design, and
the application of Lind's approach should be tested. It will be
noted that the resulting hierarchical task/goal structure has
similarities with the hierarchical task analysis and description
presently under development at the JRC-center 1Ispra (private
communication, August 1985), and with the structure proposed by
Reason et al. (1985).

The control procedures derived from plant control requirements in
this way will have several degrees of freedom in the final
sequencing. Functionally speaking, the sequential order in
smaller or larger parts of a control sequence will be unspecified
and can be chosen from other types of criteria such as minimizing
operator motion etc. Operator heuristics and criteria for choice
may be important, since there will be a tendency to apply them
also in cases where safety considerations dictate task sequences
which are "irrelevant” during normal circumstances, but important
as conditional protection against potential failure states.

Systematic generation of the control sequence raquirements will
result in a family of acceptable procedures for each task, and
all members of a family should probably be considered as a basis
for perturbation according to the error mode search unless clear
evidence for operator preferences can be found. 1In addition, it
should be considered to what extent a systematic analysis can
identify those parts of a control sequence for which the physical
and functional properties of the plant will guarantee error
detection by blocking further actions if not corrected. For these
aspects of the sequence analysis, Pedersen's (1985), procedures
for work analysis should be considered for further development.
This approach will also invite a number of questions concerning
the necessary data base. A systematic representation of the
system properties in terms of the means-end abstraction hierarchy
will be necessary. This in turns raises the problem of an
explicit formulation of the top-down proﬁagation of the
intentional basis of system design. Such information is typically
implicitly imbedded in industrial practices, :or only present as



subjective and unformulated preferences of the designer. An
attempt to formulate the information will, however, have general
interest, since it is exactly this kind of information which is
needed for design of decision support systems for the operators
during disturbed system operation, i.e., the information will be
needed for the design of "expert systems" intended for on-line
decision support.

In consequence, an important study for supplying the data base
or _systematic generation of the task repertoire operati
procedures, as well as for design of expert system support of
operators will be the development of a data base representing the
design intentions in terms of a consistent
purpose/function/process/ equipment mapping (means-end represen-

tation).

Interrogation of operators by more indirect means should be
considered a tool for modelling the task repertoire. Recent
research (Reason, 1985b) seems to indicate that humans are rather
good at metacognitive judgments of frequencies of encounter of
concepts, events, objects, etc., and since the predominant
feature of task interference seems to be frequency of encounter
together with "cue overlap”, indirect methods by which operating
teams are asked to "spew-out” examplars of categories and to rank
frequency of occurrence of cues and task elements may turn out to
be a selective and, therefore effective, alternative to the more
traditional task analysis. In this respect it will be important
to consider the basic organization of performance, discussed in
detail in a subsequent section.

Behaviour 1is composed of sequences of skill-based subroutines,
which roll off as integrated smooth units without conscious
control of the chaining of the individual acts when activated by
the proper intention to act. At the rule-based 1level, such
subroutines are chained by choosing those suitable for the
occasion according to know-how or prior experience. If a problem
is at hand and no useful task sequence is available, knowledge-
based "experiments" by meanrs of a mental model may be necessary
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to predict the outcome and compare it with relevant goals in
order to generate a plan. Only the skill- and rule- based levels
will be considered in the interrogation of operating staffs.

Skilled rcutines are activated as integrated task sequences by an
intention or choice, and they will be the elements of the task
data base. More complex task sequences controlled at the rule-
based level are composed of such routines, which are individually
activated by a cue-set including observation of indicators and
the result of the antecedent act. An important study will be to
ask operators, by use of metacognitive judgement techniques, to
list frequencies of the routines and to judge the likelihood of
their chaining. According to the findings of Reason (private
communication, 1985), well planned questioning techniques should
be able to establish antecedent action links, relevant cue sets,
and frequency of encounter, i.e., to generate the "frequent-task-
interference-source" data base.

MODELLING OPERATOR PERFORMANCE

From the introductory discussion it follows that a model of the
error free operator represents only task characteristics, and
that representation of human 1limiting properties and error
provoking mechanisms is necessary in order to make it a model of
human characteristics. The fact that emergency procedures are
carefully formulated in advance, and extensively trained on
training simulators, *ogether with the dependence of systematic
errors on interference with very familiar task situations focus
the efforts of the initial modelling upon models at the skill-
rule based level. Consulting the revie. nf available model con-
cepts  (Appendix 1) it appears that the descriptive framework
offered by the Brunswick lens model should be a useful concept.
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Arguments for the lens model (figure 2) by Brunswik (1957) are
based on the need for judgment because knowledge of the
environment is difficult due to "causal ambiguity". Reference is
made to Brunswick and Tolman who emphasized that

"the organism in its intercourse with the environment must
cope with numerous, independent, multiformal relations among
variables which are partly relevant and partly irrelevant

to its purpose, which carry only a 1limited amount of
dependability, and which are organized in a variety of ways.
The problem for the organism, therefore, is to know its
environment under these complex circumstances. In the effort
to do so, the organism brings a variety of processes
(generally labelled cognitive), such as perception,
learning, and thinking, to bear on the problem of reducing
causal ambiguity. As a part of this effort, human beings
often attempt to manipulate variables (by experiments, for
example) and sometimes succeed - in such a manner as to
eliminate ambiguity. But when the variables cannot be
manipulated, human beings must use their cognitive resources
unaided by manipulation or experiment. They must do the best
they can by passive rather than active means to arrive at a
conclusion regarding a state of affairs clouded by causal
ambiguity. They must, in short, exercise their judgment.
Human Jjudgment is a cognitive activity of 1last resort."
(p.272).

This description appears to be close to the conditions of judge-
ment for process operators. Also the role of the "internal
dynamic world model" (Rasmussen, 1986) or "process feel" is in
correspondence with the lens model approach. Tolman and Brunswick
(1935) react to the notion of information "input”. Both argued
that the objects and events apprehended by an organism do more
-- and less -- than "impinge" upon it. Not only does the organism
cognitively act on the "input”, but the perceived object carries
implications for other objects. That is why Tolman's position was
labelled an S-S theory. (sign-significate) and contrasted to S=R
theories. Because "cues" and "sign-significates" point outward,
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Criterion Judgment
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n
e =‘2: he hs xi +

r, = Ecological correlations
rg = Response correlations
h,hg = Optimum regression weights

Figure 2. Brunswik's lens model. This model is
"a descriptive model of human judgem=>nt developed
within the social judgement paradigm.

See Appendix 1 for details.
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they involve a relation between two variables - proximal and
distal, the given and the inferred. Choice of that relation as
the fundamental unit of cognition iias profound consequences, of
course, and it was this choice which eventually led Tolman to
introduce the concept of "mental map" in 1948; he argued that
cognition involves a subjective representation of tiie goal paths
in the environment of the organism. Brunswick went further; he
demanded a more detailed analysis of the environment and a less
detailed analysis of the organism. Environment and organism
should be described in symmetrical terms. The lens mcdel there-
fore considers symmetrically the ecological validity of cues, and
the subject's cue utilization.

Central to social judgment theory is the distinction between
surface and depth of the environment. surface data are (given)
cues to the (inferred) depth conditions in the judgment task. The
intervening region between surface and depth has been named zone
of ambiguity. The relation is considered a cause (depth) - effect
(surface) relation. Because a single effect may be produced by
several causes, as well as because multiple effects may be
produced by a single cause, there is ambiguity from cause to
effect and from effect to cause. Because causes may be
interrelated and because effects are interrelated, the network of
task relations can be said to be entangled. Moreover, causal
ambiguity is produced because (1) surface data are less than
perfectly related to depth variables, (2) functional relations
between surface and depth variables may assume a variety of forms
(linear, curve-linear), and (3) the relations between surface and
depth may be organized according to a variety of principles (for
example, additive or pattern). These circumstances give more
specific meaning to the term '"causal texture" or causal
"ambiguity".

Objectives for social judgment theory are stated to be:
1. Real life relevance.

2. A descriptive, not a law-seeking theory.
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3. Aids to improve human judgment, for instance by dis-
playing pictorially the weights, function forms, and un-
certainties in persons' judgment policies as well as in
judgment tasks.

The central features of the lens model concept, i.e., the focus
on a descriptive model with equal emphasis on the representation
of the task environment and the human response, are clearly
compatible with the needs in the present context. In some re-
spects, however, reference to the "lens model" concept may be
misleading, because the label refers to a methodological
paradigm, rather than merely to a model structure, and the
similarity to the present approach may be judged a verisimilitude
at the present state of the development. However, being a purely
descriptive framework, it matches the needs of a rule-based model
very vell.

The basic structure is the following:

A state in the task environment has to be identified from a set
of observable cues, and a judgment made regarding the identity of
this state. 1In the classical use of the model for experimental
work within the social judgment paradigm, one of the problems is
the match between the cues used for experimental work, and the
cues actually used in the real life condition (as it is discussed
in appendix 1 ). In the present application, this problem will be
less pronounced, because the cues for judgment in a modern
control room are related to discrete instrument indications. 1In
the model, two sources of uncertainty are considered. One is cue
reliability related to the fact that the "distal variable" which
should be inferred from the cues may not be deterministically
related to the cues available, a feature which may be used to
represent, e.g., unreliable indications. Another is the cue
utilization, i.e., the use of the available "proximal variables"
for inference, reflecting the less-than-optimal use of cues by
human judges.
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The structure of the model proposed in the present approach is
illustrated in fig. 3:

The relationship between the actual state of the process to be
controlled and the cue set available to the operator, is
perturbated (a) by the possible choice by the interface designer
of a non-defining set of measured data, and (b) by the possibly
unreliable measurement sensors. These perturbations represent the
technical reliability of the control room indications.

Another perturbation function is used to represent the operator's
cue utilization, i.e., to select the set of instrument or alarm
messages which are included in the set by which the operator
selects the task to perform. This perturbation function reflects
the human error mechanisms or "judgment biases", and will be
discussed in detail below.

The resulting, selected cue set is used to enter a decision table
including the task repertoire, and a task 1is activated for
execution. However, the task activated may not be successfully
completed. Another perturbation function analyzes the match be-
tween elements of the current task and other tasks of the
repertoire. If a match fulfilling certain conditions specified by
the perturbation function is found, this task sequence will
complete the (then erroneous) task sequence. The cues applied may
not be quantitatively well defined, and fuzzy set models will
probably be very well suited to represent cues, if the membership
functions can be adequately formulated.

It will be seen that the model reflects the control requirements
of the plant in terms of the proper task repertoire. Human
features are represented only in terms of perturbation functions.

It will also be seen that the structure of the model matches the
requirements of the DYLAM simulation system (Amendola et al.
1984, Cacciabue, 1986). The cue-set/proper-task data base
represents a decision table model of the correctly performing
operator and a specification of the perturbation function will
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Figure 3. Information flow in simulation of operator
responses in process control. Based on Brunswik's lens
model and the human error taxonomy of Rasmussen et al.,
1981.
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make it possible in a systematic way to scan through the relevant
error modes in an "error-mocde-and-effect analysis similar to the
one applied for technical component faults. The human element is
represented by the perturbation functions which will be
considered in more detail being a representation of the human
eirror mechanisms.

In the previous sections it has been discussed that the model of
the perfect operator is in fact a representation of the control
requirements of the plant. The human element is "shining through"
in terms of error mechanisms when adaptation breaks down. 1In the
present modelling approach, the human element will be represented
only in order to generate heuristic rules serving to 1limit the
combinatorial search through the possible perturbations of the
proper cue utilization.

The approach is based on the assumption that the systematic error
mechanisms which are in focus according to the previous dis-
cussion, are related to interference between the actual task
requirements during disturbed task condition and more frequently
applied members of the task repertoire (Rasmussen 1985). This is
in accordance with recent psychological research (Reason, 1985b).
The review of error shaping factors, given by Reason et al.
(1985) illustrates clearly the dependence on intertask or inter-
situation interference.

The table reflects the relationship between different categories
of human error, and modes of cognitive control. (See page 31).

Clearly, interference in a task repertoire will have a different
basis in the different behavioral domains, a basis which can be
related to different levels of abstraction in the behavioral
control, and the skill- rule- knowledge- framework will be used
to distinguish such levels of cognitive control (Rasmussen 1983).
When we distinguisl categories of human behavior according to
basically different ways of representing the regulari’ ..« nf the
behavior of a deterministic task environment, ‘“.hree typical
levels of control emerge: skill-, rule~-, and kn.wledge-based
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performance. These levels and a simplified illustration of their
interrelation are shown in fig. 4. Skill-based Dbehavior
represents sensorimotor performance during acts or activities
that, after a statement of an intention, take place without
conscious control as smooth, automated, and highly integrated
patterns of behavicr. In most skilled sensorimotor tasks, the
body acts as a multivariable, continuous control system
synchronizing movements with the behavior of the environment, and
performance is based on feed-forward control and depends upon a
very flexible and efficient dynamic internal world model.
Performance rolls along without any conscious choice between
action alternatives.

BEHAVIORAL DOMAIN ERROR SHAPING FACTORS

SKILL-BASED 1. Recency and frequency of previous use
2. Environmental control signals
3. Shared scheme properties
4. Concurrent plans
RULE~BASED 1. Mind set ("It's- always-worked-before")
2. Availability ("First-come-best-preferred")
3. Matching bias ("like-relates-to-like")
4. over-confidence ("I'm-sure-I'm~-right")
5, Over-simplification (e.g., "halo-effect")

- D D N G D . P P D D G D D S G —— D D G D - D D - -

KNOWLEDGE-BASED
(Not ~onsidered for simulation at this stage)

BENEIIDIEI 2 =0 == N S S SN EEENESESIRSRENERER

In general, human activities can be considered as a sequence of
skilled subroutines composed for the actual occasion. The
flexibility of skilled performance is due to the ability ¢to
compose from a large repertoire of automated subroutines the sets
suited for specific purposes.

At the next level of rule-based behavior, the composition of such
a sequence of subroutines in a familiar work situation is
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Figure 4. Typical human "error" mechanisms and their
relation to control of behaviour. (Adopted from Ras-
mussen (1980) with permission from John Wiley & Sons,

Ltad.).
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typically consciously controlled by a stored rule or procedure
that may have been derived empirically during previous occasions,
communicated from other persons' know-how as an instruction or
cookbook recipe, or it may be prepared on occasion by conscious
problem solving and planning. The point here is that performance
is goal-oriented, but structured by "“feed-forward control™
through a stored rule. Very often, the goal is not even
explicitly formulated, but is found implicitly in the situation
releasing the stored rules. The control is teleologic only in the
sense that the rule or control is selected from previous
successful experiences. The control evolves by "survival of the
fittest" rule. In effect, the rule will reflect the functional
properties that constrain the behavior of the environment, but
usually those properties found empirically in the past.
Furthermore, in actual life, the goal will only be reached after
a long sequence of acts, and direct feedback correction
considering the goal may not be possible. Feedback correction
during performance will require functional understanding and
analysis of the current response of the environment which may be
considered an independent, concurrent activity at the next higher
level (knowledge-based).

The rule-based coordination is in general basad on explicit know-
how, and the rules used can be reported by the person, although
the cues releasing a rule may be difficult to describe. This
level of cognitive control includes those situations when action
alternatives are known, and a choice has to be made.

During unfamiliar situations, faced with an environment for which
no know-how or rules for control are available from previous
encounters, the control of performance must move to a higher
cosceptual 1level, in which performance is goal-controlled, and
knowledge-based (knowledge is here taken in a rather restricted
sense as possession of a conceptual, structural model). The level
might more appropriately be called model-based. In this situ-
ation, the goal is explicitly formulated, based on an analysis of
the environment and the overall aims of the person. Then a useful
plan 1is developed - by selection, such that different plans are



- 34 —

considered and their effect tested against the goal, physically
by trial and error, or conceptually by means of understanding of
the functional properties of the environment and prediction of
the effects of the plan considered. At this level of functional
reasoning, the internal structure of the system is explicitly
represented by a "mental model® that may take several different
forms.

It is clear that the basis for cognitive control is fundamentally
different at these levels, and consequently so will be the
mechanisms leading to task interference. At the level of skill-
based performance controlled by sensorimotor patterns,
interference in the topographical characteristics will be
important. In the performance at the skill- and rule-based
level, interference in the actual sign-patterns will be important
(verisimilitudes), as well as interference between similar action
segences. Finally, in the knowledge-based domain, interference in
the purpose/function/process/equipment mapping may be important,
in addition to acts related to hypothesis testing during problem
solving. Other kinds of error mechanisms may be relevant, but in
the present it will context be particulariy important to simulate
the psychological mechanisms leading to systematic, causally
activated errors.

It is important to note that the 1levels function as a
hierarchical control system. Behaviour is composed of sequences
of skill-based subroutines, which roll off as integrated smooth
units without conscious control of the chaining of the individual
acts when activated by the proper intention to act, po chojces
are to be made. At the rule-based level, skill subroutines are
chained by choosing those suitable for the occasion according to
know-how or prior experience. If a problem is at hand and no
useful task sequence is available, knowledge-based "experiments”
on a mental model may be necessary to predict outcome and compare
with relevant goals in order to generate a plan.

The structure of this cognitive control necessitates the develop-
ment of the simulation model "bottom-up", by first considering
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first the elementary skilled routines, and the basic error
mechanisms of the skill-based control. Compared with Reason's
GEMS approach, (Reason 1985) such skilled routines are activated
as integrated task sequences by an intention or choice, and will
be the elements of the task data base. More complex task
sequences controlled at the rule-based level are composed of such
routines, which are individually activated by a cue set including
observation of indicators and the result of the antecedent act.

The basis of the simulation model will be the data base in the
form of a decision table including the individual skilled
routines, with the cue sets for activation as entries. The
simulation of error mechanisms will be a perturbation function
representing the systematic mechanisms behind errors. In the next
maragraph, the perturbations necessary to simulate the error
categories considered in the error taxonomy (Figure 5) will be
discussed. Examples of operator errors illustrating the
categories used are given in Appendix 2.

MODEBLLING OPERATOR ERRORS

The perturbation functions to be included in the simulation model
will be derived from consideration of the error mechanisms at the
various cognitive levels. The model should be made by considering
first correct performance of the frequent routine tasks, bottom-
up in the skill-rule-knowledge model.

At the skill-based level, the operator is assumed to be com-
pletely adapted to the spatial and temporal characteristics of
the interface. This means that instruments and keys are selected
as intended. Then aberrations are introduced systematically in
terms of search heuristics to identify opportunities for human
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errors (the classification labels of the taxonomy described by
Rasmussen et al. (1981), are given in brackets). For each error
mode, the heuristic rules to consider in order to delimit the
need for combinatorially complete search during possible error
modes will be indicated:

Stereotype (skill) fixation. (S1-1). This category represents
the release of a familiar and normally very efficient work
routine under inappropriate conditions. Ideally, the cue set for
the task which is the simulated target for potential interference
should be formulated and compared with the cue sets of all
frequent activities, so as to identify potential for release of
inappropiate tasks.

This is not possible, partly due to the high number of
activities, partly due to the informal and holistic nature of the
initiating cues at the skill-based level. Working backwards may
be more realistic: The acts which may be sources of interference
during a particular transient are identified by backward search
(cause seeking) for sources of unacceptable acts on vital equip-
ment. The frequent familiar tasks which include these acts as
elements are identified by analysis of the action 1lists of

procedures or interviews with skilled personnel, and the
releasing cue set identified. Next, the cue sets of the accident
scenario are scanned , to identify "close matches" which may

release the unacceptable acts.

Heuristic: For the safety equipment in service during the
transient, identify those work routines in the data base which
involve these items or topographically close items. Match the
related activating cue sets to the cue patterns present, and
select those of near-match to activate as interference tasks.

Stereotype take-over (S1-3). Represents the situation when a task
routine is properly activated, but another, typically more
frequent, routine has overlapping subsequences, and takes over
(capture error). Simulation involves a search for similarities
between subsequences of tasks properly activated during the
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transient, and other members of the task repertoire which may
"capture control®.

Heuristics: The task activated is compared with the other
sequences in the task repertoire. Matching subroutine sequences
are recorded and ranked according to size of overlap, and to
frequency of occurrence. To 1limit the interfering tasks to
consider, screening for lack of affinity of capturing tasks to
safety equipment can be used (as akove). Criteria for capture
likelihood depending on frequencies and size of overlap should be
found (preferably from operator metacognitive judgments?).

Motor variability (S5-1). This mode represents the lack of
precision in manual tasks, and use of inappropriate force, etc.
A probability distribution for the spatial precision as an over-
lay on the physical form of the interface will be able ¢to
generate errors of this category. The search will be extensive,
unless it is 1limited to include orly actions on keys which
should not be operated, i.e., by looking only for highly familiar
actions spatially close to critical items. Inappropriate force
will not introduce new consequences (is covered by component
fault).

Heurjstics: For critical keys or items in the safety equipment in
operation, scan the task data base to identify operation on items
in the topographic vicinity. Likelihood is graded by distance.

Inadequate spatial orientation (S5-2) represents the cases when
operators lose their orientatjon while moving around, and operate
on equipment at a wrong location. This depends on similarities
in spatial arrangements and appearance and will not be covered by
the simulation because the underlying configurative information
will not be available. The effects will be partially covered by
the "mistake of alternatives" at the rule-based level.
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Rule-Based Level

At the rule-based level, the normal, successful performance will
be in terms of a "production system™ which represents the
procedural rules activated by cues derived from the defining
attributes. The model will be a logical complete version of the
Brunswickian lens, i.e., "naturalist guide™, implemented in a
decision table, which reflects only the control requirements of
the systen. Actual human performance will depend on convenient
signs, rather than defining cues.

An important consideration in the modelling effort will be to
investigate the possibility of systematically generating the
likely set of convenient sign developed by skilled operators. The
basis for such sign identification will be an application of some
basic psychological principles controlling human adaptation.

Several studies (e.g., Bruner, 1969; Rasmussen et al., 1974)
indicate that skilled individuals adapt to strategies reflecting
preference for "the way of least resistance", minimizing
cognitive strain and load on short-term memory. From such general
principles, very specific tactical rules can be derived, which
will be efficient guides in the heuristic delimitation of the
necessary variations of cue perturbations to include in the
simulation model. Another basic principle will be that human
memory is based on generative mechanisms, not rote memory and,
therefore, items not integrated in a meaningful whole are likely
to be forgotten.

In the following paragraphs, heuristics for generating the
perturbation functions will be discussed with reference to the
rule-based error modes.

Fapiliar association short-cut (S1-2). This error mode represents
the tendency of humans to identify very effectively correlation
between the requirement for a certain act and a small set of
convenient cues which may be completely informal (relay and motor
noise, certain easily read instruments, etc.) and not intended
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for that purpose. In a modern control room, cues are most likely
to be associated with instrument readings, and, therefore, to a
first approximation the "sign" adopted can be expected to be a
sub set of the instrument indications which form the designed
state defining set. When this subset is no longer valid as an
activating cue, because the system condition has changed, a wrong
task is activated. If, for instance, the cues normally activating
a routine task are a subset of the cues related to an emergency
procedure, there is a risk that the routine task will be
inappropriately performed during an emergency, in particular
during early phases when an emergency is not yet perceived by tlL
operators.

The perturbation function used to represent this error mode will
have to scan the available cue set systematically during the
situation considered in search for a match with the cue (sub)set
related to the task repertoire. In order to avoid the
combinatorial explosion 1in this search, an effective set of
heuristics representing the operators' tactics in reading
instruments should be applied. It should, however, be remembered
that it is not a reliable model of human behavior that is needed,
but a model describing a well defined envelope within which the
systematic mistakes which are designed, trained, or instructed
into the system will be found.

Different heuristics for limiting the search can be proposed from
more basic adaptive properties:

Humans are economic and seek the way of least effort. Therefore,
it can be expected that no more cues will be used than are
necessary for discrimination among the tasks belonging to certain
scenarios or situations which can be expected to guide "process
feel”, 1i.e., operator expectations. A crude representation can
probably be made by defining "operation modes", or situations -
analogous to Minsky's frames - which will be labels for a related
set of tasks that are then more likely activated than tasks
outside the set. The formation of economic, convenient cue sets
would then only have to be discriminative within the particular























































































































































































